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1 Welcome to the IDERA Dashboard help wiki

IDERA Dashboard is a common technology designed to support multiple IDERA products with an integrated user
experience across these products. Log in from anywhere to check the status of your monitored SQL Server

instances and diagnose any issues. The customizable web dashboard makes sure the information most important
to you is right where you want it.

View the current status of monitored instances, drill down into single instance details, view occurrences of
performance issues, and see a roll-up of all active alerts. The IDERA Dashboard provides at-a-glance status of top
issues and alerts with easy drill-down capabilities so you can identify and diagnose issues quickly.

1.1 IDERA Dashboard documentation

« Run IDERA Dashboard over TLS (HTTPS)
+ Resolving the certificate error message
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2 Other IDERA Dashboard-supported product documentation

2.1 Monitoring & Performance

» SQL Business Intelligence Manager product help
» SQL Diagnostic Manager product help

» SQL Inventory Manager product help

» SQL Workload Analysis product help

2.2 Backup and Administration

+ SQL Enterprise Job Manager product help
« SQL Safe Backup product help

2.3 Security & Compliance

» SQL Compliance Manager product help
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3 Customer Support

« Customer Support Portal
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4 New Features and Fixed Issues

4.1 4.8.2 New Features

No new features for this version.

4.2 4.8.2 Fixed Issues
. Fixed a high CPU usage issue caused by openjdk.

4.3 4.8.1 New Features

No new features for this version.

4.4 4.8.1Fixed Issues
. Patched a security risk related to Apache Log4;.

4.5 4.8 New Features

No new features for this version.

4.6 4.8 Fixed Issues

o Bfo] Kelo]: {017 £: 8 IDERA Dashboard now allows up to 10 simultaneous
sessions with the same user credentials.

o B{e]Ke{o]:{=8L1:14:8 IDERA Dashboard now supports Apache Log4j version
2.17.

o BJo]Nelo]{HAY LW Encrypted passwords longer than 128 characters used

to get cropped after a service restart; now the maximum length allowed
is 255 characters.

o Bo]Nelo]{HAF4M SQLDM alerts and data are now shown when

connected to IDERA Dashboard from outside the server and through a
VPN.

o Bo]Ke{o] {81V XN Users who are part of a group are now able to see
SQLDM data in the Details View and Alerts tabs.

Other Versions

« Version 4.6
« Version 4.2
« Version 3.8
« Version 3.2
« Version 3.0
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5 Known Issues

IDERA strives to ensure our products provide quality solutions for your SQL
Server needs, but despite the efforts, IDERA Dashboard 4.8 has the known issues
that we describe on this page. If you need further assistance with these issues or
others, please contact IDERA Support.

5.1 Known Issues

o o] Helo] LTI LN Username validation is not case-sensitive.
o Bo]Nelo] {1 'H A NullPointerException error might occur when

accessing the About section from different products' main pages.

o BLo]Ke(o]{=8LTH N In the Overview tab, when a user Filters by Product,
the filter text is still visible after refreshing or switching to another page

and coming back, even though the filter is no longer applied.
(o] Helo [ {BTH RN The user session does not expire.
{o] Welo] {05V A In the Manage Tags tab, applied filters are not

removed when deselected, though appearing deselected.
o BLo]Kelo] {0115 W On SQLSafe, Backup and Restore operations from the

Web Console are not working for both local and remote instances.

Other Versions

» Version 4.6
» Version 4.2
« Version 3.8
« Version 3.2
« Version 3.0
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6 Welcome to IDERA Dashboard

The IDERA Dashboard is a common technology framework designed to support the entire IDERA product suite. The
IDERA Dashboard allows users to get an overview of the status of their SQL Servers and hosted databases all in a
consolidated view while providing users the means to drill into individual product dashboards for details.

Need help using IDERA Dashboard? See the following topics:

+ Installing the IDERA Dashboard
o Run IDERA Dashboard over TLS (HTTPS)
+ Resolving the certificate error message

The table below shows the IDERA products and version numbers that support the latest IDERA Dashboard:

Product Product Version
SQL Diagnostic Manager 10.4,10.5,and 10.5.1
SQL Enterprise Job Manager 2.4

SQL Inventory Manager 2.6.3

SQL Safe 8.5.2,8.6,and 8.6.1
SQL Workload Analysis 1.7.1
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6.1 About IDERA

At IDERA, we deliver a new generation of tools for managing, administering, and securing your Microsoft Windows
Servers, including SQL Server, PowerShell and Microsoft Dynamics. We employ numerous industry experts
worldwide who are devoted to bringing proven solutions to you, the administrator. IDERA provides solutions that
help you ensure server performance and availability and reduce administrative overhead and expense. Our award-
winning products install in minutes, configure in hours and deploy worldwide in days. IDERA is a Microsoft Gold
Certified Partner headquartered in Houston, Texas, with offices in London, UK, Melbourne, Australia, and Sao Paulo,
Brazil.
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6.1.1 IDERA products

Our tools are engineered to scale from managing a single server to enterprise deployments with thousands of
servers. IDERA products combine ease of use with a design that installs in minutes, configures in hours, and deploys
worldwide in days. To learn more about IDERA products, visit the IDERA Web site.
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6.1.2 Contact IDERA

Please contact us with your questions and comments. We look forward to hearing from you. For support around the
world, please contact us or your local partner. For a complete list of our partners, please see our Web site.

Sales 713.523.4433
1.877.GO.IDERA (464.3372)
(only in the United States and Canada)

Sales Email sales@idera.com

Support 713.533.5144
1.877.GO.IDERA (464.3372)
(only in the United States and Canada)

https://idera.secure.force.com/

Website www.idera.com
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6.1.3 Legal notice

IDERA, Inc. (“IDERA”) makes information and products available on this web site, subject to the following terms and
conditions. By accessing this web site, you agree to these terms and conditions. IDERA reserves the right to change
these terms and conditions, and the products, services, prices, and programs mentioned in this web site at any
time, at its sole discretion, without notice. IDERA reserves the right to seek all remedies available by law and in
equity for any violation of these terms and conditions. THIS WEB SITE MAY INCLUDE TECHNICAL OR OTHER
INACCURACIES. CHANGES ARE PERIODICALLY MADE TO THE INFORMATION HEREIN. HOWEVER, IDERA MAKES NO
COMMITMENT TO UPDATE MATERIALS ON THIS WEB SITE.

Trademark

Azure SQL Database Backup, Hyper-V VHD Explorer, Linux Hot Copy, PowerShellPlus, PowerShell Scripts for SQL
Server, SQL admin toolset, SQL Backup Status Reporter, SQL Business Intelligence Manager, SQL check, SQL
comparison toolset, SQL compliance manager, SQLcompliance, SQLcm, SQL defrag manager, SQL diagnostic
manager, SQLdm, SQL doctor, SQL Elements, SQL Enterprise Job Manager, SQL Fragmentation Analyzer, SQL
Integrity Check, SQL Job Manager, SQL mobile manager, SQL Permissions Extractor, SQLsafe, SQLsecure, SQLtool,
SQL toolbox, SQL Traffic Accelerator, SQL virtual database, SQLvdb, SQL XEvent Profiler, virtual database, IDERA,
BBS Technologies and the IDERA logo are trademarks or registered trademarks of IDERA, Inc., or its subsidiaries in
the United States and other jurisdictions. All other company and product names may be trademarks or registered
trademarks of their respective companies. Elements of this web site are protected by trade dress or other laws and
may not be imitated or reproduced in whole or in part.

Copyright

The information on this web site is protected by copyright. Except as specifically permitted, no portion of this web
site may be distributed or reproduced by any means, or in any form, without IDERA’s prior written consent.

Use of the Software

The software and accompanying documentation available to download from this web site are the copyrighted work
of IDERA. Use of the software is governed by the terms of the License Agreement, which accompanies such
software. If no license accompanies the download, the terms of the license, which accompanied the original
product being updated, will govern. You will not be able to use, download, or install any software unless you agree
to the terms of such License Agreement.

Use of web site information ==

Except as otherwise indicated on this web site, you may view, print, copy, and distribute documents on this web site
subject to the following terms and conditions:

1. The document may be used solely for informational, personal, non-commercial purposes;

2. Any copy of the document or portion thereof must include all copyright and proprietary notices in the same

form and manner as on the original;

The document may not be modified in any way; and

4. IDERA reserves the right to revoke such authorization at any time, and any such use shall be discontinued
immediately upon notice from IDERA.

w

Documents specified above do not include logos, graphics, sounds or images on this web site or layout or design of
this web site, which may be reproduced or distributed only when expressly permitted by IDERA.

Warranties and Disclaimers; Liability Limitations

EXCEPT AS EXPRESSLY PROVIDED OTHERWISE IN AWRITTEN AGREEMENT BETWEEN YOU AND IDERA, ALL
INFORMATION AND SOFTWARE ON THIS WEB SITE ARE PROVIDED "AS IS" WITHOUT WARRANTY OR CONDITIONS OF

IDERA|Products|Purchase|Support|Community|Resources|About Us|Legal
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ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OR
CONDITIONS OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NON-INFRINGEMENT.

IDERA ASSUMES NO RESPONSIBILITY FOR ERRORS OR OMISSIONS IN THE INFORMATION OR SOFTWARE OR OTHER
DOCUMENTS WHICH ARE REFERENCED BY OR LINKED TO THIS WEB SITE.

IN NO EVENT SHALL IDERA BE LIABLE FOR ANY SPECIAL, INCIDENTAL, INDIRECT OR CONSEQUENTIAL DAMAGES OF
ANY KIND, OR ANY DAMAGES WHATSOEVER (INCLUDING WITHOUT LIMITATION, THOSE RESULTING FROM: (1)
RELIANCE ON THE MATERIALS PRESENTED, (2) COSTS OF REPLACEMENT GOODS, (3) LOSS OF USE, DATA OR
PROFITS, (4) DELAYS OR BUSINESS INTERRUPTIONS, (5) AND ANY THEORY OF LIABILITY, ARISING OUT OF OR IN
CONNECTION WITH THE USE OR PERFORMANCE OF INFORMATION) WHETHER OR NOT IDERA HAS BEEN ADVISED OF
THE POSSIBILITY OF SUCH DAMAGES. SOME STATES DO NOT ALLOW THE LIMITATION OR EXCLUSION OF LIABILITY
FOR INCIDENTAL OR CONSEQUENTIAL DAMAGES SO THE ABOVE LIMITATIONS OR EXCLUSIONS MAY NOT APPLY TO
YOU.

Submissions

With the exception of credit card numbers for the purchase of products and services, IDERA does not want to
receive confidential or proprietary information through its web site.

Any information sent to Idera, with the exception of credit card numbers, will be deemed NOT CONFIDENTIAL. You
grant IDERA an unrestricted, irrevocable license to display, use, modify, perform, reproduce, transmit, and
distribute any information you send IDERA, for any and all commercial and non-commercial purposes.

You also agree that IDERA is free to use any ideas, concepts, or techniques that you send IDERA for any purpose,
including, but not limited to, developing, manufacturing, and marketing products that incorporate such ideas,
concepts, or techniques.

IDERA may, but is not obligated to, review or monitor areas on its web site where users may transmit or post
communications, including bulletin boards, chat rooms, and user forums. IDERA is not responsible for the accuracy
of any information, data, opinions, advice, or statements transmitted or posted on bulletin boards, chat rooms, and
user forums.

You are prohibited from posting or transmitting to or from this web site any libelous, obscene, defamatory,
pornographic, or other materials that would violate any laws. However, if such communications do occur, IDERA
will have no liability related to the content of any such communications.

Some companies, names, and data in this document are used for illustration purposes and may not represent real
companies, individuals, or data.

Governing Law and Jurisdiction &

You agree that all matters relating to your access to, or use of, this web site and these terms and conditions shall be
governed by the laws of the state of Texas. You agree and hereby irrevocably submit to the exclusive personal
jurisdiction and venue of the state courts of Texas located in Harris County, Texas, and the United States District
Court for the Southern District of Texas, with respect to such matters.

IDERA makes no representation that information on this web site are appropriate or available for use in all
countries, and prohibits accessing materials from territories where contents are illegal. Those who access this site
do so on their own initiative and are responsible for compliance with all applicable laws.

Export Control Laws

Certain IDERA products, including software, documentation, services, and related technical data, available on the
IDERA and other web sites are subject to export controls administered by the United States (including, but not
limited to, the U.S. Department of Commerce Export Administration Regulations (“EAR”)) and other countries
including, controls for re-export under European Union, the Singapore Strategic Goods Control Act, and the import
regulations of other countries. Diversion contrary to U.S. or other applicable law of any IDERA product or service is
prohibited. Export, re-export or import of products and services may require action on your behalf prior to purchase
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and it is your responsibility to comply with all applicable international, national, state, regional and local laws, and
regulations, including any import and use restrictions. IDERA products and services are currently prohibited for
export or re-export to Cuba, Iran, North Korea, Sudan, Syria, or to any country then subject to U.S. trade sanctions.
IDERA products and services are prohibited for export or re-export to any person or entity named on the U.S.
Department of Commerce Denied Persons, Entities and Unverified Lists, the U.S. Department of State's Debarred
List, or the U.S. Department of Treasury's lists of Specially Designated Nationals, Specially Designated Narcotics
Traffickers, or Specially Designated Terrorists. IDERA products and services are prohibited from use with chemical
or biological weapons, sensitive nuclear end-users, or missiles, drones or space launch vehicles capable of
delivering such weapons. By downloading or using any product from this web site, or purchasing any service, you
are acknowledging that you have read and understood this notice and agree to comply with all applicable export
control laws. You are also representing that you are not under the control of, located in, or a resident or national of
any prohibited country, and are not a prohibited person or entity. This notice is not intended to be a comprehensive
summary of the export laws that govern the products and services. It is your responsibility to consult with a legal
adviser to ensure compliance with applicable laws.

United States Government Rights

All IDERA products and publications are commercial in nature. The software, publications, and software
documentation available on this web site are "Commercial ltems", as that term is defined in 48 C.F.R.§2.101,
consisting of "Commercial Computer Software" and "Commercial Computer Software Documentation", as such
terms are defined in 48 C.F.R. §252.227-7014(a)(5) and 48 C.F.R. §252.227-7014(a)(1), and used in 48 C.F.R.?12.212
and 48 C.F.R. 227.7202, as applicable. Pursuant to 48 C.F.R. §12.212, 48 C.F.R.§252.227-7015, 48 C.F.R. §227.7202
through 227.7202-4, 48 C.F.R. §52.227-19, and other relevant sections of the Code of Federal Regulations, as
applicable, IDERA's publications, commercial computer software, and commercial computer software
documentation are distributed and licensed to United States Government end users with only those rights as
granted to all other end users, according to the terms and conditions contained in the license agreements that
accompany the products and software documentation, and the terms and conditions herein.

© 2003-2019 IDERA, Inc., all rights reserved.
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7 Software Requirements

Other Versions

» Version 4.6
» Version 4.2
» Version 3.8
» Version 3.2
» Version 3.0

IDERA Dashboard Home

7.1 IDERA Dashboard services requirements

You need to comply with the following requirements to install the IDERA Dashboard:

Type Requirement

Microsoft .NET Framework 4.0 or later
version

Microsoft Library msolap.dll

Operating System Windows Server 2008
R2 (86-bit)

Windows Server 2008
R2 (64-bit)

Windows Server 2012
R2 (64-bit)

Windows Server 2016
(64-bit)

Windows Server 2019
(64-bit)

Windows 10 (64-bit)

Suggestions

Make sure to install this software prior to the
installation of the IDERA Dashboard.

For more information about the .NET Framework, see
the MSDN article: .NET Framework Versions and
Dependencies.

The msolap.dll file needs to be installed where the
data collection service runs. The installation will search
for the file and if it is not found, it will prompt the user
to install the file. This file can be installed by
downloading and installing from the latest version of
the SQL Server Feature Pack from Microsoft SQL Server
2016 Feature Pack (choose

the ENU\x64\SQL_AS_OLEDB.msi installer).

7.2 IDERA Dashboard repository requirements

The IDERA Dashboard supports any of the following versions for hosting its repositories:
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« SQL Server 2008 R2 - All Editions
« SQL Server 2012 R2 - All Editions
« SQL Server 2014 - All Editions

« SQL Server 2016 - All Editions

o SQL Server 2017

o SQL Server 2019

() TheIDERA Dashboard database repository can be stored in SQL Server 2017 installed on Linux machines
(Linux Enterprise 7.3, Ubuntu 16.04).

7.3 Browser requirements
The IDERA Dashboard user interface can be accessed via web with the following browsers:

« Internet Explorer IE 10.x+
+ Google Chrome

+ Mozilla Firefox

« Microsoft Edge

« Safari

7.4 Port requirements
The IDERA Dashboard uses the following ports by default:

« ldera Dashboard Core Services port: 9292

+ |dera Dashboard Web Application Service port: 9290
+ ldera Dashboard Web Application Monitor port: 9094
+ ldera Dashboard Web Application SSL port: 9291

© TheIDERA Dashboard Web Application service comes with TLS already set up. For more information on
running the IDERA Dashboard over TLS, see Run IDERA Dashboard over TLS (HTTPS).
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8 Permission Requirements

IDERA Dashboard requires specific permissions and rights for properly functioning services and repository.

IDERA Dashboard Home

8.1 Recommended permissions for trial installations

Type

Windows Permissions

SQL Server Privileges

Requirement

Your Windows logon account has local Administrator

permissions.

Your Windows logon account is a member of the sysadmin
fixed server role on the SQL Server instance.

8.2 Required permissions for production installations

Account

Windows user account

SQL Server login

Allows you to perform IDERA
Dashboard tasks, such as
adding an instance, using
standard SQL authentication.
Allows you to create the IDERA
Dashboard Repository
database.

Allows you to access the IDERA
Dashboard Repository.

Allows you to start/restart the
IDERA Dashboard Service.

Allows you to perform IDERA
Dashboard tasks, such as
adding an instance, using
standard SQL authentication.
Allows you to create the IDERA
Dashboard Repository
database.

Allows you to access the IDERA
Dashboard Repository.

Allows you to start/restart the
IDERA Dashboard Service.
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Requirement

+ Windows administrator

permission on the IDERA
Dashboard computer.

Read and write privileges on the
IDERA Dashboard Repository
database, execute privileges for
stored procedures.

sysadmin OR

dbcreator and

securityadmin
permissions.
Read and write privileges on the
IDERA Dashboard Repository
database, execute privileges for
stored procedures.
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Account Action Requirement

IDERA Dashboard Service + Allows you to install IDERA « Windows administrator

account Dashboard permission on the IDERA
+ Allows the IDERA Dashboard Dashboard computer.

Service to access the IDERA
Dashboard Repository
database.

+ Allows you to start/restart the
IDERA Dashboard Service.

8.3 Required permissions for managing elements

Action Requirement

Manage users Managing user account must have Administrator privileges on
the domain Active Directory where the users reside.

Manage instances Managing user account must have Administrator privileges on
the instance.

Manage products Managing user account must have Administrator privileges to
edit the products.

8.4 IDERA Dashboard Roles

Assigning permissions to these registered users can be done from the Manage Users window available from the
Administration menu. IDERA Dashboard includes the following user roles:

« Dashboard Administrator
« Dashboard Guest

« Product Administrator

« Product User

« Product Guest

Assign these unique roles to each IDERA product and the combination of product and role equate a permission for
user.

To learn more about User Roles, see Manage Users.
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9 Installing the IDERA Dashboard

Other Versions

» Version 4.6
» Version 4.2
« Version 3.8
» Version 3.2
« Version 3.0

This section guides you through the installation of the IDERA Dashboard, a common technology framework for
IDERA products.

Before you install the IDERA Dashboard, be sure to have:

+ Alocal administrator account on the machine where you are installing the product.
« Microsoft .NET 4.0 Framework or later installed.

© TheIDERA Dashboard Web Application service comes with SSL already set up. By default, SSL works with a
self-signed certificate. This certificate can be used for encryption only and does not prove the identity of
the server.

That default certificate is not signed by any well-known Certification Authority (CA), and is intended only
for use in testing purposes. When a user attempts to open the SSL version of the IDERA Dashboard Web
interface, a warning appears in the browser window. For more information about running the IDERA
Dashboard over SSL, see Run IDERA Dashboard over TLS or SSL.

9.1 Startyourinstallation
You can install the IDERA Dashboard on any computer that meets or exceeds the product requirements.

To start installing the IDERA Dashboard:

1. Run IderaDashboardSetup inthe root of the installation kit.
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2. Onthe Welcome to the IDERA Dashboard Setup wizard, click Next to continue with the installation.

¢» IDERA Dashboard Setup

Welcome ta IDERA Dashhoard Setup

This will install or upgrade the IDERADashhoard. The IDERA
Dashboard provides a consolidated view of your SQL Server
erwiranment. It simplifies administration tasks by providing a common
weab consale acrass all yvour IDERA products. IDERA Dashhoard
requires a web server and database repository.

For Installation help, please check out the IDERA Dazhboard
Inztallation Guide

Back Hext Cancel
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3. Review the license agreement. To accept this license agreement, click | accept the Terms and Conditions,
and then click Next.

End User License Agreement

SOFTWARE LICEHSE AGREEMENT i’
Idera, Inc.
2350 Marth Loop Freewway West
Suite 700
Houston, Texas 77092
Phione: (713) 662-5250; Fax: (713) 662-3210

BY PROCEEDING TO DOWHLOAD, INSTALL OR USE THE SOFTWARE IH
WHICH THIS AGREEMEHNT 1S ELECTROHICALLY EMBEDDED OR. BY
OBTAIHING A LICENSE KEY FOR THE SOFTWARE, YOU HEREEY
ACKHOWLEDGE AND AGREE TO BE BOUND BY THE FOLLOWING
TERMS AHD COHDITIONS. IF YOU DO HOT AGREE WITH THESE TERMS
AHD COHDITIONS, THEH CLICK “DO HOT ACCEPT,” DO HOT INSTALL
OR. USE THE SOFTWARE AHD DELETE THE SOFTWARE FROM YOUR
COMPUTER 3YSTEM. BY INSTALLING OR. USING THE SOFTWARE OR
BY CLICKING OH “ACCEPT" ¥YOU ACKHOWLEDGE AHD AGREE THAT
O BEHALF OF YOURSELF AHD YOUR EMPLOYER YOU HAVE READ
THIS SOFTWARE LICENSE AGREEMENT CAREFULLY, THAT YOU AHD
YOUR EMPLOYER AGREE TO BE BOUNHD BY THIS AGREEMENT AHD
THAT IF APPLICABLE YOUR EMPLOYER HAS INFORMED YOU OF THE
RELEVAHT PROVISIONS OF THIS AGREEMENT WHICH MAY BE
APPLICABLE TO YOU. THIS AGREEMENT, SHALL GOVERH YOUR
INSTALLATIOH AHD USE OF THE SOFTWARE IH WHICH THIS
AGREEMENT 15 ELECTROHICALLY EMEEDDED UPOH YOUR
AGREEMENT TO PURCHASE SUCH SOFTWARE. IDERA URGES YOU TO LI

M| accept the Terms and Conditions

Back Next Cancel
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4. To Install the IDERA Dashboard on the server you are working in, select Install the IDERA Dashboard
locally, and click Next to continue.

¢» IDERA Dashboard Setup X

Tao get started, we will need ta install IDERA Dashhoard. Please tell us
the location where you would like to install ar upgrade the IDERA
Dashboard.

@ Install IDERADashboard locally

(CInstall IDERADashboard on a remote machine

mlote: Ifyou bave previously installed anather IDERASQOL product
(SQL Disgnostic Manager, SQL Safe.), you may already have IDERA
Dashboard installed. By painting to the same IDERA Dashhoard, it
will carmbine all IDERASGL products under a centralized IDERA
Dashboard.

Back Next Cancel

5. Toinstall the IDERA Dashboard remotely, provide the Dashboard URL, Dashboard Administrator
Credentials, the Hostname, and then click Next to continue.
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¢» IDERA Dashboard Setup X

Tao get started, we will need ta install IDERA Dashhoard. Please tell us
the location where you would like to install ar upgrade the IDERA
Dashboard.

Oinstall IDERADashboard locally

@ Install IDERA Dashboard on a remote machine

mlote: Ifyou bave previously installed anather IDERASQOL product
(SQL Disgnostic Manager, SQL Safe.), you may already have IDERA
Dashboard installed. By painting to the same IDERA Dashhoard, it
will carmbine all IDERASGL products under a centralized IDERA
Dashboard.

Please provide IDERA Dashboard URL, admin info and hostname for
existing Dashhoard.

Entar Dashboard URL: |

Enter Dashboard Administrator Credentials

Damain it Userklame: |

FPassword: |

Hostname: |

Back Next Cancel

9.2 Select an installation location

You can use the default install location or specify a different path (Change). For your first installation, we
recommend using the default location. Click Next to continue with the installation.
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¢» IDERA Dashboard Setup X

Destination Folder

Click Mext to install to the designated folder below, click Change or
Type a different destination folder to install in a different location.
Install IDERA Dashhoard to:

IE:'\F‘rogram FilestlderatD azhboard,

Change

Back Next Cancel

9.3 Select a Windows user account to use for the service account

The IDERA Dashboard uses this account to connect, discover, and gather configuration information from SQL
Servers in your Business environment. The installer grants the "Log on as a Service" right to the account that you

specify.
To specify a service account:

1. Onthe Service Account window, type appropriate credentials in the provided fields under which the
services run.
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2. Click Next.

¢» IDERA Dashboard Setup X

Service Account
The IDERADashhoard service will run under this account

Specifi the service account:

Domaint UserMame: Isimpsons'\administrator

Passwoaord: I xxxxxxxxxx

Back Next Cancel

9.4 Select service ports to use for the IDERA Dashboard

The IDERA Dashboard uses ports 9291, 9290, 9292, and 9294 for the web application and dashboard services
respectively. However, you can specify different service ports.

To specify a service port:
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1. On the Ports window, specify the ports you want the Web Application and Dashboard Services to use.

¢ IDERA Dashboard Ports X

IDERA Diashhoard offers encrypted and non-encrypted communications.
Specify the pors to be used by IDERA Dashhoard. If a firewsall is enabled,
make sure it allows TCP traffic through these ports

IDERA Dashhoard Web Application Ports

HTTPS Fort (Encrypted Transmission ﬂ | 9291

HTTP Poart (Mon-Encrypted Transmission) ﬂ | 9290

IDERA Dashhoard Service Ports

Core Service Port | 9292
Wieh Application Service Port ﬁ | 034

Back Next Cancel

2. Verify that the Firewall allows TCP (Transmission Control Protocol) traffic through your specified ports.
3. Click Next.

9.5 Select a SQL Server instance to use for the IDERA Dashboard
Repository database

The IDERA Dashboard is where all the Dashboard's configuration and aggregated data are stored.
To specify the SQL Server instance to install the Repository database on:

1. Onthe Repository Database Setup screen, specify the SQL Server instance you want to use for the IDERA
Dashboard Repository database.

IDERA|Products|Purchase|Support|Community|Resources|About Us|Legal
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2. Type the name for the IDERA Dashboard Repository database.

¢» IDERA Dashboard Setup X

Repository Database Setup
Specify the infarmation for IDERA Dashboard Repository Datahasze

Specify the host SAL Server and Repasitary database name.

SQL Server Instance: |[|c..;a|]

Database MName: IIderaDashboaldH epositon

By default, the setup program uses the credentials of vour Windows
|ogin accountto create the Repository database. You canuse SQL
Server guthentication by selecting the option below

OVse Microsoft SAL Server Authentication Change

Back Next Cancel

3. Ifyour SQL Server environment uses SQL Server Authentication, select the check box and click Change to
enter SQL Server credentials. By default, the IDERA Dashboard uses your Windows credentials when
connecting to the Repository database.
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4. Ifyou use Microsoft SQL Server Authentication, a new window displays where you can type the respective

SQL Server login and password, Click OK to continue.

¢» IDERA Dashboard Setup

Flease enter your SGLAuthentication Credentials

Username: |

Pasgword: |

Ok

Cancel

9.6 Complete the installation

Review the information on the Ready to install the IDERA Dashboard wizard and click Install to proceed.
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¢» IDERA Dashboard Setup X

Ready ta install IDERA Dashhoard
Setup will grantthese accounts access to
IDERADashboard Service Account: simpsonsiadministrator

IJse this account ta log inta the IDERADashboard and grant ather
users access from the IDERA Dashboard Administration tah.

Back Install Cancel
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Check the Launch IDERA Dashboard checkbox to run the application after the installation finishes. Click Finish to
exit the IDERA Dashboard Setup Wizard.

¢» IDERA Dashboard Setup

Congratulations! You have completed the IDERADashhoard setup
Click Finish hutton to exit the setup
To launch IDERADashboard:

+ Goto Start menu, select Idera -3 ldera Dazhboard application

OLaunch IDERADashhoard Finish

The IDERA Dashboard installation is complete.
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10 Run IDERA Dashboard over TLS or SSL

The IDERA Dashboard Web Application service comes with TLS1.2 already set up. By default, TLS works with a self-
signed certificate. This certificate can be used for encryption only and does not prove the identity of the server.

That default certificate is not signed by any well-known Certification Authority (CA) and is intended only for use in
testing purposes. When a user attempts to open the TLS version of the IDERA Dashboard Web interface, a warning
appears in the browser window.

If you decide to continue working with this self-signed certificate, you must perform several steps to "accept" the
certificate before you can access the site. This step usually occurs only the first time you access the site. Then the
self-signed certificate is stored in the browser database marked as trusted. This scenario is suitable for testing
purposes.

If you want to obtain a CA-signed certificate, use the steps below to obtain a certificate signed by a well-known CA.
The role of a CAis to verify that the IDERA Dashboard Web Application you are trying to access actually has the
name you are trying to access it by and that this server actually belongs to your organization.

10.1 Obtaining a CA-signed certificate

Certificates are issued by trusted third-party Certification Authorities (CAs). Many CAs simply verify the domain
name and issue the certificate, whereas others (VeriSign, etc.) verify the existence of your business, the ownership
of your domain name, and your authority to apply for the certificate, providing a higher standard of authentication.

Every browser comes with a pre-defined list of well-known CAs.

Along with the name of your organization and the name of your server, a CA-signed certificate contains the public
key of the server. This public key is used by the browser to encrypt data sent to the server. There is a private key on
the server. The server uses the private key to decrypt the data encrypted by the public key. The private key should
be kept secure on the server to prevent unauthorized access.

For more information about public key cryptography, see http://en.wikipedia.org/wiki/Public-key_cryptography. To
learn more about certificates and the steps to buy a certificate, refer to a CA website such as:

« VeriSign
+ Thawte
» CAcert

« GoDaddy

10.2 Generating a certificate request

Before the CA can issue you the certificate, you should generate a private key and the certificate request and send it
to the CA for signing. The certificate request and the private key should be generated using the openssl
command unless otherwise instructed by the CA.

@ while generating the private key and certificate request, replace the openssl command with the full

path to binary, for example, C:\Openssl\bin\openssl.
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10.3 Importing the certificate into the Trust-Store

The following steps show you how to install an SSL certificate purchased from a Certification Authority. Your SSL
vendor may have different instructions, please check with them for proper certificate installation. The following
examples refer to GoDaddy and VeriSign.

1.

10.

11.

Copy your private Key file (wildcard.idera.com.key ) and Certificate file

(wildcard.idera.com.crt)inPEM format, on the root directory where IDERA Dashboard Services

host (i.e. "C:\Program Files\Idera\Dashboard").
Download OpenSSL for Windows from http://gnuwin32.sourceforge.net/packages/openssl.htm. Select the

‘Complete package, except sources’ option, and copy the .exe filein the root file where the IDERA

Dashboard services host, right-click and Run as Administrator to install the program.

Start a Windows Command Prompt by clicking Start > Command Prompt (right-click on Command Prompt
to run as Administrator). Alternatively, you can go to Start > Run and then type emd without quotes and
press <Enter>.

Use the cd C:\ command to go to the root directory of the disk C:\, where you copied the Key and Certificate
files.

Run the following commands to convert the key and the certificate from PEM to DER format.

"C:\OpenSSL\bin\openssl"

pkcs8 -topk8 -nocrypt -in wildcard.idera.com.key -inform PEM -out
wildcard.idera.com.key.der -outform DER

"C:\OpenSSL\bin\openssl" x509 -in wildcard.idera.com.crt -inform PEM -out
wildcard.idera.com.crt.der -outform DER

Use the cd command to go to the directory where the keytool is located:

cd "C:\Program Files\Idera\Dashboard\WebApplication\JRE\bin\"

To create the new keystore file, you have to download the ImportKey utility https://

discourse.igniterealtime.org/uploads/default/original/2X/
2/2638b26131247f7d11132bd2e3fbalelec87156b.zip.

. Access IDERA’s FTP server by navigating to the path ftp://downloads.idera.com/ in Internet Explorer (then

follow the instructions on that page to log in), or by using the link in Windows File Explorer. Use the following
credentials:

Username: ImportKeyDownload

Password: 03gXm6tv

Unzip the ImportKey utilityto C:\Program Files\ Idera\Dashboard\WebApplication\JRE\b
in\ directory.

In your Command Promp window, run the following command. It will launch the ImportKey utility and
create the keystore file (default name is keystore.ImportKey )inyour home directory (in Windows
2008 itis usually C:\Users\<your username> ).The private key and the certificate will be placed
there.

java ImportKey c:\wildcard.idera.com.key.der c:\wildcard.idera.com.crt.der

() The keystore and key passwords both must be set to password. To do this, proceed with the next
step.

The following command allows you to set the password for your keystore file. The default password is
importkey. Enter it when prompted, in your Command Promp window, and then type the new password,
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16.

17.
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19.
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which must be set to password.
keytool -storepasswd -keystore c:\Users\Administrator\keystore.ImportKey

This command will allow you to set the password for the key file in the keystore. The default password is
importkey. Enter it when prompted, and then type the new password, which must be set to password.

keytool -keypasswd -alias importkey -keystore c:

\Users\Administrator\keystore.ImportKey

Use Internet Explorer to download the intermediate certificate chain for the Certification Authority (CA). For
example, point Internet Explorer to https://certs.godaddy.com/repository.

Save the intermediate certificate chain to the root directory of the disk C:\ on the server hosting the IDERA

Dashboard services.
Import the received trusted certificate into your keystore file, by running the following command in your
Command Promp window:

keytool -import -alias 1intermed -file c:\sf_issuing.crt -keystore c:

\Users\Administrator\keystore.ImportKey -trustcacerts

(D Internet Explorer may change the file extension. If the command above does not work, try
sf_issuing.cer insteadof sf_issuing.crt.

Open Windows File Explorer on the machine hosting the IDERA Dashboard services. Navigate to the
following directory C:\Program Files\Idera\Dashboard\WebApplication\

Rename the file keystore to keystore.old.
Then rename thefile C:\Users\<your username>\keystore.ImportKey to C:\Program
Files\Idera\Dashboard\WebApplication\conf\keystore ,and movethatfileinto “C:

\Program Files\Idera\Dashboard\WebApplication\conf”.

Finally, restart the IDERA Dashboard Web Application service to complete the setup, and log into the IDERA
Dashboard to verify that the certificate has been successfully applied.

keytool Options

« alias. All keystore entries are accessed via unique aliases. Aliases are case-insensitive. An alias is specified

when you add an entity to the keystore using the —import command. Subsequent keytool commands

must use this same alias to refer to the entity.
file. Define absolute or relative path to your certificate file. If you define only the file name, it means, that the
file is located in the root directory.

keystore. Each keytool command hasa —keystore option for specifying the name and location of the
persistent keystore file for the keystore managed by keytool. A keystore is created when you use —import
command to add data to a keystore that does not already exist. If you do not specifya —keystore option,

the default keystore is a file named .keystore inyour home directory (as determined by the
"user.home" system property). If that file does not already exist, it will be created.

Read more about Java keytool for Windows:
http://java.sun.com/javase/6/docs/technotes/tools/windows/keytool.html
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11 Upgrade Tomcat 7 manually

To manually update Tomcat 7.0 perform the steps below:

1.
2.

w

1.

Open Windows Services Manager and stop Idera Dashboard Web Application Service.

Go to the official Apache Tomcat 7 downloads website (https://tomcat.apache.org/download-70.cgi), and
download the zip files for Core and Embedded located under Binary Distributions.

Extract the Jar libraries of the lib folder from the Core zip folder.

Replace the Jar libraries in the installed IDERA Dashboard lib folder (i.e. "C:\Program
Files\Idera\Dashboard\WebApplication\lib").

Extract the Jar libraries of the embedded zip folder.

Replace the Jar libraries in the installed IDERA Dashboard lib folder (i.e. "C:\Program
Files\Idera\Dashboard\WebApplication\lib").

Open Windows Services Manager and start Idera Dashboard Web Application Service.

Steps to validate IDERA Dashboard Tomcat version:

. Open Windows Command Prompt.

Type the DOS command to enter the IDERA Dashboard Web Application Lib folder (e.g. "cd C:\Program
Files\Idera\Dashbaord\WebApplication\lib")

Type the following command:

java -cp catalina.jar org.apache.catalina.util.ServerInfo

() To execute thiscommand, you need to have Java installed and the JAVA HOME path set on the
system. Click here for more information.

The output should be as shown below:

C:sProgram FilessIderasDashhoardslebApplication~libh} java —cp catalina.jar org.a
pache.catalina.util.ServerInfo

Server version: Apache TomcatsY.@.82

Server built: Sep 29 2017 12:23:15 UTC

Server number: 7._.B.82.8

0% Mame: Windows Server 2012 R2
0% Uersion: 6.3

Architecture: »xB6

JUM Uersion: 1.8.8_151-h12

JUM Uendor: Oracle Corporation

() The Server number indicates the Tomcat version IDERA Dashboard is currently using.
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12 Migrate IDERA Dashboard Repositories

The SQL Server backup and restore components provide the option to migrate repositories between instances. You
can use these components to migrate the IDERA Dashboard Repositories between SQL Server Windows and SQL
Server Linux instances.

(D) Restore and Backup Repositories

For instructions on backup operations go here. For instructions on restore operations go here.

Based on the source and destination you have two possibilities to migrate IDERA Dashboard repositories:

1. 12.1 The source and destination instances are connected to each
other over the network

You can use Windows SQL Server Management Studio for the entire migration process when the SQL Server
Windows instance can connect to the SQL Server Linux instance.
Follow the steps below to migrate the IDERA Dashboard Repository from a SQL Server Linux instance to
a SQL Server Windows instance. Apply the same steps the other way around as well.

Stop Idera Core Services and Idera Web Application Services on Windows Services
Manager.

Open SQL Server Management Studio.

Connect to the SQL Server Linux instance from SQL Server Management Studio on Windows
and identify the IDERA Dashboard repository you want to migrate.

Back up the IDERA Dashboard repository. This generates a .bak file in a specified folder.
Copy the .bak file from the Linux machine to the Windows machine where SQL Server
Windows is installed.

Open SQL Server Management Studio and connect to the SQL Server Windows instance.
Perform a restore operation of the .bak file in the SQL Server Windows instance.

Once successfully restored the repository, go to the CoreService folder (i.e. "C:\Program
Files\Idera\Dashboard\CoreService").

Open IderaDashboardCoreServices.exe, change the value of the setting RepositoryHost for
the SQL Server Windows Instance name, and save the changes.

Start Idera Dashboard Core Services and Idera Dashboard Web Application Services.

2. 12.2 The source and destination instances are not connected to
each other over the network

When connecting to the Linux SQL Server instance from Windows SQL Server Management Studio is not
possible, you need to perform the backup of the IDERA Dashboard Repository on the Linux machine and
restore it on the Windows machine. To achieve this, Microsoft provides sqlcmd command line tools. Find
command line tools installation instructions here.

Find the commands to backup and restore databases using sqlcmd here .

Follow the steps below to perform the repository migration:

« Stop Idera Core Services and Idera Web Application Services on Windows Services

Manager.

+ Loginto the Linux machine.
« Connect to the SQL Server Linux instance.
« ldentify and backup the IDERA Dashboard Repository using the sqlcmd commands.
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Copy the .bak file.

Log in to SQL Server Windows instance machine and paste the .bak file to any desired
directory.

Open SQL Server Management Studio and connect to the Windows instance.

Perform the restore operation of the .bak file as mentioned here.

After the restore operation is complete, go to the CoreService folder (i.e. "C:\Program
Files\Idera\Dashboard\CoreService").

Open IderaDashboardCoreServices.exe, change the value of the setting RepositoryHost for
the SQL Server Windows instance name and save the changes.

Start Idera Dashboard Core Services and Idera Dashboard Web Application Services.

To restore the IDERA Dashboard Repository on Linux, you can use SQL Server Management Studio to
create a backup of the IDERA Dashboard Repository, then copy the .bak file to the Linux machine, and
perform a restore operation using sqlcmd commands.
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13 Configure IDERA Dashboard database for High Availability

To Install the IDERA Dashboard on any machine with the repository hosted on a High Availability SQL Server
Instance, make sure you have set up a Windows Failover Cluster and a SQL Server Instance for High Availability.
Find more information here.

13.1 Installation Steps for IDERA Dashboard on a High Availability Group

1. Install the IDERA Dashboard on your machine following the Installation Steps.

2. Go to SQL Server Management Studio and connect to the SQL Server Instance where you installed the
IDERA Dashboard.

3. Under Databases, right-click on the IderaDashboardRepository and select properties. On the wizard,
select Options and run a Full Recovery model.

1 Database Properties - IderaDashboardRepository == -
Selecta page I . 3
5 - Hel
4 General st~ [ Hep
P Fles
147 Flegroups Collation ‘SGL?La‘tlnLGenemLCP],CS?AS V|
#A Options
E} Change Tracking Recovery model ‘ Full v |
%7 Permissions Compatibility level: ‘ SGL Server 2012 (110) i |
%7 Btended Propetties X
2 Mimaring Containment type: ‘ Mone v |
_& Transaction Log Shipping Other options:
False ~
Auto Update Statistics True
Auto Update Statistics Asynchronoushy False
4 Containment
Default Fulttest Language LCID 1033 =
Default Language English
Mested Triggers Enabled True
Transform Noise Words False
Two Digit Year Cutoff 2049
Connechon 4 Cursor
Server: Close Cursor on Commit Enabled False
CLUSTER-N1 Default Cursor GLOBAL
Connect 4 FILESTREAM
onnection:
. FILESTREAM Directory Name
IDERAINFODEVdvillalob
Vs FILESTREAM Non-Transacted Access  Off
39 View connection properties 4 Miscellaneous
Allow Snapshot Isolation False >
Pr: ANSI NI Diefanl Falea
Allow Snapshot Isolation
Ready

4. Right click on IderaDashboardRepository, select Tasks, and run a Full Back up.
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I Back Up Database - IderaDashboardRepository l;li-
;‘:‘Z’:ﬂ:ﬁ"ﬁ" 8 sorpt = [ Help
Q‘ Options
Source
Database lderaDashboard Repository v
Recovery model SIMPLE
Backup type Full W
[] Copy-only Backup
Backup component
(® Database
Backup set
Name |IdemDashbnardRepnsitnry—FuII Database Backup |
Description: | |
Backup set will expire:
c 5 ® Ater: o o days
Server () 0On E
CLUSTER-N1 Destination
Connection: Back up to: Tape

IDERAINFODEV dvillalobos

37 View connection properties

Progress
Ready

< m > Remove

Corterts

o |
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5. To configure your Availability Group, right-click on Availability Groups and select New Availability Group

Wizard...

Object Explorer

Connect = ﬂj _ﬂ;g " T E‘E

> 0 x

= LB CLUSTER-M1 (SQL Server 11.0.5038 - DI

1 Databases

+ [ System Databases

+ [ Database Snapshots

+ | ] AG1 (Synchronized)

+ [J |deraDashboardRepository

+ [_-j ReportServer

+ [J ReportServerTempDB

+ [ Security
7 + [ Server Objects
+ [ Replication
= [ AlwaysOn High Availability
= Ca hilibe Graun
+ [ Manage New Availability Group Wizard...
+ [ Integrati MNew Availability Group...
[y s0L Sen
_ LB CLUSTER-M. Show Dashboard
= [ Databas Start PowerShell
+ [0 Syste
7 C3 Data Reports 3
* l__-! AG1 Refresh
k D~
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6. On the Introduction wizard click Next.

Lﬁ Introduction

@ Help

Specify Name Create a new availability group.
Select Databases

An availability group defines a set of user databases that fail over as a single unit.
Specify Replicas
Select Data Synchronization To create an availability group, you will need to:

+ Specify an availability group name.
Validation + Select one or more user databases on this instance of SQL Server.

+ Specify one or more instances of SOL Server to host secondary availability replicas.
Summary = Specify your availability group listener preference.

+ Select your initial data synchronization preference.
= Check the validation results of availability group creation.
» Review your selections.

Results

()
A

i eil
W erf

To begin creating an availability group, click Next.

[ Do not show this page again.

[ <previous || Net> [ Cancel

7. Provide a name to the availability group. Click Next.

o
LI 1 Specify Availability Group Name

Introduction

@ Help

Specify an availability group name.
Availability group name:

Select Databases

Specify Replicas | avoror |

Select Data Synchronization
Validation
Summary

Results

<Previous | | Med> || Cancel
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8. Onthe list of available user databases, check the box of the IderaDashboardRepository database.

=y
Select Databases

Introduction

Specify Name

Specify Replicas

Select Data Synchronization
Validation

Summary

Results

New Availability Group = | =
@ Help
Select user databases for the availability group.
User databases on this instance of SOL Server:
Name Size Status
AGT 5.0 MB Already part of an availability group
IderaDashboardRepository 7.5 MB Meets prerequisites
ReportServer 1.9 MB Full backup is required
ReportServerTempDB 5.1 MB Full recovery mode is required
[ <Previous || Med> |[ Cancel |

9. The Specify Replicas page, displays as default the server where you are configuring your High Availability
Group, click Add Replica..., and browse the servers to be included on the Availability Group.
10. Check the boxes of Automatic Failover (Up to 2), Synchronous Commit (up to 3), and select No on the
Readable Secondary option, on all your replicas.
11. Onthe Endpoints tab, make sure that the port number value is 5022.
12. Onthe Listener tab, provide a Listener DNS Name with the port number 1433 and click Add..., in the Add
IP Address dialog box, enter your preferred virtual IP address in the IPv4 Address field. Click OK. Click Next.

IDERA|Products|Purchase|Support|Community|Resources|About Us|Legal

41


http://www.idera.com/
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
https://idera.secure.force.com/
http://community.idera.com/
http://www.idera.com/resourcecentral
http://www.idera.com/about/aboutus
https://www.idera.com/legal/termsofuse

Ly}
Li 1 Specify Replicas

Introduction
Specify Name

Select Databases

Select Data Synchronization

Validation

Summa;

Results

@ Help

Specify an instance of SQL Server to host a secondary replica.

| Replicas | Endpoints | Backup Plefelencs‘ Listener ‘

Specify your preference for an availability group listener that will provide a client
connection point:

) Do not create an availability group listener now
You can create the listener later using the Add Availability Group Listener dialog.

(®) Create an availability group listener
Specify your listener preferences for this availability group.

Listener DNS Name: |L\stenerAG |

Port: [1433 |

Netwark Mode: [static IP V]

IP Address

192.168.9.5

[ <Previous | [ Med> | [ Cancel |

IDERA Dashboard Home

13. Select the Full option, and provide a shared folder location accessible by all replicas.Click Next.

Introduction
Specify Name

Select Databases

Specify Replicas

Validation
Summary

Results

o
LI 1 Select Initial Data Synchronization

@ Help
Select your data synchronization preference.
® Full
Starts data syncl ization by performing full and log backups for each selected

database. These databases are restored to each secondary and joined to the availability
group.
Specify a shared network location accessible by all replicas:

I H Browse... I

) Join only
Starts data synchronization where you have already restored database and log backups to
each secondary server. The selected databases are joined to the availability group on each
secondary.

) Skip initial data synchronization
Choose this option if you want to perform your own database and log backups of each
primary database.

<Previous || Med> [ Cancel
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14. Verify that all results return Success. Click Next.

Lﬁ Validation

Introduction
Specify Name
Select Databases
Specify Replicas

Select Data Syncl

@ Help

Results of availability group validation.

Narne Result

Checking whether the endpeint is encrypted using a compatible algorithm | Success

Checking shared network location Success

d

Summary

Results

Checking for free disk space on the server instance that hosts secondary re... | Success

Checking if the selected databases already exist on the server instance that ... | Success

Checking for compatibility of the database file locations on the server insta... | Success

Checking for the existence of the database files on the server instance that ... | Success

Checking the listener configuration Success

RIEEEER—EEE

Checking replica availability mode Success

Re-run Validation

[ <Previous || Med> |[ Cancel |

15. The Summary page displays all the actions to be performed. Click Finish when ready.

Lﬂ Summary

Introduction

Specify Name

Select Databases

Specify Replicas

Select Data Synchronization
Validation

nma

Results

@ Help
Verify the choices made in this wizard.

Click Finish to perform the following actions:

(= Availability Group: AVGR
‘... Primary replica: CLUSTER-N1
- Availability Group Listener ListenerAG
- Automated backup preference: Secondary
[=- Databases
i..|deraDashboard Repositery (7.3 MB)
Initial data synchronization: Full
Backup location: \\Erevollo-dv034fs03
[=- Replicas
E| Server instance name: CLUSTER-N1
-~ Role: Primary

B

- Replica mode: Synchronous commit with automatic failover
-~ Readable secondary: No
= Endpoint: Hadr_endpoint
. URL: TCP//CLUSTER-N1.[DERAINFODEV.LOCAL:5022
-Encrypted: Yes
i Service account: IDERAINFODEVdvillalobos
- Automated backup priority: 50
[=}- Server instance name: CLUSTER-N2
-~ Role: Secondary

- Replica mode: Synchronous commit with automatic failover hd

<Previous | | Finsh | [ Cancel |

IDERA|Products|Purchase|Support|Community|Resources|About Us|Legal

IDERA Dashboard Home

43


http://www.idera.com/
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
https://idera.secure.force.com/
http://community.idera.com/
http://www.idera.com/resourcecentral
http://www.idera.com/about/aboutus
https://www.idera.com/legal/termsofuse

16. Verify that all results return Success. Click Close.

L;;”l Results
Introduction

Specify Name

Select Databases

Specify Replicas

Select Data Synchronization
Validation

Summary

@ Help

(D The wizard completed successfully.
Summary:
| Marne Result
@ Configuring endpoints, Success
|@ Starting the 'AlwaysOn_health' XEvent session on 'CLUSTER-N1", Success
|@ Starting the 'AlwaysOn_health' XEvent session on 'CLUSTER-N2'. Success
|@ Creating availability group 'AVGRT'. Success
|@ Waiting for availability group 'AVGR1' to come online. Success
|@ Create Availability Group Listener ‘Listener?’, Success
|@ Joining secondary replicas to availability group "AVGR1' Success
|@ Validating W5FC querum vete configuration, Success
|@ Creating a full backup for 'lderaDashbeardRepository’. Success
|@ Restoring 'lderaDashboardRepository’ on '"CLUSTER-M2'. Success
|@ Backing up log for 'IderaDashboardRepository’. Success
|@ Restoring 'lderaDashboardRepository’ log on 'CLUSTER-M2". Success
@ Joining 'lderaDashboardRepository’ to availability group 'AVGR1' on 'CLUST... | Success

[<Previous | [ nMed> | Close I

IDERA Dashboard Home

17. On SQL Server Management Studio, you can verify that the IderaDashboardRepository database is
Synchronized on the configured Replicas.
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Object Explorer - ox
Connect~ 3 3 m [ [#] S
= L_d CLUSTER-M1 (SQL Server 11.0.5058 - IDERAINFOD
= [ Databases
[ System Databases
[ Database Snapshots
| AG1 (Synchronized)
| | IderaDashboardRepository (Synchrenized)
L_] ReportServer
L_] ReportServerTempDB
[ Security
3 Server Objects
[ Replication
[ AlwaysOn High Availability
= [ Availability Groups
7 AVGR (Primary)
G
[ Management
[ Integration Services Catalogs
[ SOL Server Agent (Agent XPs disabled)
= [ CLUSTER-N2 (SOL Server 11.0.5058 - IDERAINFOD
= [ Databases
[ System Databases
[ Database Snapshots
| ] AG1 (Synchronized)
% | | IderaDashboardRepository (Synchronized)
|1 ReportServer
L_] ReportServerTempDB
[ Security
[ Server Objects
[ Replication
[ AlwaysOn High Availability
= [ Availability Groups
7 AVGR (Secondary)
i) AVGRO1 (Secondary)
[ Management
[CJ Integration Services Catalogs
[ SOL Server Agent (Agent XPs disabled)

O0OEHB=A

=

Oo®E&A

< m >
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14 Upgrade Java 8 manually

The IDERA Dashboard comes with a Java SE Runtime Environment 7 already set up.

To manually update the Java SE Runtime Environment 8 perform the steps below:

1.

w

Open Windows Services Manager and stop the Idera Dashboard Core Service and the Idera Dashboard
Web Application Service.

Go to the official ORACLE website (http://www.oracle.com/technetwork/java/javase/downloads/jre8-
downloads-2133155.html), accept the License Agreement, and download the JRE patch.

Extract the JRE files and review that they contain a bin and a lib folder along with other individual files.
Replace the JRE files in the IDERA Dashboard JRE folder (i.e. "C:\Program
Files\Idera\Dashboard\WebApplication\JRE").

Open Windows Services Manager and start the Idera Dashboard Core Service and the Idera Dashboard
Web Application Service.

To validate the Java version, on the JRE folder open the release file with a notepad editor.
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15 Advanced Filtering Grid

The advanced filtering allows you to apply multiple filters using conditional statements such as AND, OR, or NOT,
and operators like Does not contain, Contains, Equals, Does not equal.

The principal function of this filtering option is the Advanced Filter button.

15.1 Advance Filter

When you select the Advanced Filter button, a drop-down menu opens with a list of configured filters.

At the top of the drop-down list, you have the option to Create New Filter, the button opens a new wizard:

Create custom filters that allow you segment instances using single or multiple conditions.

Custom Filter Name Help

Save Custom Fllter 1

SQL Server v Contains v Nortel Sprint* x - AND = [-)
Version - Does Not Contain = 2005* ® 2008R * hd OR - (-]
Version v Equals v SQLCORE2005* * SQLCORE2008* x hd NOT = (-]

SQLCORE2000* *

Job Started v | | Between w | Start: | 12/12/2017 B | | 10:00 PM @ amp~| @
End: | 12/12/2017 ) | | 10:00 PM (O]
#0f DBs v | >= v | | 100 ¥ | AND * [-)
Add Filter Clear Filters
Cancel Apply Filters without Saving Save and Filter

On the Custom Filter Name define a name for the filter.

The Add Filter button adds a row of parameters to define the filter, according to the order, on each raw field you
can select:
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First Column Second Column Third Column Fourth Column
o SQL Server « Contains « List of instances « AND
« Status « Between « Instances status (UP, « OR
« Edition o After DOWN). « NOT
« #0f DBs + Before « Edition (PRO, ULTIMATE,

« Size (MB) o >= Enterprise)
« Owner o <= « Number of databases (10,
« Location « Equals 20, 30)
« Clustered « Size (MB) (100 MB, 200 MB,
« Discovery 600 MB)
methods « Owner (Product Manager,
Developer)

« Location (CA, Austin)

« Clustered (No, Yes)

« Discovery methods
(Browser, Service, Service
1)

« Range of date and time

& The third column varies according to the first and second columns.

You can add as many rows as you require in your filter.

After configuring your filter you can Apply Filters without Saving and the filter will be available in the principal
drop-down list with an Unsaved Filter name.

Or Save and Filter and the filter will be saved with the name you assigned to it. After saving a tag will be placed
above the grid.

Pointing to the filter name, the Edit and Delete options will display. The Save option will only be available for
Unsaved filters.

The Edit opens the advanced filtering wizard again, you can change parameters and Apply or Save your filter.

The Delete option deletes the filter permanently.

Grid Title
Add Edit More w X v Y Advance Filter « Clear Filters
Create New Filter

Saved Custom Filter 1

Unsaved Filter &

Saved Filter 3
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15.2 Export Filter
You can export the filtered results in three different formats:

« Excel
« CSV
« HTML

15.3 Clear Filters

When there are no filters applied this button is disabled.

With this option enabled, you can remove the tag filters placed above the grid. If only one filter is selected before
clicking the Clear Filters button, only that filter is deleted.
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16 Unistalling the IDERA Dashboard

& Atthe end of the process, you need to reboot the server.

The uninstallation process requires a list of steps to delete all services:

1. Back up the Windows Registry as a safety measure.
2. Stop the Idera Dashboard Core Service and the Idera Dashboard Web Application Service at the Services
window.
3. Openthe Command Prompt and execute:
a. scdelete IderaDashboardCoreService
b. sc delete IderaDashboardWebAppService
4. Open the Registry Editor and delete the following registry keys:
a. Delete CWF from: KEY_LOCAL_MACHINE\SOFTWARE\Idera
b. Locate and Delete the IDERA Dashboard GUID from:
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall
i g Registry Editor [= o]

File Edit View Favorites Help

[74ETAEAB-2396-4779-0642-B4BO1 SABOEEC] ~ || Mame Type Data ~

| {7842€220-6E9A-4D5A-AET0-0E138271F 883} 5] [Default) REG_SZ (value not set)

| {80162C08-0FAG-4656-0685- ADBBCE52TFOB) 25 Authorized CDFP... REG.SZ

. [B4FBCA4A-DE30-4B0D-8094-ECOGTIFASEST} ab| Comments REG_S7 IDERA Core Framework is an easy to use
[875FDTAC-ET1F-4F3D-BA4E-BCEDSE4BTEFF) ab] Contact REG_SZ support@idera.com
{S0F6B3DE-630C-4B47-BO2E-C2847D1C4757} 5] Displayhlame REG.5Z |dera Dashboard
{91C4DE4A-CE48-4FBB-9D73-D2BFBE19FBAS} 6] DisplayVersion  REG.57 1503

: :;:Z‘égg;jﬁgijg::Ezggiii:i‘;ﬁ;gé} W EstimatedSize  REG_DWORD 0x00044523 (279978)

. T 28] HelpLink REG_EXPAND SZ  http://wikiidera.com/display/Dashb

| (977887EC-1C9B-47FA-2489-88ESETF43D5E) a—h}HE‘FT": N e 1&57":;;“[;5:: :;ﬂ;};paw ashboarg
[9EABACO7-GE3E-40D2-AATS-BAFEEFGOEDTS) — rielpleiephone - e (464.3372)

5] InstallDate REG_SZ 20190624

{9F616548-62E3-4C12-9E35-T4AB50BC199C}

o )
| [ATD37EB2-F953-4B12-B843-195F4D488DAT} ab]installlocation  REG_SZ

| {BI152F55-2CES-ACBE-OFA0-D3B4398276B2} {h]\nstal\Sourca REG_SZ ChUsers\dvillalobos\DesktophSafe 8.5\ =

| [BAOEE8E-400A-4266-A17B-E3DEG4ED431} #Language REG_DWORD 0:00000409 (1032)

| {BEDIEA3D-592D-4205-9D1F-20F03726EFC1} 28] ModifyPath REG_EXPAND SZ  MsiExec.exe /X{BF1501D5-4F7B-4B33- BF
{BF1501D5-4F7B-4B30-BFOB-928020F 646E96) | NeModify REG_DWORD 000000000 (0)
{C9FCEB44-BAFE-454C-902F-5B6A081CEFFT} | NoRemove REG_DWORD 0x00000001 (1)

| [CCBBO09A-38CS-497F-99AF- CEBEISDECOCF} %4 NoRepair REG_DWORD 0x00000001 (1)

| [CECAD188-BD7A-43EF-B1F7-DDF719039C46} 8] publisher REG_SZ Idera

| {D05595D6-2282-4DF2-A911-FDBDT6263815} ab] Readme REG_S7

| (D307B5CF-D1F0-4244-8DA3-54765F535208) | = || ab)]size REG_SZ
{DC5602AF-666C-4A56-92C3-BaD675003775} ab|UninstallSting ~ REG EXPAND SZ  MsiExec.exe /X{BF1591D3-4F78-4B39-BF¢
{DCCB1788-1DAD-4E3A-A52F-7815B602CC98} a8|URLInfoAbout  REG.S7 it/ fwnanw idera.com

. {DEB263CA-0386-4648-8382-FB78DBFA2C5F} Ah]URLUpdatE\nfo REG.SZ

] fizzﬁlﬁ-’;:;'iéig'S::;E;Eg;i:z;ﬁ‘;ﬁgm ) Version REG_DWORD 0x04060000 (67502080)
! E ~2632-4793-B439- ! #VersionMzjor  REG_DWORD 0x00000004 (4) v
| (EQ193F8C-25D4-437F-99BC-CA430760BASA} : m 5

EC1D54N1 DEDC Ar10 ONGRE ENACICRETONAL

Computer\HKEY_LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{BF 1591D5-4F7B-4B39- BF9B-92029F 646E36}

c. Locate and Delete the Dashboard GUID from: KEY_CLASSES_ROOT \Installer\Products
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g Registry Editor
File Edit View Favorites Help
b || A062802E5AB4RBA4BBBFFAFOCIBBECRA ~ [ Name Type Data
| 44B6CFICEFABCASA0F2BSAGROCTF6TF ab] (Default) REG_SZ (value not set)
4505BEGI577CFEB47BIBAAGI2ASIDEDC %% AdvertiseFlags REG_DWORD 0000007184 (388)
47BCATEI808495B47BDOAISB102F 2397 24 Assignment REG_DWORD 0x00000001 (1)
. 4896BAGDF242CB230BB05782605ECFA4 ) AuthorizedLUA... REG_DWORD 000000000 (0)
| 4FBB2F383FCOEBATO275934AFAECAFS 3| Clients REG MULTI 57
| SOEBBGG20GF1GDE493FCE333FA9BEG %) DeploymentFlags REG_DWORD DD000003 (3)
B M e
| SO DA AFDDRC e e " eomcsasscomaore
| 501951FRETF493B4F BBORO20FO45E660 i ackagetede - .
a X _4FTE-
STDSECESCDSFRATIBI8I2BACHDE 184D = Producticon REG_SZ C:\WindowshInstaller\{BF1591D5-4F7B-4B39
EBDFDI30AFAADFALSBACISTZFESADTFE at|Producthame __ REG_SZ ders Dashboard
R ———— % version REG_DWORD 0x04060000 (67502020)

. 6D0483B6FEB44TEA2920C93EDAIAEAST
6059330D88288FD49A11DFDB676282831
GE815EBI6CCEIA33BE4ETRSTCIT002FD

. TOCABAESE3E92D04AASTABEFFEDSDEST

. B0C261086AF065646958DABB6C25F7BO

. 845616F93E2621C4E953476A05CBI1CI
B4EATEATEI32077460244B0B518A6DCE
8810ACECATDBFE341B7FDDTFS190CS64

. BABAFEFCBBFBCAE3BRSAEDFAABIATEEC

. 939C961910DEAG44DBCOI278B3FAE4RA
93BAD29ACIE44034A6BCBA4GERST52E
§73114D10ECO31B41ABI273022026D02

. 9871BCCDOADTA3E45AF287516B20CC89
GAINAATFNANE CIIARAAREANTIAANNRE

< m > < m ¥

Computer\HKEY_CLASSES_ROQT\Installer\Products\5D1951FBB7F493B4FBB98920F346E669

T T T T T T T T T T T T T T T T T W T W W T T W ow

5. Reboot the server.

6. Delete the entire Dashboard folder from: C:\Program Files\Idera

7. Runthe Command Prompt as Administrator and execute: msiexec /i "C:\Program Files\Idera\SQLdm x64
Installation Kit\x64\lderaDashboard.msi" /L*v %USERPROFILE%\Desktop\DashboardInstall.txt
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17 IDERA Dashboard PDF

This page contains a direct link to the IDERA Dashboard help in PDF format. This format is suitable for printing and
for saving on your local PC for further reference. The PDF includes all pages from the relevant help published

on wiki.idera.com.

« |IDERA Dashboard 4.8 PDF
« |DERA Dashboard 4.8.1 PDF
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18 Copy of Run IDERA Dashboard over TLS

note The IDERA Dashboard Web Application service comes with TLS1.2 already set up. By default, TLS works with a
self-signed certificate. This certificate can be used for encryption only and does not prove the identity of the server.

That default certificate is not signed by any well-known Certification Authority (CA) and is intended only for use in
testing purposes. When a user attempts to open the TLS version of the IDERA Dashboard Web interface, a warning
appears in the browser window.

If you decide to continue working with this self-signed certificate , you must perform several steps to "accept" the
certificate before you can access the site. This step usually occurs only the first time you access the site. Then the
self-signed certificate is stored in the browser database marked as trusted. This scenario is suitable for testing
purposes.

If you want to obtain a CA-signed certificate , use the steps below to obtain a certificate signed by a well-known
CA. The role of a CAis to verify that the IDERA Dashboard Web Application you are trying to access actually has the
name you are trying to access it by and that this server actually belongs to your organization.

18.1 Obtaining a CA-signed certificate

Certificates are issued by trusted third-party Certification Authorities (CAs). Many CAs simply verify the domain
name and issue the certificate, whereas others (VeriSign, etc.) verify the existence of your business, the ownership
of your domain name, and your authority to apply for the certificate, providing a higher standard of authentication.

Every browser comes with a pre-defined list of well-known CAs.

Along with the name of your organization and the name of your server, a CA-signed certificate contains the public
key of the server. This public key is used by the browser to encrypt data sent to the server. There is a private key on
the server. The server uses the private key to decrypt the data encrypted by the public key. The private key should
be kept secure on the server to prevent unauthorized access.

For more information about public key cryptography, see http://en.wikipedia.org/wiki/Public-key_cryptography. To
learn more about certificates and the steps to buy a certificate, refer to a CA website such as:

« VeriSign
+ Thawte
» CAcert

« GoDaddy

18.2 Generating a certificate request

Before the CA can issue you the certificate, you should generate a private key and the certificate request and send it
to the CA for signing. The certificate request and the private key should be generated using the openssl
command unless otherwise instructed by the CA.

@ while generating the private key and certificate request, replace the openssl command with the full

path to binary, for example, C:\Openssl\bin\openssl.
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18.3 Importing the certificate into the Trust-Store

The following steps show you how to install an SSL certificate purchased from a Certification Authority. Your SSL
vendor may have different instructions, please check with them for proper certificate installation. The following
examples refer to GoDaddy and VeriSign.

1.

10.

11.

Copy your private Key file (wildcard.idera.com.key ) and Certificate file

(wildcard.idera.com.crt)inPEM format, on the root directory where IDERA Dashboard Services

host (i.e. "C:\Program Files\Idera\Dashboard").
Download OpenSSL for Windows from http://gnuwin32.sourceforge.net/packages/openssl.htm. Select the

‘Complete package, except sources’ option, and copy the .exe filein the root file where the IDERA

Dashboard services host, right-click and Run as Administrator to install the program.

Start a Windows Command Prompt by clicking Start > Command Prompt (right-click on Command Prompt
to run as Administrator). Alternatively, you can go to Start > Run and then type emd without quotes and
press <Enter>.

Use the cd C:\ command to go to the root directory of the disk C:\, where you copied the Key and Certificate
files.

Run the following commands to convert the key and the certificate from PEM to DER format.

"C:\OpenSSL\bin\openssl"

pkcs8 -topk8 -nocrypt -in wildcard.idera.com.key -inform PEM -out
wildcard.idera.com.key.der -outform DER

"C:\OpenSSL\bin\openssl" x509 -in wildcard.idera.com.crt -inform PEM -out
wildcard.idera.com.crt.der -outform DER

Use the cd command to go to the directory where the keytool is located:

cd "C:\Program Files\Idera\Dashboard\WebApplication\JRE\bin\"

To create the new keystore file, you have to download the ImportKey utility https://

discourse.igniterealtime.org/uploads/default/original/2X/
2/2638b26131247f7d11132bd2e3fbalelec87156b.zip.

. Access IDERA’s FTP server by navigating to the path ftp://downloads.idera.com/ in Internet Explorer (then

follow the instructions on that page to log in), or by using the link in Windows File Explorer. Use the following
credentials:

Username: ImportKeyDownload

Password: 03gXm6tv

Unzip the ImportKey utilityto C:\Program Files\ Idera\Dashboard\WebApplication\JRE\b
in\ directory.

In your Command Promp window, run the following command. It will launch the ImportKey utility and
create the keystore file (default name is keystore.ImportKey )inyour home directory (in Windows
2008 itis usually C:\Users\<your username> ).The private key and the certificate will be placed
there.

java ImportKey c:\wildcard.idera.com.key.der c:\wildcard.idera.com.crt.der

() The keystore and key passwords both must be set to password. To do this, proceed with the next
step.

The following command allows you to set the password for your keystore file. The default password is
importkey. Enter it when prompted, in your Command Promp window, and then type the new password,
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which must be set to password.
keytool -storepasswd -keystore c:\Users\Administrator\keystore.ImportKey

This command will allow you to set the password for the key file in the keystore. The default password is
importkey. Enter it when prompted, and then type the new password, which must be set to password.

keytool -keypasswd -alias importkey -keystore c:

\Users\Administrator\keystore.ImportKey

Use Internet Explorer to download the intermediate certificate chain for the Certification Authority (CA). For
example, point Internet Explorer to https://certificates.godaddy.com/repository/.

Save the intermediate certificate chain to the root directory of the disk C:\ on the server hosting the IDERA

Dashboard services.
Import the received trusted certificate into your keystore file, by running the following command in your
Command Promp window:

keytool -import -alias 1intermed -file c:\sf_issuing.crt -keystore c:

\Users\Administrator\keystore.ImportKey -trustcacerts

(D Internet Explorer may change the file extension. If the command above does not work, try
sf_issuing.cer insteadof sf_issuing.crt.

Open Windows File Explorer on the machine hosting the IDERA Dashboard services. Navigate to the
following directory C:\Program Files\Idera\Dashboard\WebApplication\

Rename the file keystore to keystore.old.
Then rename thefile C:\Users\<your username>\keystore.ImportKey to C:\Program
Files\Idera\Dashboard\WebApplication\conf\keystore ,and movethatfileinto “C:

\Program Files\Idera\Dashboard\WebApplication\conf”.

Finally, restart the IDERA Dashboard Web Application service to complete the setup, and log into the IDERA
Dashboard to verify that the certificate has been successfully applied.

keytool Options

« alias. All keystore entries are accessed via unique aliases. Aliases are case-insensitive. An alias is specified

when you add an entity to the keystore using the —import command. Subsequent keytool commands

must use this same alias to refer to the entity.
file. Define absolute or relative path to your certificate file. If you define only the file name, it means, that the
file is located in the root directory.

keystore. Each keytool command hasa —keystore option for specifying the name and location of the
persistent keystore file for the keystore managed by keytool. A keystore is created when you use —import
command to add data to a keystore that does not already exist. If you do not specifya —keystore option,

the default keystore is a file named .keystore inyour home directory (as determined by the
"user.home" system property). If that file does not already exist, it will be created.

Read more about Java keytool for Windows:
http://java.sun.com/javase/6/docs/technotes/tools/windows/keytool.html
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