SQL Secure ®

Version 3.2

| [DO = A




IDERA SQL Secure, Version 3.2

Table of Contents

Table Of CONEENES ..ot e e e aeesaeesreens 2
Take full control of SQL Server permissions..............cccocceeviveiiinciinciccieeceece e 11
REIEASE NOLES..........ooeeeeeeee ettt ae e ae e re e beenbeens 12
New features and fiXed ISSUES .....cceciiiieiieeieee ettt sreens 13
3.2 NEW FEALUIES ...ttt esbe e s be e s beesaeessaessnesenesneas 13
NEW SECUIItY TEMIPIALES .citieeieeieeeeee ettt et e e sae e ae e ae e beesbeens 13
Security Templates UpPAates......ccciiiiiiieiienieseereesieesee s sreesee e e ssaessnesraesnnas 13
New Configuration CRECKS.......ccuiiiiiiicieeeeeee ettt sreens 13
NEW ACCESS CRECKS ...otiiieciectecteeece ettt et ae e e e ae e be e beenbeens 13
NeW AUItING ChECKS ...ooviiieceeceeeee ettt et e sbeens 14
NEW LOZIN CRECKS ...viiiiiciieciestecteete ettt sttt ae e teebe e ae e ae e ae e aeebeens 14
NeW PermiSSIONS ChECKS ....ocviiiiriicie ettt sae e aeesaeesae e ae e beenbeens 14
SUPPOIES SQL SEIVEE 20717 ettt ettt e s st e e srre e s sabaeesaraeesnnee s 14
3.2 FIXEA ISSUEBS .evvieiieeiieieeie ettt et et ste et este e te e be e beesaeesaeesaeesseesseesseesssesseesssessnessens 14
Previous features and fiXed ISSUES .......cecvueeierieeiicie ettt see e 16
3.1.200 NEW FRATUIES.....iiiieieeiecteetectt ettt ste ettt ae e st e s e e sbe e saeesbeesaaessaesanesanesanas 16
Allows reference to decommissioned server instance snapshots.......cccccevveecieenennn. 16
SUPPOTES TLS 1.2 ettt ettt st sat e s sba e e s e e e ssseeesabbeessasaeesnsaeesnnseens 16
Includes new product VErsioNiNG (X.X.X.X) ueeueeeueerueerueesueesreesseessessseessesssesssesssesssesssesssenns 16
3.1.200 FIXEA ISSURBS .veeutieieeieeieeieesteeste et e steesteesteesteesbeesteesaeesaeesseesseesseesseesssesseesssesseessens 16
30T NEW FEATUIES ..ttt sbe e sbe e s be e saeesaeesanesanesaeas 17
Supports auditing of Azure SQL Database and SQL Server running in Azure virtual

MNACHINES .ttt e e et e et e et e e e e beebe e beebe e beeae e aeeae e reenreens 17
Expands installation OPtiONS .......ocviiiiiiicececeee et 18
Expands Security CheCk COVEIage.....cuiviiiiiiiieiieiicie ettt este et sae e ae e sreens 18
Moved to the Windows .NET 4.6 frameWwork .........ccccvevueeveeveenieenieeieeieeseeseeseesieesieens 18
3.1 FIXEA ISSUBS .evviiiieiieieeieeste ettt et steeste et e ste e s teesbeesbeesaeesaeesaeesseesseesssesssessnessnessnesseas 18
3.0 NEW FEALUIES ...ttt be e sbe e s beesaeesaeesanesanesnnas 18
Added SQL Server file IMPOIT ...ttt 18
Added tags for easier server managemMeENTt......ccccvccueeciiecieeieeie et 18
Added suspect SQL Server I0gIiNS rePOIT ......iciieieeieeecieete et 19



IDERA SQL Secure, Version 3.2

Expanded Risk ASSESSMENt rePOItiNG....cccuevvveriieriiiriiiiieeieeie s esre e e e sieesieesbeens 19
3.0 FIXEA ISSUBS .ottt sttt sttt et b e st sb e b sne e 20
2.9 NEW FEATUIES ...ttt sttt sttt b e st b e b et sae e 20
Improved Name Matches selection of rule filter properties .......ccocceveeveeveeneeneenenns 20
ENNANCEA FEPOITING ..cviiiiiiiieriierierteste ettt st sbe e be e be e beenbaens 21
SUPPOIES SQL SEIVEI 2076 ..eeiiiiiieiiiiieeeiiee ettt sree s st e s st e s saree e ssareessnnee s 21
Enumerates group members in @ ONe-Way trUSt......ccccvvviervieriierienniennieeneeneeneesieenieens 21
Updates Guest User Enabled Access functionality .......cccceeeevervennennennenneeneeneeneens 21
2.9 FIXEA ISSUBS ..ottt sttt ettt sttt et st sae et sb e st e b e s b e b e sneennenne 22
2.8 NEW FEATUIES ...ttt sttt sttt s b e st se e b sb e sae e 22
2.8 FIXEA ISSUBS ..ottt ettt sttt sttt e sb e st be s bt an e b e sne e e ne 23
Phase out IDERA SQL Secure 1tanium SUPPOIt......ccceevierrieerieeiieenieenieesieesieesieesseenseenseens 23
SQL Secure Repository requires SQL Server 2005 or later ......ccocevvevcveneeniienieeneennnn. 23
Microsoft Reporting Services 2000 is no longer supported ........ccceveeveeneeneeneenenns 23
New credentials may be necessary when upgrading.......ccccecevveevenneeneeneeneenieeneens 23
Blank password not accepted when registering a SQL Server instance........c.......... 24
SQL Secure can now audit the same cluster node on which it is installed................ 24
Support for contained database authentication SECUrity......cccvveerieriencieniieniieneennen. 24
SQL Secure now collects security data for AlwaysOn Availability Groups.................. 24
KNOWN ISSUBS ..ttt sttt st s b e s bbb e be b e sbe e 25
KNOWN ISSUBS ..ttt sttt st s b e s bbb e be b e sbe e 25
(CT=T 1= = | DSOS O RPN 25
SECUNILY CRECKS .evveiieeieeteeeee ettt ettt ettt et ae e sbe e sbaesbsesaaesaaesanesaaesanes 25
Previous KNOWN ISSUES ....cc.viviiriieierieeiteiesieeteste sttt st sre st sr e ettt sae e e 26
(CT=T 1= = | DSOS PRSPPI 26
INSEAHATION 1.ttt sttt s s e 26
SECUNILY CRECKS .evveiieeieeteeeee ettt ettt ettt et ae e sbe e sbaesbsesaaesaaesanesaaesanes 26
SNAPSNOLS ettt et aaesaae s e e saaesanes 27
GEE SEAITEU ... 28
Upgrade tO this relEaSe ... 29
To upgrade to the latest version of IDERA SQL SECUIe: ......cocevvivvvieriieriienienieeieeieenne 29
Welcome tO IDERA SQL SECUIME....uuviiiiieiieieee ettt et e eeavae e e e sesabae e e e esabseeessenns 31
WHhat iS IDERA SQL SECUIB?...uiiieiteiee ettt eeatee e e seabae e e e esabaee e e ssabseeesssnns 32



IDERA SQL Secure, Version 3.2

HOW SQL SECUIE NEIPS ettt ettt e nbe e 33
HOW SQL SECUIE WOIKS .ottt ettt ee e e e s eeabae e e s seabaeeessssabaeeesssnnns 34
FINA QNSWELS .ttt ettt et sb et sbe et sae e eees 35
DOCUMENT CONVENTIONS ..ottt 36
HOw to use this Help SYSTEeM ..o 37
ADOUL IDERA ..ottt sttt st s sttt sb e sae et sae e nnes 38
CONLACT IDERA e 39
IDERA PrOTUCES .vvtiiiiiteritest ettt sttt ettt sttt st be s beebeebeebaenbeenbeenbaens 40
LEEAI NOTICE ittt sttt ettt s b e st e s be s be s beebe e be e beenbeenbaens 41
Installation and deployMENT .......ooiiiiiiiiiiee e e 45
Product components and arChit@CtUIe ......cocovvveeiiiriieviieeieeececece e 46
PrOdUCE COMPONENTS ..iiitiiiieriierterte sttt ettt st s s b e st e s sbe s besbeebeeseebeenbeensaens 46
ProdUCE arChitECEUIE.....oieeiieieeieeeeeeeee e s s 46
ProdUCE FEQUITBMENTS .eouviiiieriteeieeteste sttt sttt st st st sbeesbe e ae e baenbeenbaens 48
TYPICAl FEQUITBMENTS ..ottt st ettt sbe st e st e sbesbesateenne 48
CONSOIE FEQUITEIMENTS ...ccutiiieeieiieeieeeete ettt sbe e saeesaeesaeesbeesbaesasesaaesaaesanesanesanes 49
Collector permissSion FEQUIrEMENTS.....coviiiiriireereeneere et sieesiresieessae e saaesaees 50
POIt FEQUITEMENTS ..eeeiiiiieeie ettt ettt et e et sae e e bt e e sabe s bt e s saneesseeennns 50
ENSUre FIPS COMPLIANCE oottt nba e 51
Verifying whether your environment requires FIPS compliance ........cccecevevenenee. 51
How tO inStall IDERA SQL SECUIME ...uviiiiiteiie ettt ettt ettt e e eesataee e s sssabaeeeseeans 52
Start the SETUP PrOZraM....cc.cceeierierieeierte ettt sttt sb e st sr e b e sae e 52
Choose where you want to install SQL Secure and who should use the product on

TS COMPULET ettt st s b e st e s b sabe s besaeeeane 53
Choose the type of install you want to perform ..., 55
Choose which SQL Server instance you want to host the Repository database....... 55
Complete the iINSTAll......coii e s e 57
Configure your deplOoyMENt ... s saae s 59
Connect to the IDERA SQL Secure REPOSITONY....ccviereereerienienienieneeneeseeseeseesinesanes 60
How does Weak Password detection help YOU?......ccocvvieeviinienieiriececccececeeiene 62
Weak passWOrd deteCtiON.......cocuevierieriiiiirienteeteete ettt s 62
Add server to begin aUAItiNG .......coccvviiriinienieeee e 66
Monitoring Always On Availability GroUPS ......ccecivviiriierieeiececre e 67



IDERA SQL Secure, Version 3.2

Access the Register @ SQL Server WIizard .......coceeevveriiniiennieeiesieesieesieesieenieeseesieesseens 67
Register a SQL Server using the Register a SQL Server wizard .......ccccoeceeveeneenieennene 67
SEIECE @ SQL SEIVEN ceeiiietteiee ettt e st e e e sabb e e e s essabbeeeeesesareeeeeeeareees 68
Specify connection credentialS........oeiieiiiinieneeer e e 70
Define folders for file system permissions checks .......cccovvvverieiienneineineeneceeene 73
Add SEIVEI SrOUP TAES .eivuverierieriesterte sttt ettt st st sre st e e stessbessbe e beesbesbeesbaenseesseenseens 74
Select SQL Server objects t0 aUAIt......coviiriiriiniieieeereeneere e e s 75
SChedule SNAPSNOLS.......iiiiec e s s s s saa e e 78
Enable email NOLIfICAtION c...ooueriieieeeieee e 81
Choose to take SNAPSNOt NOW......covuiiiiiiiiiiiiiicieceeie ettt s 83
Review registration SUMMIAIY ........iiieirieenieenieesteesre et sseeesiressaressatessaseesaeeennee 84
IMPOrt SQL Server INSTANCES .....ooviiiriieieerteerte ettt ettt sae e e sae e e saae e 85
AcCCeptable .CSV fOrmMat. ..ottt sbe e sbeenbeens 85
IMPOITING @ .CSV FIl@ oo nbe e 86
Use filters to specify which data is collected ........ccoovrvieiiniiniiniiieeccceeeeeene 88
A NEW TIIEEY ettt sttt st b e st sae e e 89
Edit filter SEEHINES oottt a e be b e nbaens 93
Use snapshots to collect audit data .......cocevierieniiiiieiiecieeeese e 95
Data located on the SNapshot SUMMAIY ..ot 95
TAKE SNAPSNOL ittt sttt st s e e 98
Schedule snapshots for routine data collection ........ccccoveeveeneiniinieineeneceeeeee, 100
Designate a baseline sSNapShOt ..o 102
Set snapshot grooming SChedule ... 103
Explore SecUrity SEttiNGS .........cocoviiiiiniiiee e 105
ANAIYZING PEIMISSIONS..c.uiiiiiriierierte ettt sttt st st e s b e sbesbesntesbeenees 105
Experiencing irregularities when searching user and object permissions.............. 106
EXplore object PEIMISSIONS ...coviiiiiriirierterterte ettt sttt st s 108
View the properties of the SQL Server object .......ccvvivviriiiniiniinieneeeeee e 108
View database PropPerties ...ttt 109
View SQL 1OZIN PrOPEItiES...ccviirienieiieriestesteste st sttt st sbe e b st st sanes 110
Available tabs on the Login Properties WiNdOW ........cccoecvervieriieniieniienienieeiesiesve e 110
EXPIOre role PermiSSIONS ....coviiriirieiierienterte ettt sttt sttt st st 112
Find role permissions for a particular database.......ccccecevcierviriiniiinienceneeeiee, 112



IDERA SQL Secure, Version 3.2

Change the aUAIt data.......coceeieiiiieiiiieceee e sbe e 112
Role PermisSioNS SUMMIAIY .....oiiiiiiiiinienienieste sttt st sttt sbesae st stesssesnnes 114
ASSIZNEd rOle PeITNISSIONS .civuiiiierierierterte ettt sr e s b st stesbeenees 115
Effective role PermiSSIONS ... ...ttt st st 116
AVAIADIE TADS ..o 116
EXPIOre USer PErMISSIONS ...cociiviiiriiiniirieniesteste sttt st st st ae s st st snees 117
Find the permissions associated with a particular User ........cccccvvvevvevvenienienniennne. 117
Change the aUAIt data.......coceeieiiiiiinieeee e e bbb e 118
Check the password health of @ USer's [0giN.......cccovveviiniineiniinieeceeeeeeeee 118
Select @ WINAOWS @CCOUNT ..ottt st sr s 119
Search for a particular aCCOUNT........coviiiiiiieececeeeece e 119
Select @ SQL SErVEer [OZIN ..c..evviiiiiiiiieeececeee e be e b e 121
USer permiSSioNS SUMMATY ..ccuiiriiirieenieenieenieesieesreesiteesiseesireessseessseesssessssessssessssenns 122
ASSIZNEd USEI PEIMISSIONS ..cuviiiiieriiiriierientesiteste st steste st s tesaesbesasessesssessesssessesnnes 123
Effective USer PermMISSIONS ...ttt sttt st st 124
AVAIADIE TADS ... 124
VieW all QUAITEA SEIVELS ..ottt s 125
AUAITEA SQL SEIVEIS ettt et e st e e e e s sabb e e e s sssabbeeeesssabrreees 125
DaAtADASES ..ot s nre s 125
ViIieW SIiNGIe SEIVEr SUMIMAIY ....ccciiiiiriirieniesiesteste st ste st stestesatessesssessesssessesnnes 127
Information contained in AUdIt HiStOIY .....ooiiviiiiiniienieniesiee e 127
View SNaPSNOL SUMMAIY ..cc.iiiiiriinieiertestesteste ettt sttt st st 129
Configuration before collecting SNaPSNOLS......ocvvvivvirreiri e 130
GroomMINE SNAPSNOLS....viiiiiieeiececee bbb e b e b e 130
Mark a snapshot as @ DaseliNe........ooiivieriiriine s 131
Managing YoUI SNAPSNOLS ...ccuiiviiriiriirierterterte sttt sttt snes 131
Resolve group names and group memberships across multiple domains............. 132
View Windows accounts in SNAPSNOL .....ooviviiriiiiiiiiinieecce e 133
Difference between Windows and OS WiNndOwSs acCouNts ........ccecvevvvervieriienseeniennne. 133
View OS Windows accounts in SNAPShOL .......oocvviiirienienienieieie et 134
Difference between Windows and OS WiNndOwSs acCouNts ........ccecvevvvervieriienseeniennne. 134
Identify Suspect WiNdOWS ACCOUNTS ...c..coviirieriienieniesteste sttt sttt 135
When SQL Secure considers an acCount SUSPECL .....cvvevvereeriienienienienie e siessve e 135



IDERA SQL Secure, Version 3.2

Identify suspect OS WINAOWS aCCOUNLS .....oviiriiriinienieniesie ettt st 137
When SQL Secure considers an acCount SUSPECL .....cvvevverierierienienrenienieseesve s 137
Identify unavailable databases ... 139
View filters for @ SNAPSNOL ...c.iiiiiii s 140
VieW SNaPSNOL PrOPEITIES ..couiiviiiierieeteserte ettt 141
Access the Snapshot Properties WiNdOW .........ccovcvivierieniiniienieniecesreeese e 141
Assess Your Security Model.............cocoviiniiniiiiiiice e 142
Information available at the enterprise level ..., 142
Information available the server [evel......... e 142
ANAlyze eNterpriSe SECUNILY .iviiriiriirierterterte sttt st s sb e st st st 144
View Enterprise REPOIT Card ...cuovieiieriiniiniesiesiesie ettt s sre s 145
View Settings aCroSs all SEIVEIS ...ttt s 147
View user security across all SEBIVEIS ..o 148
Information displayed on the Users tab ... 148
ANAIYZE SEIVEI SECUILY tuviiriieriieriesiesterte sttt sttt sttt st e s besbesbesstesabesnnes 151
View Server REPOIt Card ......oviivierienienieniesieste sttt sttt s stesse st st ssesnees 152
Get more information on discovered FiSKS.......cccuvivreeneineineineeneeeeeeeee e 152
View settings on this INStANCE .....c.coviiriiiii e 153
View user security on this iINStANCe ......ccoecveviiviiiiii e 154
Define policies for CUStOM aSSESSMENTES....ccviviiriiriirierietee e 156
Use policy templates to harden your security model .........ccocvvvvvvieriienvieniienienniennne. 157
AVAIlable tEMPIALES ..oeeieieeee s s 157
Select @ tEMPIALE ...ooeieieeeceeee e e bbb 159
A NEW POLICY oottt s bbb sabesbesanes 164
HOW POLICIES WOIK ...viiuiiiiiiiiiitestentest sttt sttt st st st sae st sbesabesnns 164
Select POlICY LEMPIALE ...oviieieeieeeeeeeee bbb e be e b e 165
SPECITY POIICY PrOPEITIES ...ovieeieeieeteeteeteee ettt sbe et e be e beenee e 167
SeleCt SECUNLY CRECKS ....iiciiiiectectecece ettt b e sbe e 168
ASSIgN SQL Servers t0 POICY . ...ooiiiiiiiiniiniisteeteste et 259
Enter Internal REVIEW NOLES ......ccoviiiiieeieereeere e 260
REVIEW POIICY SUMIMAIY ...iiiiiiiiiiiiritertesiteste sttt st sttt et st sabeste st ssbesnnes 261
Edit POIICY SELEINES .veiviiiieieeieert sttt st st st st s s a e st sbesnes 262
LCT=T 1= = | DTSSRV P PR PTPRRSPP 262



IDERA SQL Secure, Version 3.2

SECUNILY CRECKS .evieeiieiieeieeteee ettt ettt e beesbeesbeeba e beenbeenee 263
AUAITEA SQL SEIVEIS ettt e st e e e e e sabb e e s essabaeeeesesaareeeees 264
INEEIrNAl REVIEW NOTES vttt sttt st st st s sae st st sabesnnes 265
EXPOIT POLICIES .ttt st st st st st st s b s b e s tesatesabesnsas 267
IMPOIT POLICIES wontiiiieieeeee ettt st st st st s b s aesbessbesabesnses 268
POlICY @SSESSIMEBNTS ..couviiiiiieiereert sttt st st st st st s b sbesbesabesabesnnes 270
Use saved assessments in an existing audit ProCess.......cccvvvvrviervienvieniieniiesseesseennne 270
SAVE NEW GSSESSIMENT....iiiiiiiiiiiiiiirieie e s re e s 272
Working with draft aSSeSSMENTS.....cc.covuiiiiiriirieeeereee e 273
Available actions and tasks for Draft ASSESSMENTS ......cccvvvcierviiriiiriieniierieeeeie e, 273
Refresh @UAIt data ....cooveeeeieieeeeeeeeee ettt 275
EAIT ASSESSMENTS ..ottt st b e st sr e b sbesste b saeenenne e 277
LCT=T 1= = | DSOS USSP ROUTPRRORPPI 277
SECUNILY CRECKS oeeiiiiieeieeieeteee ettt ettt e esbe e beenbe e beenbeenee 278
AUAITEA SQL SEIVEIS ettt e st e e e e e sabb e e s essabaeeeesesaareeeees 279
INEErNAl REVIEW NOTES .eviiiiiiiesiiertestest ettt sttt st sae st st st enes 280
Edit eXplanation NOLES .....cc.eoviiiiiiiiie ettt st 282
AVAIADIE FIRIAS ..ottt 283
Working with published asseSSmMENtS ... 284
Approve a published asseSSMEeNt ...ttt 284
View assessment Change 108 ......coviiviiiiiniinieicereee e s 287
Available actions and fields at the Change Log tab......ccccecvvviirviirciiniiniinicnieeieee, 287
Working with approved aSSESSIMENTS. ....ccviiiiiiiriinieneeneente ettt sre e b 288
Actions and Tasks for Approved ASSESSIMENTS ......cocuvvverieriieriienie e ere e e e ssre s 288
COMPArE ASSESSIMENTS ..eiiiiiiiiiiiteeiitee ettt e et e s s e s sabeessbbeessreeessnbaesssaeessnseees 290
Compare assesSSMENT SUMMIAIIES ...cccveirieeriieerieenieenteeseeesiteesiressseessseessseessseessseessees 292
Compare assessment SeCUrity ChECKS .....ocvvvieeierrieiieeeccceeeee e 293
Compare security Check SETHINGS ...c.covviiviiiieiecieeecece e 293
Compare Internal REVIEW NOTES ......cocveviiiiiiieiiecieeeeeee e 295
Select audit data fOr @SSESSMENT......ciiiiiriirerieeeeee e 296
When to select different audit data.......ccoceeveevieniiniinien e 296
Use only baseline SNAPSNOtS.......ooiiviiiiinienie e 296
Report on SQL Server SECUNILY........ccoccoviiiiiiiiiiinieeeeteeesre et 297



IDERA SQL Secure, Version 3.2

How to use the Deploy REPOrtS WIiZard.........ocevienienienienieniesiesiecie e 298
Connect to REPOItING SEIVICES ....oiuiiiiiiieerteerte ettt e s 298
Specify Repository as report data SOUICE .......evvevvieerieenieenieeneenieerieese e esie e sieesee e 299
Specify the Reports virtual dir€@CtOrY .....ccoeeveevieerieieeeeccieeeeie e 300
Finish the Reports DeploymMent.......oioiiierienieiicrecese et 301
Use the Console to generate rePOItS ....ovivvierierierieeeete et 303
GENEIALE @ FEPOIT .eeeiiiieeeeiee ettt et e st e st e s s bt e e s sare e e snseessnneessnneees 303
Available general rePOITS ...ui i 303
Available entitlement rEPOITS......ivii i 304
Available vulnerability rePOITS.....cociiiiiiiriiee e 305
Available COMPAriSON FEPOITS ....iiviiriirieeeeeeere e s s 306
Use Reporting Services to generate rePOrtS.. .. ieerieenieenieenieenieenee e eseeesieeens 307
Microsoft Reporting Services and SQL SECUIE ......cccevverierieniiirienieeieeieeie e 307
Required permissions for Microsoft Reporting Services......c..ccocvvvevvercierniensienieennne. 307
INSTAI] FEPOITS ettt st st st st st st s b saaessesnbesabesnses 308
Set up permissions for auditors to generate reportS.......cceereereeneeneeneeneeneeneenne 308
Manage SQL SECUFIE..........coiiiieeee et e s s e e s sree e sareeeeas 309
View the SQL Secure RepoSitory StatUsS......cocvvieriiriienienienieeie e 311
SYSEEIM STATUS ...eeeieiteeeeee ettt st e st e s e s s b e e s sabe e e snseessnneessnreees 311
LICENSE SUMMIAIY ...iiiiiiiiieenieeeieeste sttt et sit e st e e sate e s ate e saseesabeesaseesaseessseessseesssesnssenns 311
SQL Server AZENT STATUS ....eeiiiiieeiieeeee ettt st s e s aree s s e e e s saneees 311
AUdited SQL SEIVEIS STATUS .uvviiiiiiiieiii ettt eeabae e e eesbae e e s e esasreeee s 312
Manage SQL SECUIE [OZINS ..ouiiiiiiiiiirietesestes ettt st st 313
A NEW TOZIN .ttt st st sttt s ae s abe s b e s sbesbesntesasesnnes 314
SPECIfY LOZIN PrOPEITIES. . ciiiiiieeiieieeieeie ettt ettt sbe b esbeenbeenbe e 315
SEIECE POIMIISSIONS ..cviiiieiieteeitetes ettt sb e sb s nennes 316
REVIEW LOZIN SUMMIATIY ..eiiiiiiiiieiieesieesie ettt et ste st et e et e e satessateessneesaseesasesnnneens 317
Edit |OZIN SELLINGS .ccviiiieieteteteer ettt sttt st sa e st sbesnes 318
MaNAEE POLICIES ..eeieiiiieriieeestert ettt st sttt st st st e ssaessbesbesnbesasesnsas 319
AVAIlADIE COIUMINS ...t s sne s 319
View SQL SECUIE ACLIVILY ..vevviiiriieniierieerieesie ettt ettt sre e st e sas e e saseesaseesaneens 322
AVAIlable @VENT LA ..cveveeieiieieereeeee et 322
ManNage SEIVEI SrOUP TAES .ccccuuieiriiieeriieeeiteeesittteesiteessiree e s itressbreessreesssneessareeessnseeesas 324



IDERA SQL Secure, Version 3.2

MaANAEING TAES ...veerureeriierieeriee ettt sr e re e st e s teesabeesibeesaseesateessseessseessseesssessssesnsseens 324
Creating a sNapsShot 0N the tag......ccevveiiirieieiececeee e 325
Configure email SELLINGS ...cocvviieiieeieeeceee e e bbb e b e 326
MaNAEE YOUE [ICBNSE....iiiiiiiiiienierterte sttt sttt st st st sabessbesbesntesasesnnas 327
SQL Secure licensing with Azure SQL Database.......cccooeeveeveenieeneeneeneeneeneeneenieenne 328
Delete @ Data SNAPSNOL ..couiiiiiteee ettt s 331
Edit audited SQL Server Properties ..ottt st saeste e s e 332
Change general ProPertieS .....cciieeirieriierieeeerie ettt sre e sae e be e beenbe e e 333
Change connection CredentialS........oeeeeieiieiieeieeeeeccee e 335
DEfINE TOIARIS ..ttt st st ne e 337
Change QUAIL fIILEIS ...iviiiiecececeeeee et b e be e 338
Change snapshot SCEAUIE ..o 340
Change email NOLIFICAtION .iouiiiiiiieieeeeec e 342
Change which policies audit this INStANCE ......cocvvviiiviiriieceeceee e 343
Select audited SQL Server to eXplore data .....ccceveeveereenieineenecececeee e 344
Troubleshooting WMI cONNECLIVILY ISSUES ....ccvueeriinienienienieniesiesre e 345
Resolve WMI Issues USINg WDemMTESE.....cccuoviiriinienierieniesieste et 345
Error: The RPC Server Is Unavailable..........cooiiiiiiniinieciecceeeeeeie e 346
Error: ACCESS DENIEA.....coui ittt sttt s 346
Warning: The Network Path Was NOt FOUNd........ccocueviiviiniiniiinienienreeieeee e 347
Monitor Azure Databases ..o 349
Register Azure SQL Database in SQL SECUIe .....cccvvievierieniirierieereseee e 349
Y 0 1 I Y =T of U - o D 1 SRRt 350

10



IDERA SQL Secure, Version 3.2

| O = A

Take full control of SQL Server permissions

+ Identify existing vulnerabilities in your SQL Server and Azure environments
+ Harden security policies across SQL Server and Azure SQL databases

+ Rank security levels with the security report card

+ Analyze and report on user permissions across database objects

« Comply with audits using customizable templates for PCl, HIPAA and more

IDERA | Products | Buy | Support | Community | About Us | Resources | Legal
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Release notes

IDERA SQL Secure is a security analysis solution that identifies SQL Server security
violations and ensures security policies are enforced. Find out who has access to what
and identify each user’s effective rights across all SQL Server objects. Alert on
violations of your corporate policies, monitor changes made to security settings, and
provide security audit reports as well as recommendations on how to improve your
security model.

To get a quick glimpse into the newest features, fixed issues, and known issues in this
release of IDERA SQL Secure, review the following sections of the Release Notes:

« Learn about key new features in this release
« Review issues fixed by this release

* Review previous features and fixed issues

« See known issues
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New features and fixed issues

IDERA SQL Secure provides the following new features and fixed issues.

3.2 New features

New Security Templates

IDERA SQL Secure 3.2 includes the following New Security Templates:

 Center for Internet Security (CIS) for SQL Server 2008 R2, 2014, and 2016.

+ Defense Information Systems Agency (DISA) & National Institute of Standards
and Technology (NIST) for SQL Server 2012 and 2014.

+ Sarbanes-Oxley Act, Section 404 (SOX 404).

» North American Electric Reliability Corporation (NERC).

Security Templates Updates

On this release IDERA SQL Secure updates the following Security templates:

 Center for Internet Security (CIS) 2008 and 2012.
« Payment Card Industry Data Security Standard (PCI-DSS).

New Configuration Checks

IDERA SQL Secure 3.2 adds the following configuration checks:

+ Hidden Instance Option is Set

« Auto Close Set for Contained Databases

« Max Number of Concurrent Sessions

« Backups Must Be in Compliance with RTO and RPO Requirements
Shutdown SQL Server on Trace Failure

Ad Hoc Distributed Queries Enabled

New Access Checks

IDERA SQL Secure 3.2 adds the following access checks:

« Asymmetric Key Size

« Database Master Key Encrypted by Service Master Key

* SQL Server Database Level Encryption

« Appropriate Cryptographic Modules Have Been Used to Encrypt Data
« Database Master Keys Encrypted by Password

« Symmetric Keys Not Encrypted with a Certificate
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« Implement Cell Level Encryption

New Auditing Checks

IDERA SQL Secure 3.2 adds the following auditing checks:

* SQL Server Audit is Configured for Logins
+ DISA Audit Configuration
* Implement Change Data Capture

New Login Checks

IDERA SQL Secure 3.2 adds the following login checks:
* SQL Logins Not Using Must Change

New Permissions Checks

IDERA SQL Secure 3.2 adds the following permissions checks:

* Limit propagation of access rights
+ Direct access permissions

Supports SQL Server 2017

IDERA SQL Secure 3.2 now supports the repository and a monitored server of SQL
Server 2017 on Windows.

3.2 Fixed issues

* This version of SQL Secure improves the execution time of the Snapshot
Comparison Report, making it able to display large dataset.

« Time out error is no longer displayed on the User Permissions Report when the
report was running for 80+ databases. In addition, users can export the report to
CSV format.

« Users now are able to filter for specific databases in Database Roles Report.

* Increased Excel Report Export capability to support reports with more than
65,000 rows of data.

* This release improves Risk Assessment performance, which now is able to
process policies information.

* This release updates console installation to use existing repository.

* Users can configure STMP for SQL Secure mail server.

* Users can choose to monitor Always On Availability Group by registering the
listener or individual nodes. Take into account there may be some gaps if you
register using the listener.
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« Under Security Report Card users are able to see Logins Information with
Windows Accounts Details for the Suspect Logins Security Check.

« The Integration Services Running security check now is updated depending on
the integration service status.

* The Details Reports for SQL Server 2000 show database roles and members, it
was previously not available for this version.

« Updated SQL Secure version for the deployed report target folder for SSRS
reports.

* Users need to restart the application to update the SQL Secure Repository
Connection Status after adding a new license in the SQL Secure Manage License
section.

+ SQL Secure now supports international date time format.

* The Integration Services Login Account Not Acceptable Security Check is no
longer showing incorrect data for azure databases.
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Previous features and fixed issues

This build of IDERA SQL Secure includes many fixed issues, including the following
previous updates.

3.1.200 New features

Allows reference to decommissioned server instance snapshots

IDERA SQL Secure 3.1.200 now allows you to reference snapshots of decommissioned
instances. Previously, IDERA SQL Secure removed permissions data for a server when
it is removed from auditing. The only way to save the permissions and snapshot

information for that instance was to back up the repository before decommissioning.

Supports TLS 1.2

IDERA SQL Secure 3.1.200 includes support for Transport Layer Security (TLS) version
1.2. The TLS protocol provides encryption, authentication, and data privacy and
integrity when transferring information over a network, including VPN, VOIP, and
instant messaging.

Includes new product versioning (X.x.X.X)

For internal tracking reasons, this release of IDERA SQL Secure includes an updated
product versioning format from three to four parts. For example, the previous version
of SQL Secure was version 3.1.0 (x.x.x) and this release is 3.1.200.x (X.X.X.X).

3.1.200 Fixed issues

* This release fixes an issue causing the SQL Secure Risk Assessment Comparison
Report to show changes between snapshots when no changes actually occurred.

* Users now can remove a server instance without first removing it from an
assessment or draft. If any assessment data exists, the user is asked whether
they want to remove the server from all active assessments as well. If Yes, the
assessment is kept intact while the instance is deleted. If No, the server is
removed from the assessment as well.

« The SQL Server SYSADMIN Accounts security check now reports an accurate
status instead of always reporting OK and not displaying any accounts. This
metric did and continues to report correctly in a snapshot.

* Resolved an issue that caused the following error while processing a security
check when Database roles and members is enabled: "Error 515 encountered
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on line xxxx: Cannot insert the value NULL into column 'usertype’, table
'‘@DatabaseRoleUsers'; column does not allow nulls. INSERT fails."

This release fixes an error regarding SQL Server 2014 and SQL Server 2016
accounts in the Unauthorized Account security check. Previously, the
Unauthorized Account security check for SQL Server 2014 initially reported, "No
issues found." Then, when a SQL Server 2016 server was added, it listed the
unauthorized accounts in the result. However, when going back to the SQL
Server 2014 server, it displayed the same unauthorized accounts results that the
SQL Server 2016 server revealed.

Resolved an issue causing the error message,"Cannot insert duplicate key in
object 'dbo.<servername>'. The duplicate key value is (1281, 327). The statement
has been terminated." when attempting to create a snapshot.

Changed the Unauthorized Account Check wording from, "Specify the
unauthorized accounts," to "Specify the authorized accounts," in the description
for the Criteria entry on the Policy Properties page and on the edit Values for
Security Check window.

When a user registers a virtual server that is part of a failover cluster, the name
now correctly resolves to the cluster name.

Resolved an issue with the Database roles and members and the Server roles
and members security checks that caused metrics to provide details from other
instances/databases.

The GUI on the final screen of the SQL Secure Setup Wizard was updated to
resolve the cut-off content of the descriptive text.

The Launch SQL Secure Console is now enabled after a new installation or
upgrade.

The uninstallation wizard is updated to no longer show an incorrect final window.
The copyright year is now correct throughout the product.

The descriptive text within the Row-Level Security check is changed from, "... is
configured for specific databases ..." to, "... is configured for specific tables ...".
The descriptive text within the Dynamic Data Masking security check is
changed from, "... is configured for specific databases ..." to, "... is configured for
specific columns ...".

3.1 New features

Supports auditing of Azure SQL Database and SQL Server running in
Azure virtual machines

IDERA SQL Secure 3.1 offers Cloud-specific capabilities for Azure-hosted SQL Server
databases, including:

« Azure SQL Database and SQL Server running on Azure Virtual Machines (VMs).
* Security audits on Azure SQL Database instances and Azure Active Directory.

IDERA | Products | Buy | Support | Community | About Us | Resources | Legal

17


http://www.idera.com/
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com/
http://community.idera.com/
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

IDERA SQL Secure, Version 3.2

| O = A

+ Connecting to fully-qualified domain names for Azure VMs and Azure SQL
Database instances as registered servers.

Expands installation options

IDERA SQL Secure 3.1 includes expanded installation options to support hybrid cloud
environments.

Expands Security Check coverage

This release expands Security Check coverage for data protection, encryption, and
firewall rules for the SQL Server platform, including Always Encrypted and Transparent
Data Encryption.

Moved to the Windows .NET 4.6 framework

IDERA SQL Secure 3.1 supports Microsoft Windows operating systems using .NET 4.6.
For more information about requirements, see Product requirements.

3.1 Fixed issues

There are no fixed issues in this release.

3.0 New features

Added SQL Server file import

Users now can import a .csv file containing the SQL Servers they want to import for
registration in IDERA SQL Secure. This is an important feature for environments having
more than a few SQL Servers as it allows you to bulk import data into IDERA SQL
Secure. For more information about this feature, see Import SQL Server instances.

Added tags for easier server management

IDERA SQL Secure now features server group tags to allow you to more easily manage
your SQL Server instance snapshots. You can select tags when registering a SQL
Server or simply add a tag to your existing instances. Tags allow you to select a specific
group of SQL Servers rather than selecting servers one by one. For more information
about server group tags, see Manage server group tags.
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Added suspect SQL Server logins report

The new Suspect SQL Logins report displays all of the suspect SQL Server Accounts
that do not have any assigned permissions, i.e. databases, objects, or server files. For
more information about reporting, see Report on SQL Server Security.

Expanded Risk Assessment reporting

IDERA SQL Secure 3.0 includes multiple additions and modifications to the existing
Security Checks in the Risk Assessment report. These new checks include:

+ Access

Files on Drive Using Not Using NTFS. Updated to support ReFS for SQL
Server 2016.

Supported Operating Systems. Removed support for Microsoft Windows
2003 and added support for Windows 2012, Windows 2012 R2, and
Windows 2016.

SQL Jobs and Agent. Updated to flag any case where a proxy account is
not in use.

Encryption Methods. Updated to flag any case where unsupported
encryption methods are in use. Note that beginning with SQL Server 2016,
all algorithms other than AES_128, AES_192, and AES_256 are deprecated.
Certificate private keys were never exported. Verifies that Certificate
private keys are exported.

+ Configuration

Linked Server. Checks to see if there are linked servers, and then checks to
see if the linked server is running as a member of the sysadmin group.
Linked servers can lead to performance issues and running them using
sysadmin privileges can leave a database vulnerable to corruption.

SQL Server Version. Checks to make sure a supported version of SQL
Server is in use. Flags any case where an unsupported SQL Server version is
in use.

Full Text Search Service Running. Checks to make sure that this service is
running on the selected instance.

Unauthorized Accounts Check. Updated to include checks for roles
beyond sysadmin, including the Separation of Duties roles in SQL Server
2014 and the roles surrounding encryption for SQL Server 2016.

Other General Domain Accounts Check. Update to include checks for
general domain accounts such as domain Users, Everyone, and
Authenticated Users added to the selected instance.

+ Surface

SQL Server Available for Browsing. Updated the name of this check to
SQL Server Browser Running.
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For more information about using reports within IDERA SQL Secure, see Report on
SQL Server Security.

3.0 Fixed issues
The following issues are fixed in IDERA SQL Secure:

+ Resolved an issue that occurred when trying to register a SQL Server instance,
which is clustered and using AlwaysOn Availability Groups. The system tried to
register the Cluster Server Name instead of the SQL Server Instance Name.

« Resolved an issue that caused SQL Server administrator accounts to show
sysadmin accounts for other servers in the Server Security Report Card.

« IDERA SQL Secure no longer incorrectly pulls database role information from
SQL Server 2000 databases.

* Users no longer receive false warning messages when running a snapshot.

* Resolved an issue that caused the system to display authorized accounts as
unauthorized when a wildcard was included in the list of authorized accounts in
Unauthorized Accounts Are Sysadmins.

2.9 New features

Improved Name Matches selection of rule filter properties

IDERA SQL Secure 2.9 simplifies the process for selecting a named variable when
setting filter properties. Click Any in the Name Matches column of the Filter
Properties dialog box, and IDERA SQL Secure displays a dialog box that allows you to
see a list of available elements and a list of selected elements, and easily move the
databases, tables, views, or functions between the two lists.

The list is populated based on the row where you click Any, i.e. if you click to select
items from the Tables where row, the list displays only tables. To select more than
one element at a time, press and hold the Shift key to click the first and last element in
a series or press Ctrl and then click each element not in a series. Click Add to move
elements form the Available list to the Selected list. Click Remove to move elements
from the Selected list to the Available list. Search functionality also is available in this
dialog box. Note that you can use wildcards when entering a search string. For more
information about using Filter Properties, see Edit filter settings.
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Enhanced reporting

Expanded some reports to show users within groups

The User Permissions, All User Permissions, and Database Roles reports now provide
an option to view access at the user level within a group.The new Level field in the
report filter allows you to select Member to display access results at the group
(member) level or select User to display access results that show individual user
account names within the group as well as whether the account is enabled. For more
information about using reports within IDERA SQL Secure, see Report on SQL Server
Security .

Additional enhancements to the All User Permissions report

While the All User Permissions report now includes user-level information, it also
includes updates that allow you to run the report for one or more specific databases.
The All User Permissions report displays user permissions at the object level. IDERA
SQL Secure 2.9 includes a new Database field and corresponding All Databases
check box that allows you to enter specific databases to include in the report, or check
the box to include all databases within the selected SQL Server.

Clear the All Databases check box to enable selection of one or more databases in
the displayed list. To select more than one database at a time, press and hold the Shift
key to click the first and last databases in a series or press Ctrl and then click each
database not in a series. For more information about using reports within IDERA SQL
Secure, see Report on SQL Server Security .

Supports SQL Server 2016

IDERA SQL Secure 2.9 and later support SQL Server 2016 for the repository and
audited instances. For more information about supported platforms, see Product
requirements.

Enumerates group members in a one-way trust

IDERA SQL Secure 2.9 now can enumerate users within a group when the target server
is in an environment when IDERA SQL Secure is across domains configured as a one-
way trust.

Updates Guest User Enabled Access functionality

The Guest User Enabled Access check now includes msdb, master, and tempdb in the
Approved user access list for all default templates.
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2.9 Fixed issues

The following issues are fixed in IDERA SQL Secure:

 IDERA SQL Secure 2.9 fixes an issue causing IDERA SQL Secure to incorrectly
report some servers as failing the Login Audit Level security check.

+ Anissue that triggered an email notification after data collection that stated that
suspect windows were encountered no longer occurs.

2.8 New features

* IDERA SQL Secure now supports SQL Server 2014

+ IDERA SQL Secure now supports Always On Availability Groups

« IDERA SQL Secure now allows you to install the SQL Secure Repository on a
failover cluster. The installer provides an option to select Cluster installation and
specify a cluster node.

* Policy Templates have been updated to use the latest versions of SQL Server and
0sS:

« Updated to policy templates:
« CISv 2.0 for SQL Server 2005 (from version 1.2)
« PCI-DSS v 3.0 Guidelines for SQL Server (from version 2.0)
« HIPAA Guidelines for SQL Server - update security checks as needed
e.g. Operating System Version
+ Added templates for:
« CISv1.1.0 for SQL Server 2008
« CISv1.0.0 for SQL Server 2012
« MS Best Practices Analyzer for 2008
« MS Best Practices Analyzer for 2012
* This version had updated to a granular process for Exporting and Importing
policies, so that authorized SQL Logins can be excluded from exporting, and
when imported the active settings for those checks remain unmodified.
« The process for registering new SQL Server instances with IDERA SQL Secure now
allows to define folders for file system permissions checks.
« IDERA SQL Secure now supports Sequence Objects for SQL Server 2012.
« IDERA SQL Secure supports users in contained databases for SQL Server 2012
and 2014.
+ IDERA SQL Secure now provides the following new Security Checks:

+ Security Check for SQL Server Integration Services (SSIS) to verify if any
public or other unauthorized principals have been granted permissions to
use SSIS stored procedures.

* Security Check added to level 1 and level 2 policy templates that shows risk
on systems where permissions have been granted to the public role on
objects outside the sys schema in user databases.
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* Security Check: Unacceptable Database Ownership detects if a database is
found with an unacceptable owner

* The Risk Assessment Report has been updated with new nine security
checks.

2.8 Fixed issues

Phase out IDERA SQL Secure Itanium support

IDERA is beginning to phase out all Itanium support in IDERA SQL Secure 2.6 and all
subsequent 2.x versions. While 2.8 will continue to operate with Itanium and support
is available, IDERA SQL Secure 3.0 will not support the Itanium processor architecture.
For more information, see the product requirements.

SQL Secure Repository requires SQL Server 2005 or later

When upgrading, migrating, or deploying the SQL Secure Repository for the first time,
ensure you select an instance running SQL Server 2005 or later for your target
location. SQL Secure no longer supports SQL Server 2000 platform for the SQL Secure
Repository.

If you are upgrading from SQL Secure version 2.0 or earlier , you will need to migrate
the Repository to a SQL Server 2005 or later instance. For more information, see
IDERA Solution 00002617 ("How do | migrate SQL Secure from one server to
another?").

Microsoft Reporting Services 2000 is no longer supported

If you are upgrading reports from Microsoft Reporting Services 2000 , then upgrade to
Microsoft Reporting Services 2005 before installing the new reports in SQL Secure 2.8
to ensure the upgrade is successful.

New credentials may be necessary when upgrading

SQL Secure no longer uses the default credentials of your SQL Server Agent to collect
Operating System and SQL Server security information. If, in a previously installed
version, SQL Secure was configured to use the default SQL Agent credentials to collect
security information, a window will open when you first open SQL Secure 2.8,
prompting you for new credentials.
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Blank password not accepted when registering a SQL Server instance

When registering a new SQL Server instance, blank passwords are not accepted for
SQL logins due to the extreme security risk this poses.

SQL Secure can now audit the same cluster node on which it is installed

The SQL Secure now allows you to audit security data from SQL Server instances
hosted on the same cluster node that hosts the SQL Secure Collector.

Support for contained database authentication security

SQL Secure now displays information and report on the security settings of database
principals used for contained database authentication and connections. Contained
databases are a new security feature available in SQL Server 2012.

SQL Secure now collects security data for AlwaysOn Availability Groups

When you take snapshots of the SQL Server 2012 instances you audit, SQL Secure now
collects properties or security data for the AlwaysOn Availability Groups feature.
AlwaysOn can be enabled only on instances running SQL Server 2012 & 2014
Enterprise Edition.
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Known issues

IDERA strives to ensure our products provide quality solutions for your SQL Server
needs. If you need further assistance with any issue, please contact Support
(www.idera.com/support).

Known issues

General

SQL Secure only recognizes the first license key added. If the first license key gets
expired the product will ask for a new valid license key, even if the product has
another valid license keys registered. You can remove the old license key by
deleting it and this way it will recognize the valid license key. You can contact
your IDERA Account Team for an updated license.

The uninstall process may not completely remove the SQL Secure folder in the
Program files but user can manually remove it after uninstall process completes.
The Snapshot Data Collection process for Windows Server 2016 is showing some
incorrect warnings.

SQIl Secure is not able to add new servers to Server Group Tags.

The Show Risk Only option in the Risk Assessment Report does not make any
difference in the report list.

Security Checks

The Unauthorized Account Check Security Check is not listing the proper
permissions for SQL Server 2008 and reports this message "Unauthorized
member found: 'public' (VIEW ANY COLUMN ENCRYPTION KEY DEFINITION, VIEW
ANY COLUMN MASTER KEY DEFINITION)"

SQL Server Installation Directories on system Drive Security check is failing in
Azure Virtual Machines.

Some older security template requires a user input for the security checks but
SQL Secure is allowing user to save these polices without inputting criteria. It can
resultin a risk finding in the report. When this happens the user can always go
back in and edit the policy to update the criteria.

Not all SSRS reports are able to export to CSV format. The workaround is to
export to Excel and open the report in Excel and re-save as csv format.
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Previous known issues

General

Database roles and members are not included in the Report Card Details list on
registered SQL Server 2000 instances.

The repository grooming job does not delete snapshots which are in an Error
state. Snapshots in an OK or Warning state are appropriately deleted.

Clicking Technical Support Site on the IDERA SQL Secure Quick Start window
redirects to an error page.

SMTP email configuration may not work for a secure mail server.

The Register SQL Server error message regarding supported versions needs
updating to include SQL Server 2016.

SSRS reports do not extract to a .csv file.

The file type of an exported policy is not selected as .xml by default. In addition,
when importing a policy, the file must be manually selected by selecting All
Files.

IDERA SQL Secure displays an incomplete error message if a specific user/role is
given GRANT and/or WITHGRANT permissions by one grantor, and DENY
permission by another grantor. The error message does not include identifying
detail about the conflicting user or role.

Installation

Console only installations may display an incorrect message stating that the
repository specified is not compatible with this version of the Console.

Click OK to continue installation.

During a new installation, the Ready to Install the Program window refers to an
upgrade instead of an installation.

Uninstalling IDERA SQL Secure does not remove the Secure folder from the
registry.

The License Agreement does not display the correct year.

Security Checks

General Domain Accounts security check does not display results.

The Integration Services Running security check displays as green even when
the service is not running.

The Integration Services Login Account Not Acceptable security check
displays incorrect data.
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The Row-Level Security security check causes the Risk Assessment Report to
display, "The following tables do not have row-level security configured: '[R7].
[DB1].[Table_1]"" for registered SQL Server 2016 instances.

The Transparent Data Encryption security check causes the Risk Assessment
Report to display, "The following databases do not have transparent data
encryption configured: '[R7].[ReportServer]', '[R7.[ReportServerTempDB]' " for
registered SQL Server 2016 instances.

The following security checks for Integration Services are not returning accurate
information: Integration Services Login Account Not Acceptable and Integration
Services Running. It is recommended that users seeking to harden Integration
Services review the login account and service run status of Integration Services
using the server's SQL Server Configuration Manager.

If the Weak Password Detection security check is disabled,

the Description displays a list of all the usernames that have a blank password
associated with the account.

Snapshots

When changes occur between snapshots, IDERA SQL Secure displays the change
information only in the Difference column of the Snapshot Comparison window
and all other columns are blank.

Clicking the Hide and Notify when Complete button while a snapshotis in
progress will hide the snapshot progress screen, but no notification is sent when
the snapshot does complete.

Taking a snapshot of an Azure SQL Database from an on-premises installation of
SQL Secure may take an extended length of time. This time is decreased when
the snapshot is taken from an Azure VM installation of SQL Secure.

In the Snapshot Comparison, the difference is mentioned in reverse order. For
example, "Changed from [DescriptionOld] to [DescriptionNew]" is incorrectly
displayed as, "Changed from [DescriptionNew] to [DescriptionOld]."

If a user deletes a snapshot while it is running, and then tries to take another
snapshot soon after, SQL Secure may show an error message.
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Get started

Use the following checklist to guide you through the process of getting started with
IDERA SQL Secure.

Follow these steps ...

Register the SQL Server instances whose security models you want to assess
and audit.

Configure snapshots to collect audit data from the registered instances.
Find security issues using the default All Servers policy.

Create custom policies to assess compliance to specific security regulations.
Save assessments for policies you want to use in your audit process.
Compare assessments to identify changes over time.

Perform forensic analysis of your security model using the Permissions
Explorer.

Discover vulnerabilities using the built-in reports.
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Upgrade to this release

You can easily and quickly upgrade to the latest version of IDERA SQL Secure.
Upgrading will not delete or alter any existing snapshots or policies. For more
information about this release, see what's new.

@ Before upgrading, make sure you backup your SQL Secure Repository to a
different location.

To upgrade to the latest version of IDERA SQL Secure:

1. Use an administrator account to log onto the computer on which you previously
deployed IDERA SQL Secure.
2. Close all open applications.
3. Run Setup.exe in the root of the installation Kkit.
e Idera SQL Secure X64 - Setup Wizard

Upgrade Wizard for Idera SQL Secure x64

The Upgrade Wizard will upgrade the currently installed
components of Idera SQL Secure x64 on your computer, To
continue, dick Next.

< Back | MNext = | | Cancel |

4. Follow the prompts, and then click Finish when done. The setup program
automatically upgrades each IDERA SQL Secure component on the target
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computer.

# Idera SQL Secure x64 - Setup Wizard =]

Setup Wizard Completed

The SQL Secure Console will now run to finish configuring
Licensing for Idera SQL Secure x64.

[¥] Launch SQL Secure Console

< Back [ [ Cancel

L |

5. If you have previously deployed Reports , use the Deploy Reports wizard to
upgrade your deployment.

6. If your existing policies include security checks that cite OS and SQL Server
versions, you must manually update the related security checks to include the
latest releases, such as SQL Server 2017.
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Welcome to IDERA SQL Secure

IDERA SQL Secure identifies security holes and verifies your SQL Server security model

by analyzing the effective rights for any user, on any given object or access control,
across SQL Server and Active Directory.

Need help using IDERA SQL Secure? See the following sections:

* Get started

* Assess Your Security Model

« Explore Security Settings

* Report on SQL Server Security
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What is IDERA SQL Secure?

IDERA SQL Secure discovers security vulnerabilities and user permissions for SQL
Server and Azure SQL databases. Identify who has access to what and alert on
violations of your corporate policies. Monitor changes made to security settings and

generate audit reports as well as recommendations on how to improve your security
model.
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How SQL Secure helps

Because of the many different and complex ways to grant access to SQL Server and
Azure SQL databases - including server and database roles, Active Directory and local
groups, inherited permissions, explicit grants and denies, just to name a few - it is
virtually impossible to manually analyze a security model across instances or
determine a user's rights on specific database objects. IDERA SQL Secure does this for
you, answering the important question "Who can do what, where, and how on my SQL
Servers?" SQL Secure provides a comprehensive, automated solution for analyzing,
monitoring, and reporting on security access rights across database objects.

With IDERA SQL Secure, you can:

Identify vulnerabilities and harden security across your SQL Server and Azure
environments

Diagnose and protect against violations of your security policies and security
best practices

Analyze and manage user permissions across all database objects with our
powerful security model analysis

Create policies using customizable templates for various security level needs
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How SQL Secure works

IDERA SQL Secure uses a Collector to gather permissions information at scheduled
intervals. SQL Secure runs this executable using a SQL Server job. The Collector stores
each data set as an audit snapshot in a SQL Secure Repository database. The SQL
Secure Console connects to the Repository to view your permissions data.

The following diagram displays the IDERA SQL Secure workflow.

|
»
-
Ll
|-‘:\\‘%:-j:- j * |
DERA S0L Secure Console il jl
Re’pns-itnr'_.r
I :
| =
L el o
b bt : » b SOL Secure
i : i ! | Collector
A R = = =
- | - -
Audited SQL Server Instances
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Find answers

This documentation set includes a comprehensive online Help system as well as
additional resources that support you as you install and use the product. You can also
search the Idera Solutions knowledge base, available at the IDERA Customer Service

Portal (www.idera.com/support/).
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IDERA documentation uses consistent conventions to help you identify items
throughout the printed online library.

Convention
Bold

Italics

Fixed Font

Straight brackets, as in
[value]

Curly braces, as in {value}

Logical OR, as invalue 1 |
value 2

Specifying
Window items

Book and CD titles
Variable names
New terms

File and directory names
Commands and code examples
Text typed by you

Optional command parameters

Required command parameters

Exclusively command parameters where only one of
the options can be specified
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How to use this Help system

The IDERA wiki includes a comprehensive online Help system as well as additional
resources that support you as you install and use IDERA products. You can also search
multiple IDERA support solutions, available at www.idera.com/support/faq

Additionally, IDERA helps you by providing:

* 24/7 technical support for critical issues.
+ Availability to report cases and access a web-based customer portal for update

status.
* Access to our Resource Center where you can find FAQs, How To's, Best Practices,

and Webcasts.
This wiki includes the following Web browser minimum requirements:

* Internet Explorer 9.0
* Mozilla Firefox 4
* Google Chrome 6

You can access the IDERA SQL Secure Help system through the Help icon on the top
right section of your window or by pressing F1 on the section where you need more
information.

You can print a help topic from the wiki using the Print function in your browser.

IDERA | Products | Buy | Support | Community | About Us | Resources | Legal
37


http://www.idera.com/
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com/
http://community.idera.com/
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw
http://www.idera.com/support/faq
http://www.idera.com/resourcecentral

IDERA SQL Secure, Version 3.2

| O = A

About IDERA

IDERA is a leading provider of application and server management solutions. We have
a wide variety of performance management products for Microsoft SQL Server, and
award-winning server backup solutions for both managed service providers and
enterprise customers. Idera products install in minutes and start solving server
problems immediately, giving administrators more time, reduced overhead and
expenses, and increased server performance and reliability. We are a Microsoft Gold
Certified partner, headquartered in Houston, Texas, with offices in Asia Pacific,

Australia, New Zealand, Europe, Africa, and Latin America. So we're everywhere your IT
needs are.
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Contact IDERA

Please contact IDERA with your questions and comments. We look forward to hearing
from you. For support around the world, please contact us or your local partner.

For a complete list of our partners, please visit our IDERA website.

Sales 713.523.4433
1.877.GO.IDERA (464.3372)
(only in the United States and Canada)

Sales Email sales@idera.com

Support 713.523.4433
1.877.GO.IDERA (464.3372)
(only in the United States and Canada)

www.idera.com/support

Website www.idera.com
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IDERA products

Our tools are engineered to scale from managing a single server to enterprise
deployments with thousands of servers. IDERA products combine ease of use with a
design that installs in minutes, configures in hours, and deploys worldwide in days. To
learn more about IDERA products, visit the IDERA Web site at www.idera.com.
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Legal notice

IDERA, Inc. (“IDERA") makes information and products available on this web site,
subject to the following terms and conditions. By accessing this web site, you agree to
these terms and conditions. IDERA reserves the right to change these terms and
conditions, and the products, services, prices, and programs mentioned in this web
site at any time, at its sole discretion, without notice. IDERA reserves the right to seek
all remedies available by law and in equity for any violation of these terms and
conditions. THIS WEB SITE MAY INCLUDE TECHNICAL OR OTHER INACCURACIES.
CHANGES ARE PERIODICALLY MADE TO THE INFORMATION HEREIN. HOWEVER, IDERA
MAKES NO COMMITMENT TO UPDATE MATERIALS ON THIS WEB SITE.

Trademark

3rdrail, Appmethod, Approve, Blackfish, C#Builder, C++Builder, Codegear, Coderage,
Codewright, CopperEgg, CopperEgg logo, Data Voyager, Datasnap, DBArtisan, Delphi,
Delphi Prism, Describe, Do More Now, DT/Studio, EMBARCADERO, EMBARCADERO
logo, Embarcadero All-Access, Embarcadero Rapid SQL, Embarcadero ToolCloud, ER/
Studio, Extreme Test, Firemonkey, Interbase, ] Optimizer, Jbuilder, |DataStore, Jgear,
Kylix, Powerstudio, Precise, Precise Software, RADPHP, Rapid SQL, RevealStorage, SQL
Boost, SQL Compliance Manager, SQL Diagnostic Manager, SQL Mobile Manager, SQL
Safe, SQL Secure Thingbase, Thingconnect, Thingpoint, Thingware, Turbo, Turbo C,
Turbo Debugger, Turbo Pascal, Two-Way-Tools, Up.Time, IDERA, and the IDERA logo
are trademarks or registered trademarks of Idera, Inc., or its subsidiaries in the United
States and other jurisdictions. All other company and product names may be
trademarks or registered trademarks of their respective companies. Elements of this
web site are protected by trade dress or other laws and may not be imitated or
reproduced in whole or in part.

Copyright

The information on this web site is protected by copyright. Except as specifically
permitted, no portion of this web site may be distributed or reproduced by any
means, or in any form, without IDERA's prior written consent.

Use of the Software

The software and accompanying documentation available to download from this web
site are the copyrighted work of IDERA. Use of the software is governed by the terms
of the License Agreement, which accompanies such software. If no license
accompanies the download, the terms of the license, which accompanied the original
product being updated, will govern. You will not be able to use, download, or install
any software unless you agree to the terms of such License Agreement.

Use of web site information

Except as otherwise indicated on this web site, you may view, print, copy, and
distribute documents on this web site subject to the following terms and conditions:
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1. The document may be used solely for informational, personal, non-commercial
purposes;

2. Any copy of the document or portion thereof must include all copyright and
proprietary notices in the same form and manner as on the original;

3. The document may not be modified in any way; and

4. IDERA reserves the right to revoke such authorization at any time, and any such
use shall be discontinued immediately upon notice from IDERA.

Documents specified above do not include logos, graphics, sounds or images on this
web site or layout or design of this web site, which may be reproduced or distributed
only when expressly permitted by IDERA.

Warranties and Disclaimers; Liability Limitations

EXCEPT AS EXPRESSLY PROVIDED OTHERWISE IN A WRITTEN AGREEMENT BETWEEN
YOU AND IDERA, ALL INFORMATION AND SOFTWARE ON THIS WEB SITE ARE
PROVIDED "AS IS" WITHOUT WARRANTY OR CONDITIONS OF ANY KIND, EITHER
EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
OR CONDITIONS OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR
NON-INFRINGEMENT.

IDERA ASSUMES NO RESPONSIBILITY FOR ERRORS OR OMISSIONS IN THE
INFORMATION OR SOFTWARE OR OTHER DOCUMENTS WHICH ARE REFERENCED BY
OR LINKED TO THIS WEB SITE.

IN NO EVENT SHALL IDERA BE LIABLE FOR ANY SPECIAL, INCIDENTAL, INDIRECT OR
CONSEQUENTIAL DAMAGES OF ANY KIND, OR ANY DAMAGES WHATSOEVER
(INCLUDING WITHOUT LIMITATION, THOSE RESULTING FROM: (1) RELIANCE ON THE
MATERIALS PRESENTED, (2) COSTS OF REPLACEMENT GOODS, (3) LOSS OF USE, DATA
OR PROFITS, (4) DELAYS OR BUSINESS INTERRUPTIONS, (5) AND ANY THEORY OF
LIABILITY, ARISING OUT OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF
INFORMATION) WHETHER OR NOT IDERA HAS BEEN ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES. SOME STATES DO NOT ALLOW THE LIMITATION OR EXCLUSION OF
LIABILITY FOR INCIDENTAL OR CONSEQUENTIAL DAMAGES SO THE ABOVE
LIMITATIONS OR EXCLUSIONS MAY NOT APPLY TO YOU.

Submissions

With the exception of credit card numbers for the purchase of products and services,
IDERA does not want to receive confidential or proprietary information through its
web site.

Any information sent to IDERA, with the exception of credit card numbers, will be
deemed NOT CONFIDENTIAL. You grant IDERA an unrestricted, irrevocable license to
display, use, modify, perform, reproduce, transmit, and distribute any information you
send IDERA, for any and all commercial and non-commercial purposes.
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You also agree that IDERA is free to use any ideas, concepts, or techniques that you
send IDERA for any purpose, including, but not limited to, developing, manufacturing,
and marketing products that incorporate such ideas, concepts, or techniques.

IDERA may, but is not obligated to, review or monitor areas on its web site where
users may transmit or post communications, including bulletin boards, chat rooms,
and user forums. IDERA is not responsible for the accuracy of any information, data,
opinions, advice, or statements transmitted or posted on bulletin boards, chat rooms,
and user forums.

You are prohibited from posting or transmitting to or from this web site any libelous,
obscene, defamatory, pornographic, or other materials that would violate any laws.
However, if such communications do occur, IDERA will have no liability related to the
content of any such communications.

Some companies, names, and data in this document are used for illustration purposes
and may not represent real companies, individuals, or data.

Governing Law and Jurisdiction

You agree that all matters relating to your access to, or use of, this web site and these
terms and conditions shall be governed by the laws of the state of Texas. You agree
and hereby irrevocably submit to the exclusive personal jurisdiction and venue of the
state courts of Texas located in Harris County, Texas, and the United States District
Court for the Southern District of Texas, with respect to such matters.

IDERA makes no representation that information on this web site are appropriate or
available for use in all countries, and prohibits accessing materials from territories
where contents are illegal. Those who access this site do so on their own initiative and
are responsible for compliance with all applicable laws.

Export Control Laws

Certain IDERA products, including software, documentation, services, and related
technical data, available on the IDERA and other web sites are subject to export
controls administered by the United States (including, but not limited to, the U.S.
Department of Commerce Export Administration Regulations (“EAR")) and other
countries including, controls for re-export under European Union, the Singapore
Strategic Goods Control Act, and the import regulations of other countries. Diversion
contrary to U.S. or other applicable law of any IDERA product or service is prohibited.
Export, re-export or import of products and services may require action on your
behalf prior to purchase and it is your responsibility to comply with all applicable
international, national, state, regional and local laws, and regulations, including any
import and use restrictions. IDERA products and services are currently prohibited for
export or re-export to Cuba, Iran, North Korea, Sudan, Syria, or to any country then
subject to U.S. trade sanctions. IDERA products and services are prohibited for export
or re-export to any person or entity named on the U.S. Department of Commerce
Denied Persons, Entities and Unverified Lists, the U.S. Department of State's Debarred
List, or the U.S. Department of Treasury's lists of Specially Designated Nationals,
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Specially Designated Narcotics Traffickers, or Specially Designated Terrorists. IDERA
products and services are prohibited from use with chemical or biological weapons,
sensitive nuclear end-users, or missiles, drones or space launch vehicles capable of
delivering such weapons. By downloading or using any product from this web site, or
purchasing any service, you are acknowledging that you have read and understood
this notice and agree to comply with all applicable export control laws. You are also
representing that you are not under the control of, located in, or a resident or national
of any prohibited country, and are not a prohibited person or entity. This notice is not
intended to be a comprehensive summary of the export laws that govern the products
and services. It is your responsibility to consult with a legal adviser to ensure
compliance with applicable laws.

United States Government Rights

All IDERA products and publications are commercial in nature. The software,
publications, and software documentation available on this web site are "Commercial
Items", as that term is defined in 48 C.F.R.§2.101, consisting of "Commercial Computer
Software" and "Commercial Computer Software Documentation", as such terms are
defined in 48 C.F.R. 8§252.227-7014(a)(5) and 48 C.F.R. 8252.227-7014(a)(1), and used in
48 C.F.R.?12.212 and 48 C.F.R. 227.7202, as applicable. Pursuant to 48 C.F.R. §12.212,
48 C.F.R.8252.227-7015, 48 C.F.R. §227.7202 through 227.7202-4, 48 C.F.R. 852.227-19,
and other relevant sections of the Code of Federal Regulations, as applicable, IDERA's
publications, commercial computer software, and commercial computer software
documentation are distributed and licensed to United States Government end users
with only those rights as granted to all other end users, according to the terms and
conditions contained in the license agreements that accompany the products and
software documentation, and the terms and conditions herein.

© 2003-2018 IDERA, Inc., all rights reserved.
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Installation and deployment

You can install and deploy IDERA SQL Secure in any sized environment.

* Learn about the product components and architecture
* Review the product requirements
* View trial installation instructions
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Product components and architecture

IDERA SQL Secure provides a robust, easy-to-use SQL Server audit and reporting
solution. Behind a friendly user interface, SQL Secure offers a unique architecture that
is both flexible and extremely powerful. SQL Secure fits your environment, no matter
how simple or complex.

Product components

SQL Secure Console

The SQL Secure Console component is the interface you use to set up and manage
your SQL Secure configuration, view and search your audit snapshots for user and
object permissions, and generate reports to display the audit information that is most
important to you.

SQL Secure Repository

The SQL Secure Repository is where your audit snapshot information and SQL Secure
configuration information is stored. You can schedule routine grooming that
automatically delete snapshots older than a specified date.

SQL Secure Collector

The SQL Secure Collector gathers SQL Server permission information from your
audited SQL Server instances (using your filter criteria) and stores the information in
the SQL Secure Repository database.

Audited SQL Server Instances

The audited SQL Server instances are SQL Server instances that have been registered
with SQL Secure. These SQL Server instances are audited periodically at the dates and
times you schedule. The resulting data is stored in the SQL Secure Repository and
displayed in the SQL Secure Console as a snapshot of your SQL Server security model.

Product architecture

The following diagram illustrates the components of the SQL Secure architecture.
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You can easily and quickly install IDERA SQL Secure on any computer that meets or
exceeds the following hardware, software, and permission requirements. Before
installing SQL Secure, also review the product components and architecture as well as

how the product works.

Typical requirements

A typical install sets up all SQL Secure components on the same computer. The
following table lists the requirements for a typical installation.

Hardware/software Requirement
CPU 2.0 GHz or higher
Memory 2GB
32-bit or 64-bit Operating * Windows 8
System + Windows 8.1

+ Windows 10

Windows Server 2008 SP2
Windows Server 2008 R2 SP1
Windows Server 2012
Windows Server 2012 R2
Windows Server 2016

Plus:

.NET Framework 4.6 or later

Microsoft SQL Server for Supports all editions except SQL Server Express
Repository for the following versions:
* SQL Server 2008 SP1

SQL Server 2008 R2
SQL Server 2012 SP1
SQL Server 2014
SQL Server 2016
SQL Server 2017
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Hardware/software

Microsoft SQL Server for
audited instances

Browser for online Help

Console requirements

Requirement

* SQL Server 2000

* SQL Server 2005

* SQL Server 2008 SP1
* SQL Server 2008 R2
* SQL Server 2012 SP1
* SQL Server 2014

* SQL Server 2016

* SQL Server 2017

* Azure SQL Database

* Internet Explorer 9.0+
+ Google Chrome
* Mozilla Firefox

A console-only installation installs the SQL Secure Console. The console-only
installation assumes that a full installation has already been completed on another
machine. The following table lists all the requirements for a console-only installation.

Hardware/software
CPU
Memory

32-bit or 64-bit Operating System

Browser for online Help

Requirement
2.0 GHz or higher
2GB

« Windows 8

« Windows 10

« Windows Server 2008 SP2+
« Windows Server 2008 R2

« Windows Server 2012

« Windows Server 2012 R2

« Windows Server 2016

Plus:
* NET Framework 4.6

Internet Explorer 9.0 or later
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Collector permission requirements

The following requirements are necessary for the SQL Secure Collector to access the
SQL Server instances you want to audit. During install, you can input credentials for a
Windows user account or SQL Server login.

Type Requirement

Windows A Windows user account that has local administrator permissions.
permissions

SQL Server A Windows user account that is a member of the sysadmin fixed
privileges server role on the SQL Server instance.

Port requirements

SQL Secure uses the default ports opened by the Windows operating system for local
and remote communications. To learn about Windows port assignments, see Article
832017 on the Microsoft Support site. To better understand how port assignments
work when Windows Firewall has been configured, see "Connecting through Windows
Firewall" on the MSDN site.

Type Requirement

SQL Server Object Permissions and Port 1433 (or the configured SQL instance
configuration collection port for the audited instance)

Windows file system and registry Port 135 (RPC connectivity)
permissions collection
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Ensure FIPS compliance

You can use IDERA SQL Secure to audit and assess your SQL Server security in
environments where Federal Information Processing Standard (FIPS) compliance is

required.

For more information about FIPS compliance, see the corresponding Microsoft
TechNet Web article (technet.microsoft.com) and Microsoft Knowledge Base Article
#811833 (http://support.microsoft.com/kb/811833).

Verifying whether your environment requires FIPS compliance

Ask your Windows security administrator whether the FIPS system cryptography
setting has been enabled in the Local Security Policy or a Group Policy that applies to

the SQL Server computer.
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How to install IDERA SQL Secure

This procedure guides you through a typical install of IDERA SQL Secure. A typical
install sets up all SQL Secure components on the same computer. Use this procedure

for first-time installs and evaluation installs.

@ Before you begin the installation process, ensure you have all permissions to
create databases on SQL Server and review the product requirements.

Start the setup program

You can install SQL Secure on any computer that meets or exceeds the product

requirements.

To start installing SQL Secure:

1. Log on with an administrator account to the computer on which you want to

install SQL Secure.
. Close all open applications.

2
3. Run setup.exe in the root of the installation kit.
4. Click All Components under Install on the Idera SQLsecure Quick Start

window.

Idera SQOL Secure Quick Start

SQL Secure™

Manage SQL Server Security and Permissions

Welcome to SQL Secure

Installation Instructions All Components
Requirements

Release MNotes

Copyright {C} 2005 - 2018 idera, Inc.

—T=
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Product Documentation
Idera Home Page
Technical Support Site

License Agreement

3.2.0.304 (x64}

IDERA | Products | Buy | Support | Community | About Us | Resources | Legal

52


http://www.idera.com/
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com/
http://community.idera.com/
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

IDERA SQL Secure, Version 3.2

| O R A

5. On the Welcome to the Setup Wizard for Idera SQLSecure, click Next.

Welcome to the Setup Wizard for Idera SQL Secure x64

i)

The SQL Secure Setup Wizard will install Idera SQL Secure
%64 on your computer, For help with the installation process,
see the SQLsecure Install Guide,

WARNING: This program is protected by copyright law and
international treaties.

< Back | MNext > | | Cancel |

6. Review and accept the license agreement by clicking | accept the terms in the
license agreement, and then click Next.
i Idera SQL Secure x64 - Setup Wizard -

License Agreement

FPlease read the following license agreement carefully.

TRIAL SOFTWARE LICENSE AGREEMENT -
Idera, Inc. l:‘
2950 North Loop Freeway West
Suite 700

Houston, Texas 77082
Ph: (713) 523-4433 Fax: (713) 862-5210

BY PROCEEDING TO DOWNLOAD, INSTALL OR USE THE SOFTWARE
IN WHICH THIS AGREEMENT IS ELECTRONICALLY EMBEDDED OR BY
OBTAINING A TEMPORARY LICENSE KEY, YOU HEREBY
ACKNOWLEDGE AND AGREE TO BE BOUND BY THE FOLLOWING
TERMS AND COMNDITIONS. |IF YOU DO NOT AGREE WITH THESE
TERMS AND CONDITIONS, THEN CLICK “DO NOT ACCEPT." DO NOT
INSTALL OR USE THE SOFTWARE AND DELETE THE SOFTWARE
FROM YOUR COMPUTER SYSTEM. BY INSTALLING OR USING THE ™~

Print
(®) I accept the terms in the license agreement

(0 1 do not accept the terms in the license agreement

< Back ” Mext = | | Cancel

Choose where you want to install SQL Secure and who should use the
product on this computer

You can use the default install location or specify a different location. For your first
install, we recommend using the default location.
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Destination Folder
Specify the location where you want to install the program files,

D Install Idera SQL Secure x64 to:

": Program Files\Idera\SOLsecure

Install this application for:
(®) Anyone who uses this computer (All Users)
() only for me (Current User)
<Back || mext> | [ cancel

To choose a different location:

+ Click Change to navigate to the location you want to use, and then click Next.

To restrict access:

1. Choose whether you want any user (Anyone who uses this computer) or only the

current user (Only for me) to access this application,
2. Click Next.
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Choose the type of install you want to perform

# Idera SQL Secure x64 - Setup Wizard 3]

Setup Type

Choose either a Typical or Console only installation.

Please select a setup type:

(®) All Components

(B} Installs the Console and Reports, and
i creates the Repository database on a local
S0L Server instance.

Mote: Install locally on @ SQL Server computer hosting the Repository.

) Console only

@ Install only the SQL Secure Console

(_) Repository and Services only

Installs the Collector service and creates the
repository database on local SQL Server
instance

| < Back ” MNext = | | Cancel

All Components

For your first install, we recommend that you select to install All Components. This
option ensures that you install and configure all required SQL Secure components
locally on the SQL Server computer hosting the Repository, so you can immediately
begin using SQL Secure in your environment.

To perform a typical install, click All Components, and then click Next.

Console only or Repository and Services only

Alternatively, you can choose to install the Console only or the Repository and
Services only. These options allow you to customize installation on each computer.

To install only the SQL Secure Console or the Repository and Services, select the
appropriate option, and then click Next.

Choose which SQL Server instance you want to host the Repository
database

Select the local SQL Server instance where the SQL Secure repository will be installed.
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Idera SQL Secure ¥64 - Setup Wizard E3]
Install the SQLsecure Repository
Configure the installation options for the SQLsecure Repository

Designate a local SQL Server instance that will host the
SQLsecure Repository. Use the provided field below or dick
Browse to see a list of all local Instances.

Local SQL Server instance:

|{Iocal)| v| | Browse...

[ Cluster Installation
Connection Credentials:
‘fou can use SQL Server authentication to create the Repository. By
default, the Setup Wizard uses your Windows logon credentials.

[[]Use Microsoft SQL Server Authentication Change

< Back ” MNext > | | Cancel

To choose the instance where the repository will be installed:

1.

2.

©

Click Browse to access a new window where a list of all available instances, in
your current domain and other trusted domains will be displayed. Select the SQL
Server instance you want to use.

Click OK.

If you do not see your SQL Server instance in the list, enter the host name and
instance in the space provided.

To install on a cluster:

If you are installing on a Failover Cluster, check the Cluster Installation checkbox.

To specify the Connection Credentials:

By default, SQL Secure will connect to the selected SQL Server instance using the
credentials of your current Windows logon account. For your first install, we
recommend using your current logon account credentials.

To use a SQL Server login:

1.

2.

3.

Click Use Microsoft SQL Server authentication. A new window for specifying
the login credentials opens.

Specify the credentials of the login with sysadmin privileges on that instance, and
then click OK.

Click Next.
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Complete the install

Indicate that you are ready to complete your install and apply the configurations you
specified. If you want to make changes or review your installation settings, click Back.

To complete your install:

1. S_I_i_ck Install and wait until the installation process finishes.

Ready to Install the Program

The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings,
dick Back. Click Cancel to exit the wizard,

| < Back | | Install | | Cancel |

|-
2. Check the Lauch SQL Secure Console checkbox to run the application after the
installation finishes. Click Finish to exit the IDERA SQLsecure Setup Wizard.

Setup Wizard Completed

The Setup Wizard has successfully installed Idera SQL Secure
%64, Click Finish to exit the wizard.

[ Launch 5QL Secure Consale

< Back 1 [ Cancel
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After the installation is complete, you can start the Management Console to
immediately begin experiencing the benefits SQL Secure provides.
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Configure your deployment

After your initial installation and set up of IDERA SQL Secure, you may want to
perform the following tasks to further customize and streamline your deployment.

« Connect to your SQL Secure Repository

 Set up weak password detection to audit password health
« Use filters to specify which data is collected

* Use snapshots to collect audit data

« Register your SQL Server instances

IDERA | Products | Buy | Support | Community | About Us | Resources | Legal

59


http://www.idera.com/
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com/
http://community.idera.com/
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

IDERA SQL Secure, Version 3.2

| O = A

Connect to the IDERA SQL Secure Repository

By default, IDERA SQL Secure connects to the Repository when you start the Console.
You may need to reconnect to the Repository database under these circumstances:

* You installed multiple Repository databases

* You moved the Repository database to another SQL Server instance

* You lost connection to the SQL Server instance hosting the Repository and must
reconnect

Users who have an Azure environment can connect to the Repository by
authenticating with either an Azure Active Directory account or a role-based access
control (RBAC) account that is an authorized database administrator.

IDERA SQL Secure 3.2 supports multi-part server fully qualified domain names entered
in the following format:

name.server.secure.database.net
@ IDERA SQL Secure verifies that the Repository is current. If auto-detection

discovers the Repository is out of date, SQL Secure displays a warning message
and allows the user to update it using installed Repository upgrade scripts

To connect to the Repository

1. Go to File, in the menu options, and select Connect to Repository.
Connect to Repository

\‘? = | Connect to SCLsecure Repositony
LJ

Enter the name of the SCL Server that hosts the SQL Secure Repositary.

SQL Server: |CH-SP2010 || =]

® Windows Authentication ) S0L Authertication

User Mame : |5IMPSON5"-Administ|amr |

Password |w“| |

| Connect || Cancel || Help |

2. A new window opens where you can enter the name of the SQL Server that hosts
the Repository or access the list of available SQL Servers by clicking the ellipsis

button | )

IDERA | Products | Buy | Support | Community | About Us | Resources | Legal
60


http://www.idera.com/
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com/
http://community.idera.com/
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

IDERA SQL Secure, Version 3.2

| O = A

3. Select the appropriate account authentication method, whether Azure Active
Directory, SQL Server, or Windows authentication.
4. After you specify the account credentials, click Connect.
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How does Weak Password detection help you?

The Weak Password Detection option lets you set up how IDERA SQL Secure
enforces password health. When setting up this option, take the following points into

account:

* Users should not use blank passwords, passwords with common words, or

passwords that match a login name.
« The SQL Logins of your audited SQL Server instances will be checked against a

list of known words used in weak passwords.

+ SQL Secure allows you to specify a custom list that includes words and phrases
you have restricted in order to ensure passwords meet corporate security
policies.

+ Password detection is enabled by default for all SQL Server instances registered
with SQL Secure.

/\ SQL Secure determines the password health for all SQL logins but not for
Windows user accounts or groups who have privileges on the audited
SQL Server instance.

Weak password detection

The password analysis is performed during snapshot collection. When a snapshot is
taken, the passwords of all SQL logins on the target SQL Server instances are collected
and then compared against the default weak password list as well as any custom lists
you defined. Each password is also compared against the name of its login.

The result (a security check finding) is stored in the Repository database but the
passwords themselves are not stored.
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To configure your Weak Password Detection settings:

1. In the menu options, click Tools > Configure Weak Password Detection.
Weak Password Detection

lle Configure Weak Password Detection
o

Enable weak password detection
Detection Settings

SQL Secure analyzes password health per a Default Weak Passwords list of over 2400+ words,
Expand this analysis by adding specific words or attaching a custom list.

View Default Passwords list

Additional Passwords (semi-colon delimited list)
Last Updated: Mever

Custom List

Last Updated: Newver View Custom Password List
| I:I | Remove List
oK || Cancel || Help

2. Select Enable weak password detection. SQL Secure uses a default list with
over 2400+ words. In the Detection Settings you can:

« Add new words to the default list by typing the additional words or phrases
separated by a semicolon in the Additional Passwords textbox. If you want
to access the Default Passwords list, click View Default Password List.

« Customize the password analysis by importing a custom list. For this
purpose, type the name of the list file (text file *.txt) or click the

ellipsis button " to browse a file in your computer. Format the text file
such that each word or phrase is located on a separate line. If you want to
view the imported list, click View Custom Password List.To specify a
different text file, click Remove List, and then add the new file.

3. Click OK.

© Determine which policy assessments should analyze password health. For each
assessment, review its settings to ensure the Weak Passwords security check
is enabled.
Test your configuration by taking a snapshot and then reviewing the security
check findings for your target servers.

About the Default Weak Passwords list

The Default Weak Passwords list was compiled by industry experts. This list includes
over 2,400 common words and phrases used in passwords that are considered weak
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(easy to guess or hack), including blank passwords. By default, SQL Secure uses this
list to analyze your enterprise's password health, comparing each SQL login password
to the list, then reporting the result as a security check finding.

You can add specific words and phrases to the default list, such as popular Internet
memes like "kitteh" and "double rainbow." You can also add a custom list, such as
words restricted by your corporate password policy.

Security Checks that enforce password health

To audit and enforce password health, enable the Weak Passwords security check in
your assessment policies. This security check is enabled by default in the IDERA Level
2 and Level 3 policy templates.

Detected types of password health

As SQL Secure analyzes the password health of your SQL logins, it records one of the
following results. These findings are displayed in the corresponding Login Properties
window and the Login Vulnerability report.

Password
health results

Blank

Matches login
name

N/A

OK

Weak

What it means

The password for this login is either blank or null, which means
no password is required for authentication or successful
connection to databases hosted by your audited SQL Server
instances.

The password for this login matches the name of the login.

The password for this login was not checked, most likely
because either the login is a Windows user account or weak
password detection is disabled.

This login most likely has a strong password because the
password does not match any of the words and phrases in the
Default Weak Passwords list or the additional and custom
passwords you specified.

The password for this login matches one or more of the words
and phrases in the Default Weak Passwords list or the additional
and custom passwords you specified.
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About password detection

When weak password detection is disabled, SQL Secure stops collecting password
health data. All previously collected data remains stored in the SQL Secure Repository
database and can be evaluated using your policy assessments. For future
assessments, SQL Secure will no longer report on whether any SQL login passwords
are considered weak but it will continue to report on whether a password is blank.

If the Weak Passwords security check is enabled for a policy assessment and the
snapshot you selected does not include password health data, the Snapshot May Be
Missing Data security check will warn you that weak password detection has been
disabled and password health data is not available to analyze.

@ To stop reporting on password health, disable the Weak Passwords security
check in your policy assessments.
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Add server to begin auditing

Before auditing with IDERA SQL Secure, you need to register those SQL Server
instances you want to monitor. You can register servers using the Register a SQL
Server wizard or by importing a file containing details of your SQL Server instances

in .CSV format. The wizard is recommended if you have only a few instances while the
import option is best for larger environments. For more information about importing
your SQL Server instances, see Import SQL Server instances.

Register a 50L Server .

Welcome to the Register a SQL
. Server Wizard
Thig wizard allows you to add a SGL Serverto SQL Secure for
auditing. With this wizard you will:

Select a SOL Server
»  Specify the credentials used to connect to the server
s Select which SQL Server objects to audit
»  Specify the data collection schedule
»  Specify the Email Notification for data collections
»  Select which Policies will include this SQL Server

et

’ ("
— To continue, click N
< Back | !

et > || Cancel || Help |

/\ Take into account that you have to complete the Register a SQL Server wizard

for every SQL Server instance you want to monitor before it can be audited by
SQL Secure.

In the Register a SQL Server wizard, you will be able to specify the SQL Server
location, credentials to use for auditing, object filter criteria, the schedule of your
audits, and email notifications configuration. Once you have set up your SQL Server
instance for auditing, SQL Secure will apply your settings and display the registered
instance in the Security Summary and Explore Permissions tree panes. These
configuration settings are stored in the Repository.
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Monitoring Always On Availability Groups

Users can monitor Always On Availability Groups using IDERA SQL Secure. Note that
instead of monitoring the listener, you must monitor each individual node of the
Availability Group. This is because the security configurations for each of the different
nodes of the Availability Group are not always identical and monitoring only the
listener could possibly leave gaps in the security check.

Access the Register a SQL Server wizard

You can open this wizard from the following locations:

* File menu - Register a SQL Server option
« Security Summary view - Register a Server option in the ribbon menu options
from the Summary, Settings, or Users tabs.

Register a SQL Server using the Register a SQL Server wizard

SQL Server instances must first be added to SQL Secure before the auditing process

can begin. The Register a SQL Server wizard guides you through several sections that
allow you to specify the required settings for SQL Secure to audit your server. In this

wizard you can:

 Select the SQL Server instance you want to audit with SQL Secure

 Specify the credentials used to connect to your SQL Server instance and collect
data

 Select which objects you want SQL Secure to audit in your instance

« Schedule collection times for snapshots

« Configure your email notifications

« Choose if you want to take a snapshot after registration

 Review all configured settings in the wizard
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Select a SQL Server

In the Select a SQL Server section of the Register a SQL Server wizard, specify the
SQL Server instance you want to add to IDERA SQL Secure for auditing.

@ Monitoring Always On Availability Groups
Users can monitor Always On Availability Groups using IDERA SQL Secure. Note
that instead of monitoring the listener, you must monitor each individual node
of the Availability Group. This is because the security configurations for each of
the different nodes of the Availability Group are not always identical and
monitoring only the listener could possibly leave gaps in the security check.

Register a SQL Server .
Selecta SQL Server T
Type or browse for the SAL Server you want to audit. i
Server Type: |On—Premise SQL Server V|
Server. [cH-5P2010 | ]

Port Number: |1433 |

< Back ” Mesd = | | Cancel | | Help

To specify an instance:

1. Select the type of server you want to audit. Available options include:
« On-Premise SQL Server
« SQL Server on Azure Virtual Machine

« Azure SQL Database
2. Type the name of the instance you would like to audit. IDERA SQL Secure 3.2
supports multi-part server fully qualified domain names entered in the following
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format:

name.server.secure.database.net

3. SQL Server only. Click the ellipsis button ! to access a list of monitored SQL
Servers in your domain, browse to locate your respective instance, then click OK
to add it. This feature is not available when working with Azure VMs or
databases.

4. Specify the port number, the default port number (1433) or set the port number
you configured on the Instance you are registering.

5. Click Next to go to the following section and Specify your connection
credentials.

@ You can add as many instances as your SQL Secure license provides. For more
information, see Managing Your SQL Secure Licenses.
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Specify connection credentials

The Specify Connection Credentials section of this wizard allows you to designate
the credentials that IDERA SQL Secure will use to access the instance containing the
SQL Server or Azure SQL databases you are adding. When adding a SQL Server
instance, you can specify either SQL Server login or Windows account credentials.
When adding an Azure SQL database, specify either the SQL Server login or Azure
Active Directory credentials.

Reagister a SOL Server .
Specify Connection Credentials < !
oy

Specify which credentials SQL Secure should use to collect audit data.

SQL Server credentials to connect to audited SGL Server
(® Windows Authentication

Windows User: |SIMPSONS"-adminisha10r |

Password: |

() 5QL Server Authertication
Login Mame:

Password:

Windows Credentials to gather Operating System and Active Directory objects

Windows credentials are used to connect to the target server to gather Active Directory
objects and file and registry key permissions. The specified account must have admin access
to the target server and at least login access to the SQL Secure Repostory.

Use same Windows Authentication as above

Windows User: SIMPSONS \administrator

Password:

| <Back | Nei> | | Cancel | | Hep |

In this section you have to specify the following credentials:
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Item

SQL Server credentials to connect to audited
SQL Server

Windows Credentials to gather Operating
System and Active Directory objects - These
credentials are used to connect to the target
server to gather Active Directory objects, file,
and registry key permissions.

Azure Active Directory credentials to gather
Active Directory objects

/\ Case Sensitive accounts

IDERA SQL Secure, Version 3.2

= A

Description

Choose one of the following
options:

* Select Windows Authentication

and enter the credentials in the
fields provided.

Select Azure Active Directory
and enter the credentials for the
Azure AD account.

Click SQL Server
Authentication to use the
default credentials of your SQL
Server Agent.

Choose one of the following
options:

* Check the Use same Windows

Authentication as above box to
use the Windows credentials
specified above.

Specify a different Windows
account that SQL Secure will use
use to gather information about
OS and AD objects.

Choose one of the following
options:

* Check the Use same Azure AD

Authentication as above box to
use the Azure Active Directory
credentials specified above.

+ Specify a different Azure AD

account that SQL Secure will use
to gather information about
Active Directory objects.

Take into account that if the login configuration for the SQL Server you want to
audit is case-sensitive, you must enter your login credentials in the case-

sensitive format.
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/\ Permissions and Privileges
You should keep in mind the following permissions for the accounts specified in
this section:
+ The SQL Server login must belong to the sysadmin fixed role on the target
instance.
+ The Windows account must have Windows Administrator privileges on the
target instance to collect group membership information.
+ The account specified for gathering information about OS and AD objects
must have admin access to the target server and at least login access to
the SQL Secure Repository.

After you specify your connection credentials, click Next to go to Add server group
tags.
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Define folders for file system permissions checks

IDERA SQL Secure, Version 3.2

In the Specify Audit Folders section, you can specify which folders will be audited for

collecting file system permission information.

Register a SQL Server

Specify Audit Folders
Specify folders to be audited for collecting file system permission information

| | Edit || Remove

-

| <Back | Net> | | Cancel | |

Hep |

Click Add and type a mapped drive folder or a folder in UNC format. You can add as

many folders as you require.

Add New Audit Folder Path

Enter a mapped drive folder or a folder in UNC format

Lok ||

Cancel |

If you want to change or delete any of the previously added folders, click Edit or

Remove respectively.
Click Next to go to adding Server Group Tags.
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Add server group tags

In the Add to Server Group Tag section you can specify which tags you want to apply
to the SQL Server you are registering. Tags allow you to group SQL Servers for better
management as you are making changes to the group as a whole instead of to each
SQL Server individually. By default, the All Servers tag is already added.

Register a SQL Server .
Add to Server Group Tag -
Select tag(s) to 2dd new server to. =
Server Group Tag Description
v & All Servers All Servers
L..Add i Edit || Remowe |
| <Back | Net> | | Cancel | | Hebp |

Select the tag you want to apply, and then click Add. You can add as many tags as you

require. If you want to change or delete any of the previously added tags, click Edit or
Remove respectively.

If no tag is selected, SQL Secure applies the All Servers tag.
Click Next to go to Select SQL Server objects to audit.
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Select SQL Server objects to audit

IDERA SQL Secure, Version 3.2

In the Select SQL Server Objects to Audit section of this wizard, you can specify
which the objects IDERA SQL Secure will audit to collect security information. By
default, SQL Secure audits all SQL Server objects.

To select objects to audit:

1. Check the objects you want to audit in the list.

Register a SQL Server

Specify which SQL Server objects to audit

Y Databases where

]

v| [ Tables where

vl [ Views where

| |5 Functions where

w| 3 All Synonyms

vl [ All Assemblies

W :, All User-defined Data Types
w| [ All XML Schema Collections
w| [ All Full Text Catalogs

| T All Keys

1 [
Collect SQL Server permissions for:

Stored Procedures
s Al System and User Databases
All System and User Tables
All System and User Views
All System and User Functions
All Synonyms
All Assemblies
All User-defined Data Types

OoDoDoDDD

s Al Server objects, Database Security objects, Stored Procedures and Extended

-

-
a

Select filter for databases and database objects to collect. Click on underdined text to edit settings. |
Object Scope matches MName matches

| <Back || Ned> | [ Cancel

| | Hep

2. For those objects that have scope options, click the text in the Scope matches
column, and select the appropriate option (User, System, System or User).
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Register a SQL Server .
Specify which SQL Server objects Io audit 5 g
~,

Select filter for databases and database objects to collect. Click on underined text to edit settings. |
Object Scope matches MName matches -

v | |

vl [ Tables where | User

v [ Views where | System

| [ Functions where - System or User =

| [ All Synonyms

vl [0 All Assemblies

v [ All User-defined Data Types

W T All XML Schema Collections

W [ &I Full Text Catalogs

| [0 Al Keys =

P [T 3
Collect SQL Server permissions for: -

= Al Server objects, Database Security objects, Stored Procedures and Extended
Stored Procedures

* Al System and User Databases

All System and User Tables

All System and User Views

All System and User Functions

Al Synenyms

All Assemblies

All User-defined Data Types “

oo oDoDoDDoD

<Back || Met> | | Cancel | | Heb

3. For those objects that have naming options, click the text in the Name
matches column, and a new window opens with the following options:

* In the first part of the window, select the elements you want to move
to the Selected list, and then click Add. You can remove the added
elements from the list by selecting the element and clicking Remove.

« On the Names matching box, select Any if you want to include all
elements names in your snapshot.

* If you want to specify strings that your filter will use to match the
names of your databases, click Like to enable new options on the
Name matching box. You can search for a specific element by typing
a specific string in the Enter match string field (you can use
wildcards), and then click Add. The Match strings field added strings.
You can also remove strings from this box by selecting the string and
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clicking Remove.

Databases where -

Select Databases

Specific Databases can be selected for data collection.

Available Databases: Selected Databases:
master
medb Report Server
ReportServerTemp DB
S0Lsecure
tempdb Add =
< Remove

Names matching

n

Ay Enter match sting (wildcards allowed):

® Lke | | [ Add

Match strings:

| ok || cancal |

4. SQL Secure displays at the bottom section of this window a summary of all
selected objects and their specified settings.
5. Click Next to go to Schedule Snapshots.

/\ When you are selecting objects to audit, be aware that you need to include all
the objects your policies need to appropriately assess security risks.
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Schedule snapshots

The Schedule Snapshots section allows you to choose the best times to collect data
from your SQL Server instance.

Reagister a SOL Server .

Schedule Snapshots ¥
Select when audit data (snapshots) should be collected. ~

Keep snapshots for |60 2| days before allowing them to be groomed. (1 - 10000 days)

Collection Schedule
Enable Scheduling

Lccurs even: week on sunaay at 3:UUow Al

Change...

SQAL Server Agent Status
71 SQL Secure uses the SQAL Server Agent for data collection and grooming.
This agent iz located on the SQL server hosting the Repository database.

Started

| <Back | Nei> | | Cancel | | Hep |

By default, snapshots are scheduled to run at 3:00 am every Sunday morning (using
the local time of the computer hosting the IDERA SQL Secure Repository). The first
snapshot is taken at the first scheduled snapshot collection time. You can manually
take a snapshot at any time by right-clicking the SQL Server instance in the Explore
Permissions view and then selecting Take Snapshot from the context menu.

@ sQL Secure requires that a user be logged in as the SQL Secure Administrator
to view snapshot schedules.

To change the default schedule, click Change and select the new time and frequency.
When possible, schedule snapshots to run during non-peak or off-hour times.

IDERA | Products | Buy | Support | Community | About Us | Resources | Legal
78


http://www.idera.com/
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com/
http://community.idera.com/
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

IDERA SQL Secure, Version 3.2

[ D = A

Schedule Snapshots window actions

Item

Keep snapshot for [number]
days before allowing them to
be groomed.

Enable Scheduling

Change

SQL Server Agent Status

Description

Specify the number of days that you want to store
snapshots in the SQL Secure Repository.

Specify a number between 1 and 10000 days. By
default, this value is set to 60 days.

Select this option to enable the audit snapshot
schedule. If this option is disabled, you have to take
snapshots manually.

Click this button to change the default snapshot
collection schedule (3:00 am every Sunday
morning). A new window opens where you can
specify:

* The schedule to be Daily, Weekly, or Monthly

+ The respective settings according to the type of
schedule selected. For example if you choose
Weekly, you can select which days of the week
SQL Secure will collect the data and how
frequently the schedule will run, for instance,
every 1 or 2 weeks.

* The specific time of the day when the
information will be collected, its frequency, and
the Starting and Ending dates for this schedule
option.

Additionally, this section of the wizard allows you to see the status of your SQL Server
Agent. Take into account that SQL Secure uses the SQL Server Agent for data collection
and grooming. This Agent is located in the SQL Server hosting the Repository
Database. You can see in this section whether the Agent status is Started or Stopped.

Click Next to go to the following section to Configure your email notifications.

View snapshot properties

To view the properties of a specific snapshot, go to the Explore Permissions view,
expand the SQL Server from which the snapshot was taken, right-click the respective
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snapshot, and select Properties from the context menu. For more information about
what properties you can see, go to View Snapshot Properties.

In this same view, you can also see the list of snapshots and baselines for a specific
SQL Server. To see this information select your required server from the Audited SQL
Servers tree and SQL Secure displays an Audit History section on the respective
Server Summary. For more information about this view, go to View single server
summary.
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Enable email notification

The Configure Email Notification section allows you to configure the way email
notifications are sent after a snapshot is collected. You can set the following
notifications:

« Email notifications sent after a snapshot is collected successfully, or only if there
are warnings or errors. (Always, On Warning and Error, or Only On Error)

« Email notifications sent depending on the level of the security risks discovered.
(Any Risk, On High and Medium Risks, or Only on High Risks)

Register a SOL Server .
Configure Email Notification 3
Select whether email notifications should be sent sfter each snapshet. BN
Send Email Motification after Data Collection
O Mways
() On Waming and Ermor
®) Only On Emor

Send Email Motification for Securty Findings
O Any Risk
() On High and Medium Risks
® Only on High Risks

Email Recipient | |

( specify multiple email recipients by separating each address with a semicolan )

Mext > | Cancel | | Help |

Once you have configured when notifications are sent, specify who should receive
these emails by specifying the appropriate email address in the Email Recipient field.
To enter multiple email addresses, separate each address with a semi-colon.

If you do not want to receive email notifications for snapshots status or security
findings, uncheck Send Email Notification after Data Collection and Send Email
Notification for Security Findings.
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A\ Email notifications cannot be sent until IDERA SQL Secure has been configured
to communicate with your SMTP provider. You can configure these settings by
selecting Tools > Configure SMTP Email from the menu bar. For more
information, see Configure Email Settings.

Click Next to continue.

/\ Take into account that when you have no policies created yet, the wizard will go
directly to the Take a Snapshot section. However, the new registered SQL Server
will be automatically added to the default All Servers policy and to any other
policies defined with Automatic Policy Membership.
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Choose to take snapshot now

The Take Snapshot section gives you the option to collect audit data at the end of the
registration process. Choose this option when you want to immediately perform a
security assessment on the newly registered instance. Note that you can also
manually take a snapshot later by selecting Take Snapshot on the Explore
Permissions view (Click here for more information about Snapshots). IDERA SQL
Secure must collect data from the Registered Server to assess and audit security risks
and access rights.

Register a SQL Server .

Take Snapshot -
Specify whether you want to collect audit dats after registering this SQL Server. ~

Do you wart to collect audit data ftake a snapshot) after registering this SQL Server?

SQOL Secure must collect data from the Registered Server to assess and audit security risks
and access rghts. This data collection can be scheduled or run manually.

Yes, collect data upon completion of the registration process.

| <Back | Net> | | Camcel | | Hep |

If you want to take a snapshot as soon as finish registering your SQL Server instance,
make sure to check the option Yes, collect data upon completion of the
registration process.

Click Next to go Registration Summary section.
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Review registration summary

Review the provided summary for the instance you are adding to IDERA SQL Secure,
and then click Finish. If you want to change a setting now, click Back to return to the
appropriate section. You can also change audit settings later using the Audited SQL

Server Properties window.

Register a SQL Server [=]

SQL Server Registration Summary

5QL Server . CH-5P2010
Credentials . Specified credentials
Collection Filter :

s Al Server objects, Database Securty objects, Stored
Procedures and Extended Stored Procedures
s Al System and User Databases
o Al System and User Tables
o Al System and User Views
o Al System and User Functions
o Al Synonyms, Assemblies, User-defined Data Types,
XML Schema Collections, Full Text Catalogs, Keys, Cerificates and
Sequence Objects

Job Schedule  Occurs every week on Sunday at 3:00:00 AM
MNotification . Mo Email netification requested.
Data Collection : Do not collect data after server registration.

Az part of the SQL Server registration process, a data collection
job will be created.

— ‘ Click the Finish button to register this SQL Server.

| <Back | Fnsh | | Cancel | [ Heb

IDERA SQL Secure, Version 3.2

When you Finish this wizard, SQL Secure enables auditing on the selected SQL Server

instance.
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Import SQL Server instances

IDERA SQL Secure requires that you register any SQL Server instances that you want to
monitor before auditing begins. The Register a SQL Server option allows you to add
instances to SQL Secure one at a time. For environments having many SQL Server
instances, a quick time saver is to import a .csv file. The Import SQL Servers option
lets you quickly upload a file containing the ServerName, AuthType (0 = Windows
Authentication, 1 = SQL Server Authentication), User, Password, UseSameCredentials
(0 = false, 1 = true), WindowsUser, and WindowsUserPassword data for the instances
in your environment that you want to audit. Once imported, new SQL Server instances
are registered directly in the repository with default settings. If the SQL Server
instance already exists in the repository, then SQL Secure updates the login
credentials for the server.

@ After importing your SQL Server instances, be sure to go the the Server Group
Tags view to add the new servers to tag for better management. For more
information about tags, see Manage server group tags.

Acceptable .CSV format

You must use a properly-formatted .csv to successfully import a list of SQL Server
instances. There is no limit to the number of rows included in the file, but note that if a
row is incorrectly formatted, IDERA SQL Secure displays a message stating that the file
is not in the proper format.

For a successful import of SQL Server instances, please use the following general rules
and .csv file format.

« Server Name. Name of the SQL Server you want to register.
+ Authorization Type. Type of SQL Server authentication used to connect to the
audited SQL Server.
+ 0 = Windows authentication
« 1=SQL Server authentication
 User.
* If the authorization type selected is 0 (Windows authentication) , use
Windows credentials.
* If the authorization type selected is 1 (SQL Server authentication) , use the
default credentials of the SQL Server Agent.
+ Password. Password associated with the user account used previously.
+ Use Same Credentials.
* TRUE = Use Windows credentials specified previously.
 FALSE = Specify a different Windows account.
« Windows User. Credentials used to gather information about the OS, AD
objects.
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Server Authentic
Name ation Type

Server AuthType
Name

FINSVR 0O
SQLSVR 0
1
SQLSVR 1
2

Sample .csv file:
Server

IDERA SQL Secure, Version 3.2
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* If Use Same Credentials is TRUE (Use Windows credentials specified

previously) , type a comma (,) in this column.

* If Use Same Credentials is FALSE (Specify a different Windows account) ,

specify a different Windows user account.

* Windows User Password.

* If Use Same Credentials is TRUE (Use Windows credentials specified

previously) , type a comma (,) in this column.

* If Use Same Credentials is FALSE (Specify a different Windows account) ,
specify the password for the different Windows user account.

User

User

myhou
se\willi
am

thatho
use\jim

yourho
use\sc
ott

Pass Use Same Window Windows

word Credentials s User

Passw UseSameCre Window
ord dentials sUser

Test12 TRUE ,

3

Num1 FALSE Tools
DBA

Testa FALSE Tools
bc1

User
Password

WindowsUser
Password

Test123

Test123

Name,AuthType,User,Password,UseSameCredentials,WindowsUser,WindowsUserP

assword

FINSVR1,0,myhouse\william,Test123,TRUE,,
SQLSVR1,0,thathouse\jim,Num1DBA,FALSE,Tools,Test123
SQLSVR2,1,yourhouse\scott, Testabc1,FALSE, Tools, Test123

@ The first row in the previous table must be included in the .csv file as shown.

Importing a .csv file

To import SQL Server instances:

1. In the Security Summary view, click Import SQL Servers at the top of the
Summary tab. Alternatively, you can go to File menu and select Import SQL

Servers.
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In the Manage SQL Secure view, click Import SQL Servers at the top of the
Repository Status window. Alternatively, you can go to File menu and select

Import SQL Servers.

The Import SQL Servers window opens.
Locate the file you want to import. Note that the file must be in the .csv format.
Click Open, and then click OK. SQL Secure validates the file format and displays

W N

the message, "Any registered servers found in the import file will have their
credentials updated based on those specified in the file."

4. Click OK.
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Use filters to specify which data is collected

IDERA SQL Secure uses snapshot filters to control the data collected from your
audited SQL Server instances. Each filter rule defines which data, such as permissions
on user tables in a specific database, is collected and included in the snapshot.

By default, SQL Secure collects all available audit data. You can edit this default filter
rule or delete it after you have defined your custom filter.

@ Filters applied per Instance
Custom filters are applied at the instance level and are unique to that instance.
You can create a different filter for each instance. You can also create more
than one filter, depending on your assessment needs. When multiple filters are
defined, SQL Secure aggregates them, collecting all data identified by all the
filters associated with this instance.

Go to Add Filters to view about specifying filter properties, databases, and objects.
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Add new filter

The Add Filter wizard allows you to choose the appropriate criteria to use when

collecting snapshot information. By default, IDERA SQL Secure collects all security
information.

© Consider using the default filter settings in your initial policy assessments until
you know exactly which data your policies will require. Using the default filter
settings ensures that all the data required by your policies is collected

Access this wizard

To open the Add Filter wizard:

1. You can find your registered servers on the Explore Permissions (Audited SQL
Servers tree) or Security Summary (Servers in Policy) views. Right-click the
server you want to edit, and select Properties.

Audited SQL Server Properties - CH-5P2010

e ‘ Specify which data collection fitters should be used when taking a snapshaot.
Qh )

General  Credentials  Audit Folders M Schedule  Email  Policies

This window allows you to view and modify audit fiters. You can add, delete, or edit fitter properties.

Filter Description
‘.f Default rule Rule created when the server was registered
Fitter details

s Al Server objects, Datsbase Securty objects, Stored Procedures and Bdended Stored
Proceduras

s Al System and User Databases
= All System and User Tables
All System and User Views
All System and User Functions
All Synormyms, Assemblies, User-defined Data Types, XML Schema Collections, Full Text
Catalogs, Keys, Cedfficates and Sequence Objects

0o oo

| oK | | Cancel

| Help |
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2. Select the Filters tab.
3. Click New Filter on the top section.

Add Filter wizard

[ D

IDERA SQL Secure, Version 3.2
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The Add Filter wizard lets you designate what types of permission and security data
will be collected. Use this wizard to store your filters in the Repository database, which
are then used by SQL Secure when taking snapshots.

Specify filter properties

After you open the Add Filter wizard, click Next and access the Specify name and
description section. This window allows you to name your filter and give it a
description. It is important to give your filter a name you can easily distinguish.

Specify name and description

Add Filter

Specify the filter name and description.

=
>
G

MName: |F||ter Mame

Description: |F||ter Description

| <Back || Ne>

| | Cancel

Help |

Click Next to access the Specify Databases and objects section.

Specify databases and database objects

This window allows you to select which databases you want to audit using IDERA SQL

Secure.
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Add Filter

Specify databases and daisbase olyecis

Specify databases and database objects for collecting permissions data.

«

Select fitter for databases and database objects to collect. Click on underdined text to edit settings. |

Object Scope matches

= Tables where

T Views where

= Functions where

= All Synonyms

7 All Assemblies

':_, All User-defined Data Types
:_, All XML Schema Collections
) All Full Text Catalogs

o All Keys

A R R R R KRR RKRR

4 i

Collect SQL Server permissions for:
= Al Server objects, Database Security objects, Stored
Stored Procedures
* Al System and User Databases
All System and User Tables
All System and User Views
All System and User Functions
Al Synenyms
All Assemblies
All User-defined Data Types

oo oDoDoDDoD

Mame matches

Procedures and Extended

-

<Back | MNext>

| | cancel | [ Heb

Options Description

IDERA SQL Secure, Version 3.2

User databases For some objects, the Scope Matches column allows you to
and System select if you want to use System, User, or both (System or
databases User) databases types for your snapshot.
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Options Description

Databases names * In the list of available elements, click the elements you

matching want to move to the Selected list, and then click Add. You
can remove the added elements from the list by selecting
the element and clicking Remove.

« On the Names matching box, select Any if you want to
include all elements names in your snapshot.

« If you want to specify strings that your filter will use to
match the names of your databases, click Like to enable
new options on the Name matching box. You can search
for a specific element by typing a specific string in the
Enter match string field (you can use wildcards), and then
click Add. The Match strings field added strings. You can
also remove strings from this box by selecting the string
and clicking Remove.

Complete the Add Filter Wizard

See name and the description of your filter
Click Back to change the information.

Click Finish to create the filter.
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Edit filter settings

The Filter Properties window allows you to edit the properties of your snapshot filter.
You can edit the name and description of your filter, see when it was last modified,
and choose which audit data you want to collect in your snapshots.

© Consider using the default filter settings in your initial policy assessments until
you know exactly which data your policies will require. Using the default filter
settings ensures that all the data required by your policies is collected.

Access this window

To access the Filter Properties window:

1. Right-click a SQL Server instance in the Policy Servers tree in the Security
Summary view, and then select Properties.
The Audited SQL Server properties window opens.

Filter Properties - Default rule -
p 5 Manage properties of Collection Filters.
Name:  |[EEENENE |
Description: |Rule created when the server was registered |
Last modffied by: | IDERAINFODEV dvillalobos on |8/29/2018 4:26:48 AM
Created by: IDERAINFODEW\dvillalobos on | 8/29/2018 4:26:48 AM

Select filter for databases and database objects to collect. Click on undedined text to edit settings.

Object Scope matches Name matches -
:, Databases where
7 Tables where
T Views where
o Functions where

W
L
L'
L'
| [ All Synonyms
w| 3 All Assemblies
W :, All User-defined Data Types
v :, All XML Schema Collections
w| [ Al Full Text Catalogs
w| [ Al Keys
| [ Al Certificates
Collect SQL Server permissions for: ”
All Server objects, Database Security objects, Stered Procedures and Extended Stored
Procedures
+ Al System and User Databases
All System and User Tables
All System and User Views
All System and User Functions
All Synonyms.
All Aszemblies
All User-defined Data Types

DDoDDoDoD

| OK | | Cancel || Help |

IDERA | Products | Buy | Support | Community | About Us | Resources | Legal
93


http://www.idera.com/
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com/
http://community.idera.com/
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

IDERA SQL Secure, Version 3.2

| O = A
2. Click the Filters tab.

On the window you can see a list of all available filters.
3. Select the filter you want to edit, and then click Properties at the top right of the

list.
The Filter properties window opens, you can edit the name, description, and
the objects you want to include in your snapshot. For more information about

selecting objects and determining their settings, go to Specify database objects.
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Use snapshots to collect audit data

A snapshot is a set of audit data that IDERA SQL Secure has collected from a specific
SQL Server instance. You can configure snapshot filters to select which SQL Server
objects you want to audit. You can take snapshots manually, as you need fresh data,
or schedule snapshots to be taken at regular intervals.

SQL Secure uses audit snapshots to capture SQL Server user and object permission
settings. These snapshots are listed in the Explore Permissions view by expanding
the respective servers of the Audited SQL Servers tree. When you click a Snapshot,
information about the snapshot is displayed on the right section of the console where
the following tabs are displayed: Snapshot Summary, User Permissions, Role
Permissions, and Object Permissions.

The Snapshot Summary tab provides detailed information about your snapshot,
including the time it was taken, the collection statistics, audit summary information,
filter information, and a listing of any Suspect Windows accounts or unavailable
databases that were encountered while the Snapshot was being taken. For more
information on unresolved Windows accounts, see |dentify Suspect Windows
accounts. For more information on unavailable databases, see Identify Unavailable
Databases.

explore Permissions |CH-5P2010 Hide tasks
-4 Audeed SOL Servers This wandow aflowa you to esplone userand cbest pemissions and view srepshot detals
=-@ CHSPan1D ) .
I d e 25 2005 .58 30 AM| [ IeheSnacsicltice Carfiaures Audd Setinas : 'g} ol o
||:¢| Snapshot Summary [ “\ Role Permissions ) Object Permissions
™ A
@ Permigsions: 3513
Collection Time:  5/29/2018 558 31 Al D’_aham‘ 2;
Durstion: T seconds W""""' it
7 : i 05 controlled --;un E
Camment: Weak Password Detection: Enabled
e table below carlzins @ compretensive list of Windows Lsers and groups St have scoess bo thes SGL Server edher by a direc SOL Login o inhenbed 2 = grous mermbership, 1ol me
83 windaws Accaunts (7] mars.
pur -
boo | Domain 71 Account il 71 Access A
& | IDERAINFODEY i 5CL Login
& NT AUTHERITY 5CL Login
S NT Service. MSSQLSERVER SCL Login
B | & nT SERVICE RepartSerer 0L Login
& NTSERVICE S0y SERVERAGENT 54 Login
e e & N7 sERwICE SOl Wrter <0 Login
B NTSERVICE Winmgmt S04 Login
F Fittars (1)
| Security Sammary
by .
D i ol e s
5:5 Reports
i)"}' Manage S(i Securs

Data located on the Snapshot Summary

The Snapshot Summary contains the following types of information:
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Snapshot Properties

Provides the basic status of the selected snapshot, the time it was collected, how long
the collection took to complete, whether or not it has been selected as a baseline, and
any comments associated with it.

Audit Summary

Lists the statistics of the snapshot. These statistics include the number of objects,
permissions, databases, logins, Windows accounts, Windows well-known groups
associated with the snapshot, and whether Weak Password Detection is enabled or
not.

@ To collect and review data about the password health of your SQL logins, you

need to enable the Weak password detection.
Windows Accounts

Provides a partial list of the Windows users and groups that have access to the
selected SQL Server instance either by a direct SQL Login or inherited via group
membership.

OS Windows Accounts

Provides a partial list of the Windows users and groups that have access to OS objects
but do not interact with SQL Server objects.

Suspect Windows Accounts

Lists the Accounts that SQL Secure was unable to collect data on. This can occur when
SQL Secure does not have the proper rights to collect information on these users, or if
the account was deleted. For more information, see Identify Suspect Windows
Accounts.

Suspect OS Windows Accounts

Lists the Accounts that SQL Secure was unable to collect data on. This can occur when
SQL Secure does not have the proper rights to collect information on these users, or if
the account was deleted. For more information, see Identify Suspect Windows
Accounts.

Unavailable Databases

Lists the databases that SQL Secure was unable to collect SQL Server security data on.
This can happen when a database is unavailable during SQL Secure data collection; for
example, a database being backed up is unavailable for data collection. For more
information, see Identify unavailable databases.

Filters

Provides the filter information associated with the selected snapshot. For more
information, see Add new filter.
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Take snapshot

To immediately collect a data snapshot (audit a SQL Server instance), you can take
snapshot from the following locations

* Snapshots menu - Take Snapshot Now option
File Edit View Explore Tools  Help

B ol ) (38 L] il i @ Take Snapshot Now

Mark as Baseline...

Snapshots

Security Summary
| = PN PPN

+ Security Summary view - Take a Snapshot option in the ribbon menu options
from the Summary, Settings, or Users tabs.

%) Grooming Schedule...

Takea
Snapshot

+ Explore Permissions view - Take Snapshot option located in the SQL Server
Properties of the Server Summary when you click a server of the Audited SQL
Servers tree.

Take
[% Collect SQL Server securty data from this server now
""1_.—'_

'
o

« Explore Permissions view - Take Snapshot Now option located on top of the
Snapshot Summary when you click an existing snapshot of the Audited SQL
Servers tree.

() Take Snapshat Mow
(e
L

* Right Click the server to audit, select Take Snapshot Now from the context
menu. You can right-click a server from the Security Summary view (Server in
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Policy tree) or Explore Permissions view (Audited SQL Servers tree).

Explore Permissions Server
=i Audited SGL Servers This windoy
_H@ﬂ 2 Explore User Permissions

Explore Qbject Permissions

Register a 5QL Server...

Remowe SOL Server

Configure Audit Settings...

= RE 2

Take Snapshot Mow

Delete Snapshot

Mark as Baseline

@

Refresh

Properties
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Schedule snapshots for routine data collection

The Schedule Snapshots section allows you to choose the best times to collect data
from your SQL Server instance.

By default, snapshots are scheduled to run at 3:00 am every Sunday morning (using
the local time of the computer hosting the IDERA SQL Secure Repository). The first
snapshot is taken at the first scheduled snapshot collection time. You can manually
take a snapshot at any time by right-clicking the SQL Server instance in the Explore
Permissions view and then selecting Take Snapshot from the context menu.

@ sQL Secure requires that a user be logged in as the SQL Secure Administrator
to view snapshot schedules.

To change the default schedule, click Change and select the new time and frequency.
When possible, schedule snapshots to run during non-peak or off-hour times.

Schedule Snapshots window actions

Item Description
Keep snapshot for Specify the number of days that you want to store
[number] days snapshots in the SQL Secure Repository. Specify a number

before allowing them between 1 and 10000 days. By default, this value is set to 60
to be groomed. days.

Enable Scheduling Select this option to enable the audit snapshot schedule. If
this option is disabled, you have to take snapshots
manually.

Change Click this button to change the default snapshot collection

schedule (3:00 am every Sunday morning). A new window
opens where you can specify:
* The schedule to be Daily, Weekly, or Monthly
+ The respective settings according to the type of schedule
selected. For example if you choose Weekly, you can
select which days of the week SQL Secure will collect the
data and how frequently the schedule will run, for
instance, every 1 or 2 weeks.
* The specific time of the day when the information will be
collected, its frequency, and the Starting and Ending
dates for this schedule option.
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SQL Server Agent Status

Additionally, this section of the wizard allows you to see the status of your SQL Server
Agent. Take into account that SQL Secure uses the SQL Server Agent for data collection
and grooming. This Agent is located in the SQL Server hosting the Repository
Database. You can see in this section whether the Agent status is Started or Stopped.

Click Next to go to the following section to Configure your email notifications.

View snapshot properties

To view the properties of a specific snapshot, go to the Explore Permissions view,
expand the SQL Server from which the snapshot was taken, right-click the respective
snapshot, and select Properties from the context menu. For more information about
what properties you can see, go toView Snapshot Properties.

In this same view, you can also see the list of snapshots and baselines for a specific
SQL Server. To see this information select your required server from the Audited SQL
Servers tree and SQL Secure displays an Audit History section on the

respective Server Summary. For more information about this view, go to View single
server summary.
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Designate a baseline snapshot

A baseline snapshot will not be deleted in the normal IDERA SQL Secure grooming
process.

To mark a snapshot as a baseline you can use any of the following paths (both
available in the Explorer Permissions view):

« Expand the SQL Server instance of your Audited SQL Servers tree, right-click the
respective snapshot, and choose Mark as Baseline.

Explore Permissions CH-SP2010
= @ Audited SQL Servers This window allows you to
-1-i@ CH-5P2010 -
] &/ 252018 55 @ Explore User Permissions

[ Explore Object Permissions
e Register a SOL Server..,
Remowve SOL Server
Configure Audit Settings...
Take Snapshot Now
Delete Snapshot
Mark as Baseline

ar  Refresh

Efl  Properties

* Click the respective SQL Server of your Audited SQL Servers tree. The Audit
History section of the Server Summary lists all available snapshots (you can see
here if any of them are marked as baseline or not). Right-click the selected
snapshot and choose Mark As Baseline.

* Select an snapshot and from the menu toolbar select Snapshots and choose
Mark as Baseline.

When you select a Snapshot with the option Mark as Baseline, a Baseline Snapshot
window opens where you can enter a comment associated with the selected baseline.
Click OK to continue.
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Set snapshot grooming schedule

Grooming is the process of deleting audit snapshots from the IDERA SQL Secure
Repository. Grooming allows you to keep only the permissions data you need for
future reporting. SQL Secure allows you to schedule snapshot grooming at the
enterprise and at the individual SQL Server instance levels. Keep in mind that baseline
snapshots and snapshots associated with saved assessments cannot be groomed.

/A Grooming should be scheduled for off-peak hours so that it does not interfere
with your normal business operation. Depending on the amount of data
collected, grooming can be a performance intensive operation.

@ To keep a snapshot, mark it as a baseline. For more information, see Designate
a baseline snapshot.
You can configure the enterprise level grooming schedule on the Grooming schedule
window.

To schedule the grooming schedule at the enterprise level:

1. Select from the menu toolbar Snapshots > Grooming Schedule. The Grooming
Schedule window opens. By default the grooming process occurs every Monday
at 12:00 AM

Grooming Schedule -

i Specify Grooming Schedule for the SAL Secure Repository

Grooming Schedule

Depending on the amount of data collected, grooming can be a performance intensive operation.
It iz recommended that grooming be scheduled for a time when the repository is less active.

Enable Grooming Scheduls

Occurs every week on Monday at 12:00:00 AM

SQL Server Agent Status
SQL Secure uses the SQL Server Agent for data collection and grooming.

w This agent is located on the SQL server hosting the Repository database.

Started

OK || Cancel || Help |

2. If you want to change the default grooming schedule, click Change. A Job
Schedule window opens.
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3. Edit the schedule according to your requirements. You can specify if you want to
have a Daily, Weekly, or Monthly grooming schedule and define the respective
frequency settings.

4. Click OK to save the schedule.

If you do not want to have a grooming schedule, you can disable the option Enable
Grooming Schedule.

Additionally, the Grooming Schedule window informs you the SQL Server Agent
Status of the SQL Server hosting the Repository Database. SQL Secure uses this agent
for data collection and grooming.

@ In addition to routine snapshot grooming, the grooming process deletes all the
snapshots that are associated with any SQL Server instances you have removed
from the SQL Secure Console

Set a grooming schedule at the SQL server instance level

Snapshot retention is the number of days SQL Secure will continue to store all your
non-baseline audit snapshots in the SQL Secure Repository.

To schedule grooming at the SQL Server instance level:

1. Right-click the SQL Server instance you want to configure in the Audited SQL
Servers tree of the Explore Permissions view and select Properties.
2. The Audited SQL Server Properties window opens, select the Schedule tab.
3. Specify the number of days between 1 and 10000 that SQL Secure will keep
snapshots before grooming them.
4. Click OK to save changes.
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Explore Security Settings

IDERA SQL Secure allows you to view the permission settings of individual users, roles,
and objects, at a particular point in time, for each SQL Server instance that has been
added to SQL Secure for auditing.

The Explore Permissions view allows you to review the following security information:

* Enterprise level permissions
« SQL Server level permissions
* Individual user permissions

Assigned permissions are permissions that are explicitly granted or denied to a user,
group, or role for a particular server or database object. A user, group, or role can
have more than one assigned permission. Effective permissions are the net effect of
assigned permissions, permissions inherited from the group or role membership, and
covering permissions (SQL Server 2005 and later).

Analyzing permissions

It is important to understand that when analyzing a user's permissions, SQL Secure
shows multiple permissions when users have inherited object permissions from a
parent role on the server. For example; User A has been given explicit delete
permissions at the server, database, schema, and table levels. Your company is now
restricting the rights to a particular table and you need to revoke User A's right to
delete. To accomplish this task, revoke the user's right to delete at the particular table
level and also at the parent levels.

The following illustration depicts an example permissions scenario:
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Server Level
Fermissions

e |

Database Level
-~ Permissions

-
™ Schema Level
31 g Permissions

e

Table A Table B Table C
. Permissions . Permissions . Permissions

L

Experiencing irregularities when searching user and
object permissions

There may be times when it seems as though the permissions for a user or table have
changed drastically when no changes have actually occurred. The following table lists
some of the possible causes:

Cause Solution

A user or table is deleted and  Make sure that best practices are used when
then the same name is used adding and deleting user and table names, or

again in the future. properly note the change to avoid confusion.
A user or table name is Properly note the change to avoid confusion.
changed

A user or table is deleted Properly note the change to avoid confusion.

from the system
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SQL Secure allows you to audit all users and object permissions on SQL Server
instances that have been registered with SQL Secure. For more information about SQL
Server permissions, see Microsoft Books Online.
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Explore object permissions

o view Object Permissions in IDERA SQL Secure, in the Explore Permissions view,
follow these steps:

1. Click a snapshot from the Audited SQL Servers tree on the left.

2. Select the Object Permissions tab to explore SQL Server permission
information for all database and server objects, as well as the password health
of SQL logins.

3. Use the tree structure to navigate to the object for which you need permissions
information, and click it.

4. Permissions information for that object will be displayed. You can view
permissions information for every object that was included in your snapshot
filter.

sssssss

[ Snapshet: 82812018 5:58:30 AM " View N view et i

Object Type
& SOL Server S0L Server

=41 Server Objects
{13 Endpoints
i -9 Aways On Availabiity Groups
=1 Databases
& @ master

- (3 model

- (3 msdb

w3 ReportServer

i~ [@ ReportServerTempDB
- @ SQlsecure

- 3 tempdb

View the properties of the SQL Server object

From the Object Permissions tab, right-click the object you want more information
on, and then select Properties. SQL Secure displays the Object Properties window
and lists information relevant to the object type selected. For example, when you view
Login Properties, you can review the security settings applied to this login plus its
most recent password health.

@ It could take up to a minute, depending on your specific configuration, to
populate the Object Properties window.

According to the type of object you select, SQL Secure will display the object's
Properties window. Click the following links to view a better description of the objects'
specific properties window:

« Database Properties
* SQL Login Properties
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View database properties

The IDERA SQL Secure Database Properties window displays the permissions
information associated with the selected database. You can view:

The owner and status of the selected database

Whether the guest SQL Server login is enabled on this database

The account or login (grantee) that was granted or denied permissions on the
database

The type of permission, and whether it was granted or denied

The account or login (grantor) granting or denying this permission

The source permission, object, and type from which the effective permission was
inherited

You can view Explicit Only permissions or Include fixed role and inherited
permissions, by checking the appropriate option and clicking Show Permissions. You
can also save or print the database object permissions information by clicking the
appropriate icon above the permissions table.
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View SQL login properties

To access the Login Properties window for a specific login account in IDERA SQL
Server, expand the Security folder in the Snapshot tree, select the Logins object, and
then right-click the specific login on the table of the right and select Properties.

Use the Login Properties window to review the SQL login security properties for the
selected login as well as its most recent password health.

Password health indicates whether or not the password associated with the account is
considered weak. You can configure how SQL Secure detects weak passwords.

© By default, the IDERA Level 2 and Level 3 policy templates enforce password
health.

Possible password health states include:

Password What it means

health

state

Blank The password for this login is either blank or null, which means no
password is required for authentication or successful connection to
databases hosted by your audited SQL Server instances.

Matches The password for this login matches the name of the login.

login name

N/A The password for this login was not checked, most likely because the
login is a Windows user account.

OK This login most likely has a strong password because the password
does not match any of the words and phrases in the Default Weak
Passwords list or the additional and custom passwords you specified.

Weak The password for this login matches one or more of the words and

phrases in the Default Weak Passwords list or the additional and
custom passwords you specified.

Available tabs on the Login Properties window

The General tab summarizes the key security settings and login properties typically
found on the General, Server Role, and Status tabs in the Microsoft SQL Server client.
For more information, see Microsoft Server Books Online.
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The Permissions tab summarizes the key security settings and login properties
typically found on the Explicit Permissions pane of the Securables tab of the Microsoft
SQL Server client. For more information, see Microsoft Server Books Online.
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Explore role permissions

The Role Permissions window of IDERA SQL Secure allows you to explore SQL Server
permission information for specific roles on audited SQL Servers in your enterprise.

i3 Snapshot Summary P.‘_' User Permissions g LRl i Object Permissions

1. Select a database to analyze 2. Select a role to analyze
o |0 e =
Snapshot: 8/23/2018 5:58:30 AM 3. Run analysis Show Permissions
|_—| Selections
= Summary Permissions for public in CH-SP2010.master .
=napshol Froperies
from snapshot taken ot £/29/2018 5:58.30 AM Snagshot Properiss
Roles (1 items] a4 mm |V &
é Effective Permissions. Name Type Owner
E public Database Role : dbo
Role Members (6 items) g, mm |V F
Name Type Login
& ##MS_PolicyEventProcessinglogin®# = SQL Login #£M5_PolicyEventProcessingLogins#
0 dbo SQL Login sa
& guest SOL Login
¥ INFORMATION_SCHEMA SQL Lagin
ﬁ NT SERVICE\ReportServer Windows User ~ NT SERVICE\ReportServer
& sys SOL Login

Find role permissions for a particular database

To view Role Permissions, in the Explore Permissions view follow these steps:

1. Click a snapshot from the Audited SQL Servers tree on the left.
2. Select the Role Permissions tab.
3. Select a database to analyze by either typing the database name into this box

or by clicking the ellipsis button
and then clicking OK.
4. Select a role to analyze by either typing the name of the role into the field or by

i, selecting the database you want to analyze,

clicking the ellipsis button || selecting the role you want to analyze, and then
clicking OK.
5. Click the Show Permissions button to see the results.

Change the audit data

To change which audit data you are exploring, click the hyperlink text, on top of the
Summary section, that lists the date and time of the currently selected snapshot (by
default, this date and time represents the last successful snapshot). SQL Secure opens
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a new window that displays all available snapshots, their status, and whether they are
baseline snapshots or not.

Additionally, you can select any of the available snapshots and click Properties to
access the respective Snapshot Properties window.
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Role permissions summary

The IDERA SQL Secure Summary tab on the Role Permissions tab includes SQL
Server permission settings for the role you specified in the Role Permissions search
criteria. Use the Summary tab to view the Role properties, role members, and

information about their logins.
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Assigned role permissions

The IDERA SQL Secure Assigned Permissions tab lists all the explicitly defined and
inherited permissions that apply to calculating the role members' effective

permissions. You can view permissions information for the selected role and any
parent role to which it belongs.

Usually this information is grouped by type of object. You can expand any type of
object and see the properties of the objects that correspond to that type.
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Effective role permissions

The IDERA SQL Secure Effective Permissions tab lists all the effective permissions the
selected role has on objects in the target database. Effective permissions are the net
effect of assigned permissions and permissions inherited from any parent roles.

Click Calculate Effective Permissions to view all the effective permissions the
selected role has (at the time the data collection was taken) on the SQL Server
instance being audited.

/\ Be aware that calculating effective permissions can take several minutes to run.

Available tabs

The Effective Permissions tab contains server and database permission information
for the selected role. This includes the object names and types, the type of access
granted to the role members, and who granted these permissions.

@ You can save the permissions information to an Excel spreadsheet, print the
permissions search, group or select columns to filter information. You can find
these options on the top right section of the Effective Permissions section or
by right-clicking any available object and choosing the appropriate option.
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Explore user permissions

The IDERA SQL Secure Explore User Permissions window allows you to explore SQL
Server permission information for specific users on audited SQL Servers in your
enterprise.

i3 Snapshot Summary g IR % Role Permissions {8 Object Permissions

1. Select a userto analyze 2. Select level of permissions to analyze
® Window User or Group O 56L Login ) Server Only
[NT SERVICE\ReportServer |[L]  ® Severand Datehase |mscb | 2]
i Snapshot: 8/29/2018 5:58:30 AM 3. Run analysis | Show Permissions
= Selections
H Summary Pemissions for NT SERVICE\Report Serverin CH-5P2010.msdb .
£ =napsnot rroperies
from snapshot taken at 8/29/2018 5:53:30 AM =Snapshot Propcitics

& Effective Permissions Name Server Access Disabled  Roles
ﬁ NT SERVICE\ReportServer Windows User Permit

Name Login Is Aliased Has Alias Roles

M guest public
Q NT SERVICE\ReportServer NT SERVICE\ReportServer public, RSExecRole

Find the permissions associated with a particular user

To view User Permissions, in the Explore Permissions view follow these steps:

1. Click a snapshot from the Audited SQL Servers tree on the left.

2. Select the Users Permissions tab.

3. Select a user to analyze, it could be a Windows User or Group or SQL Login.
4. Type the account name of the user for whom you would like to search

permissions or use the ellipsis button Lzlto browse all users and groups

contained in the collected audit data (snapshot).

5. To view about the options for filtering and finding your users, go to Select a
Windows Account or Select a SQL Server Login.

6. Select the level of permission to analyze, it could be a Server Only or a specific
Server and Database. If you select Server Only, SQL Secure searches the
permissions in all your current SQL Server instance. If you select Server and
Database, you can type a specific database inside your SQL Server or click the

ellipsis button = to see all available databases in your server.

7. On the Run analysis section, click Show Permissions. User Permission
information displays on the bottom half of the window. The information is
displayed on two sections: Server Logins and Database Users. The data is also
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separated into three tabs: Summary, Assigned Permissions, and Effective
Permissions.

You can use the icons on the top right section, you have the following options:

+ Select Columns: A new window displays where you can select the columns you
want to display by checking the boxes.

« Group By Box: By clicking this option you can see a new section where you can
drag a column header and crater boxes ordered by this column, you can select
more than one column.

« Save: You can save the results on an Excel spreadsheet.

* Print: This option lets you print the results as a list.

© Explore Security Settings
For more information on permissions, see Explore Security Permissions.

Change the audit data

To change which audit data you are exploring, click the hyperlink text that lists the
date and time of the currently selected snapshot (by default, this date and time
represents the last successful snapshot).

Check the password health of a user's login

Use the Object Permissions tab to check the password health of a specific SQL login.
You can also configure how SQL Secure detects and enforces password health.
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Select a Windows account

When you select the IDERA SQL Secure option Windows User or Group as the user to

analyze, you can click the ellipsis button ' to open the Select Windows User
window to browse for all the Windows users contained in the snapshot you are
exploring. In this window you can:

Search for a particular account

Your list may include many users and groups. SQL Secure makes the process of
finding particular users easy. Click the Filter icon that is present in each column of the
Select Windows User window, and then either select the group from the list, or click
Custom to sort the list using conditions.

When you choose Custom, the Enter filter criteria for Domain window opens. In
this window you can add as many conditions as you require for filtering your
accounts. Click Add a condition and specify any of the following options for the
operator:

Sorting Option Description

Equals On the Operand list select (Blanks), (DBNull), (Empty Text)
Does not equal Select on of the options you have in the Operand list

Less than Select on of the options you have in the Operand list

Less than or equal to  Select on of the options you have in the Operand list
Greater than Select on of the options you have in the Operand list

Greater than or equal Select on of the options you have in the Operand list
to

Like Select on of the options you have in the Operand list

Matches Regular Select on of the options you have in the Operand list

Expression

Starts with Enter the first character or characters in the column to filter
your list.

Contains Enter a combination of letters or a name to filter your
column list.
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Sorting Option Description

Ends with Enter the last character or characters in the column to filter
your list.

Does not start with Enter the first character or characters in the column to omit

from your listing.

Does not contain Enter a combination of letters or name to omit from your
list.
Does not end with Enter the last character or characters in the column you

want to omit from the listing.

Does not match Enter the title you would like to omit from your column
listing.
Not Like Enter the name in the column you would like to omit from

your column listing and all those names that are similar.
Then, specify the respective values in the Operand column.
Add or delete as many conditions as you want, and then click OK.

Search Active Directory

Alternatively, you can click Browse Active Directory to search Active Directory for the
target Windows account or group. This action allows you to select the user or group
from your Active Directory domain controller rather than from the selected snapshot.
It is possible the user or group you select has not been granted permissions on the
audited SQL Server instance.

A\ To successfully view the user permissions, ensure your login account has
permission to access the Active Directory domain controller.
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Select a SQL Server login
When you select to analyze a SQL Server Login through IDERA SQL Secure, you can

click the ellipsis button iz to open the Select SQL Login window that lists all of the
SQL logins contained in the snapshot you are exploring.

You can filter this list by clicking the filter on the top right section of the Type column.
You can filter by All, Custom, Blanks, NonBlanks, SQL Login.

If you select Custom, a new window for Enter filter criteria for type opens. In this
window, you can add as many conditions as you require. To view more information
about the operators for these conditions, you can go to Select a Windows User.

Select the login whose permissions you want to explore, and then click OK.
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User permissions summary

The IDERA SQL Secure Summary tab of the User Permissions Explorer contains SQL

Server permission settings for the Windows account or SQL Server login you specified
in the User Permissions search criteria.

Use the Summary tab to view which login permissions the individual user has,

including the SQL Server roles to which the user belongs. You can print or save the
results to an Excel spreadsheet.
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Assigned user permissions

The IDERA SQL Secure Assigned Permissions tab lists all the explicitly defined
permissions that apply to calculating the users' effective permissions. This includes

groups, roles, and aliases; as well as, covering permissions available in SQL Server
2005 or later.
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Effective user permissions

The IDERA SQL Secure Effective Permissions tab lists all the effective permissions the
user has on server and database objects (contained within the audit filter criteria
setup by the user). Effective permissions are the net effect of assigned permissions,
permissions inherited from the group or role membership, and covering permissions
(SQL Server 2005 and later).

Be aware that calculating effective permissions can take several minutes to run,
depending on the number of permissions that have been granted and the complexity
of your security model.

Click Calculate Effective Permissions to view all the effective permissions the
selected user has (at the time the data collection was taken) on the SQL Server
instance being audited.

Available tabs

The Effective Permissions tab contains server and database permission information
for the selected user. This includes the object names and types, the type of access
granted to the user, and who granted these permissions.

You can save the permissions information to an Excel spreadsheet or print the
permissions search. To save or print the permissions information, click the grid on the
top right section, and choose the appropriate option.
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View all audited servers

When you click the Audited SQL Servers tree in IDERA SQL Secure, on the right side
of the console you can review which instances of SQL Server or Azure SQL databases
are being audited by SQL Secure.

Explore Permissions Audited SQL Servers
- Audted S3L Servers Audted = -
4@ CHer2mD
1% B/25,2018 5:58:30 AM

Last Audit Audit Status

01E BRESE0. Warnngs

Audited SQL Servers

Server

Provides the name of the SQL Server instance.

Version

Provides the version of SQL Server that is running on each instance.

Last Audit

Provides the date and time when audit data was last collected for this instance.
Audit Status

Provides the status of the last snapshot taken for this instance.

Databases

According to the instance you select, you can its SQL Server or Azure SQL database
information.

Database
Provides the name of each database hosted on the selected instance.
Status

Provides the status of each database, such as whether the database is available or
offline.

Owner
Provides the name of the owner for each database.
Guest Enabled
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Indicates whether the guest account is enabled on the database.

On the top right section of each view, you have the following options:

+ Select Columns: A new window displays where you can select the columns you
want to display by checking the boxes.

« Group By Box: By clicking this option you can see a new section where you can
drag a column header and crater boxes ordered by this column, you can select
more than one column.

« Save: You can save the results on an Excel spreadsheet.

* Print: This option lets you print the results as a list.
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View single server summary

To view IDERA SQL Secure information related to a specific SQL Server, click the server
under the Audited SQL Servers tree, and on the right side of the console, SQL Secure
displays the respective server summary information. The Server Summary window
allows you to view the following:

+ SQL Server properties. SQL Server Properties displays the name of the instance,
the version and edition of the SQL Server being used, and the Windows
Operating System the SQL Server instance is operating on.

* Auditing status. On the right section of the Server Summary, the Auditing Status
displays the status of the last collection, the date and time of the next scheduled
collection, and basic statistics for the latest snapshot.

 Audit history. Audit History provides detailed information about your snapshot.
The table below describes the information displayed in this section.

Explore Permissions Server Summary: CH-SP2010 Hitle task: 8 d
- & Audted 531 Servers The wirdow ala»\em.lo-a;sw your audtad 50':_55'.\"5 alance and Audt History Batiics and nforration.
+- il R
S0L Server Properties Auditing Status
Server Name: CH-SP201D / o Los Audt Mtempt:  D20/2010 6:47.23 A1
Versicn: SAL Server 2012 %11 0.5058.0 Mot Schochdod Audt: 527216 30000 &M
Edilion: Entaprisa Ediion (S411) Last Succosdil Aol LOGINE B:47 23 MM
Windows 05: Memari W, Server 2012 A2 D) o e
w3 < eroaoft Windows Server 2012 A2 Dataoenter o Fvcnnde
Objects: 24521
iy R Sy ) Frminsies: 39313
\‘bi | : ‘ Databasss: 7
Logina: 26
-, Dlors Usar - ILmkm- L'hacrs Windows accounla
eﬁ ! | o+ it 03 controlled windows gous:
L
iatus Comments Basetnve - Obyects W
sming 61 3013
) 8292015 S5630AM  Wamings  Failed 3913

Information contained in Audit History

The following table describes the information displayed in each of the columns:

Item Description

Date The date when the snapshot was taken.

Time The time when the snapshot was taken.

Status The status of the snapshot (audit data collection).
Comments Description of any issues the collector encountered.
Baseline Whether or not the snapshot is marked as a baseline.
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Item Description

Objects The number of objects audited in the snapshot.
Permissions The number of permissions collected in the snapshot.
Logins The number of logins collected in the snapshot.

Windows Accounts The number of Windows accounts collected in the snapshot.
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View snapshot summary

The IDERA SQL Secure Snapshot Summary tab lists statistics and other information
about the selected snapshot. To access this information, expand the SQL Server for
which you want to see its snapshots and then select a specific Snapshot.

Each snapshot is a listing of permission settings on a SQL Server instance at a
particular point in time. Snapshots help you assess and manage your security settings.
This provides a powerful tool you can use to diagnose security problems and quickly
see where changes occur.

Hide tnsks |

Explore Permissions (EH:ER2010) 0 —
= -l Audeed SOL Serears Thes vandow aflows you to ssplone userand cbject pemisscns and view snapshot defarls
=i-i@ CH-SP2010 -
(] 8/29/2018 §:47.23AM [ IeheSnacsicltice Carfiaures Audd Setinas : Q o
-1 A25/2018 55830 AM - '

Snopshot Properties Audit Summary
/"\ Objects: 24501
LIRS Penmisions: 3913
Collection Time:  £/28/2018 £:47-21 AW e =
Duration: 25 seconds a0 =
Windows sccounts: 7
B : i 05 controlled --;u-s ouups |;
Comment: X \
Weak Possword Detection Enafled
The tabl= below contsns & compretensive list of Windows esers anc groups &t havs access (o thes SGL Server sither by 8 direct SQL Login or whented vis 2 group membership. Tell me
83 Windaws Accaunts (7] THare.
Wi s i7] £
heo | Doy 1 fecount al 7 Access |
& ' IDERAINFODEV duillalatos SCL Login
& NT AUTHORITY SHSTEM 50 Login
B NT Servies MESQLEERVER <0 Lagin

B | & M7 SERVICE RepartSarer
& | M7 SERVICE SOLSERVERAGENT
& | NT SERVICE SQUAriter

& ' NTSERVICE winmgmt

<0l Lagin
=CL Login
SGL Login
SCL Login

R Unaailable Dtabases (3]

F Filters (1]

The Snapshot Summary displays the following sections:

* Snapshot properties. Gives general information about the snapshot, the status,
the collection time, the duration, whether it is marked as a baseline snapshot or
not, and any additional comments.

* Audit Summary. Displays the main summary information retrieved by the
snapshot such as number of objects, permissions, databases, logins, windows
accounts, OS controlled windows groups, and whether Weak Password Detection
is enabled or not (Click here to enable/disable Weak Health Detection)

* Accounts. Windows accounts, OS Windows accounts, Suspect Windows
accounts, Suspect OS Windows accounts, Unavailable databases, and Filters.

@ Login counts may differ from what is displayed in SQL Server 2005 or later. This
count displays the number of Server Principles collected. In SQL Server 2005 or
later, Server Principles include Logins, Server Roles, and Certificates, while in
SQL Server 2000, principles include only Logins.
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Configuration before collecting snapshots

Before snapshots are taken, you must tell SQL Secure what permission data you
would like to collect and when you want SQL Secure to collect it.

You can specify these settings in Audited SQL Server Properties window that you can
access by clicking the Configure Audit Settings in the upper section of the Snapshot
Summary.

Permission Data

Configure the permission data that it is most important to you to be taken by the
snapshot.

To configure these settings, in the Audited SQL Server Properties window, select the
Filters tab, then specify those filters that will help you collect the data you need.

For more information about defining filters, go to Add Filter.
Snapshot schedule configuration

Snapshots capture security permission settings on SQL Server instances at configured
intervals. At the scheduled time, a SQL Secure job is executed and data is collected
from the SQL Server instance to the Repository database. This data set represents a
single snapshot and is accessed directly by the SQL Secure Console. SQL Secure allows
you to define when snapshots are taken.

You can specify these settings in the Schedule tab of the Audited SQL Server
Properties window.

For more information of how to change the schedule collection time, go to Schedule
snapshots.

© scheduling snapshots
Consider taking snapshots on a routine, scheduled basis. Because snapshots
are taken over time, they can be viewed to see when changes are made to user
or object permissions.

Grooming Snapshots

Snapshots are managed through the grooming process. Grooming allows you to
determine which snapshots should be deleted from the SQL Secure Repository. You
can schedule grooming to occur on a routine basis, ensuring you keep only the
snapshots you need. For more information, see Set Snapshot Grooming.

/\ Keep in mind
* Snapshots associated with saved assessments cannot be groomed.
* Snapshots that have been marked as baselines are not groomed
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Mark a snapshot as a baseline

Baseline snapshots are snapshots that will not be deleted in the grooming process. To
mark snapshots as baseline, you can right-click the snapshot and choose Mark as
Baseline.

When a snapshot should be marked Importance

as baseline

When you take your first snapshot To have a starting point to use to identify
changes to permissions over time

At the end of the month, quarter, or To track compliance to your database

year security policies

When you implement a new security To identify unwanted changes or issues
model with the new model

When you notice problems or To analyze the issue to correct problems
irregularities in permission settingsin ~ and change permissions settings
a snapshot

© Viewing which snapshot is marked as baseline
To view which snapshot is marked as baseline, click the respective SQL Server.
The Audit History section of the Server Summary properties displays a list of
all snapshots in this server where you can find a Baseline column that informs
you which snapshot is marked as a baseline and which ones are not.

Managing your snapshots

In addition to the setting above, you can perform the following actions with
Snapshots.

 Delete snapshots. Right-click the respective snapshot (from the Audited SQL
Servers tree or the Audit History of the Server Summary) and select Delete
Snapshot.

* Collect audit data manually. Select Take Snapshot Now from the upper
section of the Snapshot Summary or click the respective SQL Server, go to the
Snapshots menu, and click the same option.
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Resolve group names and group memberships across multiple
domains

Using a single account to resolve group names and enumerate group memberships
can be problematic when SQL Server grants permissions to accounts across multiple
externally trusted domains.

In this situation, the server account specified on the Audited SQL Server Properties
window should be an account that has been granted access to these external
domains. This can be accomplished by either setting up two-way trusts between the
account's domain and the external domains, or by creating pass-through accounts on
all the external domains.
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View Windows accounts in snapshot

The IDERA SQL Secure Windows Accounts tab lists the collected Active Directory
users and groups that have permissions on SQL Server objects such as database
tables. This tab also displays the associated domain, account name, type, and access
information for each account.

Difference between Windows and OS Windows accounts
Windows Accounts

Users and groups that have access to SQL Server objects, such as database tables,
either through association with a SQL login or permissions inherited from group
membership

OS Windows Accounts

Users and groups that have access to OS objects, such as registry keys or files, either
through direct permission assignment or group membership
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View OS Windows accounts in snapshot

The IDERA SQL Secure OS Windows Accounts tab lists the collected Active Directory
users and groups that have permissions on OS objects such as registry keys. This tab
also displays the associated domain, account name, type, and access information for
each account.

Difference between Windows and OS Windows accounts
Windows Accounts

Users and groups that have access to SQL Server objects, such as database tables,
either through association with a SQL login or permissions inherited from group
membership

OS Windows Accounts

Users and groups that have access to OS objects, such as registry keys or files,either
through direct permission assignment or group membership
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|dentify Suspect Windows Accounts

The IDERA SQL Secure Suspect Windows Accounts tab lists the Windows user
accounts about which SQL Secure was unable to retrieve information when the
snapshot was taken. Windows accounts are Active Directory users and groups that
have permissions on SQL Server objects.

For each suspect account, the following information is available:

Column Description
Domain Lists the domain the suspect account resides in
Account Lists the name of the account

Type Lists the type of account that is suspect

Additionally, in this tab you can set any of the following options available in the upper
right corner of this section:

Option Description

Show group Allows you to organize the list by the column headers
by box

Save as Excel  Allows you to save your suspect windows accounts list to an Excel
File file

Print Allows you to print out your list

© You can also click any column header and select to display All, Blanks, Non
Blanks, or filter Custom criteria. For more information on how to add
conditions to filter criteria for domain, click here.

When SQL Secure considers an account suspect

A Windows account is considered suspect when SQL Secure cannot validate the
account in Active Directory. Some common causes are:

* The user account has been deleted.

* The collection credentials do not have sufficient permissions to access Active
Directory.

+ A one-way trust exists between the domain of the collection credentials and the
domain of the Windows account.
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* The account is a well-known group, such as Everyone or Terminal Server User,
whose membership is hidden by Active Directory and therefore cannot be
collected.

© You can use a pass-through account to successfully collect Windows account
information when encountering one-way trusted domains. A pass-through
account is an account that has the same name and password as the account
specified for gathering group membership information. A pass-through
account does not require elevated Windows privileges in the trusted domain.
For more information, search for "pass-through account" on the Microsoft Help
and Support Web site (support.microsoft.com).
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|dentify suspect OS Windows accounts

The IDERA SQL Secure Suspect OS Windows Accounts tab lists the Windows user
accounts about which SQL Secure was unable to retrieve information when the
snapshot was taken. OS Windows accounts are Active Directory users and groups that
have permissions on OS objects such as registry keys.

For each suspect account, the following information is available:

Column Description
Domain Lists the domain the suspect account resides in
Account Lists the name of the account

Type Lists the type of account that is suspect

You can set one of the following options:

Option Description

Group By Allows you to organize the list by the column headers

Save as Excel Allows you to save your suspect windows accounts list to an
File Excel file

Print Allows you to print out your list

©@ You can also click any column header and select to display All, Blanks, Non
Blanks, or filter Custom criteria. For more information on how to add
conditions to filter criteria for domain, click here.

When SQL Secure considers an account suspect

An OS Windows account is considered suspect when SQL Secure cannot validate the
account in Active Directory. Some common causes are:

* The user account has been deleted

+ The collection credentials do not have sufficient permissions to access Active
Directory

« A one-way trust exists between the domain of the collection credentials and the
domain of the Windows account

« The account is a well-known group, such as Everyone or Terminal Server User,
whose membership is hidden by Active Directory and therefore cannot be
collected
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© You can use a pass-through account to successfully collect Windows account
information when encountering one-way trusted domains. A pass-through
account is an account that has the same name and password as the account
specified for gathering group membership information. A pass-through
account does not require elevated Windows privileges in the trusted domain.
For more information, search for "pass-through account" on the Microsoft Help
and Support Web site (support.microsoft.com).
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|dentify unavailable databases

The IDERA SQL Secure Unavailable Databases tab lists the databases about which
SQL Secure was unable to collect SQL Server security data.

SQL Secure displays one of the following status messages for each database listed:

Status Message Description

Database is loading or ~ SQL Secure is unable to audit the database because it is
exclusively locked either being backed up or has been otherwise locked.
Suspect SQL Secure is unable to report any data on the database.
Not Accessible SQL Secure is unable to access the database. This could

be because the database has been moved or deleted.

You can use any of the following options available in the upper corner of this section:

Option Description
Show group by This button allows you to organize the list by the column
box headers

Save as Excel File  This button allows you to save your suspect windows accounts
list to an Excel file

Print This button allows you to print out your list
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The IDERA SQL Secure Filter tab lists the collection filters that SQL Secure uses to
collect audit data from your registered SQL Server instances and to create a snapshot.
Each filter rule defines which data, such as permissions on user tables in a specific
database, is collected and included in this snapshot. For more information about how
filters work, see Use Filters to Specify which Data is Collected.
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View snapshot properties

The IDERA SQL Secure Snapshot Properties window contains detailed information
about your snapshot, including:

« Date and time audit data was collected, and the status.

* Collection statistics.

* How audit data was filtered during collection.

« Listing of any suspect Windows accounts or unavailable databases.
Snapshot Properties - 8/29/2018 &:47:23 AM

3 F )
l\ﬁé 1 View properties of thiz snapshot

Filters  Suspect Windows Accounts  Unavailable Databases

General

Start time: 8/29/2018 6:47:23 AM Duration (hh:mm:ss.me); | 00:00:25. 7500000
Status: Failed to load file pemmissions for target SGL Server and Failed to load file pemissions for SQ...
Wersion: 3.2.0.306

Baseline
Is baseline: | No

Comment:

Callection statistics
Objects: 24621 Pemissions: 3513

Logins: 25 Windows group members: |7

WelHinown Windows groups:

Suspect Windows Accounts: 0 Unavailable Databases:

| Close || Help |

Access the Snapshot Properties window

You can access the Snapshot Properties window by right-clicking a snapshot of the
respective SQL Server under the Audited SQL Servers tree of the Explore Permissions
view.

You can also access this window by clicking the relevant SQL Server, going to the Audit
History section of the Server Summary, and right-clicking the respective Snapshot.
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Assess Your Security Model

The IDERA SQL Secure Security Summary view allows you to check the status of your
security policies at the enterprise and SQL Server instance levels. This view includes
the overall policy status, a security report card that lists security risks, the settings of
each of your SQL Server instances, and the associated user accounts.

Information available at the enterprise level

To view the Security Summary view at the enterprise-level, make sure you click All
Servers in the Policy tree. This view includes the following enterprise-level
information:

Summary tab
Policy Status

Displays the number of security risks associated with the selected policy and a
break down of the risk levels.

Enterprise Security Report Card

Displays the risks found on all SQL Server instances assigned to the selected
policy.
Server Summary

Displays the summary of SQL Servers included in the selected policy with statistics
of the number of High, Medium, and Low Risks.

Settings tab

Allows you to view and compare general and security-related settings across your
SQL Server instances.

Users tab

Lists the user accounts and account settings for the SQL Server instances assigned
to the selected policy.

Information available the server level

To view the Security Summary view at a server-level, make sure you click the
respective SQL Server in the left tree. This view includes the following server-level
information:

Summary tab
Server Status
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Displays the number of security risks found by your policy on the selected
SQL Server instance.

Server Security Report Card

Displays all risks discovered on a specific SQL Server instance assigned to the
selected policy.

SQL Server Info

Displays the main information of the selected SQL Server such as name, when last
data was collected, version, edition, and Windows OS.

Settings tab
Lists the general and security-related settings for your SQL Server instance.
Users tab

Lists the user accounts and account settings for the associated SQL Server
instance.
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Analyze enterprise security

The IDERA SQL Secure Enterprise Security Summary displays the status of your
security policies at the enterprise level. By default, SQL Secure displays the All Servers
policy assessment.

@ By default, the All Servers policy enforces the IDERA Level 2 - Balanced
template. For more information, see how policy templates can help you achieve
your SQL Server security goals.

To see the Enterprise Security Summary for a specific policy, select the policy from
the Policies tree on the Security Summary view.
The following information is available from the Enterprise Security Summary:

 Enterprise Security Report Card
« Enterprise Security Settings
« Enterprise Security Users
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View Enterprise Report Card

Through the IDERA SQL Secure Security Summary view you can see the Enterprise
Report Card for a selected policy. For this purpose click the respective policy in the
Policies tree and in the Summary tab you can see this report card.

Idera SOL Secure - Connected To Repository SSIPANI-L2\50L2014

Fle Edit View Esplore  Snapshots Tools

Ralu 8102 80 E @
Security Summary (All Servers
Policies W summary

g\ehnesmrsmssw; @ @ | " @ Eii &i_ \@ éﬂ Q :}1 E_.EI i’

Help

Use most current data

Crestea  Edit  SaveasNew  Compare Register ImportSQL  Configure Takea Explore Explore Explore  View Change
Policy Seitings Assessment Assessments || aSever  Servers  AuditSettings Snapshot || Users  Roles Objects Reports || Settings
Policy Status Enterprise Security Report Card
12 High Risk of 26 O 35 Security Checks - 50 Risks {12 Highs. 8 Mediums and 30 Lows
Risk ¥ |Security Check Findings -
< >
. o 4 B Medum Fisk ot 17 88 Bl O Backup Encryption (Native) 1 High Risk
Servers in Policy | /e MLl @) Centificate private keys were never exported 3 High Risks
=@ Al Severs = @  Encryption Methods 3 High Risks
f@ AUT-SQLBI10 30 Low Fisk of 52 . - e
@ ALT-SaLCI001 w — AL TENGN @ Public Role Has Permissions on User Database Objects 1 High Risk
i@ ALT-SQLOM-2003 @  PublicServer Rale Has Permissions 3 High Risks
-@ AUT-SQLDM-OD4 At Dinim Selection $icoi @  saiccount Not Disabled 3 High Risks
{@ AUT-SQLDM-DDS Use most curent datz @  saAccount Not Disabled Or Renamed 3 High Risks
g AUT-5QLOM-ACCOL o €@  50LJob permissions 1 High Risk
AUT-SQLSAFE008 Description: = Auditing
(@ SSIPANLZASGLZ014 Global security checks that should be ©  5QLlobsand Agent 3 Highitsc
performed on all SQL Servers; based onthe @ SO Server SYSADMIN accounts 1 High Risk
fitn: i - Bt B tipalcy ATV CEl @ Symmetric key 1 High Risk

e

B T T | L Security Check: Backup Ei tion (Native)
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| Security Summary ' :
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" AUT-SCLBI-110 77 25 (PRSI (Risk Level: High :
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==| Reports

o7 M SOL Secu
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Assess & audit security risks and access rights

The Enterprise Security Report Card lists the security check findings for all SQL
Server instances that have been assigned to the selected policy.

The default view of the Enterprise Security Report Card displays all the associated
security findings, from highest to lowest risk, as configured in your policy. You can
select security risk categories along the left side of the report card to filter the report
card accordingly.

The Enterprise Security Report Card lists the number of security check violations
found along with the level of risks associated with these findings. This status includes
findings for all servers associated with the selected policy.

©@ You can choose which columns to display on this list, group by columns, save
the information, and print it, by going to the menu grid located on the top right
section.

In addition to the Summary tab, the following tabs can provide detailed information
on the associated risks:

Settings
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The Settings tab lists the detailed SQL Server settings associated with the
SQL Server instances assigned to your policy. On the top right section you can
select between two view options, By Setting or By Server.

Users

The Users tab lists the security settings of the SQL Server logins and Windows
accounts associated with the SQL Server instances assigned to your policy.
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View settings across all servers

The IDERA SQL Secure Security Summary view allows you to see the Settings for a

selected policy. For this purpose click the respective policy in the Policies tree, then go
to the Settings tab.

Idera S0 Secure -Coméded To Repasitary CH-5P2010

FFE
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@ A Servers

-4 CI5 for S0L Server 2000
21 Draft Asseesmenis

@29 a8 @ » 480 g 3

T At 2 ||| Creme=a Edic Ragister v Cenfigure Takea Ellplnrz Bxplore Bwplore Wiew Change
=1 [ Pusbshed fosssaments ] IJI‘JIES?IIF.\QS Snapshot Users _ Roles Oh?tt.s Repors
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Assess B audit security risks and access rights

The Settings tab lists the security settings collected for all SQL Server instances
associated with this policy. By default, SQL Secure sorts this data By Setting which you
can change to By Server in the grid menu bar located on the top right section.

When you double-click a specific SQL Server instance from the Servers in Policy tree,
SQL Secure displays the individual Settings tab for the selected instance.

© You can choose which columns to display on this list, group by columns, save

the information, and print it, by going to the menu grid located on the top right
section.
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View user security across all servers

The IDERA SQL Secure Security Summary view allows you to see the Users for a

selected policy. For this purpose click the respective policy in the Policies tree, then go
to the Users tab.
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Assess B audit security risks and access rights

The Users tab allows you to view all the user accounts associated with the SQL Server
instances assigned to the selected policy.

© You can right-click on a particular user account row and select Show
Permissions to explore user permissions and see more detailed security
information about the selected account.

Information displayed on the Users tab

You can filter user information according the login type along the left side of the Users
list, after you select a login category (Windows Users and Groups, Azure AD Users and
Groups, SQL Logins, and All Logins), you can see the following information:

Login Name

The full login name of the associated account
SQL Server

Name of the SQL Server instance the login is associated with
Type
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Login permission type (Windows Group or SQL Login)

Server Access

Whether or not the user has access on the SQL Server instance
Server Deny

Whether or not the user is denied access to the SQL Server instance
Disabled

Whether or not the user account is disabled
Expiration Checked

Whether or not the password expiration is checked
Policy Checked

Whether or not the associated policy is checked for this user account
Password Health

Whether or not the password associated with the account is considered weak. You
can configure how SQL Secure detects weak passwords. Possible password health
states include:

Password What it means
health state

Blank The password for this login is either blank or null, which means
no password is required for authentication or successful
connection to databases hosted by your audited SQL Server

instances.

Matches login The password for this login matches the name of the login.

name

N/A The password for this login was not checked, most likely because
the login is a Windows user account.

OK This login most likely has a strong password because the
password does not match any of the words and phrases in the
Default Weak Passwords list or the additional and custom
passwords you specified.

Weak The password for this login matches one or more of the words

and phrases in the Default Weak Passwords list or the additional
and custom passwords you specified.
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The database that this login connects to and queries when no other database is

specified
Default Language

The language that is set as the default for the user account

© You can choose which columns to display on this list, group by columns, save
the information, and print it, by going to the menu grid located on the top right

section.
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Analyze server security

The IDERA SQL Secure Security Summary view displays the status of your security
policies at the instance level. To see the Server Security Summary for a policy, expand
the corresponding policy node in Servers in Policy tree, and then select the target
SQL Server instance.

The following tabs are available from the Server Security Summary:

» Server Security Report Card
* Server Security Settings
* Server Security Users
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View Server Report Card

To view the IDERA SQL Secure Server Security Report Card for a specific SQL Server
instance, go to the Security Summary view, and then select the respective instance
from the Servers in Policy tree, SQL Secure displays this report card in the Summary
tab.

The Server Security Report Card lists the security checks evaluated for the selected
SQL Server instance.

The default view of this report card displays all the associated security findings, from
highest to lowest risk, as configured in your policy. You can select security risk
categories along the left side of the report card to filter the report card accordingly.

The Server Status section lists the number of security check violations found along
with the level of risk associated with these findings. This status reflects the findings for
the selected instance only.

The SQL Server Info section displays the most important information for the selected
instance like the time when the audit data was collected, the version, edition, and
Windows OS on the respective instance.

© You can choose which columns to display on this list, group by columns, save
the information, and print it, by going to the menu grid located on the top right
section.

Get more information on discovered risks

The following tabs of SQL Secure can provide detailed information on the associated
risks:

Settings

The Settings tab lists the detailed SQL Server settings associated with the selected
SQL Server instance.

Users

The Users tab lists the SQL Server logins and Windows accounts associated with the
SQL Server instance.
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View settings on this instance

To view the settings for a specific SQL Server instance in IDERA SQL Secure, go to
the Security Summary view, select the respective instance from the Servers in
Policy tree, then go to the Settings tab.

The Settings tab lists the security settings collected for the selected SQL Server
instance. By default, SQL Secure sorts this data By Setting name. To sort by instance
name, click By Server in the grid menu bar located in the upper right section.

©@ You can choose which columns to display on this list, group by columns, save

the information, and print it, by going to the menu grid located on the top right
section.
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View user security on this instance

To view the users for a specific SQL Server instance in IDERA SQL Secure, go to
the Security Summary view, select the respective instance from the Servers in
Policy tree, and then go to the Users tab.

The Users tab allows you to view all the user accounts associated with the selected
SQL Server instance.

@ You can right-click on a particular user account row and select Show
Permissions to explore user permissions and see more detailed security
information about the selected account.

You can filter user information according the login type along the left side of the Users
list, after you select a login category (Windows Users and Groups, SQL Logins, and All
Logins), you can see the following information:

Login Name
The full login name of the associated account
Type

Type of login (SQL Login, Windows User, Windows Group, and Certificate Mapped
Login)

Server Access

Whether or not the user has access on the SQL Server instance
Server Deny

Whether or not the user has denied access to the SQL Server instance
Disabled

Whether or not the user account is disabled
Expiration Checked

Whether or not the password expiration is checked
Policy Checked

Whether or not the associated policy is checked for this user account
Password Health

Whether or not the password associated with the account is considered weak. You
can configure how SQL Secure detects weak passwords. Possible password health
states include:
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What it means

The password for this login is either blank or null, which means
no password is required for authentication or successful
connection to databases hosted by your audited SQL Server
instances.

The password for this login matches the name of the login.

The password for this login was not checked, most likely because
either the login is a Windows user account or weak password
detection is disabled.

This login most likely has a strong password because the
password does not match any of the words and phrases in the
Default Weak Passwords list or the additional and custom
passwords you specified.

The password for this login matches one or more of the words
and phrases in the Default Weak Passwords list or the additional
and custom passwords you specified.

The language that is set as the default for the user account

Default Database

The database that this login connects to and queries when no other database is

specified

© You can choose which columns to display on this list, group by columns, save
the information, and print it, by going to the menu grid located on the top right

section.
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Define policies for custom assessments

Policies are security standards implemented to monitor specific risks on one or more
SQL Server instances. IDERA SQL Secure uses policies to assess your SQL Server
security models by performing specific security checks. Each security check has a
default value and associated risk level based on known industry regulations and best-
practices. You can add, remove, or edit security checks in any policy.

Once a policy is configured, SQL Secure examines your audit data and displays any
found risks in the Security Summary view. You can create multiple security policies,
allowing you the flexibility to have several different standards that cover the varying
security needs of your environment. Consider using the built-in policy templates to
create policies that enforce industry standards and best-practice security guidelines.

@ You can configure SQL Secure to send email notifications as security risks are
found. For example, you can receive notifications when high and medium risks
are found. For more information, see Email Notifications.

You can perform the following actions:

* Create Policies
« Edit Policy Settings
 Import Policies
« Export Policies
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Use policy templates to harden your security model

You can use the IDERA and industry standard policy templates built in to IDERA SQL
Secure to further harden your SQL Server security model. By creating policies from
these templates, you can enforce consistent security settings across your enterprise
and proactively assess when and where vulnerabilities exist. You can also customize
new policies based on these templates to further address your specific security needs.

Consider using policy templates when you:

* Must enforce an industry standard such as CIS, SRR, HIPAA, or PCI
* Need a more robust and comprehensive assessment of your security model than
what Microsoft Best Practices can offer

Available templates

IDERA Level 1 - Basic Protection

Establishes a realistic entry-level baseline for SQL Server and Azure SQL databases
whose third-party applications do not interface with the World Wide Web. This
template enforces MSBPA guidelines as well as additional security checks for
logins, permissions, and other vulnerabilities.

IDERA Level 2 - Balanced Protection

Establishes a more secure baseline for production SQL Server and Azure SQL
databases that are configured to support external connectivity while protecting
against the most popular intrusion tactics. This template combines the CIS and
MSBPA guidelines as well as additional security checks for permissions,
configurations, and other vulnerabilities.

IDERA Level 3 - Strong Protection

Enables the maximum security checks for mission-critical SQL Server and Azure
SQL databases that support Web-based, B2B, B2C, or external clients to prevent
unauthorized disclosure and data tampering. This template combines IDERA Level
2 and the DISA guidelines with SRR regulations. Also included are additional
security checks for auditing, permissions, surface area configurations, and other
vulnerabilities.

CIS for SQL Server 2000

Enforces security check settings derived from the Center for Internet Security -
Security Configuration Benchmark for Microsoft SQL Server 2000, V 1.0,
December, 2005.

CIS for SQL Server 2005
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Enforces security check settings derived from the Center for Internet Security -
Security Configuration Benchmark for Microsoft SQL Server 2005, V 2.0, January
12th, 2010.

CIS for SQL Server 2008

Enforces security check settings derived from the Center for Internet Security -
Security Configuration Benchmark for Microsoft SQL Server 2008, V 2.0, January
12th, 2010.

CIS for SQL Server 2008 R2

Enforces security check settings derived from the Center for Internet Security -
Security Configuration Benchmark for Microsoft SQL Server 2008 R2, v 1.4.0
September 30, 2016.

CIS for SQL Server 2012

Enforces security check settings derived from the Center for Internet Security -
Security Configuration Benchmark for Microsoft SQL Server 2012, v. 1.3.0,
September 30, 2016.

CIS for SQL Server 2014

Enforces security check settings derived from the Center for Internet Security -
Security Configuration Benchmark for Microsoft SQL Server 2014, v. 1.2.0,
September 30, 2016.

CIS for SQL Server 2016

Enforces security check settings derived from the Center for Internet Security -
Security Configuration Benchmark for Microsoft SQL Server 2016, v. 1.0.0, August
17,2017.

HIPAA Guidelines for SQL Server

Leverages the Health Insurance Portability and Accountability Act (HIPAA)
guideline as well as the Department of Defense Database Security Technical
Implementation Guide (STIG) version 8 release 1.7. These guidelines target
conditions that undermine the integrity of security, contribute to inefficient
security operations and administration, or may lead to interruption of production
operations for health information that resides on Microsoft SQL Server.

MS Best Practices Analyzer

Enforces security check settings derived from the Microsoft SQL Server 2005 Best
Practices Analyzer Security Recommendations.

PCI-DSS Guidelines for SQL Server

Enforces security check settings derived from the Payment Card Industry (PCl) v3.0
guideline. This guideline leverages the SQL Server Database Security Readiness
Review (SRR) and targets conditions that undermine the integrity of security,
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contribute to ineficient security operations and administration, or may lead to
interruption of production operations.

SNAC for SQL 2000

Enforces security check settings derived from the Guide to the Secure
Configuration and Administration of Microsoft SQL Server 2000, Network
Applications Team of the Systems and Network Attack Center (SNAC).

SRR Checklist for SQL Server 2000

Enforces security check settings derived from the DISA for a security readiness
review (SRR) of a Microsoft SQL Server RDBMS installed in a Windows NT or
Windows 2000 host operation system environment.

SRR Checklist for SQL Server 2005 or later

Enforces security check settings derived from the Database Security Readiness
Review (SRR) of a Microsoft SQL Server RDBMS based on checks in V8 R1.7 27
August 2010. This SRR targets conditions the undermine the integrity of security,
contribute to inefficient security operations and administration, and may lead to
interruption of production operations. This version can also be applied to

SQL Server 2008 and later.

DISA-NIST STIG for SQL Server 2012

Enforces security check settings derived from the Defense Information Systems
Agency (DISA) National Institute of Standars and technology (NIST) - SQL Server
2012 STIG Version 1, Release 15, April 28, 2017

DISA-NIST STIG for SQL Server 2014

Enforces security check settings derived from the Defense Information Systems
Agency (DISA) National Institute of Standars and technology (NIST) - SQL Server
2014 Instance STIG Version 1, Release 6, April 28, 2017

NERC Critical Infrastructure Protection

Enforces security check settings derived from the North American Electric
Reliability Corporation (NERC) Critical Infrastructure protection

SOX Section 404

Enforces security check settings derived from the Sarbanes-Oxley (SOX) Section
404

Select a template

Use the industry standard policy templates, such as the CIS for SQL Server 2005
template, when your environment needs to meet the exact security criteria defined by
that regulatory organization. However, your environment may contain SQL Server
instances that only need to follow your corporate security policies. In those cases, you
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can create new or enhance existing corporate policies based on the built-in IDERA
security level templates.

The IDERA Level 1, Level 2, and Level 3 templates allow you to mature your SQL Server
security model over time, graduating from a solid baseline to an intermediate level to
a more advanced and hardened approach. Each level is based on regulatory models
and industry best-practices as well as additional security checks that identify
vulnerabilities other standards do not address. The default All Servers policy enforces
the IDERA Level 2 - Balanced template.

Use the following table to determine which IDERA security level template fits your
current security needs and how your environment fits into the overall security
maturation model.

IDERA Maturati Security Typesof Typesof Regulato Unique

Level on Level Level SQL Serv  Business ry Model Security
er Checks
Instance
s
1-Basic  Beginner Baseline  Test, Services MSBPA + SA
Protectio developm internal plus accou
n ent, and groups by additiona nt has
low-risk hosting | checks blank
productio data for passw
n third- ord
instances  party + Any
applicatio SQL
ns and Server
does not login
require has
connectio blank
ns to passw
external ord
clients *+ Public
server
role
has
been
grante
d
permis
sions
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Add new policy

The Create Policy wizard allows you to add a custom policy to IDERA SQL Secure. As a
part of this wizard, you will name the policy, select the security checks and their
associated risk levels, assign the SQL Server instances you want to assess, and specify
additional internal review notes to include in the Risk Assessment report. When you
create a policy, you can choose one of the built-in templates based on known industry
regulations and best-practices.

To open the Create Policy wizard, click Create a Policy on the Policy Actions ribbons
of any of the tabs of the Security Summary view.

@ Individual SQL Server instances can belong to multiple security policies. For
more information on adding SQL Server instances to a policy, see Assign SQL
Servers to Policy.

When you open the Create Policy wizard you need to configure the following actions:

* Select policy template

* Specify policy properties

* Select Security Checks

* Assign SQL Servers to policy
 Enter internal review notes
* Review policy summary

How policies work

By default, SQL Secure assesses the latest audit data for each SQL Server instance,
using the policy's security check criteria to identify issues. You can also choose to
assess audit data from a historical point in time.

Review the policy assessment in the following ways:
Security Summary

The Enterprise and Server Security Summary displays the results of your
policy assessments.

Reports

You can run reports, such as the Risk Assessment report, on the policy or on
specific SQL Server instances.

Email Notifications

You can configure email notifications to be sent, at each scheduled snapshot,
when security risks are encountered.
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Select policy template

When you open the Create Policy wizard in IDERA SQL Secure, the Welcome window
of this wizard opens, click Next to access the first section: Select the Policy
Template.

s

BE

SQL Secure Create Policy

Welcome to the SQL Secure New Policy Wizard

This wizard allows you to add & Policy to SQL Secure. With this
wizard you will:

Specify the Policy Name

Speciythe Policy Description

Specify the security checks to assess with the Palicy
Select which SQL Server to assess with the Policy
Specify Intemal Review Notes for the Policy

To continue, click Next.

<Back || MNet> | [ Ganed | [ Hep |

The Select the Policy Template section allows you to choose between:

* Create a new policy
« Use existing policy template

SQL Secure Create Policy

=l

Select the Policy Template
Create a new policy or select a policy template.

O Create new policy

Creating a new policy lets you select which security checks you want to perform on specific SQL
Servers in your enterprise

Use existing policy template

Using a policy template lets you apply consistent, pre-configured security checks to multiple SQL
Servers across your enterprise. Tell me more

ool Tty Checks S Se:u:yngenchmamfur
@ @ CIS for SQL Server 2000 33 Microsoft SQL Server 2000, V 1.0, December,

[E cis for saL server 2005 45

[ cis for saL server 2008 51 s

[ ci1s for saL server 2008 R2 30

[ c1s for saL server 2012 35

[ c1s for saL server 2014 37

[E) 05 for sat server 2016 39

[ Disa-MST STIG for SQL Server 2012 29

[E) Disa-NIST STIG for SQL Server 2014 13

[E) HiPaa Guidlelines for SCL Server 83

[ iciars Loval 4 Bacic Denbactinn a7 il

< Back

| Ned> | [ Cancel | [ e
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Policy templates are boilerplate policies whose security check definitions reflect
known industry regulations and security best-practices. Although, you may choose to
start with a template, you can later add, edit, or remove security checks as needed.
For more information, see how policy templates can help you achieve your SQL Server
security goals.

You can also create policy templates by exporting configuration settings from a
specific policy to an XML file. Then, you can later reuse these settings by creating new
policies based on this template. For more information, see Import Policy.

Click Next to go to the Name the Policy section.
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The Name the Policy section allows you to give your policy a name and a description.
It is important to give your policies easily identifiable names and provide descriptions
that help you select the appropriate policy during audits. The policy name and
description can be changed later using the Policy Properties window.

Name the Policy

SQL Secure Create Policy

Specify a name and description for this new policy.

= T= |

@

15 for SQL Server 2000|

Center for Intemet Security - Benchmark for Microsoft SQL Server 2000, V 1.0, December, 2005

[ <Back | MNex> | [ Camcel | [ Heb |

Click Next to go to the Configure the Policy Section.
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Select security checks

The Configure the Policy section allows you the define the security checks this policy
should use to evaluate your audit data.

Security checks assess the vulnerability of specific Windows OS, SQL Server objects,
and Azure environments based on your criteria. Each policy has a predefined number
of enabled security checks, however the user can remove or add security checks in

this section.
— I:I-

F [ oWl Azure SOL Database

5QL Secure Create Policy

Configure the Policy
Specify which security checks you want this policy to perform.

Appropriate cryptographic modules have b...
Assembly host policy
Backup Encryption {Mative)
Backup Encryption [Mon-Mative)
Certificate private keys were never exported
Contained database authentication type
DAC Remote Access

V Dangerous Extended Stored Procedures (X..
Database Master Key encrypted by Service...
Database Master Keys Encrypted by Passwo...
Database roles and members
Dynamic Data Masking
Encryption Methods

-

Enabled MName - Display Settings
= Access (40 checks) E Name |A|wa1,rs Encrypted |
B e Description Determine whether always encryption is configured for ~

specified columns on SQL Server 2016 or later

Report Text Are specified columns using Always Encrypted to protect |
sensitive data on SQL 2016 or later?
W
External Cross |
Reference
Risk Level ® High
) Medium
O Low
Criteria

When enabled, this check will identify a risk if always encryption is not

configured for specified columns on SGL Server 2016 or later. Please specify in

[Server] [Database] [Schema].[Table]. [Column] format.

Uncheck All | | Import Settings..

‘ 2]

[ Edit.

| Remaove |

| <Back ||

Ned> | | Cancel

Hep |

The list of security checks is separated by the following groups according to the type of

evaluation they perform:

* Access Security Checks

* Auditing Security Checks

« Configuration Security Checks
« Data Integrity Security Checks
* Login Security Checks

* Permissions Security Checks

« Surface Area Security Checks
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@ Define criteria on the Security Checks that require it; otherwise, you cannot go
back nor continue with the creation of a policy.

/\ When security checks are setup for your policies, it is important that accurate
criteria is entered. For example, a typo in the Windows Operating System
Version metric criteria could cause erroneous findings.

After security checks are configured and your SQL Server instances are assigned to the

policy, you can view the assessment results on the Security Summary view and on
the Risk Assessment report.

In addition, you can configure email notifications to be sent out when a particular risk
level has been passed. For more information, see Configure Email Notifications.

Configure check settings

When you select security checks, you can configure the check settings on the right
side of this window. Below the Name and Description of the respective security check
you can find the following fields:

Report Text

This text displays on your policy reports, such as the Risk Assessment report.
By default, SQL Secure provides a report text question for each security check.
You can edit this question to better fit it to your audit reporting needs.

For example, the Protocols security check includes the report text "Are
unexpected Protocols enabled?". If unexpected protocols are enabled, the

report displays this question as well as the SQL Server instances on which the
vulnerability was found.

External Cross Reference

This field allows you to cross reference a security vulnerability included in your
report to a number or name contained in an external security standard, such
as a specific HIPAA regulation.

Risk Level

This option allows you to set the severity of the risk for this security check
finding. The risk level is important because it reflects how severe or risky a
particular security finding is for your environment, allowing you to further
customize security checks to meet your exact auditing needs. For example,
finding an enabled Guest account on one instance may be a high risk, but on
another instance it may be a low risk. The risk level also determines where the

corresponding security finding appears on the policy or assessment Report
Card and whether or not email notifications will be sent.

Criteria
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Some security checks allow you to configure the assessment criteria, such as
specific user accounts, stored procedures, or the login audit level. Text
entered in this field must use the exact spelling of the object being checked.
Use the option Edit and a new window opens where you can specify multiple
criteria items (one per line). To delete any previous specified criteria, click the
corresponding item, and then Remove.

I\ I criteria for security checks is entered incorrectly, it may fail to correctly
display its finding in the Report Card.

© Some security check criteria support using the percent wildcard character (%)
to specify objects whose names apply a naming convention. For example, to
specify all users whose logon starts with sql, enter the following syntax:
domain\sql%.

Even though you are creating a policy "from scratch”, SQL Secure has enabled several
common security checks you may need, to help you configure your policy quickly and
easily. These security checks are also included in the default All Servers policy. You
can add, edit, or disable any security check as needed.

@ By default, the All Servers policy enforces the Idera Level 2 - Balanced
template. For more information, see how policy templates can help you achieve
your SQL Server security goals.

The Import Settings option allows you to import security check definitions from
either a built-in policy template or an existing policy whose settings you previously
exported.

Click Next to go to the Assign SQL Servers to the Policy section.
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The Access Security Checks audit access and configuration for data access and
objects. These security checks take a look at data encryption, remote access, and
other object configurations that allows access to the data or object.

The Access Security Checks available on the Configure the Policy section are the

following:

Name

Always Encrypted

Appropriate cryptographic
modules have been used
to encrypt data.

Assembly host policy

Backup Encryption (Native)

Backup Encryption (Non-
Native)

Certificate private keys
were never exported

Contained database
authentication type

DAC Remote Access

Dangerous Extended
Stored Procedures (XSPs)

Description

Determine whether always encryption is configured
for specified columns on SQL Server 2016 or later.

Check all databases for appropriate encryption

algorithms.

Determine whether there are user defined assemblies
with host policy other than SAFE.

Determine whether native backup encryption was
configured on SQL Server 2014 or later.

Determine whether non-native backups were
configured on SQL Server 2008 or later.

Determine whether certificate private keys were not
exported.

Determine whether authentication type set to Mixed
mode with contained databases exists on instance.

Determine whether the Dedicated Administrator
Connection is available remotely.

Determine whether permissions have been granted
on dangerous Extended Stored Procedures (XSPs).
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Name

Database Master Key
encrypted by Service
Master Key

Description

Check for databases where the Database Master Key
is encrypted by Service Master Key. The Service
Master Key is the root of SQL Server's Encryption
Hierarchy. As such, there can only be one service
master key per SQL Server instance. The service
master key is used to protect (encrypt) other keys,
mainly the database master keys. It cannot be used
directly to encrypt data.



Name Description

Database Master Keys Returns Database Master Keys passwords that are

Encrypted by Password stored in credentials within the database. This is
simply a count of Database Master Keys, use the
family_guid value for each credential to check against
the backup file to identify the database the credential

is associated with.



Name Description

Database roles and Shows information about database roles and their
members members.



Name Description

Dynamic Data Masking Determine whether dynamic data masking is
configured for specified columns on SQL Server 2016

or later.



Name Description

Encryption Methods Determine whether there are encryption keys with
algorithms other than supported.



Name Description

Files On Drives Not Using Determine whether all SQL Server files are stored on
NTFS drives that use NTFS.



Name Description

Fixed Roles Assigned To Determine whether public or guest are members of
public Or guest any fixed database roles.



Name Description

Guest User Enabled Determine whether Guest user access is available on
the SQL Server.



Name Description

Linked server is running as  Determine whether linked servers are running as a
a member of sysadmin member of sysadmin group.

group



Name Description

NTFS Folder Level Determine whether NTFS folder level encryption is
Encryption configured for Windows folders.



Name Description

Operating System Version Determine whether the Operating System version is
at an acceptable level.



Name Description

Public role permissions Determine whether the public roles have permissions
to user defined objects.



Name Description

Remote Access Determine whether Remote Access is enabled on the
SQL Server.



Name Description

Required Administrative Determine whether the required administrative
Accounts Do Not Exist accounts exist on the SQL Server.



Name Description

Row-Level Security Determine whether row-level security is configured
for specified tables on SQL Server 2016 or later.



Name Description

Server roles and members  Shows information about server roles and their
members.



Name Description

Signed Objects Determine whether a digital signature has been
added to sepcified stored procedure, function,
assembly or trigger on SQL Server 2008 or later.



Name Description

SQL Job permissions Determine whether SQL Server Agent account or job
proxies are members of local Administrators group.



Name Description

SQL Jobs and Agent Determine whether job steps are running on behalf of
proxy account.



Name Description

SQL Server Browser Determine whether the SQL Server Browser is
Running running on the SQL Server.



Name Description

SQL Server database level Determine the encryption status of all databases in
encryption the instance.



Name Description

Startup Stored Procedures  Determine whether there are unapproved stored
procedures set to run at startup on the SQL Server.



Name Description

Startup Stored Procedures  Determine whether the "Scan for startup stored
Enabled procedures" configuration option has been enabled

on the SQL Server.



Name Description

Startup Stored Procedures  Determine whether startup stored procedures can be
permissions run or are owned by accounts without sysadmin
permissions.



Name Description

Stored Procedures Determine whether user stored procedures are
Encrypted encrypted on the SQL Server.



Name Description

Symmetric key Determine whether master, msdb, model or tempdb
have user-created symmetric keys.



Name Description

Symmetric Keys Not Lists all symmetric keys in a database that are not the
Encrypted with a Certificate database master key and are encrypted by either
password or another symmetric key.



Name Description

Sysadmins Own Determine whether any trustworthy databases are
Trustworthy Databases owned by system administrators on SQL Server 2005
or later.



Name Description

Transparent Data Determine whether transparent data encryption is
Encryption configured for any databases on SQL Server 2008 or
later.



Name Description

Unacceptable Database Determine whether if a database is found with an
Ownership unacceptable owner.



Name Description

User Defined Extended Determine whether unapproved user-defined
Stored Procedures (XSPs) Extended Stored Procedures (XSPs) exist.
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The Auditing Security Checks take a look at auditing configuration for SQL Server
databases and instances to ensure logs and events are running and properly setup.

The Auditing Security Checks available on the Configure the Policy section are the

following:

Name

C2 Audit Trace Enabled

DISA Audit Configuration

Implement Change Data
Capture

Login Audit Level

SQL Server Audit is
Configured for Logins

Description

Determine whether C2 Audit Trace is enabled on the
SQL Server.

The DISA/NIST specifications require a specific SQL
Server trace to exist for auditing SQL Server use.
Check to see if there are any traces outside of the
existing default trace. Audit specification for DISA
tracking to be used in place of a trace if trace does not
exist.

List databases that have Change Data Capture
enabled.

Determine whether the SQL Server login auditing
configuration is acceptable.

SQL Server Audit is configured to record both failed
and successful logins. This check is only valid for
Enterprise Edition SQL Server 2008 R2 and above.
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The Configuration Security Checks analyze the configuration and settings of the
database, instance, or server in the policy.

The Configuration Security Checks available on the Configure the Policy section are
the following:

Name

Analysis Services Running

Asymmetric Key Size

Auto_Close set for
contained databases

Backups compliance with
RTO and RPO requirements

BUILTIN/Administrators Is
sysadmin
CLR Enabled

Common criteria
compliance

Data Files On System Drive

Database-level Firewall
Rules

Databases Are Trustworthy

Description

Determine whether Analysis Services (OLAP) is
running on the SQL Server.

Check to verify that the encryption key length for
asymmetric keys is 2048 bits and above. It is
recommended that asymmetric keys are not created
in the system databases (master, model, msdb, and
tempdb).

Check to see if Auto_Close is set for contained
databases. Auto_close should be set to OFF for these
databases.

Check for most recent backups and validate that they
are in compliance with Recovery Point Objective (RPO)
and Recovery Time Objective (RTO) policies.

Determine whether BUILTIN/Administrators is a
member of the sysadmin fixed server role.

Determine whether the CLR is Enabled on the server.

Determine whether the Common criteria compliance
is enabled.

Determine whether data files exist on the system
drive.

Determine whether unapproved database-level
firewall rules have been configured on Azure SQL
Database.

Determine whether any unapproved databases are
trustworthy on SQL Server 2005 or later.
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Name Description

Default Trace Enabled Determine whether the Default Trace Enabled on the
server.



Name Description

Full-Text Search Running Determine whether Full-Text Search is running on the
SQL Server.



Name Description

Hide Instance Option is set  Hidelnstance' determines whether or not the SQL
instance can be discovered by the SQL Server Browser
service. Check examines registry setting for
'Hidelnstance'. If 1, the instance is hidden.



Name Description

Integration Services Determine whether permissions have been granted
on Integration Services stored procedures.



Name Description

Linked servers are Determine whether linked servers are configured.
configured



Name Description

Max Number of concurrent Determine maximum number of allowed concurrent
sessions sessions.



Name Description

Maximum number of error Determine whether the Maximum number of error
log files log files is more than 11.



Name Description

Ole automation Determine whether the Ole automation procedures
procedures are enabled.



Name Description

Other General Domain Determine whether general domain accounts added
Accounts to the instance.



Name Description

Replication Enabled Determine whether replication is enabled on the SQL
Server.



Name Description

sa Account Not Disabled Determine whether the SQL Server sa account has
been disabled on SQL Server 2005 or later.



Name Description

sa Account Not Disabled Or Determine whether the SQL Server sa account has
Renamed been disabled or renamed on SQL Server 2005 or
later.



Name Description

Sample Databases Exist Determine whether sample databases exist on the
SQL Server.



Name Description

Server Is Domain Determine whether the Server is a domain controller.
Controller



Name Description

Server-level Firewall Rules Determine whether unapproved server-level firewall
rules have been configured on Azure SQL Database.



Name Description

Shutdown SQL Server on Determine if traces exist that will not cause SQL
Trace Failure Server to shut down if the trace encounters an error.



Name Description

SQL Agent Mail Determine whether the SQL Server Agent has been
configured to allow email.



Name Description

SQL Mail Or Database Mail  Determine whether SQL Mail or Database Mail has
Enabled been enabled on the SQL Server.



Name Description

SQL Server Installation Determine whether SQL Server installation directories
Directories On System are on the system drive.
Drive



Name Description

SQL Server Version Determine whether the SQL Server software is at an
acceptable minimum version.



Name Description

System Table Updates Determine whether the "Allow Updates to System
Tables" configuration option is enabled on SQL Server

2005 or later.



Name

Unauthorized Account
Check

Description

Determine whether unauthorized accounts have
sysadmin privileges on the SQL Server or has SoD
roles like "CONNECT ANY DATABASE", "IMPERSONATE
ANY LOGIN", "SELECT ALL USER SECURABLES", "ALTER
ANY COLUMN MASTER KEY", "ALTER ANY COLUMN
ENCRYPTION KEY", "VIEW ANY COLUMN MASTER KEY
DEFINITION", "VIEW ANY COLUMN ENCRYPTION KEY
DEFINITION", "ALTER ANY SECURITY POLICY", "ALTER
ANY MASK", "UNMASK".



Name Description

User created 'sa' account Ensure that a user account has not been created,
does not exist named 'SA'".



Name Description

VSS Writer Running Determine whether VSS Writer is running on the SQL
Server.



Name Description

xp_cmdshell Enabled Determine whether the xp_cmdshell extended stored
procedure is enabled on SQL Server 2005 or later.



Name Description

xp_cmdshell Proxy Account  Determine whether a Proxy Account is enabled on the
Exists SQL Server.
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Data Integrity Security Checks

The Data Integrity Security Checks monitor that SQL Secure data is not missing or out of

date.

The Data Integrity Security Checks available on the Configure the Policy section are the

following:

Name

Audit Data Is Stale

Baseline Data Not Being
Used

Snapshot May Be Missing
Data

Snapshot Not Found

Description

Determine whether the nearest snapshot collection
occurred within an acceptable timeframe from the
selected date

Determine whether all audit data for the selected
timeframe is from baseline snapshots

Determine whether all audit data for the selected
servers is complete and without warnings

Determine whether all servers in the policy have valid
audit data for the selected timeframe
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Login Security Checks ensure credentials from users and permissions, meet
organization's policy and alert if there are changes.

The Login Security Checks available on the Configure the Policy section are the

following:

Name

Active Directory Helper
Login Account Not
Acceptable

Analysis Services Login
Account Not Acceptable

Blank Passwords

DISTRIBUTOR_ADMIN
Login

Full-Text Search Login
Account Not Acceptable

Integration Services Login
Account Not Acceptable

Notification Services Login
Account Not Acceptable

Orphaned users

Reporting Services Login
Account Not Acceptable

sa Account Has Blank
Password

sa Account Not Using
Password Policy

Description

Determine whether the Active Directory Helper
account is acceptable

Determine whether the Analysis Services account is
acceptable

Determine whether any SQL Logins have blank
passwords

Determine whether DISTRIBUTOR_ADMIN account
should be deleted.

Determine whether the Full-Text Search Service
account is acceptable

Determine whether the Integration Services account
is acceptable

Determine whether the Notification Services account
is acceptable

Determine whether any orphaned users exist in
databases.

Determine whether the Reporting Services account is
acceptable

Determine whether the SQL Server sa account has a
blank password

Determine whether password policy is enforced on
the sa account
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Name Description

SQL Authentication Determine whether SQL Authentication is allowed on
Enabled the SQL Server



Name Description

SQL Logins not using Must  Ensure that all SQL Authentication Logins have the
Change 'must_change' option set to ON.



Name Description

SQL Logins Not Using Determine whether password expiration is enabled
Password Expiration for all SQL Logins



Name Description

SQL Logins Not Using Determine whether password policy is enforced on all
Password Policy SQL Logins



Name Description

SQL Server Agent Login Determine whether the SQL Server Agent Service
Account Not Acceptable account is acceptable



Name Description

SQL Server Browser Login Determine whether the SQL Server Browser Service
Account Not Acceptable account is acceptable



Name Description

SQL Server Service Login Determine whether the SQL Server Service account is
Account Not Acceptable acceptable



Name Description

SQL Server SYSADMIN Determine whether SQL SYSADMIN accounts that are
accounts in the local Administrator role for the physical server.



Name Description

Suspect Logins Determine whether suspect logins exist on the SQL
Server



Name Description

Unauthorized SQL Logins Determine whether unauthorized SQL Logins have
Exist been created on the SQL Server



Name Description

VSS Writer Login Account Determine whether the VSS Writer account is
Not Acceptable acceptable



Name Description

Weak Passwords Determine whether any SQL login passwords match
the login name or a list of common and restricted

passwords.
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Permission Security Checks control the permissions for objects and roles.

The Permissions Security Checks available on the Configure the Policy section are the
following:

Name

Agent Job Execution

ALTER TRACE Permission
Granted To Unauthorized
Users

CONTROL SERVER
Permission Granted To
Unauthorized Users

Database File Owners Not
Acceptable

Database File Permissions
Not Acceptable

Database Files Missing
Required Administrative
Permissions

Direct Access Permissions

Everyone Database File
Access

Everyone System Table
Access

Executable File Owners Not
Acceptable

Executable File Permissions
Not Acceptable

Description

Determine whether only administrators can execute
SQL Agent CmdExec Jobs

Determine whether unauthorized users have been
granted the ALTER TRACE permission on SQL Server
2005 or later

Determine whether unauthorized users have been
granted the CONTROL SERVER permission on SQL
Server 2005 or later

Determine whether SQL Server database files have
unapproved owners

Determine whether users have unapproved access to
SQL Server database files

Determine whether the required administrative
accounts have access to all database files

Check for logins that have had server level
permissions granted directly to them.

Determine whether the Everyone group has access to
SQL Server database files

Determine whether the Everyone group has read
access to system tables on the SQL Server

Determine whether SQL Server executable files have
unapproved owners

Determine whether users have unapproved access to
SQL Server executable files
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Name Description

Executable Files Missing Determine whether the required administrative
Required Administrative accounts have access to all executable files (any .exe
Permissions or .dll file)



Name Description

Integration Services Roles Determine whether dangerous security principals
Have Dangerous Security belong to any SQL Server Information Services (SSIS)
Principals database roles.



Name Description

Integration Services Roles Determine whether unapproved roles have been
Permissions Not granted permissions on an Integration Services stored

Acceptable procedure.



Name Description

Integration Services Users  Determine whether unapproved users have been
Permissions Not granted permissions on an Integration Services stored

Acceptable procedure.



Name Description

Limit Propagation of access Check for users that have
rights GRANT_WITH_GRANT_OPTION, as they can grant

those rights to other users.



Name Description

Public Database Role Has Determine whether the public database role has any
Permissions permissions



Name Description

Public Role Has Determine whether the public database role has been
Permissions on User granted permissions on user database objects.
Database Objects



Name Description

Public Server Role Has Determine whether the public server role has been
Permissions granted permissions



Name Description

Registry Key Owners Not Determine whether registry keys that can affect SQL
Acceptable Server security have unapproved owners



Name Description

Registry Key Permissions Determine whether users have unapproved access to
Not Acceptable registry keys



Name Description

Registry Keys Missing Determine whether the required administrative
Required Administrative accounts have access to all SQL Server registry keys
Permissions



Name Description

Sysadmins Own Databases Determine whether any databases are owned by a
system administrator
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Surface Area Security Checks

Surface area represents potential attack vector that can be compromised. The Surface
Area Security Checks examine the security settings for configurations and
components on the database and instance to reduce the surface area vector.

The Surface Area Security Checks available on the Configure the Policy section are the

following:

Name

Ad Hoc Distributed Queries
Enabled

Common TCP Port Used
Cross Database Ownership
Chaining Enabled

Integration Services
Running

Notification Services
Running

Reporting Services Running
SQL Server Agent Running
SQL Server Browser

Running

Unapproved Protocols

Description

Check if Ad Hoc Distributed Queries is enabled. If
configured_value is 1, then SQL Server will enable the
configuration on startup. If value_in_use is 1, it is
currently enabled.

Determine whether TCP is using a common port on
the SQL Server

Determine whether Cross Database Ownership
Chaining is enabled on the SQL Server

Determine whether Integration Services is running on
the SQL Server

Determine whether Notification Services is running
on the SQL Server

Determine whether Microsoft Reporting Services is
running on the SQL Server

Determine whether the SQL Server Agent is running
on the SQL Server

Determine whether the SQL Server is hidden from
client computers

Determine whether unapproved protocols are
enabled on the SQL Server
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Assign SQL Servers to Policy

The Assign SQL Servers to the Policy window allows you to choose the registered
SQL Server instances you want to audit and add them to the policy you are creating.
Each registered SQL Server instance can belong to multiple policies.

SQL Secure Create Policy = = -
Assign SAL Servers to the Policy (7
Specify which SGL Server instances you want to audit with this policy.
Select SQL Servers to include in this Policy
() All SQL Server Instances (O Al SQL Server 2008 Instances (O Al SQL Server 2017 Instances
O All SQL Server 2000 Instances (® Al SQL Server 2012 Instances () Al Azure SGL Database
() All SGL Server 2005 Instances (O Ml SQL Server 2014 Instances
() Select SQL Server Instances
Audited SQL Server
| <Back || Net> | | Cancel | | Hep |

To select SQL Server instances you can select from the options that group SQL Server

versions or choose Select SQL Server instances and check those specific instances
you want to include.

© You can use Audited SQL Servers tab of the Policy Properties window to

change which instances belong to this policy. For more information,
see Audited SQL Servers.

Click Next to go to the Internal Review Notes
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Enter Internal Review Notes

Use the Internal Review Notes section to specify text or questions that IDERA SQL

Secure should include in your Risk Assessment and Assessment Comparison reports.
These notes can serve as a questionnaire to be used for manually gathering additional

data that may be required in your assessment.

Text can be added tfyour security assessment report to enable manually gathering data and reporting it in one comprehensive place. Enter an optional
title and additional text¥or your repart here.

Title

1S Interview Checks|

Benchmark for Micresoft SQL. Server 2000, Version 1.0, December, 2005

m| >

1.1 Physical security Place the 51, Server in an area where it will be physically secure.
Place the server where only authorized perscnnel can obtain access.

1.3 5QL, Servers accessed via Internat
If the 5L, Server is being accessed via the Internet, place the S, Server inside a [JMZ with the \Web Server.

1.4 50l Servers accessed via Internet - Put 2 firewall between your server and the Internst.

In & multi-tier environment, use multiple firewalls to create more secure screened subnets. Consider separating \Web logic and business logic
onto separate computers,

1.5 |BSEL, - Use |ESEL, policy filters to block connections to ports other than the configured S, Server ports.

|PSEL, offers suthentication, integrity, confidentizlity, and anti-replay services, 55, can provide these servicss for all database connections;
however, |ESEC. can allow these services to be configured on selected computers and ports.

1.6 Encryption - Implement 551, Use the fully-gualified QIS name of the server in the certificate to help prevent masguerading.

1.7 Test and development servers - Maintain test and development servers on a separate network segment from the production servers. Test

patches carefully before applying them to preduction systems.

[ Check Speliing |

5QL Secure Create Policy \;‘i-

Internal Review Moles {
Specify any additional information that should be included in the policy report.

| <Back || Net> | | Cancel | | Hep

©@ You can use the option Check Spelling to make sure the information displayed

on your report is well written.
Click Next to go to the Completing SQL Secure New Policy Wizard section.

IDERA | Products | Buy | Support | Community | About Us | Resources | Legal

260


http://www.idera.com/
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com/
http://community.idera.com/
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

IDERA SQL Secure, Version 3.2

| O R A

Review policy summary

The Completing SQL Secure New Policy Wizard section lists all the details of the
policy you are creating. Click Finish to add your policy to IDERA SQL Secure. Your new
policy will now display in the Policies tree on the Security Summary view where you
can see the assigned SQL Server instances and determine their compliance with your

policy.
01 Secire Create Policy [= To |

Completing SQL Secure New Policy Wizard

Name : CI5 for SQL Server 2000
Description . Centerfor Intemet Security - Benchmark for Microsoft SQL Server 2000, V 1.0, December, 2005
Security Checks : 33 Configured
3 High Risk
3 Medium Risk
27 Low Risk
S5AL Servers . Al SQL Server 2012 Instances
Motes . Intemal Review Notes added

Title - CIS Interview Checks

R
i

To create this policy, click Finish

<Back || Fnsh | | Cancel | | Hep |
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Edit policy settings
The Policy Properties window allows you to quickly edit your policy settings. Changes
made on the Policy Properties window are instantly applied to your policy.

In the Security Summary view you can open the Policy Properties window by using
any of the following options:

* Right-click your policy from the Policies tree and select Properties
+ Select your policy and click Edit settings in the ribbon options available at any of
the tabs (Summary, Settings, Users)

The following tabs are available on the Policy Properties window:

General

The General tab of the Policy Properties window allows you to update the name and
description of the selected policy. The policy name appears in the Security
Summary view under the Policies tree.

Policy Properties - CIS for SQL Server 2000 -

@ Change the Policy name or description.

VoIl Security Checks  Audited SOL Servers  Internal Review Notes

Name CIS for S5QL Server 2000

Description Center for Intemet Security - Benchmark for Microsoft SQL Server 2000, V 1.0, December, 2005 ~

| Ok | | Cancel | | Help |
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Security Checks

Security checks assess the vulnerability of specific Windows OS and SQL Server objects
based on your criteria. After security checks are configured and your SQL Server
instances are assigned to the policy, you can view the results on the Security Overview
window and on the Risk Assessment Report.

Policy Properties - CIS for SQL Server 2000 .

@ Specify which security checks you wart this Policy to perform.

Sale ey Audited SOL Servers  Internal Review Motes
[ SO Azure SOL Database

Enabled Name

-~ Display Settings
- Access (40 checks) = MName |A|wa=,'s Encrypted |
i Diescription Determine whether always encryption is configured for ~
Appropriate cryptographic modules have b... specified columns on SQL Server 2016 or later

Assembly host policy

Report Text Are specified columns using Always Encrypted to protect |

Backup Encryption (Native) sensitive data on SQL 2016 or later?

Backup Encryption (Mon-Mative)

Certificate private keys were never exported Extemal Cross
Reference

Contained database authentication type .
Risk Level (® High
DAC Remote Access

) Medium
v Dangerous Extended Stored Procedures (X... O Low
Database Master Key encrypted by Service... Criteria
Database Master Keys Encrypted by Passwo... When enabled, this check will idertify a risk if always encryption is not corfigured
for specified columns on SQL Server 2016 or later. Please specify in

Database roles and members [Server].[Database].[Schema].[Table] [Column] format.
Dynamic Data Masking

| Edit.. |
Encryption Methods
Files On Drives Mot Using NTFS | Remove |
Fixed Roles Assigned To public Or guest
Guest User Enabled -

| Reset to Defaults | | Uncheck All | | Import Settings.. |
| oK | | Camcel | | Help |

In addition, you can configure email notifications to be sent out when a particular risk
level has been passed. For more information, see Configure Email Settings.

/\ When security checks are setup for your policies, it is important that accurate
criteria is entered. For example, a typo in the Windows Operating System
Version metric criteria could cause erroneous findings.

Available fields

The Security Checks of the Policy Properties tab allows you to update the following
fields:

Criteria
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Some security checks allow you to configure the assessment criteria, such as
specific user accounts, stored procedures, or the login audit level. Text
entered in this field must use the exact spelling of the object being checked.
Use the option Edit and a new window opens where you can specify multiple
criteria items (one per line). To delete any previous specified criteria, click the
corresponding item, and then Remove.

I\ I criteria for security checks is entered incorrectly, it may fail to correctly
display its finding in the Report Card.

© Some security check criteria support using the percent wildcard character (%)
to specify objects whose names apply a naming convention. For example, to
specify all users whose logon starts with sql, enter the following syntax:
domain\sql%.

External Cross Reference

Allows you to cross reference a security vulnerability included in your report to
a number or name contained in an external security standard.

Report Text

The text entered in this field appears on your policy reports. For example, the
Protocols security check includes the report text "Are unexpected Protocols
enabled?". When unexpected protocols are enabled, the report displays the
SQL Server instances where the risk is encountered.

Risk Level

Allows you to set the severity of the risk posed by this finding. The risk level is
important because it reflects how severe or risky a particular security finding
is for your environment, allowing you to further customize security checks to
meet your exact auditing needs. For example, finding an enabled Guest
account on one instance may be a high risk, but on another instance it may be
a low risk. The risk level also determines where the corresponding security
finding appears on the policy or assessment Report Card and whether or not
email notifications will be sent.

Audited SQL Servers

The Audited SQL Servers tab allows you to change which registered SQL Server
instances are assigned to this policy. You can add or remove instances from this policy
to better match your auditing needs. Each registered SQL Server instance can belong
to multiple policies.
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Policy Properties - CIS for SQL Server 2000 -

W Specify which SQL Server instances you want to audit with this Policy.

General  Security Checks [T i BaelRtW ol Internal Review MNotes

Select SQL Servers to include in this Policy

(O Ml SGL Server Instances (O A SQL Server 2008 Instances O Ml 5QL Server 2017 Instances
O Al 5QL Server 2000 Instances ® Al SQL Server 2012 Instances () Al Azure SQL Database
) Al SGL Server 2005 Instances () All 5GL Server 2014 Instances

() Select SQL Server Instances

Audited SQL Server

B

| oK | | Camcel | | Help |

The Audited SQL Servers tab is located in the Policy Properties window.

Edit the instance list by either selecting one of the version-group options or by
selecting instances specifically, and then click OK. SQL Secure automatically re-
assesses the policy based on this new scope.

Internal Review Notes

The Internal Review Notes tab allows you to edit the manually-collected data applied
to your policy. Manually-collected data is security information that cannot be gathered
and assessed through IDERA SQL Secure.
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Policy Properties - CIS for SQL Server 2000 -

@ Specify any additional information that should be included in the assessment report.

General  Security Checks  Audited SOL Servers Bl gy=IESHTOUR N G d= _

Text can be added to your security assessment report to enable manually gathering data and reporting it in one comprehensive place. Enter an optional title
and additional text for your report here.

Title
CIS Interview Checks

Benchmark for Microsoft L. Server 2000, Version 1.0, December, 2005

~
1.1 Physical security Place the 531, Server in an area where it will be physically secure. =
Flace the server where only authorized personnel can obtain access.
1.3 SR, Servers accessed via Internet
If the 5L, Server is being accessed via the Internet, place the QL. Server inside a [ with the \Wweb Server.
1.4 SR, Servers accessed via Internet - Put a firewall between your server and the Internet.
In @ multi-tier environment, use multiple firewalls to create more secure screened subnets. Consider separating Web logic and business logic onto
separate computers.
1.5 |BSEL, - Use |PSEL, policy filters to block connections to ports other than the configured SQL., Server ports.
|PSEL, offers authentication, integrity, confidentiality, and anti-replay services. 55|, can provide these services for zll database connections;
however, |ESEC, can allow these services to be configured on selected computers and ports.
1.6 Encryption - Implement 55|, Use the fully-gualified IS name of the server in the certificate to help prevent masguerading.
1.7 Test and development servers - Maintain test and development servers on a separate network segment from the production servers. Test
patches carefully before applying them to production systems.
1.8 Dedicated Server - Install S, Server on a computer that does not provide additional services, e.g., Web or Mail Services. Vulnerabilities in
other application services could lead to 3 compromise of the S, Server.
1.5 05 Benchmark Configuration - Configure Windows 2000 Server Level |l benchmark settings with the following modifications:
b

| Check Spelling |

| Ok | | Cancel | | Help |

You can find the Internal Review Notes tab in the Policy Properties window.

SQL Secure includes your Internal Review Notes to the Risk Assessment report,
providing a fuller picture of your security status. These notes can also serve as a

questionnaire to be used for manually gathering additional data that may be required

to fully enforce your policy.

To edit these notes, click inside the provided text box and enter your changes.

© You can use the Check Spelling option to make sure the text you typed in the

Internal Review Notes is well written.
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The Export Policy window allows you to save the currently selected policy as a
template to base other policies on.

Exporting Policy Security Checks - CIS for SQL Server 2000

Export Enabled
= Access (40 checks)
v
v
v
v
v
v
v
v
v v
W
v
v
v
v
v v
v v
v v
4

Name

Always Encrypted

Appropriate cryptographic medules b
Assembly host policy

Backup Encryption (Mative)

Backup Encryption (Mon-Mative)
Certificate private keys were never ex|
Contained database authentication ty
DAC Remate Access

Dangerous Extended Stored Procedu
Database Master Key encrypted by Se
Database Master Keys Encrypted by P
Database roles and members
Dynamic Data Masking

Encryption Methods

Files On Drives Mot Using MTFS

Fixed Roles Assigned To public Or gu
Guest User Emabled

L »

3

b\
P Check security checks in Export column for Exporting operation.

[ IR  Azure SOL Database

Display Settings

Name

Diescription

Feport Text

Extemal Cross
Reference

Risk Level

Criteria

When enabled, this check will idertify a risk if always encryption is not corfigured
for specified columns on SQL Server 2016 or later. Please specify in

|.l‘-1wa}'s Encrypted

Determine whether always encryption is configured for
specified columns on SQL Server 2016 or later

Are specified columns using Always Encrypted to protect

sensitive data on SQL 2016 or later?

High
Medium
Low

[Server]. [Database].[Schema].[Table] . [Column] format.

| Ok | | Cancel

Help

To export your policy follow these steps:

1. Select your policy from the Policies tree in the Security Summary view

2. Right-click and select Export Policy

3. SQL Secure opens the Exporting Policy Security Checks window where you can
review which checks are enabled in your selected policy and which ones are
selected for exporting. Edit the security checks you want to export in the Export
column. Take into account that you cannot edit the settings of any security check.
Click OK.

and click Save.

Browse to the desired location you want to store your policy template, type a file
name,
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Import policies

The Import Policy window allows you to choose to either add a policy template or to
import a previously exported policy to the Policy tree. Once the policy is selected, you
can configure the policy and select the SQL Server instances to add to the policy.

@ Select which policy you would like to import as a new paolicy.

® Import from policy template  Tell me more.

Import Policy .

Template Chec ~
Idera Level 1 - Basic Protection
Idera Level 2 - Balanced Protection
Idera Level 3 - Strong Protection
CI15 for SQL Server 2000

CI15 for SQL Server 2005

CI5 for SQL Server 2008

CI5 for SQL Server 2008 R2

CI5 for SQL Server 2012

IS for SQL Server 2014 hd
< m ¥

() Import previously exported policy

| Browse..

Ok | | Cancel || Help |

To import a policy follow these steps:

1.

2.

Right-click any section in the Policies tree of the Security Summary view and
select Import Policy
The Import Policy window opens with the following options:

« Import from policy template - Select this option if you want to import
from a policy template. Click the template to import, then click OK. For
more information, see how policy templates can help you achieve your
SQL Server security goals.

« Import previously exported policy - Select this option if you want to
import a previously exported template. Click Browse to locate your policy
template, click Open, and then OK.

Once you select the source for importing your policy (from policy template or
previously exported policy) follow these steps:
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* In the Importing Policy Security Checks window, you can review in the
Import column which security checks you want to import. Click OK.

« The Importing Policy window opens where you can edit the properties of
the policy (nhame, description), the security checks you want this policy to
perform, specific settings for a security check, the SQL Server instances
added to the policy, and the Internal Review Notes. For more information
about the settings of a policy, go to Add new policy. Take into account that
you need to change the name of the selected policy to import a new
one. Click OK.
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Policy assessments

By creating and comparing policy assessments, you can integrate your IDERA SQL
Secure policies into your existing audit process. The recommended assessment
workflow is:

= A

1. Save as draft.
2. Publish assessment.
3. Approve assessment.

Use saved assessments in an existing audit process

Your Audit Process Step

Prepare for upcoming audit.

Set up the security requirements
requested by the auditors.

Get your security status and
findings.

Identify differences from last
time this audit was performed.

Distribute the assessment
findings to an internal team to
investigate any new violations or
discrepancies.

Confirm that violations were
fixed.

Document any discrepancies as
known issues.

Give assessment to auditors.

Corresponding Assessment Step

Create a draft assessment from an existing
policy or previously approved assessment.

Update the draft assessments to address the
audit requirements. You can change the
security check settings, choose different audit
data, and add or remove SQL Server Instances.

Run the draft assessment using audit data from
a specific point in time.

Compare the draft assessment to a previously
approved assessment.

Publish the assessment and distribute to the
team. To distribute the assessment, run the
Risk Assessment report, and then print or save
the results.

Take a new snapshot and then run the
published assessment using your new audit
data.

Add an explanation note for each security check
finding that is a known issue.

Run the Risk Assessment report, and then print
or save the results.
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Your Audit Process Step Corresponding Assessment Step

Apply feedback from auditors. Update the published assessment to address
the auditors' feedback. You can change the
security check settings, add or remove
explanation notes, and change which instances
are being audited.

Obtain "sign-off". Approve the assessment.
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Save new assessment

Use the Save as New Assessment option to create a new assessment that uses the
same audit data and settings of an existing assessment. Specify a unique name and
description for this new assessment, and then click OK.

To Save as New Assessment use any of the following options

* Right-click an existing policy or assessment from the Policies tree of the Security
Summary view. Select Save as New Assessment.

+ Select an existing policy or assessment from the Policies tree of the Security
Summary view. Click Save as New Assessment from the ribbon options of the
Summary tab.

Both options open a new window where you have to specify the name for the new
assessment and the description.

Save as New Assessment -

Create a new draft assessment from this policy:

|
'\L"- (15 for SQL Server 2000

MName Assessment 1|

Description Center for Intemet Security - Benchmark for Microsoft SQL Server 2000, V 1.0,
December, 2005

oK | Canmcel || Help |

© Consider using a name and description whose details will help you later when
you refer back to this assessment.

/\ Explanation notes associated with security checks in the selected assessment
are not copied to the new assessment. To transfer notes from one assessment
to another, compare the assessment security checks and then select which
explanation notes you want to copy.
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Working with draft assessments

Use draft assessments to fine-tune your data and settings when you begin your audit
process. A draft assessment represents the first step, or stage, in the audit process.
Draft assessments typically contain your initial findings, including any discrepancies
that should be investigated before your review.

When you save a new assessment, it is automatically set to draft mode. You can
update and change draft assessments as often as you want. However, changes made
in draft mode are not tracked. For more information about how to use saved
assessments in your audit process, see Save Assessments.

Use the draft mode to set up your assessment configuration settings to reflect the
goals and requirements of your upcoming audit, identify discrepancies, and obtain
internal feedback on your findings.

Available actions and tasks for Draft Assessments

The following options are available for draft assessments. You can find these options
in the ribbon menu options of the Summary tab of your draft assessment. Most of
these options are also available by right-clicking the assessment in the Policies tree of
the Security Summary view.

CIS for SQL Server 2000 - Assessment 1
Summary

F @ AL s
2 @ 0 Q@ <& < &
Edit Refresh Publish  Save as New Compare Remove Configure Edit Explanation Takea
Settings  Audit Data Assessmen t A tents A Security Check Notes Snapshot
Draft Assessment Status Enterprise Security Report Card
——
1 High Risk of 3 5
[7 1
Security Check Findings |
0 Medium Risk of 3 ~ Public Database Role Has Permissions 1 High Risk
A\ s )
rd ¥ Data Integrity Analysis Services Running 1 Low Risk
(o)
7 Low Risk o 27 Common TCP Port Used 1 Low Risk ]
v _ = Configuration Dangerous Extended Stored Procedures (KSPs) 1 Low Risk 1
Integration Services Running 1 Low Risk
Audit Data Selection: @ Login Remote Access 1 Low Risk
Use most cument data SOL Server Version 1 Low Risk
as of 8/29/2018 9:33:38 AM

Stored Procedures Encrypted 1 Low Risk
Agent Job Execution 0K
Audit Data Is Stale K

Description: & Auditing
Center for Intemet Security - Benchmark for
Microsoft SQL Server 2000, V 1.0,

December. 2005 -

Surface Area Blank Passwords OK
BUILTIN/Administrators Is sysadmin OK
- Cross Database Ownership Chaining Enabled OK

Lisever o T N pccess i ) )
= o v Files On Drives Not Using NTFS OK

Tver y " .
Fixed Roles Assigned To public Or guest OK
CH-5P2010 1

L # Permissions Guest User Enabled ok

OOGGOOOGGQﬂﬂﬂﬂﬂﬂOE fﬁ

Integration Services OK E

[ LRy Explanation Motes

Security Check: Public Database Role Has Permissions
Determine whether the public database role has any permissions

Risk Level: High
Server is vulnerable if the public role has been granted any permissions or is a role member.
Findings:
(CH-5P2010 Public has permissions on ‘master, ‘medel, ‘medb’, ‘RepertServer, ‘ReportServerTempDB’, "SQLsecure’, “tempdb”
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Edit or View Assessment Settings

Allows you to edit or view the configuration settings for the draft assessment,
such as the security checks the assessment performs. Go to Edit Assessments
for more information and to view what settings you can change.

A\ If your SQL Secure login does not have administrator permissions, you can only
view assessment settings.

Refresh Audit Data

Allows you to re-run this assessment using different audit data (up to a
specific point in time). Go to Refresh Audit Data for more information.

Publish Assessment

Allows you to publish this assessment. Publishing an assessment lets you
safely distribute your findings and explanation notes. When an assessment is
published, SQL Secure begins tracking each subsequent change applied to the
assessment. Go to Working with published assessments for more information.

Use the Change Log tab to review this activity and ensure your audit data and
resultant assessment is correct and accurate, and validate any updates.

Publish a draft assessment when it is ready for internal or external review by
the audit team.

Save as New Assessment

Allows you to create a new assessment that uses the same settings and audit
data as the selected assessment. When you save a new assessment, SQL
Secure lists the assessment in the Draft Assessment folder under the

associated policy in the Policies tree. Go to Save new assessment for more
information.

Compare Assessments

Allows you to compare the findings and settings of a draft assessment against
another saved assessment or the original policy. You can compare different
types of assessments (draft, published, or approved). When you compare
assessments against the original policy from which it was saved, you can
identify changes that have occurred since the assessment had been saved.
For more information, go to Compare Assessments.

Remove Assessment

Permanently deletes the selected assessment from the SQL Secure
Repository.
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Refresh audit data

Use the Refresh Audit Data option to change which audit data (snapshots) this
assessment is using to perform the assigned security checks. Choosing a different set
of audit data may alter the assessment findings. After you choose a new data set,
IDERA SQL Secure updates the assessment.

Refresh Audit Data -

'\lL Choose new audit data for this assessment
o

Use most cument data as of

|‘."Jednesda*,r. Il 29, 2018 B | Include Time | 9:33:38 AM e

[] Use bassline snapshot data onby

Mote:
Choosing new audit data may change the findings for this assessment and remove any
explanation notes you previously entered.

| Wiew Selected Snapshots | | Ok || Cancel || Help |

Consider refreshing the audit data when:

* Your environment has changed and you need to re-run the assessment against
the most recent audit data

* You have responded to a high or medium finding by adjusting a security setting
in your environment and need to validate your change

* You want to run the same assessment against a point in time in the past, such as
last week or last month

Baseline snapshots can be used as a guide about how your SQL Server security model
should be configured. By running your policy against baseline snapshots only, you can
test the thoroughness of this guide.

To change the audit data follow these steps:

* Select your assessment from the Policies tree of the Security Summary view.

* Click Refresh Audit Data from the ribbon options of the Summary tab, a new
window opens.

+ Specify the date until which the audit data will be taken into account. You can
include a specific time by checking Include Time.

 Optionally, you can select to Use Baseline snapshot data only.

* You can choose to View Selected Snapshots to review the baseline snapshots
that will be used for this assessment. This list includes all available snapshots
that were collected up to the specified time period.
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Edit Assessments

Edit the settings of your assessment by using the Assessment Properties window to
change basic properties or how the assessment performs its security evaluation.

To access this window, click the respective assessment or policy on the Policies tree of
the Security Summary view, then select Edit Settings from the ribbon options. You
can also right-click the assessment and select Properties to access the same window.

You can edit in the following tabs:

General

The General tab of the Assessment Properties window allows you to update the
name and description of the selected assessment as well as any notes you want to
provide.

Assessment Properties - CIS for SQL Server 2000 - Assessment 1 -

& Change the Assessment name or description.

[ TW Il Security Checks  Audited SOL Servers  Internal Review Notes

Name Assessment 1

Description Center for Intemet Security - Benchmark for Microsoft SQL Server 2000, W 1.0, December, 2005 ~

Notes ~

| Ok | | Camcel | | Help |

The Notes field allows you to enter notes, questions, and other information about this
assessment. Use these notes as a "cheat sheet" to remember details about your
environment or security assessment from one audit to another. This approach
ensures you gather all the data you need.
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Security Checks

Security checks assess the vulnerability of specific Windows OS and SQL Server objects
based on your criteria. The security checks performed by the selected assessment
were copied from the policy associated with this assessment. You can modify the
criteria of these checks to better fit your auditing needs for this assessment. Changes
made to the assessment security checks will not affect the associated policy.

Assessment Properties - CIS for SQL Server 2000 - Assessment 1 .

@ Specify which security checks you want this Assessment to perform.

Salieael  Audited SOL Servers  Internal Review Motes
[ SO Azure SOL Database

Enabled Mame - Display Settings
= Access (40 checks) E Name |.l‘-1wa}'s Encrypted |
I S Diescription Determine whether always encryption is configured for ~
Appropriate eryptographic modules have b... specified columns on SQL Server 2016 or later
W
Assembly host policy
T Report Text Are specified columns using Always Encrypted to protect | ~
Backup Encryption [Native) sensitive data on SQL 2016 or later?
Backup Encryption (Mon-Mative) e
Certificate private keys were never exported Extemal Cross
Reference
Contained database authentication type .
Risk Level (® High
DAC Remote Access O Medium
v Dangerous Extended Stored Procedures (X... O Low
Database Master Key encrypted by Service... Criteria
Database Master Keys Encrypted by Passwo... When enabled, this check will idertify a risk if always encryption is not corfigured
for specified columns on SQL Server 2016 or later. Please specify in
Database roles and members [Server].[Database].[Schema].[Table] [Column] format.
Dynamic Data Masking
| Edit. |
Encryption Methods
Files On Drives Not Using NTFS | Remove |
Fixed Roles Assigned To public Or guest
Guest User Enabled -
| Reset to Defaults | | Uncheck All | | Import Settings.. |
| oK | | Camcel | | Help |

Available fields

You can update the following fields for SQL Server or Azure SQL Databases:
Report Text

The text entered in this field appears on your policy reports. For example, the
Protocols security check includes the report text "Are unexpected Protocols
enabled?". When unexpected protocols are enabled, the report displays the
SQL Server instances where the risk is encountered.

External Cross Reference
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Allows you to cross reference a security vulnerability included in your report to
a number or label contained in an external policy, industry standard, or
government regulation.

Risk Level

Allows you to set the severity of the risk posed by this finding. The risk level is
important because it reflects how severe or risky a particular security finding
is for your environment, allowing you to further customize security checks to
meet your exact auditing needs. For example, finding an enabled Guest
account on one instance may be a high risk, but on another instance it may be
a low risk. The risk level also determines where the corresponding security
finding appears on the policy or assessment Report Card and whether or not
email notifications will be sent.

Criteria

Some security checks allow you to enter criteria the policy will check for, such
as specific user accounts, stored procedures, or the login audit level. Text
entered into these fields must be the exact spelling of the object or user being
checked.

/\ If the criteria for any given security check is entered incorrectly, the risk will
appear in the Security Report Card. Select the risk and you can see the correct
criteria names in the Details section. Open the Policy details window and enter
the correct name on the Security Checks tab.

© Some security check criteria support using the percent wildcard character (%)
to specify objects whose names apply a naming convention. For example, to
specify all users whose logon starts with sqgl, enter the following syntax:
domain\sql%.
Any criteria you introduce, you can changed it with the option Edit, or delete it by
using Remove.

Audited SQL Servers

The Audited SQL Servers tab allows you to change which registered SQL Server
instances are assigned to this assessment within IDERA SQL Secure. You can add or
remove instances from this assessment to better match your current auditing needs.
Each registered SQL Server instance can belong to multiple assessments.
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Assessment Properties - CIS for SQL Server 2000 - Assessment 1 -

@ Specify which SQL Server instances you want to audit with this Assessment.

General  Security Checks [T liivBaelRtW ol Internal Review MNotes

Select SGL Servers to include in this Assessment

All SQL Server Instances All SQL Server 2008 Instances All SQL Server 2017 Instances

All SQL Server 2000 Instances All SQL Server 2012 Instances All Azure SQL Database

All SQL Server 2005 Instances All 5QL Server 2014 Instances

® Select SQL Server Instances

Audited SOL Server
vl [ cH-sP2010

| oK | | Cameel | | Help |

Edit the instance list, and then click OK. SQL Secure automatically re-runs the
assessment based on this new scope.

Internal Review Notes

The Internal Review Notes tab allows you to edit the manually-collected data applied
to your assessment. Manually-collected data is security information that cannot be
gathered and assessed through IDERA SQL Secure.

IDERA | Products | Buy | Support | Community | About Us | Resources | Legal
280


http://www.idera.com/
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com/
http://community.idera.com/
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

IDERA SQL Secure, Version 3.2

| O R A

Assessment Properties - CIS for SQL Server 2000 - Assessment 1 -

@ Specify any additional information that should be included in the assessment report.

General  Security Checks  Audited 50L Servers s ISTUE N s _

Text can be added to your security assessment report to enable manually gathering data and reporting it in one comprehensive place. Enter an optional title
and additional text for your report here.

Title
CIS Interview Checks

Benchmark for Microsoft 531, Server 2000, Version 1.0, December, 2005 ~

1.1 Physical secunty Place the S{11, Server in an area where it will be physically secure.
Flace the server where only authorized personnel can obtain access.

1.2 5. Servers accessed via Internet
If the 5L, Server is being accessed via the Internet, place the SQL. Server inside a [IMZ with the Web Server.

1.4 5QL. Servers accessed via Internet - Put a firewall between your server and the Internet.

In 2 multi-tier environment, use multiple firewalls to create more secure screened subnets. Consider separating \Web logic and business logic onto
separate computers.

1.5 1BSEL, - Use |PSEL, policy filters to block connections to ports other than the configured 5L, Server ports.

|BSEL, offers authentication, integrity, confidentiality, and anti-replay services. 55/, can provide these services for all database connections;
however, |ESEL, can allow these services to be configured on selected computers and ports.

1.6 Encryption - Implement 55|, Use the fully-gualified IS name of the server in the certificate to help prevent masguerading.

1.7 Test and development servers - Maintain test and development servers on a separate network segment from the production servers. Test
patches carefully before applying them to production systems.

1.2 Dedicated Server - Install S, Server on 2 computer that does not provide additional services, e.g., Web or Mail Services. Vulnerabilitiss in
other application services could lead to 3 compromise of the SR, Server.

1.9 05 Benchmark Configuration - Configure \Windows 2000 Server Level |l benchmark settings with the following modifications:

Check Spelling

| oK | | Cameel | | Help |

SQL Secure adds your Internal Review Notes to the Risk Assessment report,
providing a fuller picture of your assessment status. These notes can also serve as a
guestionnaire to be used for manually gathering additional data that may be required
in your assessment.

To edit these notes, click inside the provided text box and enter your changes.
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Edit explanation notes

Use the Edit Explanation Notes option to add or change the explanation notes
associated with a selected security check. You can specify a different explanation note
for each finding on each affected SQL Server instance.

Explanation notes let you clarify why a specific finding has been found. For example,
you may need to justify why a high or medium risk finding should be ignored due to a
special configuration or need in your environment.

To use this option, go to your respective assessment in the Security Summary view,
click a security check on your Server Security Report Card, and then click Edit
Explanation Notes on the ribbon options of the Summary tab. A new window opens
for the selected security check where you can choose to mark the check as Explained
and/or type Notes.

CIS for SQL Server 2000 - Assessment 1
Summary

9 @ e A P @ ™ P 5
Edit Refresh Publish  Save as New Compare Remove Configure Edit Exp\an%oﬂ Takea
Settings  Audit Data Assessmen t A ||| A ||| Security Check Notes Snapshot
Draft Assessment Status Enterprise Security Report Card

—_

1 High Risk

curty Check

L7 1

Security Check Findings -

Risk
ium Ri: Public Database Role Has Permissions 1 High Risk
a Medium Risk of 3 . g
~ )
A X A B [T ¥ Analysis Services Running 1 Low Risk
()
7 Low Riske V¥ CommonTCP Port Used 1 Low Risk ]
w LN EETNIN ' Dangerous Extended Stored Procedures KSPs) 1 Low Risk 3
¥ Integration Senices Running 1 Low Risk
Audit Data Selection: @ Login ¥  Remote Access 1 Low Risk
Use most current data ¥ SOL Server Version 1 Low Risk
as of 8/23/2078 3:33:38 AM ¥ Stored Procedures Encrypted 1 Low Risk
Description: % Auditing 4
Center for Intemet Security - Benchmark for @ Agentlob Bxeaution ok
Microsoft SQL Server 2000, V 1.0, @  Audit Datals Stale oK
Decenber, 2005 SRR @)  iank Passwords ok
@ BUILTIMN/Administrators Is sysadmin K
._m - A @ Cross Database Ownership Chaining Enabled OK
erve ress
= o v &  Files On Drives Not Using MNTFS oK
rver iy
- &  Fixed Roles Assigned To public Or guest oK
Cr-sp2010 LRI # Permissions &  Guest User Enabled oK
@  Integration Services oK w7

[ Details SGIELEWELENLIES

Security Check: BUILTIN/Administrators Is sysadmin (CIS 4.8)
Determine whether BUILTIN/Administrators is a member of the sysadmin fixed server role

Risk Level: Medium
Server is vulnerable if BUILTIN\Administrators is a8 member of the sysadmin server role.
Eindings:

No issues were found for this security check

When a finding is marked as Explained, SQL Secure regards the finding as "OK" and
changes the status of the security check in the assessment report card. If you do not
want the finding to be regarded as "OK", enter the appropriate note but leave the
Explained option unchecked.

@ You can copy explanation notes from one assessment to another when you
compare the assessment security checks .
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Available fields

When the Edit Explanation Notes window is opened, the following fields are
available:

Edit Explanation Notes for BUILTIN/Administrators Is sysadmin .

Tl Indicate whether this security check finding can be explained for these audited servers.
fo.

Server Risk Explained MNotes
CH-5P2010 [~] v

Note: When a security check is explained, the finding status is changed to "OK".

| 0K || Cancel || Help |

Server

Provides the name of the SQL Server instance on which the security check
found a violation.

Risk
Provides the level of risk set for this security check (high, medium, or low).
Explained

Indicates whether this security check finding has been explained for the
specified instance.

Notes

Displays the note that has been entered about each finding, per each affected
SQL Server instance.
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Working with published assessments

Use published assessments to apprise internal or external auditors of your security
status and settings. A published assessment represents the review phase of your audit
process. Published assessments typically contain the required security checks and an
accurate security status for your audited instances, as well as any explanation notes
regarding known violations or discrepancies.

When you publish an assessment, it is automatically set to the published mode. IDERA
SQL Secure begins tracking each subsequent change applied to the assessment. Use
the Change Log tab to review this activity.

Use the published mode to create and maintain a historical electronic trail of change
activity, ensuring you can validate and document when, how, and why changes were
made.

Approve a published assessment

Approving an assessment lets you safely archive your assessment for future
reference. An approved assessment proves you are in compliance with specific
corporate and government regulations, and have successfully completed an audit. For
each subsequent audit, you can start (save) a new assessment using the approved
assessment as a template.

Approve an assessment when the internal or external audit team has "signed off" on
your assessment and it is ready to be archived. Approved assessments accurately
represent your security status at a specific point in time and no longer require
changes.

Actions and Tasks for Published Assessments

The following options are available in the ribbon menu options of the Summary tab of
your published assessment.
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CIS for SQL Server 2000 - Assessment 1::CH-SP2010

Summarny Change Log
2 & @ a @ @ «@ * e @)
Edit Refresh Approve  Save as New Compare Remove from Configure Edit Explanation Take a
Settings  Audit Data Assessmen t A ments  Assessmen t Security Check MNotes Snapshot
Server Status Server Security Report Card

1 High Risk

Qan

Security Check Findings E
Public Database Role Has Permissions 1 High Risk

0 Medium Risk of 3

(ﬁ & Dota Integrity Analysis Services Running 1 Low Risk
- 7 Low Risk o 27 Comman TCP Port Used 1 Low Risk !
w _ * Configuration Dangerous Extended Stored Procedures (XSPs) 1 Low Risk 1

Integration Services Running 1 Low Risk

Audit Data Selection: @ Login Remote Access 1 Low Risk

Use most cument data SQL Server Version 1 Low Risk

as of 8/29/2018 9:33:38 AM
Description: & Auditing
Centerfor Intemet Security - Benchmark for
Microsoft SQL Server 2000, V1.0,

December, 2005 -

Stored Procedures Encrypted 1 Low Risk
Agent Job Execution oK
Audit Data Is Stale Ok

Surface Area Blank Passwords oK
BUILTIN/Administrators |s sysadmin oK
5QL Server Info g ; Y i
* Access Cross Database Ownership Chaining Enabled oK
- e
Server Name: Files On Drives Mot Using NTFS oK
CH-5P2010

Fixed Roles Assigned To public Or guest oK
Audit Data Collected:

# Permissions

Guest User Enabled OK

GGGGGGGGGQQQQQQQOE ?ﬂ

8/28/2018 6:47:23 AM
fre Integration Services oK E
e B oo
Edition: e
Enterprise Edition (§4-bit) Secur\lyfll\eck: Public Daifibase Role Has Perm\sslol.m
Determine whether the public database role has any permissions
Windows OS: Risk Level: High
Microsoft Windows Server 2012 R2 Server is vulnerable if the public role has been granted any permissions or is a role member.
Datacenter Findings:
(CH-SP2010 Public has permissions on ‘master’, ‘medel, ‘'msdb’, ‘RepertServer, ‘ReportServerTempDB’, "SQLsecure’, ‘tempdb’

Edit or View Assessment Settings

Allows you to edit or view the configuration settings for the published
assessment, such as the security checks the assessment performs. Any
changes performed to the assessment settings will be recorded in the change

log.

A\ If your SQL Secure login does not have administrator permissions , you can
only view assessment settings.

Refresh Audit Data

Allows you to re-run this assessment using different audit data (up to a
specific point in time). Each time you refresh the audit data, SQL Secure
registers the action in the Change Log.

Approve

Allows you to approve this assessment. Approving an assessment lets you
safely archive a final version of this assessment, preserving your findings and
explanation notes. When an assessment is approved, SQL Secure locks the
assessment, preventing you from changing or deleting the assessment
settings as well as the associated audit data. However, you can manually add
or remove notes about an approved assessment by editing the Notes field on
the Assessment Properties window. You can also continue to use the Change
Log tab to review activity that previously occurred on this assessment.
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Save as New Assessment

Allows you to create a new assessment that uses the same settings and audit
data as the selected published assessment. When you save a new
assessment, SQL Secure lists the assessment in the Draft Assessment folder
under the associated policy in the Policies tree.

Compare Assessments

Allows you to compare the findings and settings of the published assessment
against another saved assessment or the original policy. You can compare
different types of assessments (draft, published, or approved). When you
compare this assessment against the original policy from which it was saved,
you can identify changes that have occurred since the assessment had been
saved.

Remove from Assessment

Removes the selected SQL Server instance from the assessment. This option is
available when you have selected a registered instance from the Servers in
Policy tree.

Remove Assessment

Permanently deletes the selected assessment from the SQL Secure
Repository.

IDERA | Products | Buy | Support | Community | About Us | Resources | Legal

286


http://www.idera.com/
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com/
http://community.idera.com/
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

IDERA SQL Secure, Version 3.2

| O = A

View assessment change log

The Change Log tab lists all changes that have been made to the selected published
assessment. After you publish an assessment, IDERA SQL Secure begins tracking any
change that has been made to the assessment's settings. These changes may include
the addition or removal of audited instances as well modifications to the security
checks to be performed by the assessment.

The change log gives you an electronic, "paper trail" that documents exactly how a
published assessment is being processed during an internal or external audit review.

Available actions and fields at the Change Log tab

In the Change Log tab you have the following available actions:
Edit or View Assessment Settings

Allows you to edit or view the configuration settings for the published
assessment, such as the security checks the assessment performs. Any
changes performed to the assessment settings will be recorded in the Log
entries.

/\ If your SQL Secure login does not have administrator permissions , you can
only view assessment settings.

Refresh Audit Data

Allows you to re-run this assessment using different audit data (up to a
specific point in time). Each time you refresh the audit data, SQL Secure
registers the action in the Change Log.

The following columns are displayed in the Log Entries:
Changed At
Provides the date and time at which the change occurred.
Assessment Status

Indicates the assessment status (published or approved) at the time of this
change. Once an assessment is approved, only the assessments notes can be
changed. Changes are not tracked when an assessment is in the draft status.

Changed By

Provides the name of the SQL Secure login who applied the change.
Change

Describes what change was applied.
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Working with approved assessments

Approved assessments accurately represent your security status at a specific pointin
time. An approved assessment represents the final step, or stage, in your audit
process. Approved assessments typically contain your accepted and official security

status in response to an audit. When you approve an assessment, it is automatically
locked and set to approved mode.

Use the approved mode to safely archive the assessment, preserving your findings
and explanation notes.

To approve assessments:

* The assessment must be published. Go to Working with published assessments
for more information.

* Select your published assessment from the Policies tree of the Security

Summary view and click Approve in the ribbon menu options of the Summary
tab of your published assessment.

© You can perform the following actions in the approve mode:
* Manually add or remove notes about an approved assessment by editing
the Notes field on the assessment Properties window.
+ Continue to use the Change Log tab to review activity that previously
occurred on this assessment. However, no other changes are allowed.

Actions and Tasks for Approved Assessments

The following options are available in the Summary tab of a selected approved
assessment:
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Summa%

i fini] 1
2 < o] o wed B 2.
Wiew Refresh SaveasNew  Compare Remove from Configure Edit Explanation
Settings Audit Data  Assessmen t A ments A ment Security Check Motes
Server Status Server Security Report Card
—_
1 High Risk oh 33 Securty Checks - 8 Risks (1 High and 7 Lows) £ T
o Risk ¥ Security Check “ Findings -
0 Medium Risk _ (@  Public Database Role Has Permissions 1 High Risk
2\ [ y
N Y ¥ Analysis Services Running 1 Low Risk
()
7 Low Risk ¥ CommonTCP Port Used 1 Low Risk s
v * Configuration W Dangerous Extended Stored Procedures [X5Ps) 1 Low Risk
¥V Integration Services Running 1 Low Risk
Audit Data Selection: @ Login ¥V Remote Access 1 Low Risk
Use most curent data W SOL Server Version 1 Low Risk
as of 8/29/2018 9:33:38 AM W Stored Procedures Encrypted 1 Low Risk
Description: & Auditing :
Center for Intemet Security - Benchmark for @ AgentJob Exeation OK
Microsoft SQL Server 2000, V 1.0, @  Audit Data Is Stale oK
December. 2005 * Surface Area &  Blank Passwords oK
BUILTIN/Administrators Is sysadmin oK
SQL Server Info ° ' iy
- A @ Cross Database Ownership Chaining Enabled OK
- \ccess
Server Name: @  Files On Drives Not Using NTFS ok
CH-5P2010
Ty @ Fixed Roles Assigned To public Or guest OK
Audit a ected:
£/29/2018 §:47-23 AM # Permissions &  Guest User Enabled oK
Version- @  Integration Services [+]4 =
SQL S 2012v11.0.5058.0
S ST planstion Notes
Edition: P T R
Enterprise Edition (54-bit) Security Check: Public Database Role Has Permissions
Determine whether the public database role has any permissions
Windows OS5: Risk Level: High
Microsoft Windows Server 2012 R2 Server is vulnerable if the public role has been granted any permissions or is a role member.
Datacenter Findings:
(CH-SP2010 Public has permissions on ‘master, 'model, 'msdb’, ‘ReportServer, ‘ReportServerTempDB’, *SQLsecure’, tempdb’

View Assessment Settings

Allows you to view the configuration settings for an approved assessment,
such as the security checks performed by the assessment.

Save as New Assessment

Allows you to create a new assessment that uses the same settings and audit
data as the selected assessment. When you save a new assessment, SQL
Secure lists the assessment in the Draft Assessment folder under the
associated policy in the Policies tree.

Compare Assessments

Allows you to compare the findings and settings of an approved assessment
against another saved assessment or the original policy. You can compare
different types of assessments (draft, published, or approved). When you
compare this assessment against the original policy from which it was saved,
you can identify changes that have occurred since the assessment had been
saved.
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Compa re assessments

Use the Assessment Comparison window to compare any two assessments saved
from the same policy. You can compare assessments previously saved from the
default All Servers policy or from any custom policy you created. For example, you
may want to compare a draft assessment of this quarter's All Servers audit to an
approved assessment of last quarter's All Servers audit.

To compare assessments:

+ Select one of the assessments you want compare and click Compare
Assessments in the ribbon options of the Summary tab of your selected
assessment.

* The selected assessment is displayed in Assessment 1, click the drop-down
options to select another assessment or the corresponding policy. Notice, it will
only display the respective policy and its associated assessments. You can select
from draft, published, or approved assessments.

* You can select to compare All Servers or a specific SQL Server instance from the
list of available instances in the drop-down options.

+ Select the Assessment 2 to which you want to compare Assessment 1.

Assessment Comparison - CIS for SQL Server 2000 .

‘3 Compare asssssmnt summaries and report cards

Assessment1 | CIS for SQL Server 2000 - Assessment 2 |DraﬂAssessmem-Assessmer"tZ v|
Server |CH5P2mn : Server | CH-5P2010 |

ERLYNEREMUEERY = Compare Security Checks = Compare Internal Review Notes

Assessment 1 Status Report Card Comparison Summary Assessment 2 Status
Assessment 1 No Difierences Found

Assessment 2

o 1 High Fisk of 3 o 1 High Risk o3
Al Wiedium Risk o3 o0 Medium Fisk o3

V i—— No Differences Found YV i———"

Audit Data Selection: Audit Data Selection:

Use most cument data UUse most curent data

25 of 8/23/2018 9:33:38 AM a3 of 8/29/2018 10:02:12 AM

Description: Description:

Centerfor Intemet Securty - Benchmarkfar | ~ - Certerfor Intemet Securty - Benchmark for | ~
Micrasoft SQL Server 2000, V 1.0, Server Comparison Summary Microsoft SQL Server 2000, V 1.0,

December, 2005 T N ¥ 4 December, 2005

Audit Data Collected ) 2, ' Server @ 4 ¥ Audit Data Collected
8/23/2018 104T48AM 1 0 7 CH-SP2010 10 7 8/29/2015 104748 AM

v

[ cose | [ rewm |

The Compare Assessment results will be displayed in the section below with the
following three tabs:

« Compare Summaries
« Compare Security checks
« Compare Internal Review Notes
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@ For more information about how to use assessments in your existing audit
process, see Save Assessments.
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Compare assessment summaries

Use the Compare Summaries tab on the Assessment Comparison window to
identify any differences in the security status of the two selected assessments. IDERA
SQL Secure highlights each difference in yellow in the Assessment Status of each
assessment.

The Report Card Comparison Summary shows where findings are equal (=) or not
equal (#).

From this tab, you can:

+ Identify changes in risk level

« Compare security check findings

« Monitor whether security checks are enabled or disabled

« Monitor whether SQL Server instances are added or removed

+ Review security status for all instances audited by each assessment

For a detailed comparison of each security check, see the Compare Security Checks
tab. For more information, see Compare Assessments.
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Compare assessment security checks

Use the Compare Security Checks tab on the Assessment Comparison window to
identify any differences in the security check settings of the two selected
assessments.

The Security Checks Comparison Summary displays what differences have been
found between the security checks of both assessments using (=) and (#) to show
were the differences are. Security Checks can be different in the Findings, Explanation
Notes, Display Settings, and/or Criteria.

By using the options in the top right section you can:

+ Show All security checks or Show Differences Only
Select Columns to be displayed

* Group by box

« Save

* Print

Compare security check settings
The Details section allows to see, for each security check, the specific details in the
following tabs:

Findings

Displays the findings returned by the selected security check when run by
each assessment. The findings also display in the Details tab of the
assessment Report Card at the enterprise and server levels.

Explanation Notes

Indicates whether an explanation note has been entered for this security
check. Explanation notes are available from the assessment Report Card at
the enterprise and server levels. To enter or edit an explanation note, select
the target security check from the Report Card, and then click the
Explanation Notes tab.

Display Settings

Provides the Risk Level, Report Text, and External Cross Reference assigned to
this security check. For more information about these settings, see Select
Security Checks.

Criteria

Provides the criteria used to assess whether your audited instances are in
compliance with this security check.
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For a comparison of the overall security status, see the Compare Summaries tab. For
more information, see Compare Assessments.
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Use the Compare Internal Review Notes tab on the Assessment Comparison
window to identify any differences in the internal review notes associated with the two
selected assessments. IDERA SQL Secure displays both notes and identifies whether

notes are equal (=) or not equal (2).

For more information, see Compare Assessments.
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Select audit data for assessment

Choosing a different set of audit data may alter the policy findings. After you choose a
new data set, IDERA SQL Secure updates the policy. Use the Refresh Audit Data option
to change the audit data for your policy.

By default, SQL Secure always uses the most recent audit data available.

When to select different audit data

Consider refreshing the audit data when:

* Your environment has changed and you need to re-run the assessment against
the most recent audit data

* You have responded to a high or medium risk by adjusting a security setting in
your environment and thus need to validate your change

* You want to run the same policy against a point in time in the past, such as last
week or last month

Use only baseline snapshots

Baseline snapshots can be used as a guide about how your SQL Server security model
should be configured. By running your policy against baseline snapshots only, you can
test the thoroughness of this guide.
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Report on SQL Server Security

The Reports component of IDERA SQL Secure allows you to generate reports on SQL
Server permissions. Use reports to confirm regulatory compliance and enforce
security policies.

SQL Secure contains two different ways to access reports. Quick Reports are reports
that have been built into SQL Secure to allow you to quickly generate reports that
answer the most common SQL Server security questions. You can also generate
reports using Microsoft Reporting Services. Microsoft Reporting Services allows you to
build powerful, custom reports for a comprehensive auditing solution.

SQL Secure allows you to:

« Generate reports within the SQL Secure interface
« Generate reports using Microsoft Reporting Services
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How to use the Deploy Reports wizard

You can deploy the IDERA SQL Secure Reports to your existing Microsoft Reporting
Services installation.

If you previously deployed SQL Secure Reports ,\verify which version of Reporting
Services is currently running in your environment. SQL Secure supports Reporting
Services version 2005 or later.

/\ If you are upgrading reports from SQL Secure 2.0, delete all of the previously-
installed SQL Secure reports before deploying new reports.

To integrate your SQL Secure Reports with your existing Microsoft Reporting Services
Installation you must deploy them by clicking Deploy Reports to Reporting Services
in the Microsoft Reporting Services section of the Reports view. The Deploy
Reports to Reporting Services window opens, click Next and you will access the
following sections:

Deploy Reports to Reporting Services -

“ Deploy Reports
Deploy reports to Reporting Services 2005 or later.

This wizard allows you to integrate SQL Secure Reports with your existing Microsaoft
Reporting Services installation.

[
17w
L A

Connect to Reporting Services

The Connect to Reporting Services section allows you to specify the Report Server to
which you want to deploy the IDERA SQL Secure Reports. The Deploy Reports wizard
automatically applies connection settings based on a default Microsoft Reporting
Services installation. You can use the default connection settings, or specify custom
connection settings.
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Deploy Reports to Reporting Services -

Comnect to Reporting Services
Specify the Report Server computer for hosting the SGL Secure reports.

Report Server: [CH-SP2010

Show advanced connection options
Report Server Settings

Port: [ Use 55L

Virtual Directory: | Report Server |

Report Manager Settings
Wirttual Directory: |He|:u:urts |

Mote: To successfully deploy reports, you must have Content Manager rights on the
Report Server. For more information, see the Reporting Services Books Cnline.

[[<Back | [ Net> |

To specify connection settings, click Show advanced connection options, and then
enter the appropriate settings.

Click Next to go to the next section.

A\ To successfully deploy reports, you must have Content Manager rights on the
Report Server. For more information, see the Reporting Services Books Online.

Specify Repository as report data source

The IDERA SQL Secure Repository section allows you to determine:

* Repository Server - Specify the name of the SQL Server instance that hosts the
Repository

* Repository Credentials - The Windows user account SQL Secure should use to
connect to the Repository. You can use the same account that the Collection
Service runs under, or you can specify a different account. The specified account
should have permission to execute stored procedures on the Repository
database.
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Deploy Reports to Reporting Services -

SQAL Secure Repository
Specify the location and credentials for the SQL Secure Repositary.

Repository Server
Specify which SGL Server instance hosts the SQL Secure Repositary:

SQL Server:  |CH-SP2010

Repository Credentials
B Specify the credentials the Report Server will use to connect to the Repository. The
specified account should have pemission to execute stored procedures on the
- ecffied hoid h red procedures on th
e Repository databaze.
iy Login D {domain\user):  |IDERAINFODEV\dvilalobos |
[:x__ b Password: | |
NN
N

Corfim Passwond: |"‘""""""‘"‘1 |

N
I 7L

| <Back | | Net> | | Foe

Click Next to go to the next section.

Specify the Reports virtual directory

This Report Deployment Location section allows you to specify the name of the
folder where the reports should be stored. This folder belongs to the Virtual Directory
specified in the Reporting Services connection settings, and is displayed when you
access the reports using the Report Manager interface.
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Deploy Reports to Reporting Services -

' Report Deployment Location
Specify the location for the deployed reports.

Target Folder: |SQL Secure 3.2 Reports | | Browse. ..

Crvenwrite existing reports

| <Back | | Net> |

You can also specify whether you want to overwrite existing reports. Click Overwrite
existing reports to enable this option. By overwriting existing reports, you ensure all
deployed reports are current. If you decide not to overwrite existing reports , the
Deploy Reports wizard installs only the reports that are new or updated in this version
of IDERA SQL Secure.

Click Next to continue to the Summary section before finishing the wizard.

Finish the Reports Deployment

Review the provided summary, and then click Finish. When you finish this wizard,
IDERA SQLSecure installs the corresponding RDL files in the specified virtual directory
on your Report Server.
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Deploy Reports to Reporting Services -
Summary
Review the deployment configurstion and select Finish to initiste deployment .
Report Server: CH-5P2010
Port: 20
Use 551 False
Report Server Directory: Report Server
Report Manager Direclory: Reports
,/ | Repository Server CH-SP2010
e Repository Login: IDERAINFODEV dvillalobos
== gy Target Folder- SGL Secure 3.2 Reports
[':T-\ 2 Owverwrite Existing Reports:  True
N
N\
— -
(P
o> | [ Ansh | [ Canesl |

If you want to change a setting now , click Back to return to the appropriate window.
You can also change your deployment settings later through the Report Manager
interface installed with Microsoft Reporting Services.
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Use the Console to generate reports

IDERA SQL Secure includes built-in reports specially designed to generate commonly
requested audit reports using the SQL Server permission data collected in your
snapshots.

SQL Secure built-in reports allow you to quickly and easily meet the demands of on-
the-spot audits, routine audits, and long-term event trending. Each report provides
detailed information about events in your SQL Server environment.

/\ Using the Console to generate reports against large audit data sets can result in
degraded performance. For example, when the selected snapshot is large
(contains thousands of objects and permissions), the report performance may
be impacted. If you experience degraded performance, try increasing the
Console timeout value and, if the performance issues continue, run the report
with Microsoft Reporting Services instead.

Generate a report

To report on audit data:

1. In the console tree pane, click Reports.

2. In the view pane, select the report you want to generate.

3. Specify the appropriate parameters for the selected report, and then click View
Report.

Available general reports

SQL Secure Reports

|Genera| Entitlement  Vulnerability

Audited SQL Servers R __ Cross Server Login Check R Data Collection Fiters )
% aﬁrlo;;ﬁ:lgl:ijgé E;ggrLag:c;.:leJE SQL Database instances that l :é 3:;.;‘:! aSS:Le?:wem and Azure SQL Databases where a selected y -5 g;\‘o;'i‘::;ee tl:lnast;r?;!?:tmn filters for all SQL Server an: d Azure SGL y
Risk Assessment R Activity History \ SQL Secure Users R
\3 Show all policy and risk assessment resufts. ﬁ Show all SGL Secure activity history Show all SGL Secure u: ISETS.
| | & |
Report Name Report Description
Audited SQL Displays all the SQL Server instances that are being audited by
Servers SQL Secure
Cross Server Displays all SQL Server instances where a selected user has
Login Check access
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Report Name Report Description
Data Collection Displays the data collection filters for all SQL Server instances
Filters

Risk Assessment  Displays all policy and risk assessment results. You can
customize this text using the Policy Properties window. For
more information, see Internal Review Notes.

Activity History Displays all SQL Secure activity history

SQL Secure Users  Displays all SQL Secure users

Available entitlement reports

SQL Secure Reports

[Fyaiucy® Vulnerability Comparison

Server Logins and User Mappings - User Permissions
Show all Server Logins and associated Database User Mappings for Show pemmissions for a user across all servers.

Windows s
L9 Show all the unresolved Windows Accourts that have Server b
IE each SQL Server and Azure SQL Database instance being audited

QJ ! Logins.

__ Al User Permissions __ Server Roles Database Roles A
Show all objects with permissions in databases for all servers R Show all direct members of Server Roles on all SQL Server and Shaw all direct members of Database Roles on all SQL Server and
g Azure SGL Database instances Azure SQL Database instances

- Suspect SQL Logins
i Show all SQL Server and Azure SGL Database logins that do not
have pemmissions

Report Name Report Description
Suspect Windows Displays all the suspect Windows Accounts that have Server
Accounts Logins or Server Files Permissions. For more information, see

Suspect Windows accounts.

Suspect SQL Logins  Displays all the suspect SQL Server Accounts that do not
have any assigned permissions, i.e. databases, objects, or

server files.
Server Logins and Displays all Server Logins and associated Database User
User Mappings Mappings for each SQL Server instance being audited
User Permissions Displays permissions for a user across all SQL Server
instances
All User Displays all objects with permissions in the database for all
Permissions SQL Server instances
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Database Roles

IDERA SQL Secure, Version 3.2

| O

Report Description

R A

Displays all direct members of Server Roles on all SQL Server

instances

Displays all direct members of Database Roles on all SQL
Server instances

Available vulnerability reports

SQL Secure Reports

Mixed Mode Authentication

Show all SQL Server instances where Windows Authertication is nat

Guest Enabled Databases 0S5 Vulnerability via XSPs

Show all databases on a SQL Server instance where the Guest user

Show all extended stored procedures that grant non-Administrator

=
,@ the only login method 'y[_j has access. ﬁ users pemission to access operating system functions.
Vulnerable Fixed Roles System Administrator Vulnerability Windows Groups
L@l Show all 5QL Server and Azure SGL Database instances that M) Show all SQL Server instances that include Buittin Administrators as ow  Show all SQL Server instances that grant access to any 08
‘.i contain fixed roles assigned to public or guest a‘_"! members of the sysadmin role = controlled Windows Group
Database Chaining Enabled Mail Vulnerability A Login Vulnerability
= Show all SQL Server instances that have cross-database ownership k q Show all SQL Server instances with SQL Mail stored procedures Show all SQL Server and Azure SQL Database instances whose
= chaining enabled [~ m 5QL logins have weak passwords.
—= Mote : This report is not applicable to Azure SQL Database —
~ ~

Report Name

Mixed Mode
Authentication

Guest Enabled
Databases

OS Vulnerability via
XSPs

Vulnerable Fixed
Roles

System Administrator
Vulnerability

Dangerous Windows
Groups

Database Chaining
Enabled

Report Description

Displays all SQL Server instances where Windows
Authentication is not the only login method

Displays all databases on a SQL Server instance where the

Guest user has access

Displays all extended stored procedures that allow access

to operating system features that could compromise
system security

Displays all SQL Server instances that contain fixed roles
assigned to public or guest

Displays all SQL Server instances that include built-in
Administrators as members of the sysadmin role

Displays all SQL Server instances that grant access to any
OS controlled Windows Group

Display all SQL Server instances that have cross-database
ownership chaining enabled
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Report Name Report Description

Mail Vulnerability Displays all SQL Server instances with SQL Mail stored
procedures

Login Vulnerability Displays any SQL logins that have weak (easily guessed or

hacked) passwords and lists their security properties,
including the state of their password health.

Available comparison reports

SQL Secure Reports

Snapshot Comparison
@ﬁ Identify discrepancies in the audit data collected by two different
-3

Assessment Comparison
Y Identify discrepancies in the findings and security check
7 configurati W@ snapshots

Nt rations of two different asssessments
i

Report Name  Report Description

Assessment Displays any differences identified in the security settings and
Comparison findings of two assessments.

Snapshot Displays any differences identified in the configuration settings
Comparison and audit data of two snapshots.
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Use Reporting Services to generate reports

IDERA SQL Secure includes the ability to take the existing built-in SQL Secure reports
and seamlessly integrate them into Microsoft Reporting Services. For each built-in SQL
Secure report, the Deploy Reports wizard installs a Report Definition Language

(RDL) file. These RDL files define the report layout and parameters, using the data
source (SQL Secure Repository) you specified during install. Reporting Services
automatically acknowledges these files, allowing you to immediately generate and
view reports on audit data using the Reports Manager Web interface.

You can view, customize, and develop new reports based on any of the built-in SQL
Secure reports to fit your unique auditing needs. Reports can be viewed in an existing
SQL Server environment that uses a dedicated Report Server. If you decide to use
Microsoft Reporting Services, consider the following best practices:

+ Save your new and modified reports to a separate folder
* Use a different file name for modified reports

For more information about the Reporting Services architecture, see the Reporting
Services Books Online. For more information about developing custom reports using
Microsoft Reporting Tools, see the Reporting Services Books Online.

Microsoft Reporting Services and SQL Secure

You can implement Reports on any computer running Reporting Services. The
following installation scenario illustrates how you can implement Microsoft Reporting
Services reports in an existing SQL Server environment that uses a dedicated Report
Server.

Required permissions for Microsoft Reporting Services

Microsoft Reporting Services Reports leverage the existing role-based security model
provided with Reporting Services. These reports support Windows authentication
(mixed mode on SQL Server) and require the following permissions and rights to
successfully generate reports on your audit data.

Assessing the appropriate role on the SQL Secure folder in Report Manager, the
individual report files inherit the permissions you set. By default, the Deploy Reports
Wizard writes the report files to the C:\Program Files\IderaSQLsecure\Reports
folder on the Report Server computer.
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Account Action Requirement

Logon account  Write RDL files to the Report Write access to the Report Server

used for install server computer and file system and Content Manager
configure reports role

Proxy user Connect to the Repository and  Read access to the Repository
read data per report databases
parameters

Administrator  Configure reports and set Content Manager role
security

End user Generate and view audit Browse role

(auditor or reports

manager)

Install reports

The Deploy Reports wizard allows you to specify the proxy user account credentials
and deploy the reports. Perform this deployment for each Repository that contains
data you want to audit using Reports. Once installed, click the View Deployed

Reports link at the bottom of the SQL Secure Reports window to find your reports.

Set up permissions for auditors to generate reports

To grant auditors the ability to view and generate reports, create a SQL Server login
and grant the Can view and Report on audit data permissions. Ensure that this
account has the Browse role on the root folder.
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Manage SQL Secure

The Manage SQL Secure view lets you easily and quickly change your IDERA SQL
Secure configuration and review SQL Secure activity. From the Manage SQL Secure
view, you can access the following information:

Idera SO Secura - Connected Ta Repositary CH-SP2010 S

Wiewe  FEwplie  Snapshots  Took  Hel

BT Bl e e e ]
Manage SQL Secure Repository 8tatus S B P —— — e O N
(:q Tha wincew Iata the SGL Servernatences tht are regitered win S0L Secure. Regenemng 2 SO Senier menenee alows you to perfom comprehensive comture. anslyss and repadng on S0 Serier ond einted AD and 05 seorty
& Lo _ ) _
& Manage Foloee @ B SQL Sqrme :ﬁ gt SL Seevem
1 5GL Sacum Ay 4
e S if
e S Gown Tags Sys Status Li 5,
Server Ueenses: [ —
@ A feaures 3 ncienrg nomaly i i
Repositony. CH-5P2010 Femasning Licenscs: [ —
SOL Sereer 2012 v 17.00.5058
License: 20 mervers B0l Berver Agent Status
r % 30L Fecurs uem the Faposkor 1L Server Agert for éate colecion and geoming, The L Sever
T Ak o O R i T S b ek e A o e iy
Last Groomed - Hever u
Staded

Audiled S0l Servers Slalus
chb el S04 Servers (1 ey

kit el S v (] 01
SO Senver Statug Last Successful Colaction Last Collsction  Caliector Job Status

H CHER2D Warnings Br23/201% 5AT.23 AM /28206 647  Succeeded
STy Summany
‘:;_j ERDIOTE PEMESSIONnS
P i
".‘li.:-l Manage SL Secre
Repository Status

Allows you to view status of the SQL Server instances that are registered with
SQL Secure, SQL Secure licenses, and the SQL Server Agent used for collecting
data.

Logins
Allows you to view a list of logins that are active in SQL Secure.
Policies

Allows you to view and change properties of existing policies, view which
assessments have been saved for each policy, or create a new policy.

SQL Secure Activity

Allows you to see the logged events associated with changes or actions that
occur within SQL Secure.

Server Group Tags
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Allows you to view a list of tags and servers that are available in IDERA SQL
Secure.
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View the SQL Secure Repository status

The Repository Status window allows you to view status of the SQL Server instances
that are registered with IDERA SQL Secure, SQL Secure licenses, and the SQL Server
Agent used for collecting data.

Repository Status Hide tasks )

This window lists the SQL Server instances that are registered with SQL Secure. Registering a SQL Server instance allows you to perform comprehensive capture, analysis and reporting on SQL Server and related AD and OS security.

:_ Reqister a SQL Server ~ @ Import SQL Servers
:é .\#

System Status License Summary

Server Licenses: [ —
@ Al features are functioning nomally - -
Repository: CH-SP2010 Remaining Licenses: [I—
SQL Server 2012 v11.00.5058
License: 20 servers SQL Server Agent Status
Si Disk- 4475 MB r 1 SQL Secure uses the Repository SQL Server Agert for data collection and grooming. The SQL Server
ze on Agent must be started for SGL Secure to collect data or groom the Repository.
Last Groomed: Never L

Started
Audited SQL Servers Status

SQL Server Status Last Successful Collection  Last Collection  Collector Job Siatus
&, CH-sP2010 Warnings 8/29/2018 6:47:23 AM 8/29/2018 647:... Succeeded
iy il

System Status

The System Status section lists the SQL Server instance where the Repository resides
and the version of SQL Server being utilized. In addition, the total number of SQL
Secure licenses, the amount of space the Repository is using, and the time of the last
Repository grooming is listed. For more information on grooming, see Grooming
Snapshots.

License Summary

The License Summary provides a graphical representation of the total number of
SQL Server instances that can be monitored using your current SQL Secure licenses,
the number of SQL Server instances currently being monitored by SQL Secure, and the
number of additional SQL Server instances that can be monitored by SQL Secure. For
more information, see Managing Your SQL Secure Licenses.

SQL Server Agent Status

The SQL Server Agent Status section displays the current status of the SQL Server
Agent that SQL Secure uses to collect security information.

If the SQL Server Agent is stopped , you must start the agent on the SQL Server
instance hosting the Repository or snapshots cannot be taken. For more information,
see Microsoft Books Online.
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Audited SQL Servers Status

The Audited SQL Servers section lists each audited SQL Server registered with SQL
Secure. The list contains the status, last successful collection, and last collection
attempted for each of the audited SQL Servers. Right-click a SQL Server instance in the
list to explore user or object permissions, view the SQL Server instance summary,
register a new SQL Server instance, remove the SQL Server instance from SQL Secure,
configure the snapshot collection, manually take a snapshot, refresh, or view the
properties of the SQL Server instance.

The following information is provided for each SQL Server instance:

Property

SQL Server
Status

Last Successful
Collection

Last Collection

Collector Job
Status

Column Description

Displays the name of the SQL Server instance that is being
audited

Displays any warnings or errors that may have occurred with
the last snapshot

Displays the date and time that the latest snapshot was taken
and completed successfully

Displays the date and time that the last snapshot was
attempted (whether or not it was completed successfully)

Describes the current status of the SQL Server job running the
audit data collection
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Manage SQL Secure logins

The Logins window allows you to view a list of logins that are active in IDERA SQL
Secure. This list provides the name, type of login, SQL Server access, and permissions
in SQL Secure for each login. From this window, you can add new logins, delete logins,
and edit login properties.

Logins Hide tasks €
This window allows you to manage SQL Secure users. Use this window to create new users and modify rights of an existing user.

New Login I:":\ Tell me more

ogins (7 items

Name Type SQL Server Access Permissions in SQL Secure
IDERAINFODEV\dvillalobos ‘Windows User Grant Can configure settings and view audit data
NT SERVICE\SQLWriter Windows User Grant Can configure settings and view audit data
NT SERVICE\Winmamt ‘Windows User Grant Can configure settings and view audit data
NT Service\MSSQLSERVER Windows User Grant Can configure settings and view audit data
NT AUTHORITY\SYSTEM Windows User Grant Nane

MWT SERVICEVSQLSERVERAGENT Windows User Grant Can configure settings and view audit data
NT SERVICE'\ReportServer ‘Windows User Grant None

e Foe o Mo o o M |

/A A user must have a SQL Secure login to use SQL Secure features, such as
Reports.

Each SQL Secure access level maps to a specific SQL Server role that SQL Secure
provides in the Repository. You can assign these SQL Secure roles to an existing login
using SQL Server Enterprise Manager or Management Studio.

The following information is displayed in the Logins window:

Column Description

Name List the logins that are associated with the SQL Secure Repository
database.

Type Describes the type of login (Standard, windows Group, Windows
User)

SQL Server Describes the type of access the user has on the SQL Secure

Access Repository database.

Permissionsin  Describes the type of access the user has within the SQL Secure
SQL Secure Console.

To know how to add or edit logins, go Add New Login and/or Edit Login settings.
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Add new login

IDERA SQL Secure, Version 3.2

The IDERA SQL Secure New Login Wizard allows you to add new SQL Server logins to
SQL Secure. In this wizard, you will be asked to supply the Windows user account

name and level of access for the user you would like to add.

To access the SQL Secure New Login wizard, click New Login at the top of the Logins
window in the Manage SQL Secure view. Alternatively, you can go to File menu and

select New SQL Secure Login.

Welcome to the SQL Secure New
Login Wizard

This wizard allows you to add a new SQL Server login for the
purposes of using SGL Secure. With this wizard you will:

¢ Add anew SQL Server login
s Set the pemissions level

. 4

l

J To continue, click Next.
¢ Back | M

ed> | | Cancdl | | Hebp

5QL Secure New Login .

The SQL Secure New Login has the following sections:
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Specify Login Properties

SQL Secure New Login .

Add a new SOL Server login

Specify 8 Windows user account name that will be given access to SOL %
Secure.

Name |L|:|gin 1| |

Do you want to grant this user access to SQAL Secure?

(® Grant access

() Deny access

| <Back || Net> | | Cance | | Heb |

The Add a new SQL Server login window allows you to enter the Windows account
name of the user you would like to add to IDERA SQL Secure. You can also specify
whether or not you would like to grant access to this user. Follow these steps to add a
new login:

1. Type the Windows user account in the Name field.

2. To grant the user access to SQL Secure, select the Grant access option, then
click Next.

By selecting the Deny access option, the user will be blocked from accessing SQL
Secure.

/\ The user account must be entered in a domain\username and case-sensitive
format.
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Select Permissions

SQL Secure New Login .

Set the SAQL Secure permission level
Specify the permission level of the new user. m

To grant pemissions to configure audit settings, the login will be added to the
sysadmin role on the SGL Server that hosts the Repository.

Do you want to add this login to the sysadmin server role?

() Yes, grart this user permission to configure SGL Secure.

(® Mo, only allow this user the ability to view audit data.

| <Back | Net> | | Cancel | | Hep |

The Set the SQL Secure Permission level window allows you to choose whether or
not the user should have access to IDERA SQL Secure and at what level. The user can

have permissions to configure SQL Secure settings or only permissions to view audit
data.

/\ If you choose to grant permissions to configure audit settings, then you are
assigning administrative level permissions; therefore, the login will be added to
the sysadmin role on the SQL Server that hosts the Repository.
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Review Login Summary

SQL Secure New Login []

Completing SQL Secure New
Login Wizard

You have entered the following data for adding a new 501
Server login to SQL Secure.

Windows user : Login 1
Access . grant access
Pemission :user can only view SGL Secure results

4

R
J Tao create this login, click Finish

Fiish | | Cancel | | Hebp |

‘ This Windows user will now be added as a SQL Server login.

< Back

Review the provided summary of the login you are creating, and then click Finish.
When you finish this wizard, IDERA SQL Secure creates a SQL Server login with the
specified permissions on the SQL Server instance that hosts the Repository databases.

If you want to change a setting now, click Back to return to the appropriate window.
You can also change login settings later using the Login Properties window.

@ A Repository login (database user) can be assigned SQL Secure permissions.
These permissions control what tasks you are able to do in SQL Secure.
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IDERA SQL Secure allows you to edit individual login permissions (to SQL Secure) from

the Manage SQL Secure view.

To edit SQL Secure login properties:

1. Select Logins from the Manage SQL Secure view.
2. Inthe list of Logins, right-click the login you want to edit and select Properties.

Login Properties

\_ﬁ Manage Logins forthe SQL Secure Repository.

Name: |[NT SERVICE\Winmgrt

Security access
Do you want to grant this user access to SAL Secure?

(®) Grant access

() Deny access

Permissions within SQL Secure
Do you want this login to have the System Administrator server role?

(® Yes, grant this user permission to configure SQL Secure.
() Mo, only allow this user the ability to view audit data.
| oK [ |

Cancel || Help

3. You can edit the Security Access properties (Grant or Deny access) or the
Permissions within SQL Secure (where you decide if the login has
Administrator server role or not). Click OK to queue your changes. The SQL
Secure login has been edited and the new settings will apply the next time the

user logs into SQL Secure.
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Manage policies

Use the Manage Policies view of the Manage SQL Secure view to obtain a quick
overview of which policies are enabled and have saved assessments.
Manage Policies

Manage Folicies

73 Create a Policy
@

Hide tasks &
I:@ Tell me more
Name High Ci Medium C Low Ci Dynamic  Review Notes Description
All Servers 36 21 55 ] v Global security checks that should be performed on all 5QL Servers; based on the |...
| CIS for SOL Server 2000 EH 3 27 3 v v i Center for Internet Security - Benchmark for Microsoft SOL Server 2000, V 1.0, Dec.
DISA-NIST 5TIG for SOL Server 2014 3 & 4 2 v 4
MName

High Configured
Assessment 3

Defense Information Systems Agency (DISA) & National Institute of Standards and.

€ Medium Configured

4, Low Configured ¢ State
3 1
Assessment 2

Date Description
3 0 27 7 Published 8/29/2018 10:22:26 AM Center for Internet Security - Benchmark for Microsoft SQL Server 20..
3 1 3 0 27 7 Draft 8/29/2018 10:02:12 AM Center for Internet Security - Benchmark for Microsoft SQL Server 20...
Assessment 1 3 1 3 o 27 7 Approved 8/29/2018 9:33:38 AM Center for Internet Security - Benchmark for Microsoft SQL Server 20...
.
Available columns

These are the available columns in the Policies section:
Name

Provides the name of the policy
High Configured

Indicates how many high risk security checks were configured for this
policy
Medium Configured

Indicates how many medium risk security checks were configured for this
policy
Low Configured

Indicates how many low risk security checks were configured for this
policy
Assessments

Indicates how many assessments have been saved from this policy.
Dynamic

Indicates whether this policy dynamically includes any newly registered
SQL Server instance.
Review Notes

Indicates whether this policy has Internal Review Notes.
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Description

Provides the description specified for this policy
Policy ID

Indicates the ID SQL Secure has defined for the policy

These are the available columns in the Assessments section:

Name
Provides the name of the assessment
High Configured

Indicates how many high risk security checks were configured for this
assessment

High Icon
Indicates how many high risk findings this assessment had when last run
Medium Configured

Indicates how many medium risk security checks were configured for
this assessment

Medium Icon

Indicates how many medium risk findings this assessment had when last
run

Low Configured

Indicates how many low risk security checks were configured for
this assessment

Low Icon
Indicates how many low risk findings this assessment had when last run

State
Provides the state (Draft, Published, Approved) of this assessment
Date
Indicates the date and time of the audit data used by this assessment.
SQL Secure pulls the audit data from the snapshot that most closely
matches this date and time
Description

Provides the description specified for this assessment
Assessment ID
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Indicates the ID SQL Secure has defined for the assessment
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View SQL Secure activity

Each time a change or action occurs in IDERA SQL Secure, an event is logged. These
logged events appear in the SQL Secure Activity view. This log includes collection
activity, snapshot configuration changes, SQL Secure login changes, and any other
changes made to your SQL Secure settings.

SQL Secure Activity Hide tasks €}
This window lists changes and events related to SQL Secure administration, data collection, filter rules, and jobs management. This allows you to monitor SQL Secure operations.
-@ Tell me mare
Type | Date | Time | SQL Server W User | Category Code Description -
@ Success Audit £ 8/29/2018  11:00:38 AM IDERAIMFCD ... - Report Upd... Updated report configurationtable 3
@ Success Audit £ 8/29/2018 | 10:24:43 AM IDERAINFOD ... = Assess... - Upd.. Assessment "CIS for SOL Server 2000” with policy id 2 and assessment id 11 1
@ Success Audit  8/29/2018 102312 AM IDERAINFOD ... ~ Securit.. Upd.. Security Check "Assembly host policy” with id 94 on Assessment “CIS for SQL Server 2000 - Assessment 3 with id 2 and assess...
@ Success Audit £ 8/29/2018 10:23:112 AM IDERAIMFCD ... = Securit.. - Upd... Security Check "Certificate private keys were never exported” with id 114 on Assessment “CIS for SQL Server 2000 - Assessment..,
@ Success Audit | 8/29/2018 10:23:12 AM IDERAIMFCD ... = Securit.. = Upd.. Security Check “Backup Encryption (Native)” with id 119 on Assessment "CIS for SOL Server 2000 - Assessment 3" with id 2 and...
@ Success Audit 8/29/2018  10:22:35 AM IDERAINFOD ... - Assess..  Add  Assessment "CIS for SQL Server 2000° with id 2 and assessmentid 2 with state Draft
@ Success Audit £ 8/29/2018 1 10:110:11 AM IDERAIMFOD ... = Assess...  Upd.. Assessment "CIS for SQL Server 2000" with policy id 2 and assessment id 5
@ Success Audit  8/29/2018  10:05:09 AM IDERAINFOD ...  Assess.. Upd.. Assessment "CIS for SOL Server 20007 with policy id 2 and assessment id 5
@ Success Audit 18/29/2018 £ 10:05:02 AM IDERAIMFOD ... = Assess..  Upd.. Assessment "DISA-NIST STIG for SOL Server 2014" with policy id 3 and assessment id 8
@ Success Audit | 8/29/2013 | 10:03:00 AM IDERAIMFCD ... - Assess... ' Add  Assessment "DISA-NIST 5TIG for S0L Server 2014" with id 3 and assessmentid 3 with state Draft
@ Success Audit  8/29/2018  10:02:50 AM IDERAINFOD ...  Assess..  Add  Assessment "DISA-NIST 5TIG for SQL Server 2014 with id 3 and assessmentid 3 with state Draft
& Success Audit |8/29/2013 £ 10:02:41 AM IDERAIMFOD... = Assess..  Add  Assessment "DISA-NIST STIG for SOL Server 2014” with id 3 and assessmentid 3 with state Current
@ Success Audit |8/29/2018 | 10:02:41 AM IDERAIMFOD ... - Assess..  Add  Assessment "DISA-NIST STIG for SOL Server 2014” with id 3 and assessmentid 3 with state Current
@ Success Audit £ 8/29/2018 10:02:39 AM IDERAIMFOD ... : Securit... : Upd... Security Check "Direct Access Permissions™ with id 143 on Policy "DISA-NIST STIG for SQL Server 2014" with id 3 and assessme..
@ Success Audit | 8/29/2018 [ 10:02:39 AM IDERAIMFCD ... = Securit.. = Upd.. Security Check "DISA Audit Configuration” with id 144 on Policy "DISA-MIST STIG for SQL Server 2014” with id 3 and assessmen..
@ Success Audit  8/29/2018  10:02:39 AM IDERAINFOD ... : Securit.. : Upd.. Security Check "User created "sa’ account does not exist” with id 145 on Policy "DISA-NIST STIG for SQL Server 2014” with id 3...
@ Success Audit £ 8/29/2018 1 10:02:39 AM IDERAINFOD ... * Securit... ~ Upd.. Security Check “Implement Change Data Capture” with id 140 on Policy "DISA-NIST STIG for SQL Server 2014” with id 3 and ass...
@ Success Audit  8/29/2018 10:02:39 AM IDERAINFOD ... = Securit.. Upd.. Security Check "SOL Logins not using Must Change” with id 141 on Policy "DISA-NIST STIG for SQL Server 2014 with id 3 and...
@ Success Audit £ 8/29/2018 1 10:02:39 AM IDERAIMFOD ... « Securit... : Upd... Security Check "Limit Propagation of access rights” with id 142 on Palicy "DISA-NIST STIG for SQL Server 2014" with id 3 and as...
@ Success Audit | 8/29/2018 10:02:39 AM IDERAINFOD ...  Securit.. = Upd.. Security Check "Appropriate cryptographic modules have been used to encrypt data.” with id 136 on Policy "DISA-NIST STIG fo...
@ Success Audit  8/29/2018 10:02:39 AM IDERAIMFOD ... « Securit.. - Upd.. Security Check "Database Master Keys Encrypted by Password™ with id 137 on Policy "DISA-NIST STIG for SQL Server 20147 wit..
@ Success Audit ©8/29/2018 :10:02:39 AM IDERAINFOD ... * Securit.. ~ Upd... Security Check “Symmetric Keys Not Encrypted with a Certificate” with id 138 on Policy "DISA-NIST STIG for SQL Server 2014”..
Q Success Audit £ 8/29/2018 1 10:02:39 AM IDERAIMFOD ... = Securit...  Upd.. Security Check "SOL Server Audit is Configured for Logins™ with id 139 on Policy "DISA-MIST STIG for SOL Server 20147 with id...
@ Success Audit 18/29/2013 £ 10:02:39 AM IDERAINFOD...  Securit... ' Upd... Security Check "Asymmetric Key Size” with id 133 on Policy "DISA-NIST 5TIG for SOL Server 2014" with id 3 and assessment id 7
@ Success Audit | 8/29/2018 10:02:39 AM IDERAIMFCD ... © Securit.. : Upd.. Security Check “Database Master Key encrypted by Service Master Key™ with id 134 on Policy "DISA-MIST STIG for SQL Server 2.

Available event data

The following columns are available in the SQL Secure Activity logs:

Column Description
Type Displays the type of event that occurred

Date and Displays the date and time when the event occurred
Time

SQL Server  Provides the name of the SQL Server instance where the event
occurred

User Provides the name of the user who initiated the event

Category Provides the category of the event
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Column Description

Code Displays a description of the code that is used in the event
Description  Displays a short description of the event

©@ You can choose which columns to display on this list, group by columns, save

the information, and print it, by going to the menu grid located on the top right
section.
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Manage server group tags

The Server Group Tags view lets you view a list of tags that are available in IDERA SQL
Secure. Click a tag, and SQL Secure displays the list of SQL Servers within that tag at
the bottom of the view. Use tags to group or organize instances for better
management when taking snapshots. You can:

 snapshot all the servers you have registered
* snapshot a particular tagged group of servers
+ snapshot a specific set of multiple tagged servers

For more information about snapshots, see Use snapshots to collect audit data.

Managing tags
Users can create, edit, and delete tags using the Server Group Tags view available from
the Manage SQL Secure view.
To create a server group tag:
* Click Create Server Group Tag.

To edit an existing tag:

1. Right-click the tag you want to edit, and then select Edit Tag where you can edit
the name a description of the tag.
2. Make the appropriate change(s), and then click OK.

To add server(s) to the tag:

1. Right-click the tag to witch you want to add a server, and select Add Server(s).
2. Select the SQL Server you want to add to the tag from the list of available
servers.
3. Click OK.
To delete an existing tag:

* Right-click the tag you want to delete, and then select Delete Tag. SQL Secure
removes the tag from the list and no longer offers the tag as an option when
registering a server.

© You can choose which columns to display on this list, group by columns, save
the information, and print it, by going to the menu grid located on the top right

section.
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Creating a snapshot on the tag

Selecting SQL Servers to include in a snapshot is much faster when the servers all are
tagged with the same server group tag. Use the following steps to take a snapshot
from a tag already populated with the appropriate SQL Servers.

To take a snapshot of the servers in a tag:

1. In the Manage SQL Secure view, click the Server Group Tags option.
2. Take the snapshot using one of the following processes:
+ Select the tag you want to snapshot, and then select Take Snapshot Now

from the Snapshots menu.
* Right-click the tag you want to snapshot, and then select Take Snapshot

Now.
SQL Secure takes a snapshot of the servers in the selected server group

tag.
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The SMTP Email Provider window of IDERA SQL Secure allows you to enter your
provider information, through which email notifications are distributed.

SMTP Email Provider

Lle Configure Email Provider used for SAL Secure Data Collection Motification
%)

Email Server Information

Logon Information

[] Server requires authertication
User Mame:

Password:

Sender Information

Address: |email@idem.com
Port: 2515
Timeaut: D 0% 1 minute 30 seconds

MName: |idem |
E-mail: |emai|@1’dem.cu:um| |
Test | | OK || Camcel || Help |

To configure your SMTP Email Provider:

1. Open the SMTP Email Provider window from the Tools menu option and select

Configure SMTP mail.

2. Enter the Email Server Information: the SMTP address, port number, and the
number of seconds to wait before timing out.

3. If the logon for the SMTP Email Provider requires authentication, check the
Server requires authentication box and enter the user name and password.

4. Enter the name and email address in the Sender Information section that will
appear in the From field on the email notifications that are distributed by SQL

Secure.
5. Click OK.

© You can use the option Test to see if your SMTP email server configurations are

correct.
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Manage your license

IDERA SQL Secure provides an intuitive, simple-to-use interface for license key
management. You can view the status of the license keys and add licenses to audit
additional instances.

When you reach the SQL Server limit dictated by your license, SQL Secure will not let
you add new servers. Take into account the following scenarios:

* If your trial period expires - you will be prompted for a new license when you
start the SQL Secure Console.

+ If a valid license is not provided - then SQL Secure will shut down and no
longer be accessible.

® sQL Secure requires a license for each instance of SQL Server to be audited.

To view your License Summary, go to the Manage SQL Secure view, Repository
Status window. The System Status section lists your Repository name, number of
licenses, disk space, and the timestamp for the most recent grooming. In the License
Summary section, SQL Secure displays bar graphs to help you compare between you
number of Server Licenses, Audited Servers, and Remaining Licenses. If you have
Azure SQL Databases, see SQL Secure licensing with Azure SQL Database for more
information.

To manage your licenses, go to File menu, and select Manage SQL Secure licenses. In
the Manage SQL Secure Licenses window, you can see your actual license key, the
number of servers it is for, and the number of days until it expires. In the License
details you can also see the type of license you have, the exact date of expiration, and
the repository for which is licensed.

Click Add to add a new license key.
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SQL Secure licensing with Azure SQL Database

This topic helps clarify the per-instance licensing of IDERA SQL Secure when dealing
with Azure SQL Database instances. Simply, you add Azure SQL Database to monitor
in SQL Secure using the instance name, just as you do with on-premises and
Information as a Service (laaS) instances. IDERA licensing works the same way.

In Azure SQL Database, there is still the logical construct of a "SQL Server," although it
is a Platform as a Service (PaaS) implementation. When you set up an Azure SQL
Database in the Azure Portal you do so by creating a SQL Server (which is not to be
confused with a SQL Server running on a VM) and then you create databases. The
following images help illustrate this concept:

All resources

All resources

i- +J-Jc| EE Columns 02.9"-4:'

] Subseripthons: Visual Studio Enterprise — Don't see a subscription?
i
(] HAME TYPE
[ B cirus h This VM is running a SQL Server Virtual machine
- m cirrus63% Matwerk interface
. i i ip Puh schdress
B Cirnus-neg Jetwark security group
W %/ ¥ 4
H lenticular SQL server
[®1
4' ﬁ LenticularAdventure These Azire SQL DB S0L databaze
B renticutartn databases are part of this 03l database
- SQL Server Paas instance
e nusgediagsos Storage account
B nusgedizks773
‘ h} nuage-nimbus &
‘ A Nimbus-AdventureWorks S0L database
= 3 & Nuage-wnet Virtual neteork
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In the previous images, the SQL Server "lenticular," which is located at
lenticular.database.windows.net, is the host for a set of Azure SQL Databases. In
IDERA SQL Secure, you would register the "lenticular.database.windows.net" name
and have access to all of the SQL Databases in that instance. The following image
shows how this license is applied in IDERA SQL Secure.
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[Repository Status .

This wandow lsts the S0L Server instances that ane registened with SQlsecure. Registerng a SCL Server mstance allows you to perform compnehey

Repository: CIRRUS
SOL Server 2016 v13.00.4202
License: 3 servers

Size on Disk: 55200 MB
Last Groomed: 4732017 12:00:00 AM

S0L Server Status

Last Successful Collection  Last Collection  Collector lob Status
@ crRUs Wamings 422017 300:01 AM ARRZNT 3000, Succeeded
@ LENTICULAR. DATABASE WINDOWSNET 4722017 3:00:01 AM

47272017 3000.. Running

il SOLSECUREACCDATABASEWINDOWSHET cessful 4202017 30005 AM AT 300, Succeeded
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Delete a Data Snapshot

When you no longer want to keep a snapshot (and do not want to wait for the
grooming process to occur), go to the Explore Permissions view, expand the SQL
Server instance from which the snapshot was taken, select the respective snapshot,
right-click it, and select Delete snapshot. A confirmation window appears, click

Delete to continue.
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Edit audited SQL Server properties

The Audited SQL Server Properties window allows you to edit the way IDERA SQL
Secure monitors your SQL Server instances. The Audited SQL Server Properties
window contains general SQL Server instance information, credentials used to collect
data, specified audit folders, snapshot filter settings, audit data collection schedule,
email notifications settings, and policies the SQL Server pertains to.

To access the Audited SQL Server Properties window use any of the following
options:

* Right-click the SQL Server instance from the Explore Permissions view and
select Configure Audit Settings.

+ Select the respective SQL Server in the Servers in Policy tree from the Security
Summary view, and either right click to select Configure Audit Settings or
select the same option from the ribbon options available in the Summary,
Settings, or Users tabs.
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Change general properties

The General tab of IDERA SQL Secure contains basic information about your audited
SQL Server, including the instance name, the SQL Server version, snapshot
information, and security and auditing information.

a View general properties for the selected SCL Server.

[ General

Credentials  Audit Folders  Filters  5Schedule  Email  Policies

SQL Server

Server:
SAL Server Version:
SOL Server Edition:

Replication Enabled:

Operating System

Server:

Windows O5:

Serveris Domain Cortroller:

Snapshot

Cumrent Snapshot Time:
Cument Snapshat Status:

Last Successful Snapshat At:

[CH-5P2010

[SQL Server 2012 v11.0.5058.0

| Erterprise Edition (64-bit)

Mo

sa Account Password Empty: | Mo

[CH-5P2010

[ Microsoft Windows Server 2012 R2 Datacenter

Mo

[8/25/2018 6:47:23 AM

[ Wamings

[8/25/2018 6:47:23 AM
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Property Description
Group

SQL Server Contains the name of the computer hosting the SQL Server instance
belongs to, the SQL Server instance name, version number, edition,
if replication is enabled, and whether the sa account password is
empty.

Note that when viewing information for Azure SQL Database, this
section includes a field for whether geo-replication (readable
secondary databases) is enabled, but does not include the sa
account password field.

Operating Contains the basic information of the operating system: server
System name, Windows OS, and if Server is Domain Controller

Note that when viewing information for Azure SQL Database, this
section does not include a field for whether the server is a domain
controller.

Snapshot Contains basic snapshot information including the time and date of
the current snapshot, the snapshot status, and when the last
successful snapshot was taken.
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Change connection credentials

The Credentials tab displays the credentials that IDERA SQL Secure uses to access the
databases on the selected SQL Server instance. If you need to make changes to your
credentials, change the information in the fields provided.

Audited SQL Server Properties - CH-SP2010 -

Q: -I ‘ Specify which credentials SQL Secure should use to collect audit data.

g

m Audit Folders  Filters  Schedule  Email  Policies

This window allows you to change the credentials that are used to collect data for auditing.

SQL Server credentials to connect to audited SQL Server
® Windows Authentication

Windows User: |SIMF‘SONS"-Adminishat0r |

Password: |

() 50L Server Authentication
Login Mame:;

Password:

Windows Credentials to gather Operating System and Active Directory objects

Windows credentials are used to connect to the tarast serverto gather Active Directory
objects and file and registry key pemissions. The specified account must have admin access
to the target server and at least login access to the SQLsecure Repository.

Use same Windows Authentication as above

Windows User: SIMPSONS \Administrator

Password:

| oK | | Camcel | | Help |

There are two types of credentials you need to specify:

IDERA | Products | Buy | Support | Community | About Us | Resources | Legal

335


http://www.idera.com/
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com/
http://community.idera.com/
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

IDERA SQL Secure, Version 3.2

| O = A

Option Description

SQL Server credentials to connect to audited  Choose one of the following
SQL Server options:

+ Select Azure Active Directory
and enter the credentials for
your Azure AD account.

+ Select Windows
Authentication and enter the
credentials in the fields provided.

* Click SQL Server
Authentication to use the
default credentials of your SQL
Server Agent.

Azure AD or Windows Credentials to gather  Select one of the following options:
Operating System and Active Directory
objects - These credentials are used to
connect to the target server to gather Active
Directory objects, file, and registry key
permissions.

* Check the Use same Windows
Authentication as above box to
use the windows credentials
specified above.

+ Specify a different Windows
account that SQL Secure will use
use to gather information about
OS and AD objects.

/A If the login configuration for the SQL Server you want to audit is case-sensitive,
you must enter your login credentials in a case-sensitive format.

/\ Permissions and Privileges
You should keep in mind the following permissions for the accounts specified in
this section:
+ The SQL Server login must belong to the sysadmin fixed role on the target
instance.
* The Windows account must have Windows Administrator privileges on the
target instance to collect group membership information.
+ The account specified for gathering information about OS and AD objects
must have admin access to the target server and at least login access to
the SQL Secure Repository.
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Define folders

® This tab is not available for Azure SQL databases.

In the Specify Audit Folders section you can specify which folders will be audited for
collecting file system permission information.

Audited SQL Server Properties - CH-SP2010 £

Ny ‘ Specify which data collection fiters should be used when taking a snapshot.
‘:h ]

General Credentials W Filters  5Schedule  Email Policies

This window allows you to view and modify audit folders. You can add, edit or remove folders.

Add New Audit Folder Path -

Enter a mapped drive folder or a folder in UNC format

0K | | Cancel |

| Add || Edit || Remove

[ ox

| Ccancel | | Help |

Click Add and type a mapped drive folder or a folder in UNC format. You can add as
many folders as you require.

If you want to change or delete any of the previously added folders,
click Edit or Remove respectively.
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Change audit filters

The Filters tab allows you to add a new filter, delete filters, and edit filter properties.
Filters are the criteria used when collecting audit data for your snapshots.

Audited SQL Server Properties - CH-SP2010 -

N ‘ Specify which data collection fitters should be used when taking a snapshot.
':h Q

General  Credentials  Audit Folders M Schedule  Email  Policies

This window allows you to view and modify audit fiters. You can add, delete, or edit fitter properties.

Filter Description

- efault rule ule created when the server was registere
“y Default rul Rul ted when th istered
Fitter details

Al Server objects, Database Security objects, Stored Procedures and Bxtended Stored
Procedures
s Al System and User Databases
o All System and User Tables
o Al System and User Views
o Al System and User Functions
o Al Synoryms, Assemblies, User-defined Data Types, XML Schema Collections, Full Text
Catalogs, Keys, Cedfficates and Sequence Objects

| 0K | | Camcel | | Help |

Note that All Extended Stored Procedures and All Full Text Catalogs are disabled
when viewing properties for Azure SQL Database.

Option Description

New Filter This button opens the Add Filter Wizard, which allows you to add
filters to your snapshot. For more information, see Add new filter.

Delete Filter Click this button to delete the selected filter.

Properties  This button opens the Filter Properties dialog window, which allows
you edit the selected filter settings. For more information, see Edit
filter settings.
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Once you have configured your snapshot collection settings, you can view your
updated snapshots to ensure that they are set up the way you intended.
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Change snapshot schedule

The Schedule tab allows you to choose the best times to generate a snapshot on your
SQL Server instance. By default, snapshots are scheduled for every Sunday morning at
3:00 AM. It is recommended that you schedule snapshots to occur during "off-peak"
hours.

Audited SQL Server Properties - CH-SP2010 -

Q_ Specify when you want SQL Secure to take snapshots.

General  Credentials  Audit Folders  Filters m Email Policies

This window allows you to modify the audi data collection scheduls.

~

Keep snapshots for |60 w- days befare allowing them to be groomed. (1 - 10000 days)

Collection Schedule
Enable Scheduling

Occurs every week on Sunday at 3:00:00 AM

| Change. |

SQL Server Agent
b SOL Secure uses the SQAL Server Agent for data collection and grooming.
| * ‘ This agent is located on the SQL server hosting the Repostony database.

Started

| 0K | | Camcel | | Help |

The Schedule tab contains the schedule, if any, that is currently being used for the
SQL Server selected instance. To change the schedule, click Change and select the
new time and frequency for snapshot collection.

The first snapshot is taken at the first scheduled snapshot collection time. Snapshots
can also be taken manually right-clicking the SQL Server instance in the Explore
Permissions view and selecting Take Snapshot Now.

The Schedule tab displays the following information:
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Option
Keep snapshot for
[number] days

Enable Scheduling

Change

IDERA SQL Secure, Version 3.2
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Description

Type, or use the up and down arrows, to indicate the number
of days that you want to store snapshots in the SQL Secure
Repository.

Check this box to enable the defined audit snapshot
schedule

Click this button to edit your audit snapshot collection
schedule.

© + To view all properties of a snapshot, click the respective snapshot below
the respective SQL Server in the Audited SQL Servers tree of the Explore
Permissions view.
* You can also right-click the snapshot from the Audited SQL Servers tree
of the Explore Permissions view and select Properties. The Snapshot
Properties window opens with all its corresponding settings.
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Change email notification

The Email tab allows you to configure the way email notifications are sent after a
snapshot is collected. You can select to have email notifications sent after a snapshot
is collected successfully, or only if there are warnings or errors. You can also select to
have email notifications sent depending on the level of the security risks discovered.

Audited SQL Server Properties - CH-SP2010 -

;\. _I ‘ Configure email notification for snapshot status and findings.

General Credentials Audit Folders  Filters  Schedule m

This window allows you to configure Email notfication for Snapshots (data collections).

Send Email Notffication after Data Collection
® Always

) On Waming and Emor

) Only On Emor

Send Email Motification for Security Findings

® Any Risk
) On High and Medium Risks

) Only an High Risks

Email Recipient: | |

( specify multiple email recipients by separating each address with a semicolon )

| 0K | | Camcel | | Help |

Once you have configured when notifications are sent, enter the email address in the

Email Recipient field. To enter multiple email addresses, separate each address with
a semi-colon.

@ If you do not want to receive email notifications for snapshot status or
security finding, unchecked the associated option.
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Change which policies audit this instance

The Policies tab allows you to modify the policies to which the selected SQL Server
instance is assigned. There are two kinds of policy memberships:

User-defined policy membership

A manual policy is a policy that must be manually assigned to a SQL Server

instance.

Automatic policy membership

An automatic policy is a policy that is configured so that all SQL Server
instances are automatically assigned to it.

Audited SQL Server Properties - CH-SP2010

N ‘ Select which policies should audit this SQL Server.
Qh a

General  Credentials  Audit Folders  Filters  Schedule  Email m_

This window allows you to modify the policies that contain this SQL Server Instance.

Select which policies should include this SQL Server.

User-defined Policy Membership

This registered SQL Server may be added to one or more of the following palicies:

Automatic Policy Membership
i Al Servers

=] 1S for SQL Server 2000

ﬂ DISA-MNIST 5TIG for SOL Server 2014

| oK | | Cancel |

Help |
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Select audited SQL Server to explore data

When you want to explore user or object permissions, you can select a specific SQL
Server in any of the views of IDERA SQL Secure, right-click it, and select the options
Explore user permissions, Explore Role Permissions, or Explore Object
permissions. SQL Secure opens the respective tabs for the selected SQL Server.

@ If the SQL Server instance you want to select is not listed, the instance may not

be registered with SQL Secure.
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Troubleshooting WMI connectivity issues

The user account used by IDERA SQL Secure to gather Operation System and Active
Directory objects must have administrator permissions on the remote server to be
able to use WMI.

The most frequently encountered problems with WMI connectivity are:

+ RPC traffic not getting through to the remote computer
* Invalid DCOM or WMI permissions
 Ports are not open or firewall is preventing access

The following Web links may provide additional information about how to
troubleshoot WMI connectivity issues:

« Securing a remote WMI Connection
 Help with Scripts

Resolve WMI Issues using WbemTest

You can use the WbemTest (Windows Management Instrumentation Tester) tool to
connect to a server and issue WMI queries. Download this tool from Microsoft
TechNet. This tool can help you test and troubleshoot WMI issues.

To use WhemTest:

1. Run wbemtest.exe.

2. Click Connect.

In the NameSpace test box, enter \\server\root\cimv2 where server is the
name of the server you want to connect to.

Click Connect.

Click Query.

Enter select* from win32_process.

Click Apply.

w

Noubk

If WbemTest was able to connect to the remote server and issue the query using WMI
, You should see a query result with output. In this case, WMI to the required server is
working and no further action is needed. For more information on the Windows
Management Instrumentation Tester, refer to Windows Management Instrumentation
Tester overview.

If you receive an error message , use the following processes to help identify and
resolve the issue.
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Error: The RPC Server Is Unavailable

This error usually indicates that the RPC traffic is not getting to the remote server, or
there is no RPC listener on the remote server.

To troubleshoot this RPC error:

1. Ensure the Remote Procedure Call (RPC) service is running on the remote server.

2. Verify that there is a TCP listener on the remote server by running the netstat -
nao command and verifying that there is the following entry: TCP 0.0.0.0:135
0.0.0.0:0 LISTENING 1304

3. In the Tools sub-directory, run rpcping /s <servername> /t ncacn_tp_tcp
where <servername> is the name of the remote server. This command verifies
that RPC can communicate with the remote server. The output should be similar
to:

* Completed 1 calls 1in 15 ms
* 66 T/S or 15.000 ms/T

4. Ensure that the traffic is not being blocked by local or internal network firewalls.
Either disable the firewall or configure the Windows firewall to allow incoming
RPC traffic.

5. Try to use the remote server IP address instead of the server name. If the IP
address works, you may have a DNS issue.

6. If the remote server resides in a different domain , the two domains may not
trust each other, or the user account being used does not have administrator
permissions on the remote server/domain.

7. If both computers are in the same domain , and the user account has
administrator permissions, try rejoining both computers to the domain.

Error; Access Denied

This error can indicate permission issues.
To troubleshoot this access error:

1. If the remote computer is running Windows XP, make sure Force Guest is
disabled. This setting forces any connection to be impersonated as Guest.
a. Open the Local Security Policy console from Administrative Tools.
b. Browse to Security Settings > Local Policies > Security Options.
c. Double-click Network Access: Sharing And Security Model For
LocalAccounts.

d. Change the settings from Guest Only to Classic.

2. Ensure that DCOM is enabled on the remote server:
a. Run DcomCnfg on the remote server.
b. Click Component Services.
c. Expand Computers.
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Right click My Computer and select Properties.
Click the Default Properties tab.
Ensure Enable Distributed COM on this computer is checked.

3. Ensure the correct DCOM remote launch and activation permissions are
configured:

S@ AP QN T

Run DcomCnfg on the remote server.

Click Component Services.

Expand Computers.

Right click My Computer and select Properties.

Ensure Enable Distributed COM on this computer is checked.

Click the Com Security tab.

Under Launch and Activation Permissions, click Edit Limits.

In the Launch Permissions dialog box, make sure your user account or
group is listed in the Groups or user names list. If your user account or
group is not listed, click Add and add it to the list.

In the Launch Permission dialog box, select your user account or group in
the Group or user names list. In the Allow column under Permissions for
User, select Remote Launch and Remote Activation, and then click OK.

4. Ensure the correct DCOM remote access permissions are configured:

S@ AP QN T

Run DcomCnfg on the remote server.

Click Component Services.

Expand Computers.

Right click My Computer and select Properties.

Ensure Enable Distributed COM on this computer is checked.

Click the Com Security tab.

Under Access Permissions, click Edit Limits.

In the Access Permission dialog box, select ANONYMOUS LOGON name in
the Group or user names list. In the Allow column under Permissions for
User, select Remote Access, and then click OK.

5. Ensure the correct WMI namespace permissions are configured.

~0® 0N Tw

Run wmimgmt.msc.

Right-click WMI Control, and then select Connect to another computer.
Enter the remote server name, and then click OK.

Right-click WMI Control, and then select Properties.

In the Security tab, select the namespace, and then click Security.

Locate the appropriate account, and then check Remote Enable in the
Permissions list.

Warning: The Network Path Was Not Found

This warning typically indicates that SQL Secure cannot access the target computer
due to closed ports or firewall access settings. Ensure the appropriate port is open on
the target computer and check your firewall configuration.
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SQL Secure uses the default ports opened by the Windows operating system for local
and remote communications. To learn about Windows port assignments, see Article
832017 on the Microsoft Support site. To better understand how port assignments
work when Windows Firewall has been configured, see "Connecting Through Windows
Firewall" on the MSDN site.
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Monitor Azure Databases

Register Azure SQL Database in SQL Secure

1.
2.
3.

U

12.

Run SQL Secure in the root of the installation kit.
On the main wizard select File and Register a SQL Server.
The Welcome to the Register a SQL Server Wizard displays a list of things to
do in the registration process, click Next to continue.
In the Select a SQL Server page select and enter the following:
a. Server Type: Select Azure SQL Database.
b. Server: Enter your Server Name (i.e. xxx.database.window.net).
c. Port Number: Specify the default port number (1433) or the port number
you configured on the Azure SQL Database Instance.
Click Next to continue.
Enter Azure Active Directory credentials or SQL Server Authentication credentials
on the Specify Connection Credentials section, then Click Next to continue.

A\ Connection Error
Configure your Azure SQL Server Firewall if a Connection Error displays.

On the Add to Server Group section, optionally select the Server Group Tag
and click Next.

On the Specify the SQL Server Objects to Audit section, all objects are selected
by default, select the ones you want to audit, and click Next to continue.

Set a schedule on the Schedule Snapshots section, and click Next to continue.

. Configure notifications on the Configure Email Notification section, and click

Next.

. On the Take a Snapshot section, you have the following options:

a. Select the registration process option and wait until it ends, then begin with
the collecting data process.

b. Let the data collection run on an schedule or manually collect data by
selecting the registered server.

A\ sQL Server Agent
Before you begin collecting data make sure that the SQL Server
Agent is running, otherwise the data collection will fail.

Right Click and Take the snapshot.

IDERA | Products | Buy | Support | Community | About Us | Resources | Legal

349


http://www.idera.com/
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com/
http://community.idera.com/
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw
https://docs.microsoft.com/en-us/azure/sql-database/sql-database-firewall-configure

| O

SQL Secure PDF

IDERA SQL Secure, Version 3.2

R A

This page contains a direct link to the SQL Secure help in PDF format. This format is
suitable for printing and for saving on your local PC for further reference. The PDF
includes all pages from the relevant help published on wiki.idera.com.

* IDERA SQL Secure 3.1.200 PDF
« IDERA SQL Secure 3.1 PDF
« IDERA SQL Secure 3.0 PDF
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