Guest Enabled Databases

The Guest Enabled Databases report shows all databases on a SQL Server instance where the Guest user has access.
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Warning

This report does not apply to Azure SQL Database instances. Moreover, for Amazon RDS for SQL Server instances, System
Databases and rdsadmin are unavailable.

Recommendation

To guarantee the SQL Server environment security, remove all guest user accounts.

To remove them from production databases, you can use the sp_dr opuser command.

Getting Started

Follow these steps to generate the report follow the steps below:

1. Select the Date, Policy, and Baseline options from the Report Settings box.
2. Select a target instance.




3. Click the View Report button to generate your report.
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Server:

About:

Recommendation:

All servers in policy

This report shows all databases on a SAL Server instance where the Guest user has access.
System Databases and rdsadmin are not available for Amazon RDS for SQL Server instances.

To ensure the security of your SQL Server environment, consider removing all guest user
accounts. You can remove guest user accounts from production databases using the

sp_dropuser command.

Server Database owner
B Server 1
master sa
msdb sa
tempdb sa
B Server 2
master sa
msdb sa
tempdb sa
B Server3
master sa
msdb sa
SQlLcompliance
tempdb sa

APPENDIX: Audit Data

The following snapshots were used to generate this report. For complete information on what audit data was

captured, check the filter settings and status of each snapshot. =
SQL Server Version Audited On

Sarver 1 SOL Server 2019v15.0.2095.3 9/15/2022 4:56:21 PM

Sarver 2 SQL Server 2017 v14.0.3356.20 9M15/2022 4:52:03 PM

Sarver 3 S0L Server 2017 v14.0.3356.20 915/2022 456:23 PM

IDERA | Products | Purchase | Support | Community | Resources | About Us | Legal


#
http://www.idera.com/productssolutions/sqlserver
#
#
#
http://community.idera.com
#
#
http://www.idera.com/resourcecentral
#
#

	Guest Enabled Databases

