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Default Login Security Checks in Policy Templates

Access 
Security 
Checks

CIS 
for 
SQL 
Server 
2000

CIS 
for 
SQL 
Server 
2005

CIS 
for 
SQL 
Server 
2008

CIS 
for 
SQL 
Server 
2008 
R2

CIS 
for 
SQL 
Server 
2012

CIS 
for 
SQL 
Server 
2014

CIS 
for 
SQL 
Server 
2016

CIS 
for 
SQL 
Server 
2017

CIS 
for 
SQL 
Server 
2019

DISA-
NIST 
STIG 
for 
SQL 
Server 
2012

DISA-
NIST 
STIG 
for 
SQL 
Server 
2014

DISA-
NIST 
STIG 
for 
SQL 
Server 
2016

Active 
Directory
Helper 
Login 
Account 
Not 
Accepta
ble

X

Analysis 
Services 
Login 
Account 
Not 
Accepta
ble

X

Blank 
Passwor
ds

X X X

DISTRIB
UTOR_A
DMIN 
Login

Ensure 
Windows
BUILTIN 
Groups 
are not 
SQL 
Logins

X X X X X X

Ensure 
Windows
Local 
Groups 
are not 
SQL 
Logins

X X X X X X

Click on the Policy Template name to order the table according to Security Checks marked as default.
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Full-
Text 
Search 
Login 
Account 
Not 
Accepta
ble

X X X X X X

Integrati
on 
Services 
Login 
Account 
Not 
Accepta
ble

X

Notificati
on 
Services 
Login 
Account 
Not 
Accepta
ble

Orphane
d users

X X X X X X X

Reportin
g 
Services 
Login 
Account 
Not 
Accepta
ble

sa 
Account 
Has 
Blank 
Password

X X X

sa 
Account 
Not 
Using 
Passwor
d Policy

SQL 
Authenti
cation 
Enabled

X X X X X X X X X X
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SQL 
Logins 
not 
using 
Must 
Change

X X X X X X

SQL 
Logins 
Not 
Using 
Passwor
d 
Expiration

X X X X X X X X X

SQL 
Logins 
Not 
Using 
Passwor
d Policy

X X X X X X X X X X

SQL 
Server 
Agent 
Login 
Account 
Not 
Accepta
ble

X X X X X X X X

SQL 
Server 
Browser 
Login 
Account 
Not 
Accepta
ble

X

SQL 
Server 
Service 
Login 
Account 
Not 
Accepta
ble

X X X X X X X

SQL 
Server 
SYSADM
IN 
accounts

Suspect 
Logins

X X
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Unautho
rized 
SQL 
Logins 
Exist

X

VSS 
Writer 
Login 
Account 
Not 
Accepta
ble

Weak 
Passwor
ds
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