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Default Surface Area Security Checks in Policy Templates

Access 
Security 
Checks

CIS 
for 
SQL 
Server 
2000

CIS 
for 
SQL 
Server 
2005

CIS 
for 
SQL 
Server 
2008

CIS 
for 
SQL 
Server 
2008 
R2

CIS 
for 
SQL 
Server 
2012

CIS 
for 
SQL 
Server 
2014

CIS 
for 
SQL 
Server 
2016

CIS 
for 
SQL 
Server 
2017

CIS 
for 
SQL 
Server 
2019

DISA-
NIST 
STIG 
for 
SQL 
Server 
2012

DISA-
NIST 
STIG 
for 
SQL 
Server 
2014

DISA-
NIST 
STIG 
for 
SQL 
Server 
2016

Ad Hoc 
Distribut
ed 
Queries 
Enabled

X X X X X X X X

Common
TCP 
Port 
Used

X X X X X X X X X

Cross 
Databas
e 
Ownersh
ip 
Chaining
Enabled

X X X X X X X X X

FILESTR
EAM is 
configur
ed

Integrati
on 
Services 
Running

X X X

Notificati
on 
Services 
Running

X X X

Reportin
g 
Services 
Running

X X

SQL 
Server 
Agent 
Running

Click on the Policy Template name to order the table according to Security Checks marked as default.
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SQL 
Server 
Browser 
Running

X X X X X X X X X

Unappro
ved 
Protocols

X X X X X X X X X
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