Certificate Issues

IDERA users in environments that have not yet added a certificate signed by a Certification Authority (CA) receive a warning message in their
browser each time they attempt to open the SSL version of SQLDM Web Console or Idera Dashboard. To access SQL Diagnostic Manager over
HTTPS with a self-signed certificate you may need to enable SSL on the SQL Diagnostic Manager Rest service and add a certificate.

Create a self-signed certificate

To access SQL Diagnostic Manager over HTTPS, you should add a certificate for SQLDM Web Console following the steps below:

1. Launch Windows Powershell as administrator.
2. Create your certificate by running the following command. Leave the PowerShell console session open.

Replace {certificateNanme} with the name that you will use to access the SQLDM Web Console. For example, if you are
using the ht t ps: // Conput er Nanme: 9295 link to access SQLDM Web Console, then use Conput er Nane . In case, you are
using the https:// Conput er Name. Donai n. com 9295 address then use Conput er nanme. Dorai n. com.

3. Run the following command to configure your certificate settings.

## Checks for asterisks in the $certName and replaces it with the underscore character
If ($certNane. Contains("*")) {
$cert Name = $certNanme -replace '\*',

! $Params = @ '
: " DnsNane" = @$certNane, "{Paraml}", "{Parank}") ## 1f you want to include other H
addresses or servers, you nust separate each with a comma
: "Cert StorelLocation" = "Cert:Local Machi ne\ My" i
"KeyExportPolicy" = "Exportable” :
H " KeySpec" = "Signature"
: " KeyUsage" = @"KeyEnci phernent", "Di gi tal Si gnature") :
" KeyAl gorit hnt = "RSA"
: "KeyLengt h" = "2048" :
§ " HashAl gori t hnt = " SHA256" i
i "Not After" = (Get-Date).AddYear s(10) H
L} i

1 Replace { Paraml} and {Paran®} with the servers o addresses of your preference. For example ww. nywebsi t e. com nmy
websi t e, or nywebsi t e. com
It is not mandatory to add more than one parameter for the DnsNane.

@ Change the Not Af t er parameter value to make your certificate valid for a more extended period.

4. Run the command below to create your certificate defined with the parameters above.

Export your certificate private key

Once the certificate is created, you need to export the certificate's private key. To do so, follow the steps below:

1. Export your certificate in .cer format by running the following command.

! Export-Certificate -Cert $cert -FilePath "{DesiredPath}\$certnane.cer" ## Repl ace {Desi redPat h} H
i with the desired location e.g. C\Users\Public\Docunents H



Once the certificate is created, you should be able to check the certificate specifications.

32> Export-Certificate

2. Create a password for your certificate private key and save it in a variable. Replace { nyPasswor d} with the password that you wish to
use to protect your certificate's private key.

$nypwd = Convert To-SecureString -String "{myPassword}" -Force -AsPlainText ## Replace {nyPassword}

3. Run the next command to export your private key, use the password you store in the $nmypwd variable.
Export-PfxCertificate -Cert $cert -FilePath "{DesiredPat h}\$certname. pf x" -Password $nypwd  ##
Repl ace {DesiredPath} with your desired |ocation e.g. C\Users\Public\Docurents

When the private key is exported in a .pfx file, you should be able to check the certificate specifications.

ConvertTo-SecureString
> Export-PfxCertificate

s\Public\Documents

Import your certificate private key into the Trusted Root Certification
Authorities

Complete your certificate configuration by adding the . cer file to the Trusted Root Certification Authorities folder in the Console Root. To do so,
follow the steps below.

1. Open the Microsoft Management Console (MMC) by selecting Run from the Start menu, type "mmc", and click OK.
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2. When the MMC window opens, click File from the menu toolbar, and select Add/Remove Snap-in...
3. The Add or Remove Snap-ins window opens, select Certificates from the Available snap-ins options and click Add >.
4. In the Certificates snap-in window, select Computer Account, and click Next.



5. In the Select Computer window, verify that the Local computer is set as the computer you want the snap-in to manage. Click Finish.

6. Once done, import your certificate (. cer file) into the Trusted Root Certification Authorities folder. To do so, expand the Certificates
node, from the Console Root tree and right-click the Trusted Root Certification Authorities folder, select All Tasks, and click Import...
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7. When the Certificate Import Wizard opens, follow the instructions to import the . cer file previously created.

When adding your certificate private key using the Certificate Import Wizard, use the password you previously defined in the Ex
port your certificate private key section.



8. Once the steps above are completed, copy the . pf x file into the Idera SQLDM Web Console Ul directory.

Idera SQLDM Web Console Ul X +
'CJ:} MNew 3{) @ ED = ‘_.I_T' Tl sort = View e
€ v > This PC » Windows (C:) » Program Files » Idera » |dera SOLDM Web Console Ul
~
% Home Name Date modified Type Size
5 o OneDrive ClientApp File folder
Logs File folder
@ Desktop | Idera.pfx PFXFile 3KB
L Downloads __ Microsoft. AspNetCore.SpaServices.Exten... Application exten... 65 KB
D _. Microsoft.Extensions.Hosting WindowsS... Application exten... 23KB
- Documents
P4 Pictures £T soLdmWebConsoleUl.deps JSOM File 24 KB
% Music __ 50LdmWebConsolelULdll Application exten... 36 KB
o ] sQLdmWebConsoleUl.dll.confi BDS.config 23KEB
i Videos - J J
[#] sQLdmWebConsoleUl Application 155 KB
SQL Server
_ SOLdmWebConsolell.exe.config BDS.config 5KB
Public Decur
£J saLdmWebConsoleUl.runtimeconfig JSOM File 1 KB
Idera SGLDM
s System.ServiceProcess.ServiceController.... Application exten... 61 KB
4. TracerX Application 272 KB
~ [ This PC
| TracerX.exe.config 1 PM BDS.config 3KB

9. Open the SQLdmWebConsoleUl.exe.config file using any text editor, which should be launched using the Run as administrator.
10. Look for the ssl - cert and the cert - passwor d tags and update them with the name and password of the certificate previously

created.
oo - o X
= Untitled SQLdmWebConsoleUl.exe.config x a5
File  Edit  View @

<?xml version="1.8" encoding="utf-8"?>
<configuration>
<configSections>
<section name="Idera.SQLdmWebConsoleUi" type="Idera.SQLdmWebConsoleUi.FrontEndConfig,
SQLdmWebConsoleUiService, Culture=neutral”™ />
<section name="TracerX" type="BBS.TracerX.XmlConfigSectionHandler, TracerX" />
</configSections>
<Idera.sSQLdmiWebConsoleUui>
<Services>
<AllowedHosts>*</AllowedHosts>
<Certificatesettings>|
<ssl-enabled>true</ssl-enabled>
<ssl-redirect>false</ssl-redirect>
<ssl-cert>idera.pfx</ssl-cert>
<cert-password>password</cert-password>
</CertificateSettings>
<HostSettings>
<ipaddress>@.0.0.0</ipaddress>
<ssl-port>9295</ssl-port>
<http-port>9294</http-port>
</HostSettings>

11. Close all the opened browsers.
12. Restart the Idera SQLDM Web Console Ul Service and you are ready to access your SQLDM Web Console through the following
address htt ps: // <certi fi cat eName>: 9295/

In case you are working with Idera Dashboard, add a self-signed certificate as you have already completed the steps above, you only
have to import the certificate key pair with Key Store Explorer. For more information about it, refer to Resolving the certificate error
message.

Binding a certificate to SQL Diagnostic Manager

Only for IDERA Dashboard

This section is only for users who use the Idera Dashboard Web Console.


http://wiki.idera.com/display/Dashboard/Resolving+the+certificate+error+message
http://wiki.idera.com/display/Dashboard/Resolving+the+certificate+error+message

After creating a self-signed certificate for Idera Dashboard, follow these instructions to bind a certificate to SQLDM:

® When SQLDM and Dashboard are installed on a local environment Binding a certificate for SQL Diagnostic Manager.
®* When SQLDM and Dashboard are installed in different environments Binding certificates for distributed installations.
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