Customize your Monitored SQL Server properties within
PowerShell

SQL Diagnostic Manager allows you to customize your monitored SQL Server properties within PowerShell.

With PowerShell you can:

Edit general settings

Edit query monitor settings
Edit query waits settings

Edit activity monitor settings
Add alternate Windows users
Exclude applications, databases, and SQL statements within PowerShell
Disable replication collection settings
Customize table statistics collection
Customize maintenance mode settings

1 Touse SQL Diagnostic Manager snap-in, you have to enable the provider and register the SQLDM drive.

Edit general settings

Edit the general settings of your monitored SQL Server with the following PowerShell commands:

Cmdlet Name

Fri endl yServe
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| nput Buf f er Li
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I nput Buf f er Li
m t er Enabl e
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Description

Sets friendly name to an instance.

Clears the friendly name previously

assigned to an instance.

Defines an Input Buffer Limiter
value.

Enables the Input Buffer Limiter.

Disables the Input Buffer Limiter.

Associates tags to a server. Note
that any tags that are specified
have to already exist.

Disassociates tags from a server.
Note that any tags that are
specified have to already exist.

Specifies how often (in minutes)
scheduled data collection takes
place.

Specifies how often (in minutes)
database statistics collection takes
place.

Examples

Set SQLdmVoni t or edl nstance -Path (EscapeSQ.dmNane - Nane ServeA

\'Instancel) -Friendl yServerNane stringName

Set SQLdmiVbni t or edl nst ance -Path (EscapeSQ.dmNane - Nane ServeA

\'Instancel) -Friendl yServerNaneBl ank

Set SQLdmVoni t or edl nstance -Path (EscapeSQ.dmNane - Nane ServeA

\Instancel) -InputBufferLimter 100

Set SQLdniVbni t or edl nst ance Path (EscapeSQ.dmNane - Nane ServeAl

I nstancel) -InputBufferlLiniterEnable

Set SQLdniVbni t or edl nst ance -Path (EscapeSQLdmNanme - Name ServeA

\Instancel) -InputBufferLimterD sable

Set - SQLdniVbni t or edl nst ance - Path (Escape- SQLdnmNane - Nane
ServeA\ | nstancel) -addtag NewTag, Tag2

Set - SQLdm\Vbni t or edl nst ance - Path (Escape- SQLdnNane - Name
eA\ |l nstancel) -renopvetag NewTag, Tag2

Set - SQLdm\Vbni t or edl nst ance - Path (Escape- SQLdnmNane - Name
eA\ I nst ancel) - Schedul edCol | ectionlnterval M nutes 10

Set - SQLdm\Vbni t or edl nst ance - Path (Escape- SQLdnNane - Name
eA\ I nst ancel) - Dat abaseSt ati sticslnterval M nutes 120

Serv

Serv

Serv
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- Enables or disables extended data
Ext endedSessi collection.
onDat aCol | ect

ion

-Credenti al Sets SQL Authentication

credentials.

- Enables or disables encrypt
Encrypt Connec | connection.
tion

- Enables or disables trust server
Trust Server Ce  certificates.
rtificates

Edit query monitor settings

Set - SQLdm\Vbni t or edl nst ance - Path (Escape- SQLdnNane - Nane
eA\ I nst ancel) - ExtendedSessi onDataCollection 1

O Enables extended data collection.

Set - SQLdm\Vbni t or edl nst ance - Path (Escape- SQLdnNane - Name
eAl I nst ancel) - ExtendedSessi onDataCol | ection O

© Disables extended data collection.
Set - SQLdm\Vbni t or edl nst ance - Path (Escape- SQLdnNane - Name
eAl I nstancel) -Credential sa

© Uses SQL authentication. Note that PowerShell will prompt for the
password.

Set - SQLdmVbni t or edl nst ance - Path (Escape- SQLdnmNane - Name
eA\ I nstancel) —-W ndowsAut henti cati on

Serv

Serv

Serv

Serv

© Uses the credentials of the SQLDM Collection Service to connect to the

monitored instance when collecting statistics.

Customize the query monitor settings of your monitor SQL Server with the following PowerShell commands:

Cmdlet Name Description
- Enables "Collect Query Data
QVEnabl eTraceMoni to | ysing SQL Trace".

ring

Enables "Collect Query Data

QMVEnabl eExt endedEve | using Extended Events".

nts

- Enables "Collect actual
QVEnabl eCol | ect Quer | Query Plans".

yPl an

Disables "Collect actual

QVDi sabl eCol | ect Que = Query Plans".

ryPl an

Set - SQLdm\Vbni t or edl nst ance -Path (Escape- SQLdnName - Nanme Serv
eA\ | nstancel) -EncryptConnection 1

O Enables encrypt connection.
Set - SQLdmVbni t or edl nst ance -Path (Escape- SQL.dmName - Nane Serv
eA\ I nst ancel) -Encrypt Connection 0

© Disables encrypt connection.
Set - SQLdm\Vbni t or edl nst ance -Path (Escape- SQL.dmName - Nane Serv
eA\ I nstancel) -TrustServerCertificates 1

© Enables trust server certificates.Note that when specified with the

EncryptConnection parameter, SQL Server will not validate the
certificates sent from the client but the data will still be encrypted.

Set - SQLdm\Vbni t or edl nst ance -Path (Escape- SQLdnmName - Nane Serv
eAl I nstancel) -TrustServerCertificates O

© Disables trust server certificates.
Examples
Set SQLdmMVbni t or edl nst ance -Path (EscapeSQ.dnNanme - Nanme Serve
A\l nstancel) - QVEnabl eTraceMnitoring
Set SQLdm\Vbni t or edl nst ance - Path (EscapeSQ.dnName - Name Serve
A\l nst ancel) - QvEnabl eExt endedEvents
Set SQLdmMVbni t or edl nst ance -Path (EscapeSQ.dnNanme - Name Serve
A\l nstancel) - QVEnabl eCol | ect QueryPl an
Set SQLdm\Vbni t or edl nst ance - Path (EscapeSQ.dnName - Name Serve

A\l nstancel) - QVDi sabl eCol | ect QueryPl an



QVEnabl eCol | ect Est i
mat edQuer yPl an

QVDi sabl eCol | ect Est
i mat edQuer yPl an

- QVEnabl ed
- QVDi sabl ed

- Q\Capt ur eBat ches

QMCapt ur eSt at enent s

- QMCapt ur ePr ocs
- QWuer yDur ati on
- Q\MLogi cal Di skReads

- QMCpuUsage

QWPhysi cal Di skWites

Enables “Collect Estimated
Query Plans”.

Disables “Collect Estimated
Query Plans”.

Enables query monitoring.

Disables query monitoring.

Captures SQL batches.

Captures SQL statements.

Captures stored procedure

and triggers.

Sets up threshold Duration
(in milliseconds).

Sets up threshold Logical
disk reads.

Sets up threshold CPU
Usage (in milliseconds).

Sets up threshold Physical
disk writes.

Edit query waits settings

Set SQLdmMVbni t or edl nst ance -Path (EscapeSQ.dnmNanme - Name Serve
A\l nstancel) - QVEnabl eCol | ect Esti mat edQuer yPl an

Set SQLdm\Vbni t or edl nst ance - Path (EscapeSQ.dnNane - Name Serve
A\l nstancel) -QVDi sabl eCol | ect Esti mat edQuer yPl an

Set - SQLdm\vbni t or edl nst ance - Path (Escape- SQLdnNanme - Name Ser
veA\ |l nst ancel) -QVEnabl ed

Set - SQLdmVbni t or edl nst ance - Path (Escape- SQLdmNane - Nane Ser
veA\ | nstancel) -QVDi sabl ed

Set - SQLdm\bni t or edl nst ance - Path (Escape- SQLdnNane - Name Ser
veA\ | nst ancel) -QVEnabl ed - QVCapt ureBat ches 1

Set - SQLdm\vbni t or edl nst ance - Path (Escape- SQLdnNanme - Nane Ser
veA\ I nst ancel) - QVEnabl ed - QVCaptureStatenents 1

Set - SQLdm\vbni t or edl nst ance - Path (Escape- SQLdnNanme - Name Ser
veA\ |l nstancel) -QVEnabl ed - QMCaptureProcs 1

Set - SQLdmVbni t or edl nst ance - Path (Escape- SQL.dmNane - Nane Ser
veA\ |l nstancel) - QWQueryDurati on 20000

Set - SQLdm\bni t or edl nst ance - Path (Escape- SQLdnNane - Name Ser
veA\ |l nst ancel) -QWVLogi cal Di skReads 20

Set - SQLdm\vbni t or edl nst ance - Path (Escape- SQLdnNanme - Nane Ser
veA\ |l nst ancel) - QMCpuUsage 500

Set - SQLdm\vbni t or edl nst ance - Path (Escape- SQLdnNanme - Name Ser
veA\ |l nst ancel) - QwPhysical Di skWites 20

Customize the query waits settings of your monitor SQL Server with the following PowerShell commands:

Cmdlet Name

QVEXt endedEna
bl e

QVEXt endedDi s
abl e

QWBt ati sticsD
i sabl e

Description

Enables "Use Extended Events
(SQL Server 2012 +)".

Disables "Use Extended
Events (SQL Server 2012 +)".

Disables "Collect query wait
statistics (SQL 2005+ only)".

Examples

Set SQLdmVbni t or edl nst ance - Path (EscapeSQ.dnmNane - Nane
| NSTANCE_NANE)

- QExt endedEnabl e

Set SQLdmVbni t or edl nst ance -Path (EscapeSQ.dnNanme - Nanme
| NSTANCE_NAME)

- QNExt endedDi sabl e

Set SQLdmVbni t or edl nst ance - Path (EscapeSQ.dnmNane - Nane
| NSTANCE_NANE)

-QNBt ati sticsDisabl e

Set SQLdmVbni t or edl nst ance -Path (EscapeSQ.dnNanme - Nanme

Enables "Collect query wait
statistics at a specified time
and duration”.

QNBt ati sticsD
uration

Enables "Collect query wait
statistics with Collect
indefinitely option".

QABt ati sticsC
ol  ectl ndefin
ite

Edit activity monitor settings

| NSTANCE_NANE)
QABt ati sticsDuration mmss

Set SQLdmVbni t or edl nst ance - Path (EscapeSQ.dnmNane - Nane
| NSTANCE_NANE)

-QW\Bt atisticsCollectlndefinite

-QA\BtatisticsStartDat e"yyyy- m dd- hh: mi' -



Customize the activity monitor settings of your monitor SQL Server with the following PowerShell commands:

Cmdlet Name Description Examples

- Enables “Use SQL trace”. = Set SQLdmMbni t or edl nst ance -Path (EscapeSQ.dnNane - Name
NQAEnabl eSQLTr a SRI SHTI PURCHI T\ SQLEXPRESS) - NQAEnabl eSQ.Tr ace

ce

Enables “Use extended Set SQLdnVbni t or edl nst ance -Path (EscapeSQ.dnmNane - Nane

NQAEnabl eExt end = event (SQL 2012+)”. SRI SHTI PURCHI T\ SQLEXPRESS) - NQAEnabl eExt endedEvent
edEvent

- Disables “Capture Set SQLdmiVbni t or edl nst ance -Path (EscapeSQ.dmNane - Nane
NQADi sabl eAut oG = Autogrow”. SRI SHTI PURCHI T\ SQLEXPRESS) - NQADi sabl eAut oG ow

row

- Enables “Capture Set SQLdmiVbni t or edl nst ance -Path (EscapeSQ.dnmNane - Nane
NQAEnabl eAut oG Autogrow”. SRI SHTI PURCHI T\ SQLEXPRESS) - NQAEnabl eAut oGr ow

ow

- Enables “Capture Set SQLdmiVbni t or edl nst ance -Path (EscapeSQ.dmNane - Nane
NQAEnabl eCapt ur ' Blocking”. SRI SHTI PURCHI T\ SQLEXPRESS) - NQAEnabl eCapt ur eBl ocki ng
eBl ocki ng

- Disable “Capture Set SQLdmVbni t or edl nst ance - Path (EscapeSQ.dnmNane - Nane
NQADi sabl eCaptu ' Blocking. SRI SHTI PURCHI T\ SQLEXPRESS) - NQADi sabl eCapt ur eBl ocki ng

r eBl ocki ng

- Sets “blocking process Set SQLdmVoni t or edl nst ance -Path (EscapeSQ.dmNane - Nane
NQACapt ur eBl ock ' threshold". SRI SHTI PURCHI T\ SQLEXPRESS) - NQACapt ur eBl ocki ng 100
ing

Add alternate Windows users

Add alternate Windows users with the following cmdlet in different environments.

Cmdlet Name Description Examples

- Add New SQLdm\Voni t or edl nst ance -Path (Escape- SQLdnmNanme - Nanme | nstancel) -Wnd
W ndowsAl ternate  alternate Wind = owsAl t er nat eAut henti cati on Domai n1\ User 1

Aut henti cati on OWS users.

® Adds the instance named Instancel with a valid Windows user named User1.

New SQLdmVbni t or edl nst ance -Path (Escape- SQLdmNanme - Nane | nstancel) -
Cluster Clusterl -WndowsAl t ernat eAut henti cati on donmai n1\ User 1

® Adds the instance named Instancel with a valid Windows user named Userl in a DMSO
environment.

Exclude applications, databases, and SQL statements within
PowerShell

Exclude applications, databases, and SQL statements with the following PowerShell commands:

Cmdlet Description Examples
Name

- Excludes applications Set - SQLdnVbni t or edl nst ance - Path (Escape- SQLdmNane - Nane ServeA\l nstancel
QVExcl uded @ from the query monitor. ) - QVExcl udedApps excl udedAppl, excludedApp2, excludedApp3
Apps



Excludes databases from = Set - SQLdmVoni t or edl nst ance -Path (Escape- SQLdnmNanme - Nane ServeA\l nstancel

QVExcl uded ' the query monitor. ) - QVExcl udedDat abases DB1, DB2, DB3

Dat abases

- Excludes SQL Set - SQLdm\vbni t or edl nst ance - Path (Escape- SQLdmNanme - Nane ServeA\l nstancel
QVExcl uded = statements from the ) -QVExcl udedSql "Select 1","Select * from Table where | D=5"

Sql query monitor.

Disable replication collection

Disable replication statistics collection with the following PowerShell command:

Cmdlet Name Description Example

Disables replication Set - SQLdm\Vbni t or edl nst ance -Path (Escape- SQLdnNane - Name ServeAl |

ReplicationStatistic statistics collection. nstancel) -ReplicationStatisticsDataCollection 0
sDat aCol | ecti on

o Disables replication statistics collection for server named ServerAllnstancel.

Customize table statistics collection

Customize table statistics collection with the following PowerShell commands:

Cmdlet
Name

Qrst art
Ti me

QrDays

QTReor g
M nTabl
eSi zeK

QTExcl u
dedDat a
bases

Description Example

Specifies the time of day for quiet Set - SQLdm\bni t or edl nst ance -Path (Escape- SQLdnNanme - Nanme ServeA\ | nst
time collection to occur. ancel) -QrStartTine 02:30:00 -QrDays Mdnday, Tuesday -
QTReor gM nTabl eSi zeK 200 - QTExcl udedDat abases Test

Specifies the days of the week to
perform quiet time collection.

Specifies the quiet time minimum
table size (in kilobytes) to collect
reorganization statistics.

Specifies the list of databases to
exclude from quite time data
collection.

Customize maintenance mode settings

Customize maintenance mode settings with the following PowerShell commands:

Cmdlet
Name

MVNever

MVAI wa
ys

MVRecu
rring

Description Examples

Sets maintenance mode to Never. Note that Set - SQLdnVbni t or edl nst ance - Path (Escape- SQLdmNane - Nane Ser
SQL Diagnostic Manager will collect data veA\ | nst ancel) - MWNever

according to its normal scheduled collection

interval.

Sets maintenance mode to Until further notice. Set - SQLdnVbni t or edl nst ance - Path (Escape- SQLdmNane - Nane Ser

Schedule collection will not occur. veA\ | nstancel) - MVAl ways
Sets maintenance mode to Recurring every Set - SQLdnVbni t or edl nst ance - Path (Escape- SQLdnNane - Nane Ser
week at the specified time. veA\ | nstancel) -MVRecurring - MMbdeDays Monday, Wednesday,

Friday - MvbdeStartTine 01: 35: 00 - MvbdeDurati on 01: 00



- Specifies the days of the week recurring
MvbdeD = maintenance mode will be effective.
ays

- Specifies the start time for recurring
MwbdeS maintenance mode.

tartTi

me

- Specifies the length of time for recurring
MvbdeD = maintenance mode.
uration

- Sets maintenance mode to Occurring once at Set - SQLdniVbni t or edl nst ance - Path (Escape- SQ.dmNane - Nane Ser
MVOnce  the specified time. veA\ |l nstancel) - MVOnce - MvbdeSt art Date "2013-03-25 15: 00"
MwbdeEndDat e "2013-03-25 15: 30"

- Specifies the start date and time for one-time
MvbdeS = maintenance mode.

- Specifies the end date and time for one-time
MvbdeE = maintenance mode.

PowerShell allows you to set up several properties in one command-line. On the PowerShell window, use Set-
SQLdmMonitoredinstance followed by the corresponding cmdlets of the properties you want to edit. For example, consider the
properties listed below:

Enable Query Monitoring H
Capture Batches ]
No capture procedures
Set Query duration at 200 (ms) :
Set Logical disk reads at 20
Set CPU usage at 100 :
Set Physical disk writes at 10
Exclude Application: MyExcludedApp H
Exclude Databases: DB1, DB2, and DB3 !

You can customize these settings with the following PowerShell command-line:

Set - SQLdmMbni t or edl nst ance - Path (Escape- SQLdmNanme - Nane QA- Name Server\lnstance) -QVEnabled -
Q\VCapt ur eBat ches 1 —QVCaptureProc 0 - QVQueryDurati on 200

- QWLogi cal Di skReads 20 - QCpuUsage 100 - QwPhysi cal Di skWites 10 - QvExcl udedApps MyExcl udedApp -
QVExcl udedDat abases DB1, DB2, DB3
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