User Creation Scripts On Premises

The following documentation allows you to create a user with the necessary permissions for SQL Diagnostic Manager, allowing the new user to
gather diagnostic data from a monitored instance successfully.

Recommended permissions on-premises

Follow the next steps to create a new user with recommended permissions for SQL Diagnostic Manager to function.

1. Open the script with the source code editor of your preference.
2. Find and replace all the following instances:
a. ' $SQ.dmivbni t or Rol e' with the desired name of the custom server role.
b. ' $user nanme' with the account name that SQLDM will use to collect diagnostic data. You may use a SQL account (e.g. SQLdnf
ervi ce ) or a domain account (e.g. DOVAI N\ SQLdnSer vi ce ).
c. ' $password' with the password related to the account. Only if you are using a SQL account.

@ Use the Find/Replace function to locate and replace all references from the script.

3. Execute the script against the target monitored instance using an account with sysadmin rights. This means you should execute the
script on each instance you intend to monitor with the user created.

Below you can find the script for user creation on-premises, also you can download it by clicking here.

Create a user with recommended permission on-premises


https://wiki.idera.com/download/attachments/2436233358/RecommendedPermissionsOnPremises.sql?version=1&modificationDate=1687289220936&api=v2

USE mast er
I F NOT EXI STS(SELECT [nane] FROM [sys].[server_principals] WHERE [type]="R AND [ nane] =" $SQ.dmiVbni t or Rol ')
CREATE SERVER ROLE [ $SQLdm\bni t or Rol €]
I'F NOT EXI STS( SELECT [nane] FROM [sys].[server_principals] WHERE ([type]=N'S OR [type]=N U ) AND [nane]
=' $user nane')
BEG N TRY
I F CHARI NDEX('\', "' $usernanme') <> 0
CREATE LOG N [ $username] FROM W NDOWS W TH DEFAULT_DATABASE=[ nast er ]
ELSE
CREATE LOG N [ $usernane] W TH PASSWORD=N $password', DEFAULT_DATABASE=[ master],
DEFAULT_LANGUAGE=[ us_engl i sh], CHECK_EXPI RATI ON=ON, CHECK_POLI CY=ON
END TRY
BEG N CATCH
SELECT ERROR_NUMBER() AS Error Nunber
, ERROR_SEVERI TY() AS ErrorSeverity
, ERROR_STATE() AS ErrorState
, ERROR_PROCEDURE() AS ErrorProcedure
, ERROR_LINE() AS ErrorlLine
, ERROR_MESSAGE() AS ErrorMessage;
RETURN;
END CATCH

I'F NOT EXI STS(SELECT [nanme] FROM [sys].[database_principals] WHERE [type] = NS AND [nane] =" $usernane')
CREATE USER [ $usernane] FOR LOG N [ $user nane]

ALTER SERVER ROLE [ $SQLdmiVbni t or Rol e] ADD MEMBER [ $user nane]

GRANT EXECUTE on xp_Il ogi nconfig to [$usernane]
GRANT EXECUTE on xp_regread to [$usernane]

GRANT EXECUTE on xp_readerrorlog to [$usernane]
GRANT EXECUTE on xp_i nstance_regread to [ $usernane]
GRANT EXECUTE on sp_QOACreate to [$usernane]

-- GRANT SERVER LEVEL PERM SSI ONS - - H
GRANT VI EW ANY DEFI NI TION TO [ $SQLdnVbni t or Rol €] :
GRANT VI EW ANY DATABASE TO [ $SQLdnivbni t or Rol e] ;
GRANT VI EW SERVER STATE TO [ $SQLdrbni t or Rol €] 5
GRANT ALTER SETTINGS TO [ $SQLdmVbni t or Rol €] i

-- GRANT ADDI TI ONAL XEVENTS AND TRACE PERM SSI ONS - -
GRANT ALTER ANY EVENT SESSI ON TO [ $SQLdmiVbni t or Rol e]
GRANT ALTER TRACE TO [ $SQLdm\bni t or Rol €]

GRANT CREATE ANY DATABASE TO [ $SQLdm\bni t or Rol e]

/** The followi ng script adds the user to the database with the required perm ssions**/

SET @nd = '

USE [?]

| F ((SELECT is_read_only FROM sys. dat abases WHERE nane = DB_NAME()) = 0)
BEG N
I F ((SELECT state FROM sys. dat abases WHERE nane = DB_NAME()) =0)
BEG N
I'F NOT EXI STS( SELECT [ nanme] FROM [sys].[database_princi pal s] WHERE
([type] = N'S'"'" OR[type] = N'U"') AND [nane] ="' $username'"')
CREATE USER [ $usernane] FOR LOG N [ $user nane]

ALTER ROLE [db_owner] ADD MEMBER
[ $user nane]

I'F (DB_NAME()=""nsdb' ")
ALTER ROLE [ SQLAgent Oper at or Rol e] ADD MEMBER
[ $user nane]

I F ( SELECT COUNT(*) FROM [ sys] . [dat abase_m rroring] WHERE
[mrroring_guid] I'S NOT NULL) > 0O
ALTER SERVER ROLE [ dbm nonitor] ADD MEMBER
[ $SQLdmiVbni t or Rol e]
END
END

EXEC sp_Msf oreachdb @nd

When running the script above, it is added:



® A new user (a Windows or a SQL Server account) to the SQL Server instance.

®* A new SQL Server level role.

® The db_owner role to view Databases > Summary.

® The SQLAgent Oper at or Rol e role to the nsdb database. Which lets you view, start, or stop SQL Agent Jobs.
L]

The dbm _noni t or role, allowing you to monitor the database mirroring. Only required if there are any databases participating in
mirroring.

®
GRANT DATABASE PERMISSIONS

Restored databases onto the instance later must have the monitor account added as a bd_owner.
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