PowerShell Cmdlets for SQL Diagnostic Manager

The following cmdlets help you automate the administration of your SQL Diagnostic Manager deployment.

1 Touse SQL Diagnostic Manager snapin, you have to enable the provider and register the SQLDM drive.

Cmdlet
Name

Escape-
SQLdmNane

Cet -
SQLServers

G ant -
SQLdnPerm s
si ons

New
SQLdnDri ve

New-
SQ.dm\vbni t o
redl nst ance

Description

Allows you to specify server
names containing special
characters such as |\?/<>[]:*

Retrieves a list of SQL Servers
on the network

Grants SQL Diagnostic Manager
permissions on a server

Creates a drive for connecting to
the SQLdm Repository

Adds a SQL Server Instance to
monitor in SQL Diagnostic
Manager

Examples

Escape- SQLdnmNane Server\| nstance
© Escapes the instance name Server\Instance.
Escape- SQLdnmNane Server\| nstancel, Server\ | nstance2
© Escapes the array of instance names.
Escape- SQLdnmNanme Server\lnstance | Escape- SQLdmName -undo

O Escapes the instance name Server\instance and then undo the operation.

Set - SQLdmMbni t or edl nst ance (Escape- SQLNane Server\ | nstancel) -
W ndowsAut hent i cati on

© Escapes the instance name for a Windows user.

Cet - SQLServers
© Returns a list of all known SQL Servers.
Cet- SQLServers -local only
© Returns a list of SQL Servers running on the local machine.
G ant - SQLdnPer mi ssi on -Path dm\appsecurity\AUser\ AServer -Perm ssion
Vi ew
© Grants View permissions to instance 'AServer' to user 'AUser".

Gr ant - SQLdnPer mi ssi on -Pat h("dm\appsecurity\"
M/ Domai n\ AUser ) )

+ (Escape- SQLdmNane - Nane
- Nane AServer -Pernission Mdify

© Grants Modify permissions to instance 'AServer' to Windows user 'MyDomain\AUser".

Grant - SQLdnPer i ssi on -Path dm\appsecurity\AUser -Tag Prod -Perm ssion
Modi fy

O Grants a user permissions to instances tagged as Prod.

New SQLdnDri ve dm MYSQLDVSERVER SQLdnRepository
© Creates a new SQL Diagnostic Manager drive called 'dm' that is connected to the
SQLdmRepository database on the MYSQLDMSERVER SQL Server using Windows
Authentication.
New- SQLdnDri ve dm MYSQLDMSERVER SQLdnRepository -Credential sa
© Creates a new SQL Diagnostic Manager drive called 'dm’ that is connected to the

SQLdmRepository database on the MYSQLDMSERVER SQL Server using SQL
Authentication. Note that Powershell will prompt for the password.

New SQLdm\bni t or edl nst ance -Path | nstancel - W ndowsAut hentication -tags
production, finance,critical
© Adds a new instance named Instancel to SQL Diagnostic Manager.

New SQLdm\bni t or edl nst ance - Path (Escape- SQLdnmNane - Nane
Server A\l nstancel) -Credential sa

© Adds a new instance named ServerAlinstancel to SQL Diagnostic Manager.


http://wiki.idera.com/x/CgE1

New
SQLdnlJser

Rerove-
SQ.dm\vbni t o
redl nstance

Renove-
SQLdnUser

Revoke-
SQLdnPerm s
sion

Set -

SQL.dmAppSec
urity

Set -
SQ.dnloggi ng

Set -
SQ.dm\bni t o
redl nst ance

Creates a new SQL Diagnostic
Manager user

Removes a SQL Server
Instance from SQL Diagnostic
Manager monitoring

Removes an existing SQL
Diagnostic Manager user

Revokes SQL Diagnostic
Manager permissions on a
server

Enables or disables Application
Security for SQL Diagnostic
Manager

Sets the logging level of the
SQL Diagnostic Manager
provider

Configures options on your
SQL Server Instance

New SQLdnmlUser -Path fred -SQ.Logi n -Password xxxx -Comment "Fred is an

adm n"

© Creates a new user called fredthat uses SQL Authentication . Note that if the password
is not specified, PowerShell will prompt for the password.
New SQLdnmUser (Escape- SQ.dmName - Nane mnydomai n\ fred) -W ndowsUser

O Creates a new user called mydomain\fred that uses Windows Authentication.

Renove- SQLdnVbni t or edl nst ance - Path \Instances\ ServerA
© Removes the instance named ServerA from SQL Diagnostic Manager.

Renpve- SQLdnVbni t or edl nst ance (Escape- SQLdnNanme - Nane Server A\ | nst ancel)
-retaindata

© Removes the instance named ServerA from SQL Diagnostic Manager but retains its
data for reporting.
Renove- SQLdnJser -Path /AppSecurity/fred
© Removes user fredfrom SQL Diagnostic Manager.
Renpve- SQLdnlJser (Escape- SQLdnNanme - Nane MyDomai n\ AUser)

© Removes Windows user MyDomain\AUser from SQL Diagnostic Manager.

Revoke- SQLdnPer mi ssi on -Path \ AppSecurity\fred\ ServerA
© Revokes user fred's permissions to instance ServerA.

Revoke- Permi ssion -Path /AppSecurity/fred - Nane ServerA
© Revokes user fred's permissions to instance ServerA.

Revoke- Permi ssion -Path /AppSecurity/fred -Tag Prod
© Revokes user fred's permissions to instances tagged as Prod.

Revoke- SQLdnPer i ssion -Path ("dm\AppSecurity\" + (Escape-SQ.dnmNane -
Nane MyDomai n\ User A)) - Nane (Escape- SQLdnNane - Nanme Server A\l nst ancel)

© Revokes Windows user MyDomain\UserA permission to ServerAllnstancel.

Set - SQLdmAppSecurity \ AppSecurity -Enabl ed
© Enables SQL Diagnostic Manager Application Security.
Set - SQLdmAppSecurity \AppSecurity -Di sabl ed

© DisablesSQL Diagnostic Manager Application Security.

® Use Set - SQLdnloggi ng for debugging purposes only. This cmdlet should be used at
the request of IDERA Technical Support.

Set - SQLdm\vbni t or edl nst ance -Path Instancel, | nstance2, | nstance3 -
Credential sa

© Updates the credentials used for Instancel,Instance2, and Instance3 to use SQL
Authentication and sets a new login and password. Note that PowerShell will prompt for
the password.

Set - SQLdm\bni t or edl nst ance (Escape- SQL.dnNarme - Nane Server A\l nstancel) -
W ndowsAut henti cati on

o Updates the credentials used for ServerAllnstancel to use Windows Authentication.



Set -
SQLdnlJser

SQL

IDERA Website

Set the properties of an existing Set - SQLdnUser -path \ AppSecurity\bozo -Di sabled - Comment "Bozo is
SQL Diagnostic Manager user di sabl ed. "

© Disables the Set SQL Diagnostic Manager user bozo.
Set - SQLdnmlJser fred -Enabl ed - Adni ni strator

© Enables SQL Diagnostic Manager user fred and gives him administrator rights.
Set - SQLdnUUser (Escape- SQLdniNane - Nane nydomai n\fred) -Di sabl ed

© Disables the SQL Diagnostic Manager user mydomain\fred.
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