Enable automatic failover using AlwaysOn Availability
Groups

The AlwaysOn Availability Groups feature uses the availability of a set of databases within your enterprise to improve your failover options and
general availability. This feature makes the database highly available using the Windows Failover Cluster Service for Windows Server 2008 and
above. As a result, this feature requires Windows Failover Cluster as well as SQL Server on all cluster nodes.

When an availability group is configured using multiple SQL Servers, one of the servers is designated as the PRIMARY node and others are
considered SECONDARY nodes. If the primary node SQL Server stops or shuts down, the failover automatically switches to the synchronized
secondary node with no data loss. You also can manually perform a failover on the SQL Server.

SQL Compliance Manager provides auditing of the AlwaysOn-configured database and audits the events on the AlwaysOn database along with
the failovers.

(D The AlwaysOn Availability Groups feature is available for SQL Server 2012 and above only.

How AlwaysOn integrates with SQL Compliance Manager

There are two scenarios of how SQL Compliance Manager can work with AlwaysOn availability group databases:

® Listener . Use this scenario when you want to audit a listener (virtual SQL server instance) that works only with a node in the PRIMARY
role.

® Nodes . Use this scenario when you want to audit every node that can be in PRIMARY or SECONDARY roles. Note that the secondary
role is read-only.

You can use only one scenario at a time and it is not possible to use them at the same time on cluster.

@ Each node of the SQL Server instance used in the AlwaysOn Availability Group must have a license.

Configuring the Listener scenario

The Listener scenario is recommended for users who want to audit only AlwaysOn databases on the Primary node using LISTENER. If you want
to audit read-only Secondary nodes , use the Nodes scenario.

1. Install cluster agent services on all Listener nodes using the SQL
Compliance Manager Cluster Configuration Console

Use the following steps on each node involved in the AlwaysOn group before adding the listener to SQL Compliance Manager for auditing.

(D Repeat these steps on each node in your AlwaysOn Availability Group. When you are finished configuring all the nodes, register the
cluster service agent as a shared resource.

1. Run the IderaSQLcminstallationKit*.exe setup file.

2. Extract the SQL Compliance Manager installation kit to the specified directory, and then launch it. SQL Compliance Manager displays
the product Quick Start window.

3. In the Quick Start window, click Cluster Configuration Console. SQL Compliance Manager displays the Cluster Configuration Setup
Wizard.

4. Follow the steps in the Setup Wizard to install and configure the SQLcompliance Agent Service on this cluster node.
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) Cluster Configuration Consale
File  Help
Virtual SQL Servers with a SQLcompliance Agent service:

SQLcompliance Agent Version:  |5.0.0.313

6. Click Add Service to specify the listener. SQL Compliance Manager displays the Add SQLcompliance Agent Service - General window.
(D) 2dd SQLcompliance Agent Senvice =8

General
Specify the virtual SGL Server instance that this S0Lcompliance Agent will audit.

SOL Server: I _I

< Back I Meut = Firish | Cancel I

7. Type the SQL Server instance name, and then click Next. If you receive a message stating that the selected SQL Server instance is
not clustered, click Yes. This is correct behavior when configuring a Listener scenario and confirms that the selected SQL Server
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instance is hosted on a Windows Failover Cluster. SQL Compliance Manager displays the Add SQLcompliance Agent Service -
Collection Server window.

Collection Server

Specify the SQL Server to register with SQL compliance manager. Once a 5QL
Server is registered, you can begin auditing database activity on the server.

The 5QLcompliance Agent sends collected audit data to a Collection Server so
that the audit data can be processed and stored in the Repository. Specify the
computer name on which the Collection Server service is running.

Collection Server computer: ||

< Back I Meut > I Firish | Cancel |

8. Specify the name of the server where SQL Compliance Manager is installed, and then click Next. SQL Compliance Manager displays
the Add SQLcompliance Agent Service - SQLcompliance Agent Service Account window.

L0 Add S0Lcampliance Agent Service -7 | [z

S5QLcompliance Agent Service Account
Specify the service options. This account needs to be given 501 Server
Administrator privileges on the associated SQL Server.

SOLcompliance Agent Service Account;

Login account [domainwzer]: ||

Pagswaord ; I

Confirm password: I

Note: The login specified for the SQLcompliance Agent service account
needs to be a valid domain account with appropnate permissions for
creating traces and stored procedures on the registered SQL Server.

< Back I Meut > I Firish Cancel




9.

10.
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Specify the login credentials for the Agent service account, and then click Next. This account must have administrator privileges. Idera
recommends that you use the same account as used for the Collection Server. After clicking Next, SQL Compliance Manager displays
the SQLcompliance Agent Service - SQLcompliance Agent Trace Directory window.

(0 Add SQLcormpliance Agent Service

50 Lcompliance Agent Trace Direciory
Specify directory for temporary storage of audit data

The SQLcompliance Agent temporanly stores collected audit data in a trace directory
an the computer that hosts the SQL Server instance. Specify a trace directory ona
shared data disk in the virtual instance’s cluster group. This prevents loss of
gathered audit data during a failover.

Trace Directory: IE:\.SB LCMATraceDirectan

MNote: This directory will be created by the S5QLcompliance Agent when Before and
After data auditing enabled.

< Back | et » I Firish Canhcel

Specify the trace directory for the cluster agent service, and then click Next. Note that the administrator account specified for the cluster
agent service has read/write permissions for this trace directory folder. SQL Compliance Manager displays the Add SQLcompliance
Agent Service - CLR Trigger Location window.

Add SQLcompliance Agent Service

CLR Tnigger Locabon
Specify where the SQL Server assemblies for the CLR trigger should be stored

The 50 Lcompliance Agent uses a CLR trigger to collect before and after data for
DML events. Wwhen before-after auditing is enabled, the SQLcompliance Agent uses
the specified directory to store the corresponding CLR trigger assemblies. You can
enable before-after auditing from the Audited Database Properties window in the
Management Consaole.

Assembly Directory: IE:\SQLCM\.ﬁssemnyD irechony

Mote: This directory will be created by the S0Lcompliance Agent when before-after
auditing is enabled.

< Back | Mext » I Finizh Cancel




11. Specify the location where you want the SQLcompliance Agent to store the corresponding CLR trigger assemblies, and then click Next.
Note that the administrator account specified for the cluster agent service has read/write permissions for this assembly folder. SQL
Compliance Manager displays the Add SQLcompliance Agent Service - Summary window.

@.ﬂ\dd SQLcompliance Agent Service

Summary
Ready to add SQLcompliance Agent

You have finizhed entering the data necessary to install the SQLcompliance Agent
service necessary to audit this virtual 5QL Server:

AUT-200

Click Finish to begin the installation process for the SQLcompliance Agent. Note
that this installation must be performed on each node of the cluster and that after
the agent is installed, you must register the agent as & shared resource in the
Microsoft Cluster Management consacle.

Cancel |

12. Verify that the Summary window displays the correct SQL Server instance that you want to audit, and then click Finish. If you receive a
message stating that the selected SQL Server instance is not clustered, click Yes. This is correct behavior when configuring a
Listener scenario and confirms that the selected SQL Server instance is hosted on a Windows Failover Cluster. SQL Compliance
Manager displays a confirmation message.

@.ﬂ«dd S0Lcampliance Agent Service

You have successfully registered the SQLcompliance Agent service on ane node
in your SQL Server cluster. To complete this process, you will need to do the
following:

(1) Repeat the cluster support setup process on each node in the cluster.

(2) Register the SOLcompliance Agent service a5 a shared resource in
the Microsoft Cluster Administrator.

Tell me more about configuring suditing in & clustered environment. ..

Repeat these steps on each node in your AlwaysOn Availability Group. When you are finished configuring all the nodes,
register the cluster service agent as a shared resource.

2. Install cluster agent services on all Listener nodes using the Failover Cluster
Manager
Use the following steps on each node involved in the AlwaysOn group before adding the listener to SQL Compliance Manager for auditing.

1. After installing the cluster agent service on all Listener nodes, open Server Manager.

2. In the Server Manager tree, click Server Manager > Features > Failover Cluster Manager. The system displays Failover Cluster
Manager.



3. Select the cluster service group created for the cluster agent service. In the following example, AG oup001 is the cluster service group.
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4. In the Server Name area, select the resource name of the cluster service group, and then click Properties in the Actions panel. In the
following example, aoagl i st ener is the resource name. Failover Cluster Manager displays the Properties window. Click the
Dependencies tab
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5. Verify that the Resource field displays the listener IP address.



6. In the Other Resources area of the Failover Cluster Manager window, select the resource within the cluster service group, and then
select Properties. In the following example, AG oupO1 is the other resource name. Failover Cluster Manager displays the Properties

window. Click the Dependencies tab.

=
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7. Verify that the Resource field displays the listener name. Click Cancel to close this window.

8. After adding the resource information, right-click the cluster service group in the tree, and then select Add a resource > 4 - Generic
Service. Failover Cluster Manager displays the New Resource Wizard to allow you to create the new resource.

9. In the Select Service page of the New Resource Wizard, select the cluster service agent from the available list. The cluster service
names are displayed in the format SQLcomplianceAgent$[listener name] where [listener name] is a virtual SQL Server name. In the
following example, SQLconpl i anceAgent $AOAGLI STENER is the service name.

B New Resource Wizard

Select Service

Canfirmatiorn

Select the service you want to uze from the lizt;

Configure Generic

Semvice
Sii S5DP Digzovery
Limmary L )
System Event Matification Service
Tazk Scheduler
TCP/IP MetBIOS Helper
Telephory

Thread Ordering Server
TP AutoConnect Service
TP WL Gateway Service
TP Base Services

Mame Description

Dizcovers networked devices and services that ugse t..
Monitars system events and notifies subscribers ta C...
Enables a user to configure and schedule automated...
Pravides suppart for the MetBIOS over TCR/IP [MetB. .
Pravides Telephony AP [TAPI] suppart for programs ...
Frovides ordered execution for a group of threads wit.. |
ThinPrint .print component for printing with ThinPrint ...
ThinPrint component that receives print data from de...
Enables access ta the Trusted Platform Module [TP... ﬂ

Cancel

Mext » I

10. Click Next, the New Resource Wizard displays the Confirmation window.
11. Verify that the displayed information is correct, and then click Next.
12. In the Configure Generic Service window, Failover Cluster Manager creates the new resource. Click Next.



13. In the Summary window, verify the information regarding the new resource, and then click Finish.

Select Service The new resource as was successfully created and configured.
Confirmatior
Surmmar T — sQLcomplianceAgentsA0AGLISTENER
Bk (5QLcomplianceAgent3ADAGLISTENER)
Resource: Generic Service
: Files\Idera\SQLcomplianceCluster\SQLcomplianceAgent.exe”
Parameters: SQLcomplianceAgent$AOAGLISTENER

|

To view the report created by the wizard, click iew Report. Wiew Fleport.. |

To close thiz wizard, click Finish,

14. In the Other Resources area of the Failover Cluster Manager window, select the SQLcomplianceAgent$[listener name] cluster service
group, and then click Bring this resource online from the context menu. In the following example, SQLconpl i anceAgent $ACAGLI STE
NER is the cluster service and is currently offline as noted in the Status column.
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Failover Cluster Manager bring the service online and displays the updated status, as shown in the following example.
55% Failover Cluster Manager

File  Action Wiew Help

&= | 7mH=
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= %_Services and applications ==, Summary of AGroup01
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3‘3 Modes -
;,;, Storage
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i| Cluster Events
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MHame | Status
Server Mame
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Other Resources
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15. While the cluster service is online, select the SQLcomplianceAgent$[listener name] cluster service, and then select Properties from the
context menu. In the following example, SQLconpl i anceAgent $AQAGLI STENER s the cluster service name. Failover Cluster Manager
displays the Properties window.



16. Verify that the Agr oup01 dependency is added, as shown in the following example.

55 Failover Cluster Manager

File  Action  View Help
&% 2[m EE

3.;-; F_a\lnver Cluster Manager

AGroup01
= 231;‘1 _qoagcluster.pro]ects.loca\ oup
=1 [E5 services and applications

Recent Cluster Events: None in the last 24 hours | Actions

pu—

= Summary of AGroup01
[

L@ Bring this service or 5.,
= Storage

S0LcomplianceAgent$ADAGLISTENER Properties [ %]
Status: Online

Alerts: <none> Advanced Policies |

Registry Replication I
General Dependencies

Preferred Owners: acagnodel. anaghode2 Falicies
Cumrent Dwner: acagnodel

Specify the resources that must be brought online befare this resource can
be brought online:

‘ AND/OR | Resource

Name [ Status » AGroupD1
Server Name # | Click here to add a dependency
=1 1% Hame: anaglistener (&) Orlire:

3™ IP Address: 192,168 240 215 (%) Dniine

Other Resources

] AGioup
¢ S0Lcompliancetigent$A0AGLISTEN...

Insert Delete |

AGroupr

How resource dependencies work

Ok I Cancel I Aonly |
17. On the Registry Replication tab, click Add. Failover Cluster Manager displays the Registry Key window.
18.

Type SOFTWARE\ | der a\ SQLconpl i ance as the registry key value, and then click OK.
Reqgistry Key

Root registry key:
HKEY _LOCAL MACHIMEY

The new root registry key appears in the Registry Replication tab of the Properties window, as shown in the following example.

General I Dependencies | Policies I

advanced Policies Registry Replication
Programs or services may store data in the registry. Therefore, it is
important to have this data available on the node on which they are

unning. Specify the registry keys below HKEY_LOCAL_MACHIME that
should be replicated to all nodes in the cluster.

Foot Registry Key
SOFTwaRE S deras5QLcompliance

T D

(] I Cancel | Apply |

19. Close the Properties window by clicking OK.

3. Add the Listener to SQL Compliance Manager
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Use the following steps to add the listener to SQL Compliance Manager for auditing.

1. Start the SQL Compliance Manager Management Console, and then click New > Registered SQL Server.
2. In the SQL Compliance Manager Configuration Wizard, specify or browse to the listener you want to register with
SQL Compliance Manager, and then click Next. In this example, use the virtual SQL Server name ACAGLI STENER.

iguration Wizard - Add Server x|
Specify SQL Server
Specify the SAL Server to register with SOL compliance manager, Once a S0L Server
is registered, you can begin auditing database activity on the server,
SOL Server: JAOAGLISTENER Ji |
Description; |
Previous I Next Cancel I

3. Inthe SQL Server Cluster window, check This SQL Server instance is hosted by a Microsoft SQL Server Cluster virtual server,
and then click Next. This step makes the listener, in this example AQAGLI STENER, into a virtual SQL Server name.

» SQLcm Configuration Wizard - Add Server ﬂﬂ
— :

S0L Server Cluster
Specify whether thiz iz a virtwal SOL Server hosted on a cluster,

Select whether this SOL Server instance is a virtual QL Server hosted by Microsoft
Cluster Services. Thiz choice affects the deployment options available for thiz SHL
Server.

IV Thiz SAL Server instance is hosted by a Micrasoft SAL Server Cluster virtual
SEMVEL

Previous | Mext I Cancel

11
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4. In the SQLcompliance Agent Deployment window, verify that the Manually Deploy is selected, and then click Next. This option is
required for all virtual SQL Servers.

» SQLcm Configuration Wizard - Add Server

SOLcompliance Agent Deployment
Specify the deployment option for thiz instance's agent.

A 50Lcompliance Agent must be deployed to the computer hosting each audited SGL
Server. Auditing cannot be enabled until the agent haz been deployed. Select the
deployment option to uze for thiz agent;

£ Deploy Now - Installs the SOLcompliance agent at this Hme. This opion
requires that a connection be established between the SAL Server to be
audited and the M anagement Consale,

{* Deploy Later - [ndicates that vou wil install the SELcompliance Sgent using the
M anagement Consale &t a later time such as during aff-haors.

% fanualy Deploy - Indicates that vou will manually instal the agent at the physical
computer that hosts the SQL Server instance. Mote that this option is required for
vintual SQL Servers and SOL Servers located acrosz a domain bust boundarny.

Previous | Mext I Cancel |

5. In the Select Databases window, check the AlwaysOn database that you want to audit, and then click Next. In the following example, the
AlwaysOn database is Test Base.
M SOLcm Configuration Wizard - Add Databases 22X

Select Databases
Select the databases you want to audit. SOL compliance manager will collect audit
data for the selected databaszes.

¥ Audit Databases

L] master Select Al |
[] model

[ mzdb Unzelect Al |
[ mzsqleystemresource

[ tempdb

Frevious | Mext I Cancel

SQL Compliance Manager displays the AlwaysOn Availability Group Details window including a list of all nodes where the AlwaysOn

12
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database is replicated. Note that this window appears only if the database selected for auditing is AlwaysOn. The wizard skips this
window for regular databases.

® SOLcm Configuration Wizard - Always0On Details 1[5[

Alwaps0n Availability Group Details
Showing the D atabases that are invaolved in Always0n Availability Group configuration.

Fegister / &dd all the Replica SAL Servers for auditing and deploy agent on the
replica servers, to make uze of AlwapsOn feature for these databases.

I Databaze Mame | Avallability Group I Replica Server |
TeztBaze AGroupdl ADAGHODEN
TestBasze AGroupl AUAGMODEZ

Previous | Pext I Cahcel |

6. If the AlwaysOn Availability Group Details window is displayed, click Next to continue.
7. In the Audit Collection Level window, select the desired audit collection level for the database, and then click Next.
- S0Lcm Configuration Wizard - Audit Settings B illl

Audit Collection Level

Select the audit collection level you want to uze for the newly audited database. The
collection level affects the amount of event data collected for databaze activities.

Select the audit collection level you want to uge for the newly audited databazes. The
collection level affects the amount of event data collected for databaze activities.

% Diefault - Audits events and activiiss rmost commaonly required by auditars. This
collechon level meets mozt auditing needs. Tell me more

T Custom - Allows you to zpecify specific audit zettingz. Thiz callection level i
recommended for advanced users only. Befare selecting specific audit
zettings, review the event: gathered by the Custom collection level and review
thie help to better understand pour choices,

™ Regulation - Configures your audit settings to collect the event data required by
zpecific regulatory guidelines. such az PCl or HIPAS,

Previols I Mest Cancel
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In the Permissions Check window, SQL Compliance Manager verifies that all the required permissions are in place on the SQL Server

instance you want to audit.
- S0Lcm Configuration Wizard - Permissions Check

Permizszions Check

Server instance to be audited.

Required permizsionz are checked for proper functioning of SGLcm processzesz on SHL

Operation Complete. Tatal 8, Pazsed B, Failed 0

Re-check |

Fleaze vizit thiz link for additional help.

| Check | Status |
W Collection Service has rights to the repositary databases. FPazzed
+"  Collection Service has rights to read registy HELMSSoftw, .. FPazzed
%" Collection Service has permissions to collection trace dire... Passed
o Agent Service has permissions to agent trace directon. Pazzed
W Agent Service has rights to read registny HKLMAS aftware. . FPazzed
w  Agent Service has rights to the instance. Fazzed
% S0L Server has permizzions to the agent trace directon. Passed
%" SGEL Server has permissions ta the collection ace direct... Fazzed

Freviouz MHext

| Cancel I

8. After all operations are complete and all permissions checks pass, click Next. The Summary window displays the audit settings for the

SQL Server instance, and shown in the following example.
» 20Lcm Configuration Wizard - Summary

Summary

hozted databaszes.

2|

Review the summary of the audit setting you chose for this SOL Server instance and its

Audit Level:  Default
Server.  ADAGLISTEMER

Databases  [TestBaze

b+

Previous | Firizh I

Cancel |
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9. Click Finish to close the wizard. SQL Compliance Manager displays the newly-added SQL Server instance and AlwaysOn database, as
shown in the following example.

® Idera SQL compliance manager AFO36AMSSQLSERVER 2012)

2| @ launchWeb Cansole

Explore Activity I AOAGLISTENER
- Audted SQL Servers . R

TestBase R ﬁ Q i @ ;j 2 Import Lﬂ ar @

» Export 7 Days
Configure Remove Add Audited  Disable ‘ Server  Apply Regulation Privileged Collect A
Alerting  Serer  Databases  Auditing

gent:
Settings Guideline Audit Data  Properties || 30 Days

Server Status Server Activity Report Card

W \ EventAlerts Event Alert Activity is not currently audited for this server, ‘
oK

« Failed Logins

LastHeartheat  7/28/2015 12:18 P

" Security
Last Archived Mewer
Processed Events 1 " DDOL Mo Data Available
Recent Alerts 1}

(S Privileged User

Audit Configuration

o Dverall Activity

Server - Failed Logins, Security, DDL Basr AL T e

Privileged Users - None Category Event Time Details

Lagin Login Failed T/29/201512:13:44 P
Databases - 1 of &

D Explore Activity

EE! Audit Reports

&
“ B Administration
i

Event Filters - None

10. Make all necessary audit settings for the listener and AlwaysOn databases, and then update the configuration and begin collecting data.

It is recommended to update the configuration before collecting data because users are unaware of which node is PRIMARY. After
updating the configuration, be sure to click Refresh in the node context menu to apply the settings to the displayed information.

Removing a Listener from SQL Compliance Manager

Use the following steps to remove the listener from SQL Compliance Manager auditing.

1. Open Server Manager.

2.

In the Server Manager tree, click Server Manager > Features > Failover Cluster Manager. The system displays Failover Cluster
Manager.

. Take the cluster service agent SQLcomplianceAgent$[listener name] offline by selecting the service in the tree, clicking the cluster
service agent in the Other Resources area, and then clicking Take this resource offline in the Actions panel. Verify in the confirmation

15



message that you want to take the resource offline. In the following example, SQLconpl i anceAgent $AOAGLI STENER is the now offline
cluster service agent.
Féﬁ lover Cluster Manager =1

File Action View Help
&« 2= |H=
5 Falover Cluster Manager

= 5 sosqchuster.projects.local
=] ﬁ Services and applications —

AGroup01 Recent Cluster Events: None in the o | Actions
AGroup01 -

== Summary of AGroup01 "

[ Asroupol |J K:L‘)l & £ # Bring this service ar a. .

& gtﬂdes % Take this service or a..,
& Shorage

Status: Offline Auto Start: Yes
Alerts: <nones

5 Networks
Cluster Events

Morve this service of a... P

R

Preferred Dwners: aoagnodel, aoagnode2 Manage shares and st...

Current Owner: aoagnodel Add a shared Folder

Show the critical even...

MHame | Status |
Server Name

Add storage

& L EE 8

Add aresource ]
) "% Name: anaglistener (#) Drline
2% IP Address: 192.168.240.216 () Orline

@

Disable auto start

Show Dependency Re...
Other Resources

7] AGroupl

Wi 3
@ Orling Delete:
.. ¥ Otfline

Rename
Refresh

Froperties

Help

7 Bring this resource onl. .

b Take this resaurce off...
Show the critical even...

Show Dependency Re...

Mare Actions. .. 3 LI
\ [ [

4. Keep Failover Cluster Manager open as you will return to this view after removing the listener from SQL Compliance Manager.
5. Open the SQL Compliance Manager Management Console.

16



IDERA SQL Compliance Manager® Version 5.4

Click the listener name in the Explore Activity panel, and then click Remove.

 Idera SQL compliance manager (FO36\MSSQLSERVER_2012)

W g Ale nt Tools Help
Dlews ~ Imf & | @ launchWeb Cansole
Explore Activity I AOAGLISTENER
Bl Audied SGL Servers l T

=)

ol % | @ [ o =

7Days
Configuip Remove AHd Audited  Disable Server  Apply Regulation  Privileged Collect Agent
Alertin Serner atabases Auditing || Settings Guideline Users Audit Data  Properties || 30 Days
Actitns: Audits 15 Agent Spal
—
Server Status Server Activity Report Card
& EventAlerts Event Alert Activity is not currently sudited far this server,
& oK
« Failed Logins
LastHeartbeat 7/20/2015 12:18 PM « Secuiity
Last Archived MNewer
Processed Events 1 f¥DRL NaDistaguailabls
Recent Alerts i}

(Y Privileged User

Audit Configuration o Overall Activity

Server - Failed Lagins, Security, DOL Bkt

Privileged Users - None Category Event Time Details
Login Login Failed T/20/2015 12:13:44 P

D Explore Activity
IEJE Audit Reports

B Administration

Databases - 1 of i

Event Filters - Mone

| Explore Activity I AOAGLISTENER
=y Audited SQL Servers Summary
s AOAGLISTENER

9 Tesgase A x‘ ﬁ 9 (L @ 2 1::::: 3 0 %l

| Configure Remove AddAudited Disable || Server  Apply Regulation Privileged | Caollect Agent | s0Daye
G h - e
#n error occurred trying to contact the SQLeompliance Agent to vity Repart Card
(Ra9 stop audting of ASAGLISTENER. If vou continue with the removal
~ process, the agent will be left unaffected. IF this is the last brts Event Alert Activity is not currently sudited for this server. ‘
instance on the computer, you will need to manually remove the
sgent later to complete the process,
Error: ins
The SQLcomphance Agent on ADAGLISTENER cannok be reached,
The SQLcompliance Agent service may be down or a network error
Is preventing contact.
Mo Data Available
Do you wish to continue with the removal of this SQL Server
instance? User
Fivity
[
it Events.
Privileged Users - None Category Event Time Details
— i Lagin Login Failed 7292015 1211344 P
-1la

() Explore Activity
| IUEI Audit Reports

-
| & Rdministration
>

Event Filters - None

Click Yes to confirm that you want to continue with removal of the instance.

If you want to re-add this listener for auditing at a later time, do not continue with the next steps. If you no longer want to use this
listener, continue with the following steps for all nodes included in the AlwaysOn Availability Group.

Return to Failover Cluster Manager.

Delete the cluster service agent SQLcomplianceAgent$[listener name] by selecting the service in the tree, clicking the cluster service
agent in the Other Resources area, and then clicking Delete in the Actions panel. Verify in the confirmation message that you want to
delete the resource. In the following example, SQL.conpl i anceAgent $A0AGLI STENER s the cluster service agent.
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B Failover Cluster Manager E=
File Action View Help

Actions

__a\lover Cluster Manager
= .ﬁ; anagcluster. projects. local

=] ﬁ Services and applications == Summary of AGroup01

@ AGroup01 l._ %\
Nodes

AGroupD1 Recent Cluster Evenl

L% Bring this service or a..

5 Talke this service or a...

= St
= N;’;kas Status: Offiine Auto Start: ‘Yes WMerve this service or a... P
§ Cluster Event: Alerts: <none> "
luster Events Manage shares and st...

Preferred Owners: aoagnodel, anagnode2
Current Owner: acaghodel Add a shared folder

Show the critical even...

Hame | Status | add storage

Server Name

Add aresource 4

=l "% Name: aoaglstensr (@) Online ) Disable auto start

%P Address: 192.168.240.216 (:f) Orling

Show Dependency Re...

Other Resources

7] AGroupD1 (&) Online

View 4

Delete

Rename
Refresh

Propetties

Help

% Bring this resource onl.

i Take this resaurce off...
Show the critical even...

Show Dependency Re...

More Actions. . » =

The following example shows that the resource is now gone after deletion.
wver Cluster Manager

File  Action Yiew Help

&2 | 2= HE

e
= Eﬂlo\-’er Cluster Man.ager AGroup0l Recent Cluster Events: & Ag
=l &3 acagcluster. projects, local i

= ﬁ Services and applications Summary of AGroup01 .

ﬁ AGroupil 'y

3i MNodes -

i Storage - . ’ ot
Filh Status: Orline Auto Start: Yes B

i4| Cluster Events Alerts: <rone>

Preferred Owners: aoagnodel, acagnode? E
Current Dwner: aoaghode] i |

i

Mame | Status | =

Server Name

& Name: anaglistener

Other Resources

] AGroupl @) Online

=

11. Open the Cluster Configuration Console by clicking Start > Idera > Cluster Configuration Console.
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12. Select the virtual SQL Server listener, and then click Remove Service. In the following example, ACAGLI STENER is the listener.
[® Cluster Configuration Console

File: Help

Wirtual SOL Servers with a SOLcompliance Agent service:

ADAGLISTEMER Add Service I
Froperties... I

Cluster Configuration Console

Are you sure yaou want ko remove the agent For A0AGLISTENER?

SOLcompliance Agent Yersion: I5.EI.EI.38

13. Click Yes in the confirmation message. The cluster service agent is removed.
14. If you no longer need to add listeners , uninstall the Cluster Configuration console.

Configuring the Nodes scenario

The Nodes scenario is recommended for users who want to audit regular databases and AlwaysOn databases on nodes that can be in PRIMARY
or READONLY SECONDARY nodes.

The SQL Compliance Manager administrator adds each node or instance of SQL Server involved in the availability group individually, which is
the same process as with any regular SQL Server instance. You can then add any database that you want to audit. While you can automatically
deploy the agent through the console, it is recommended that you manually deploy in case the automatic deployment fails. Note that the
permissions requirements are the same as for the Listener scenario. For more information about permissions, see Permissions requirements.

AlwaysOn databases running as the secondary replica do not appear in the Add Database wizard unless the replica is marked as read-only. Note
that the default status is non-readable.

Example of manually deploying the agent

The following example shows the steps necessary to manually deploy the agent service to all AlwaysOn nodes. This example uses ACAGNCDEL
and ACAGNODE2, which are in the AlwaysOn group.

1. Start the SQL Compliance Manager Management Console.
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IDERA SQL Compliance Manager® Version 5.4

. Select the SQL Server instance to which you want to manually deploy the agent, and then click Add Server. SQL Compliance Manager
opens the SQL Compliance Manager Configuration Wizard - Add Server, Specify SQL Server page.

- S0Lcm Configuration Wizard - Add Server ﬂﬂ

Specify SOL Server
Specify the SAL Server to register with S0L compliance manager. Once a SOL Server

iz registered, pou can begin auditing database activity on the server.

SOL Server: I-‘*‘D-QGNDDE'I : |

Dezcrption;

Freviauz | MHext I Cancel |

3. Click Next. SQL Compliance Manager displays the Existing Audit Data page of the Add Server wizard.
- S0Lcm Configuration Wizard - Add Server ﬂﬂ

E xisting Audit Data
Audit data for this SAL Server instance already exists.

A databaze containing audit data for this SHL Server instance alresdy exists. To avoid
lozing any previously collected audit data, uze the exristing database and keep the

exizting audit data.

{* FKeepthe previously collected audit data and use the existing database. If
the events databaze iz from a previous wersion of SOL compliance
manager, it will be automatically upgraded.

{" Delete the previously collected audit data but use the existing
database. This ophion will reinitialize the exizting database. All audit
data in the database will be permanently deleted.

Databaze: SHLcompliance ADAGMODET

Previous | MHext I Cancel
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4. Select the option to retain all of the previously-collected audit data and use the existing database, and then click Next. SQL Compliance
Manager displays the SQL Server Cluster page.
 SOLcm Configuration Wizard - Add Server i |

S0L Server Cluster
Specify whether this is a wirtual SEL Server hosted on a cluster.

Select whether thiz SOL Server instance is a wirtual SAL Server hosted by Microsoft
Cluster Services. This choice affects the deployment options available for thiz SEL
Server.

[~ This SAL Server instance iz hosted by a Miciosoft SEL Server Cluster virtual
TEMVET.

Previous | MHext I Cahcel |

5. Check this option if the instance is a virtual SQL Server, and then click Next. For this example, this is a regular SQL Server instance.
SQL Compliance Manager displays the SQLcompliance Agent Deployment page.
b SQLcm Configuration Wizard - Add Server ﬂll

SOLcompliance Agent Deplopment
Specify the deployment option for thiz instance's agent.

A SOLcompliance Agent must be deploved to the computer hozting each audited SGIL
Server. Auditing cannot be enabled until the agent has been deploved. Select the
deployment option bo use for this agent:

" Deploy Mow - Installs the SELcompliance agent at this ime. This option
requires that a connection be established between the SOL Server to be
audited and the kM anagement Conzole,

" Deploy Later - Indicates that you will install the SELcompliance dgent using the
Management Consale at a later time such as duing off-hours.,

% manually Deploy - Indicates that you will manually install the agent at the physical
camputer that hosts the SEL Server instance. Mate that this option iz required for
wirtual SOL Servers and SOL Servers located across a domain brust boundan.

Previols | MHest I Cancel
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6. Verify that the Manually Deploy option is selected, and then click Next. SQL Compliance Manager displays the Select Databases page.
This option is selected because you cannot automatically deploy the agent. Agent services must be manually installed on each node.

 SOLcm Configuration Wizard - Add Databases 1[5'

Select Databases
Select the databazes you want to audit. SOL compliance manager will collect audit
data for the selected databases.

¥ Audit Databases

L] master Select Al |
[ model

[ mzdb Unzelect Al |
[ mzsqleystemresource

[] tempdb

Fresioug | Mext I Cahcel |

7. Select the AlwaysOn database, and then click Next. This example uses the databases Test Base. SQL Compliance Manager then
displays the AlwaysOn Availability Group Details page. This page displays information about all nodes where the AlwaysOn database
will be replicated. Note that this page does not appear if the database is not AlwaysOn.

® SQLcm Configuration Wizard - Alwayson Details EET

Always0n Availability Group Details
Showing the D atabazes that are involved in Alwayz0n Availability Group configuration,

Feaizter / Add all ti*'u_e Replica SOL Servers for auditing and deploy agent on the
replica servers, to make uze of Alwayz0n feature for these databaszes.

| Databaze Mame | Lovailability Group | Feplica Server |
TestBaze AlGroupdl ADAGNODET
TeztBaze AlGroupdl ADAGNODEZ

Previos I Mext I Cancel
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8. Review the available information, and then click Next. SQL Compliance Manager displays the Audit Collection Level page.
- SQLcm Configuration Wizard - Audit Settings _I_I

Audit Collection Level
Select the audit collection level you want ta use for the newly audited database. The
collection level affects the amount of event data collected for databaze activities.

Select the audit collection level pou want to use far the newly audited databaszes. The
collection level affects the amount of event data collected for databasze activities.

' Default - Audits events and activities most commonly required by auditors, Thig
collection level meets most auditing needs. Tell me more

T Customn - Allows you to specify specific audit settings. Thiz collection level is
recommended for advanced uzers only. Before selecting specific audit
zettings, review the events gathered by the Custom collection level and review
the help to better understand your choices.

{” Regulation - Comfigures pour audit settings to collect the event data required by
zpecific regulatory guidelines, such az PCl or HIPAA,

Previous I Mext | Cancel |

9. Select the Default audit level, and then click Next. SQL Compliance Manager displays the Permissions Check page.
® SgLcm Configuration Wizard - Permissions Check g 2=l

Permiszions Check
Required permissions are checked for proper functioning of S0Lcm processes on SOL
Server instance to be audited.

Operation Complete. Total 8, Passed 8, Faled D Re-check |

| Check | Status |
o Collection Service has rights to the repository databases. Fazzed
%" Collection Service has rights to read registry HELMAS aftw... Pazzed
#"  Collection Service has permissions to collection bace dire... Fazzed
o Agent Service has permizsions to agent trace directary. Fazzed
o Agent Service has rights to read registy HELMAS oftwars... Fazzed
o Agent Service has rights to the instance. Passed
% S0L Server haz permissions o the agent race directany. Fazzed
W' SOL Server haz permizsions to the collection trace direct... Fazzed

Fleaze vigit thiz ink for additional help.

Previouz MHext | Cahcel I
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10. Verify that all permissions pass, and then click Next. SQL Compliance Manager displays the Summary page.
nfiguration Wizard - Summary B

2

Summary

Fieview the surmmary of the audit setting you chose for this SOL Server instance and its
hosted databases.

Audit Level:  Default

Server  ADAGHNODE!

Databases  |TastBase il

il

Previous | Finizh I Cancel |

11. Click Finish.

After adding all nodes, the SQL Compliance Manager displays the primary node, as shown in the following image. You also now can audit any
AlwaysOn databases in the added nodes if they are in PRIMARY or READ-ONLY SECONDARY roles.

M Idera SQL compliance manager AF0361MSSOQLSERVER_2012)

File Edi Auditing Alerting Agent Tools Help

i et
Explore Activity I Audited SQL Servers

E\---i':ﬁ Audited SOL Servers
3 AOAGNODET (Primary)

Summary Event Alerts

B TestBase | ﬁ d ‘( Y e @ ,f’gﬂ{\\'\
AOAGHODEZ e S
Register Monitor Configure  Self-  Configure
B Tosttzss 5L Serer sudit Alerting
System Status Enterprise Activity Report Card
+ EventAlers Event Alert Activity currently has no threshold enabled, ‘
v All servers are OK
« Failed Logins
Fegistered SOL Servers ) o Security
Audited SOL Servers 2 e i
e art icense has Expire
Audited Databases 2 « DOL
Processed Events 9.778 @ Privileged User
Becent Alerts & Dwarall Activity
Event Alert Activity Per Server
o Severe a Server Max Threshold
< High ] & AOAGMODEL 1592 fday Hane
""""" ,@ Waditiva 2720 & AQMGMODEZ 426/ day Hone
(") Explore Activit
b B % 0 Lo 1]
mEl Audit Reports
Y 4| i
* Administration

Exporting/importing audit settings for all AlwaysOn nodes

Users can select all of the appropriate audit settings for each AlwaysOn database and export these settings as XML files. You then can import
the files into the remaining instances or nodes in the group.
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N Exnione Activity | saL-n1
= Audited SOL Servers Summary

Alerts Jata flerts Auydit Bvents

¢ ,3\ = E%g (g 4| Server Settings 71 Import E
= 2 R o --
3 Financial_Refbrds - Apply Regulation Guideline -5 Export
-i Hesltheate Configure  Rermowve  Add Audited  Disable Q AeplyReg e |

2—’ L Alertinig Server Databases  Auditing

‘ Audit Dat

_!‘ Privileged Users

To import the audit settings to each node, click Import on the Summary tab. Choose the exported XML file, the information you want to import,
and the servers to which you want to apply the settings. Select all the other servers in the availability group as the target for audit settings. After
users apply the settings from the file, each member of their availability group is set to audit in exactly the same way as noted in the exported file.
This process also allows you to add additional databases that are the part of an availability group on these servers.

Removing an AlwaysOn node from SQL Compliance Manager

To remove an AlwaysOn node from SQL Compliance Manager, first stop the agent service using the Failover Cluster Manager before attempting
to remove a node instance from SQL Compliance Manager. This step must be performed if you may want to add back to SQL Compliance
Manager the removed node using the Manual Deployment option without any agent deployment. In this case, ignore the error message that
appears after you remove the node.
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