Configuring your browser for Windows Authentication

In order to be able to use Windows Authentication to log into SQL Safe, you have to configure
your browser settings.

Internet Explorer 9,10,11

To configure these versions of Internet Explorer, follow these steps:

1. Go to Internet Options.
2. Click Security.
3. Click Internet and then Custom Level.
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Select a zone to view or change security settings.
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Local infranet Trusted sites  Restricted

I sites

Internet

Sites
0 This zone is for Internet websites, s

except those listed in trusted and
restricted zones.

Security level for this zone
Allowed levels for this zone: Medium to High
Medium-high
- Appropriate for most websites
= - Prompts before downloading potentially unsafe

content
- Unsigned ActiveX controls will not be downloaded

Enable Protected Mode (requires restarting Internet Explorer)
Custom levelioo ||| Default level

Reset all zones to default level

Ok ][ Cancel ]

Go to Scripting/Active scripting and make sure Enable is selected.

Then go to User Authentication/Logon and make sure Automatic logon with
current user name and password is selected.

6. Click OK.
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(7) Disable
Enable
|| Websites in less privileged web content zone can navigate in
(7) Disable
Enable
() Prompt

| Allow Programmatic dipboard access
(7) Disable
) Enable
Prompt
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*Takes effect after you restart your computer

Reset custom settings

Reset to: [MEdIL.I'I'I-hdﬂ {default) oy ]
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Disable
() Enable
& | Enable XS5 filter
(7) Disable
Enable
& | Saipting of Java applets
(7) Disable
Enable
) Prompt
[BY, User Authentication

82 Logon

) Anonymous logon
(] Automatic logon anly in Intranet zone

I Prompt for user name and password
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(=l Automatic logon with current user name and password D

*Takes effect after you restart your computer

Reset custom settings

Resetto: | medium-high (default) -
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7. Click Local intranet and then Sites.
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Select a zone to view or change security settings.
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Internet Wle= Nt | Trusted sites Restricted
sites

O
This zone is for all websites that are

found on your intranet,

Security level for this zone

Allowed levels for this zone: Al

Medium-low

- Appropriate for websites on your local network
(intranet)

() - Most content will be run without prompting you
- Unsigned ActiveX controls will not be downloaded
- Same as Medium level without prompts

[T Enable Protected Mode {requires restarting Internet Explorer)

Custom level... Default level

[ Reset all zones to default level ]

ok || Ccancel

8. Type the following site http://sqljO1 and click Add.
9. Click Close.
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~ You can add and remove websites from this zone. All websites in
. this zone will use the zone's security settings.

Add this website to the zone:
hitp://sqljod]

Websites:

| Remove |

[T] Require server verification (https:) for all sites in this zone

10. Goto Advanced and make sure Enable Integrated Windows Authentication is
selected.
11. Click OK.
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Settings

[] chedk for server certificate revocation®
[] chedk for signatures on downloaded programs
[7] Do not save encrypted pages to disk
[] Empty Temporary Internet Files folder when browser is de
[] Enable DOM Storage
| Enable Enhanced Protected Mode*
- Enable Integrated Windows Auﬁﬂenﬁmﬁon*
|| Enable native XMLHTTP suppart
[7] Enable SmartScreen Filter
[7] Enable Strict P3P validation™®
[] usessL 2.0
[] usessL 3.0
[ useTs 1.0
] UseTLS 1.1
4| 1

*Takes effect after you restart your computer

[ Restore advanced settings ]

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default Reset
condition,

You should only use this if your browser is in an unusable state.
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12. Goto Tools in the menu bar, and select Compatibility View Settings.
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Delete Brewsing history... Cirl+Shift+Del l
I InPrivate Browsing Carleshiftep  ITation is enabled
e Ir ing P i ly enabled on your server. This configures a r
' - [ Tracking Protection... jur server to Web sites that might pose a secy
El ActiveX Filtering
Tl Fix connection problems... isplaying correctly in Internet Explorer and rg
\ 2 ) Internet Explorer functionality that has been|
Ti Reopen last browsing session trnet Explorer Enhanced Security Configuratid

Add site to Start menu

View downloads Crl+)
Pop-up Blocker b
SmiartScreen Filter 3

Manage add-ons

Compatibility View

Compatibility View settings

Subscnbe to this feed...

Feed discowvery 3
Windows Update

F12 developer tools

Add to Evernote 5
Elog This in Windows Live Writer

Internet options

13. In the Compatibility View Settings window, make sure Display intranet sites in
Compatibility View is selected.
14. Click Close.



Compatibility View Settings L & |

Q You can add and remove websites to be displayed in
& Compatibility View.

Add this website:

Add

Websites you've added to Compatibility View:

Remove

[| pisplay all websites in Compatibility View
| Display intranet sites in Compatibility View
[ Download updated compatibility lists from Microsoft

Learn more by reading the Internet Explorer privacy statement

Close

Configuring Google Chrome and Mozilla Firefox

To configure Google Chrome, you can go to the following link: http://dev.chromium.org
/developers/design-documents/http-authentication.

To configure Mozilla Firefox, view the following steps:

1. Open your Mozilla Firefox browser and type about:config.
2. Click I'll be careful, | promisel.
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& fox || abouticonfig | & | |- abouticonfig

This might void your warranty!

—

Changing these advanced settings can be harmful to the stability, security, and performance of this
application. You should orly continue if you are sure of what you are doing

¥ Shiosw this warning nest time

3. Search and double click network.negotiate-auth.delegation-uris.

% Freron ahouticonfig
Search; I

Preference Mame =~ | status | Type | ¥ahue
niebwork, negotiake-auth, slow-insecure-ntlm-v 1 default boolean false
network. negotiake-auth. slow-insecure-ntlm-v 1-htbps default baolean Erue
network, negotiate-auth. alow-non-Fadn default baclean False

mebwnrk negoiiste- s it sl

default boolean true

auith.delegation-uris

TETWOr . NEQOKIaE - 2L, 055I0 default string
niebwork, negotiake-auth. trusted-uris default string
network. negotiake-auth.using-native-gsslib default boclean true

4. Type https://localhost:9291. Click OK.

5. Search network.automatic-ntim-auth.trusted-uris, double-click and type the same value
as before: https://localhost:9291. Click OK.

Close all instances of the Firefox browser to make the changes effective. Launch the browser
again and access the application.
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