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Configuring LiStENEr SCENAIIO ..ccveviirierierieeie ettt ste e e sae b ebe b ebe e 409
1. Install cluster agent services on all Listener nodes using the SQL Compliance

Manager Cluster Configuration CONSOIE........oociiriiriinienieriereee e 409
2. Install cluster agent services on all Listener nodes using the Failover Cluster

1Y =Y F= =4 =T PP TP PO PPPRPPPPROPPRIN 411
3. Add the Listener to SQL Compliance Manager .......cccceeveeveeneeneenieeneeneenieeseennens 412
Configuring NOAES SCENAIIO .euuiviiiiiiiirieeieete ettt ettt sbe e e be e beebe e 415
Additional information on SQL Compliance Manager and AlwaysOn Availability

LG0T o 1T P TP PP PP PPRPTRPP 418
Removing a Listener from SQL Compliance Manager .......cccccvvvvevcieriieniieniienseesieennnen 418
Exporting/importing audit settings for all AlwaysOn nodes........c.cccocevvvervieniiereennnn. 419
Removing an AlwaysOn node from SQL Compliance Manager ........cccccvcveverersvenens 419
Disable auditing on @ database.........ccoviiriiniiniini e 421
Disable auditing 0N @ SQL SEIVEI ....c.coviiriirieniertertesteste sttt st st 423
Fine tune your audit SETHINES......coviiriiriinieriertenteste ettt s 425
Auditing System Administrators or sa login as a privileged user .......ccccceeevvvervvenen. 425
Auditing the system databases for DML or SELECT activity ....c.cccocvevvvervieriiensierinennnn. 425
Auditing login events at the server [evel ... 425
Monitor SQL Compliance Manager Agent actiVities ........ccocevevervieniieniieniieniienieeieene, 427
To monitor SQL Compliance Manager actiVities: ......ocevverierienieniienienienesie e 427
Reduce audit data to optimize performance ........cccvvevvienciincinieneneeee e, 429
Enable self-auditing and MONITOFING ......cocveviiniiniiiniirienestee e 431
TeSt YOUTr QUAIL SEEHINES ..ovveeiieieeiecieee ettt sae e saaesaaesaaesaaesasesanes 433
TO test YOUr aUAIt SETEINES: .ocviiiiiiieiieeiecece et s s a e s n e st s s 433
Verify audit data iNTEZIILY c..eevievierierierieserere ettt s 435
To verify audit data INTEEIILY:..ccciiiiiieeeeeee st 435
VIEW QUAIT AATA....cteriieieriieieeeeeesee sttt s r e st et sae e nae s 437
USE CUSTOM VIEWS ...ttt st st st st st st st s s 439
Tabs that SUPPOIt CUSTOM VIBWS ....ccviviiiiiiiiiieciecsicesie ettt s s siae e s 439
AJd @ CUSTOM VIEW ...ttt ettt st se e st sre st sbe e e sbesaee s e sbesnnenne e 439
EAITt @ CUSTOM VIEW ...ttt st s ne s 440
View your actiVity SUMMIAIY .....ccooieirieenieinieenieesieesteesiteesiressiseesssessssessssessssessssessssenns 442
Manage AUdIt DAta ...........ccccooviiiiiniiiieeeeee ettt st sae e s 444
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HOW @rChiVES WOTK....eoiiiieieieeiieiesteeteese ettt s s 446
HOW ZrOOMINEG WOTKS ..eoviiiiiiiiiiinitesieest ettt ettt st st st e st saaessnesasesatesasesnnes 448
Archive COlleCted VENTS......coivieeereeteeetee sttt s sae s 450
Use the Management Console to archive @Vents ........ccccovcevievciinienieniienciesie e 452
To archive events using the Management Console: ........cccevviirienieniieniienciencienieee, 452
Use the CLI t0 @rchive @VENTS .......ooiiierieieereeteeeeee e 454
Attach eXiStiNG ArCIVES....cuiiiieieiec e st 456
TO AtEACH @ICRIVES: ..ottt st sb e 456
Automate audit data MaNAZEMENT ......ccviiriiriiriereere e 458
Groom alerts from REPOSITONY .ccuivciiiieiiiiiecieeteeie ettt 460
TO BrOOM GlEITS: ..eiiiiiieeieeteete ettt ettt e st s ba e s ba e sasesabessaesanesatesasesanes 460
GroOom QUAIT AAta....ceceereeieierieieeeee et 462
Use the CONSole tO Sro0mM EVENTS......coviiriirierierterterte et st 464
TO 8room arChiVed EVENTS: ......iiciiiieeiecieceee ettt s s saae st saaesaaesabesanes 464
Use the CLI tO SrO0M @VENTS ...c.iiviiiiirietetertert ettt st sttt s 466
Maintain the Repository databases........coovieviiiiiniiniiniee e 468
Back up event databases ...t s 470
To back up the event databases: ..o 470
Back up and restore archive databases .......cccocvviiriinienienienieieeeee e 472
Change the Repository recovery Model.........ooevieiierreinieeneeieeeeeeeee e 474
To change the Repository recovery Mmodel: ... 474
Restore event databases. ...ttt 476
To restore the event databases:.......covirviriririeneeee e 476
Update your archive databases ... 478
Update your archive database using the Management Console........c.cccecevvvernennen. 478
To update archive databases using the Management Console: ........ccccevvvervvernenen. 478
Update your archive databases using the CLI.......c.cccocevviiviiniiiniiniienienienieeieeieen 478
To update your archive databases using the CLI: .....cccovveviiniinienienienienieseeeeen 478
Use the CLI to verify audit data inteBrity .....ccceveriiriinienienieeee e 480
Management Console User Interface............ccccoovviiviiniiniiniinieneeeeee e, 482
EXPIOre ACHIVITY VIBW ....iiiiiiiiieeiecitesieest sttt sttt st s st sa e st sane s 484

Use the links below to learn more about the different level Explore Activity
VEBWS: .ttt st b e s bt s s bt s bt s bt s bt s b e e s bt s ha e s ha e sab e s ab e s abe s abe st sanesanes 484
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Explore Activity - Audited SQL Servers VIEW ......c.ccovvevierienieniienienieseessessesvesve e 487
Explore Activity - Audited SQL Servers SUMmMary tab.......ccccecevviercieniieniienieniienienne, 489
EVENT AICITS TAD .ottt s 556
Data AlrtS TaD c..coeeeeeieeeeeeee e 559
SEATUS ALBITS TAD c.eeeieiieeeeeeee et 562
Explore ACtivity - INSTANCE VIEW ...c..coviiriiniiinientertestesteste sttt s 565
For more information, visit the different tabs for the Explore Activity Instance view

DEIOW: ..t st a e st sae e re s 565
Explore Activity - Instance SUumMmary tab ... 568
Explore Activity - Database VIEW ........cooieviiriiniinienieniesesteste sttt 724
For more information visit the different tabs of the Explore Activity Database view

DEIOW: ..ttt bbb st sae e ne s 724
Explore Activity - Database Summary tab......coccoeviiniiniiniinie e, 726
AUAIT EVENTS TAD 1ottt s s nne s 771
REPOIt ON AUAIT DAta...ccoveiriiiiieiiiriienieeritere ettt sttt sttt snesae st sase e 787
HOW FEPOITS WOTK c.oviiiiiiiiiieeieeieet ettt sttt sttt st st st sane st st sasesanas 789
AUAIE FEPOITS VIBW . .eiuiiiiieriiiriieriteritesie st sse st st st satesitesiaessaesaaesaaesasesasesssesssesnsesasesanes 791
AVAIADIE ACLIONS ettt st s s nae s 791
AVAIlADIE FEPOITS ..ottt st s s st b 792
AVAIlADIE FEPOITS ..ottt s s st s st s ae s 796
CUSTOMIZE FEPONLS .eeeeeiieeiieerite ettt ettt et e et s st e e bt e s bt e s bt e sbeesbeesabaesabeesseesaseesasees 800
Generate reports iN the CONSOIE......iiiiiiriiiieeeeeee e 802
Generate reports With RepOrting SErviCeS......covvvvivierierieeieeeeeee e 804
Reporting Services reqUIrEMENTES .......eiviiirieerieerieente ettt seee e s saeessaeeens 806
Deploy reports t0 REPOrtiNG SEIVICES.....ooviviiriirierierteste ettt s 808
Test report dePlOYMENT ..o st s st s s 821
Change the Reporting Services data SOUICE.......cocvvviervieerieenieenieerieerieeie e esie e 823
Use reports to analyze trends oVer tiMe.......coocvvieniinienienienicecrese e 825
Use reports to establish and maintain compliancCe........cccocevcivviiniiinieniencienieeieee, 827
Use report cards to track SQL Server actiVity ......cccoievienienieniienienieniesiesie e 829
TO VIBW FEPOIT CANUS: eviuiieiieiieeiesie sttt ettt ettt sae e saa e s e e sasesasessaesanesasesasesanes 829
AdMINISTrAION VIEW.....eiriiiiiieeiteiereeteseetete sttt st s s snesae e nae s 831
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Visit the different options below to learn more about each of the Administration

VIBW TADS! ..ttt st sr e st s s n e sae e nne s 831
Registered SQL Servers tab ... s 834
AVAIlADIE ACLIONS ..ot s 834
AVAIlaDIE COIUMINS ...ttt 837
Alert on Audit Data and STAtUS........ooiirierienieniencenee e s 840
Event alerting CheCKliSt.. ..ot 840
Status alerting Checklist ..o 841
ALCIT RUIES TAD 1t nre s 843
Use Event Alerts to analyze audit data.......coccevceerienienienienieniesieseseeeeese e 848
Use Status Alerts to ensure COmMPlIANCE ...oovevierierienieniestee e 887
Use Data Alerts to perform forenSiCS ... 915
IMPOIT YOUF @lEIt FUIRS ettt sttt st st s 947
Use an alert rule as a template ... 949
Change the action an alert Performs ... 951
EXPOIt YOUE @lEIT FUIES .oeeeeeeeeetet ettt st st s st s 953
ENADIE @GN QIEIT .o 955
DiISADIE @N @IEIT ..t ettt st 957
GrOOM GIEIES ettt sttt sttt b e b e b e s b esennes 959
VIBW GIEITS .. ettt s s st sb et b e st n e b ennenne s 961
Receive alerts through email ..o 963
Specify Alert Criteria WiNAOWS........covvieriiriinienieeiese et ssre et sreesaeesve e 965
Alert Message Template WINAOW ........ooieviirieniiniinieniereeeeste e 968
SpeCify AdAreSSES WINGOW....c...eccviriiriiiierieeieeiteeiesre e eteesteesteesbeesaessaessseesseeseensesnne 970
REPOIT ON @IEIES ..ottt st st st s sttt saees 972
EVENE FIIEEIS ettt st s st st s st et st sasesaees 974
HOW EVENT FIlLEIS WOIK....iiiiiiieiiiitcitetent ettt sttt sttt st st 976
EVENE FIltErS TaD ittt st s 978
Create an EVENT FIlLer ..ottt be e 982
Use an Event Filter as a template ...t 995
ENable an EVENT FIlter ..couiiiieeeeeet et st 997
Disable an EVENT FIlter ...ttt st s 999
IMPOIt YOUr EVENT FIlEEIS ittt sttt s 1001
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EXPOrt YOUr EVENE FIltEIS ..ottt sttt 1003
Change which audit data the filter excludes .......cccoovvveeneeniiniiniieeeeen 1005
Specify Event Filter Criteria WiNAOWS ......ccceevieevienieenieinieeieenieeseenieesie e esieesieesieesaees 1018
SQL LOZINS tAD ...ttt et n 1021
AVAIlADIE ACLIONS et s 1021
AVAIlADIE COIUMNS ..o s 1022
SECUIE AUAIT DAtA .ottt sttt sttt be b ennens 1024
HOW CONSOIE SECUIILY WOIKS ..coviiiiiiiiniieniiestesteste sttt st s sae s en 1026
Understanding default permiSSiONS ...t 1032
HOW tO implement I0ZINS . ....covoviiriiniinieniesteseste ettt st 1034
Available 10giN PErMISSIONS .....oviiviiriiiierteeee ettt ae e 1036
Create @ 108N .ot be e enae e beenae s 1038
ASSIgN PermMissions t0 @ lOZIN ..c...iviiriiiiirieriererte ettt 1046
ACHIVITY LOZ TAD 1ottt sttt st sttt s 1052
AVAIlADIE ACLIONS .o s 1052
AVAIlADIE COIUMNS ...t s e 1054
Activity LOg PropertieS WINAOW .......cocevierienienieniestesiestesteste st stessessessessesseens 1056
ChANEE LOG LD ittt et sbe e aeesbe e b s 1058
AVAIlADIE ACLIONS e s 1058
AVAIlADIE COIUMNS ..ceieeee et 1059
Change Log Properties WiNAOW .......coccevviirieeieenieiieeieeieeieesieesie e esie e sieesieesseesaees 1061
Default Audit Settings tah ......coviiriiniiie 1063
AVAIlADIE ACLIONS e 1064
AVAIlADIE COIUMNS ..ceiieeee e st 1065
Idera Default AUAIT SEtHINGS....coviiriirieiiereeteree e 1067
Edit Server Default AUt SELHINGS...c.viviiriirieriirieere e 1071
Apply Server Default AUit SEHINGS....cccvoviiriirierierece e 1086
Edit Database Default Audit SEtINES ....covviriiriiniieeee e 1088
Apply Database Default Audit SETEINGS ......oocveviiriiiiiiriereseee e 1101
SQL Compliance Manager MENU .......ccoocevieeiieenieinieenieesieesieenieesie e esseesseesseessaesseessens 1103
SQL Compliance Manager Menu - File ....cocooiiiiiiiniiiecieciccnececicene e 1105
AVAIlADIE ACLIONS e 1105
Connect to REPOSItOry WINAOW ......c.eovviviiiriieeiiieieiieeieesieenieenie e e esieesieesaeessaesseenaees 1109
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Attach Archive Database WINAOW .........ccoieviiriiniiiniiiniecesiccese e 1111
Manage SQL Compliance Manager Licenses WiNAOW ........cccecuevierviervieniiensiessiennienns 1114
SQL Compliance Manager Menu - Edit........cocceeveevierniiinieenieeniecnecnieenieenieeneesieesiee e 1117
AVAIlADIE ACLIONS ..ottt s 1117
SQL Compliance Manager MeNU = VIEW ......coceevveevieenieinieenieenieenieenieenieesieesseesseesseessens 1119
AVAIlADIE ACLIONS ..ottt st s ebe e 1119
Console Preferences window - Event Views WindOW.........ccoceeveeneeneeneeneeneeneennens 1121
Console Preferences window - Alert Views WiNdOW ..........ccoceeveineeneeneeneeneeneennens 1124
SQL Compliance Manager Menu - AUAITING......cccovverieineeneenieeneeneeneeneeneeneesiee e 1126
AVAIlADIE ACLIONS ..ot sttt s 1126
Archive Audit Data NOW WINAOW.........ccocieriiniinienienieniesie et ste e ssesvesveseeens 1131
Groom Audit Data NOW WINAOW ......ccceerierrieriieenieeieeieesieenieenieenieesieesseesseesssesseesseessens 1134
Archive Preferences WiNAOW ...ttt 1137
PermiSSIONS CRECK ...ttt ettt sa e s bbb en 1141
Check Repository INtegrity WiNAOW .........coceeviernieinieeniienieeieeneesieenieenieesieesieesieeseeenaees 1145
Capture Audit SNAPSNOT WINAOW .....cccviriiiiiiiiiiicieciecieceecese e 1150
Audit Snapshot Preferences WindoW..........cocevieriiniiniieniiinienieeiesie e 1152
Login Filtering OptioNSs WINAOW ......c.cciiiriirienienienienie ettt sae e ssessae e seeens 1154
Collection Server Properties WiNAOW ........ccceceevieenieenieinieenieenieeneeneesieesieesieesieesseesaees 1157
Configure Repository Databases window - Recovery Model tab .........ccoccovvennennen. 1160
Configure Repository Databases window - Databases tab........ccccocevieniinieneennen. 1163
Import Sensitive Columns from CSV WINAOW ........ccccevviiriieriieniienienieniesieeiesiesieens 1170
SQL Compliance Manager Menu - AlertiNg.......cccooeeveeneeneeneeneeneeneeneeneeneeseenaees 1173
AVAIlADIE ACLIONS ..ottt st st 1173
Configure Email Settings WiNAOW ........cocevvieiiieinieinieinieiieciecnieese e esie e sie s saees 1175
SNMP Configuration WINAOW.........cceeviiriiiiiieinieiieeieeieesieesieesie e esaeesaeesaeesaees 1178
Groom AlEertS NOW WINAOW .......cecueiieriieriinieeieeieesieesieesieesieesieesseesseesseesseesseessaessesssens 1180
SQL Compliance Manager Menu - AZENT.....ccueiveereereineenieeneeneenieenieesieesieesseesseesaees 1182
AVAIlADIE ACLIONS ..ottt st 1182
Deploy SQL Compliance Manager Agent WIiZard.........ccoecveevveriieniiensiensieniieesiessiesnnenns 1185
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Cluster Configuration Console User Interface..............cccccoovvvviiniiniiniencecneennen. 1203
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ACCOUNT EAD .ottt st st st b s 1209
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AVAIlADIE ACLIONS it s 1217
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To aUdit the VIrtUal SQL SEIVET ...t saare e 1245
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Monitor, audit and alert on SQL Server user activity
and data changes

Track and manage SQL Server database compliance quickly and easily.

Audit servers, databases, and sensitive data to see who did what. when,
where, and how.

Monitor and alert on suspicious activity to detect and track potential problems.
Satisfy audits with configurations and reports for multiple regulatory guidelines
requirements.

Reduce impact on audited servers via a lightweight data collection mechanism.
Web-based dashboard simplifies visibility and reporting for auditors and
reviewers.
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SQL Compliance Manager Release Notes

Designed in partnership with major auditing firms and leading security experts, IDERA
SQL Compliance Manager provides a powerful auditing and compliance solution for
Microsoft SQL Server users. SQL Compliance Manager is a secure, lightweight auditing
and reporting solution for Microsoft SQL Server designed to meet the needs of
enterprise-scale SQL Server implementations. SQL Compliance Manager provides
unparalleled auditing and reporting services that help you meet the stringent
requirements of today's internal and external security standards.

To get a quick glimpse into the newest features, fixed issues, and known issues in this
release of SQL Compliance Manager, review the following sections of the Release
Notes:

« Learn about key new features in this release
« Review issues fixed by this release

* Review previous features and fixed issues

« See known issues
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New features and fixed issues

IDERA SQL Compliance Manager provides the following new features and fixed issues.

© IDERA, Inc. customers have the sole responsibility to ensure their compliance
with the laws and standards affecting their business. IDERA, Inc. does not
represent that its products or services ensures that customer is in compliance
with any law. It is the responsibility of the customer to obtain legal, accounting,
or audit counsel as to the necessary business practices and actions to comply
with such laws.

5.6.1 New Features

Sensitive Column Search

SQL Compliance Manager version 5.6.1 introduces the Sensitive Column Search
functionality, allowing you to search all of the tables and columns on a targeted
database to discover the sensitive data location that needs to be audited. For more
information, see Sensitive Column Search window.

5.6.1 Fixed Issues

Installation and Configuration issues

*+ Resolved the issue where the Stored Procedure did not get disabled for the
secondary node, which caused an accumulation of trace files on the secondary
node.

* Resolved the issue which caused DML/SELECT filter settings to import incorrectly.

* Resolved the issue where an error message appeared in the SQL Server Logs
about an invalid call to stored procedure
master.dbo.sp_SQLcompliance_AuditXE .

For more information about new features and fixed issues in versions 5.5.x,
see Previous new features and fixed issues.
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Previous features and fixed issues

This build of IDERA SQL Compliance Manager includes many fixed issues, including the
following updates.

5.6 New features
General

Capture Logout Events

Currently SQL Compliance Manager captures Logins and Failed Logins, with SQL CM
version 5.6 users have the ability to capture Logouts as a separate tracking option for
their registered servers and for their configured Server Level Privileged Users.

Default Audit Configuration Settings

SQL Compliance Manager provides users with the capability to set up a single Server
default setting and a single Database default setting. Allowing users to set up newly
added Servers and Databases with their exact desired settings. Users also have the
ability to apply those default settings to already registered Servers and Databases. By
default, SQL CM provides users with the Idera Default Settings, which are a set of basic
settings to help users start auditing from the moment a Server is registered. For more
information about this feature, see Default Audit Settings

Add Databases Automatically

SQL Compliance Manager version 5.6 provides users with the ability to enable their
Server Instances to automatically add any new database that is created on an audited
server. For more information about this feature, see Registered SQL Server Properties
- Advanced tab.

Configurations Clarifications

Compliance Manager version 5.6 improved the configurations setting to help users
have a clear understanding of what is being audited at Server level and what is being
audited at Database level. With the implementation of a new logic that shows items
checked and unavailable for deselection at the Database level since those items are
already selected at the Server level.
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® Please note that it is possible that with the setting inheritance you may collect
more data, to avoid doing so, please review your settings to ensure that all
items all collected as you expect.

Server Level Trusted Users

SQL Compliance Manager version 5.6 allows users to configure Trusted Users at
Server level. Trusted Users designated at Server level will apply across all databases in
the selected server, giving users a greater control over who is monitored at what level.
For more information, see Trusted Users at Server level.

Sensitive Columns Auditing

SQL Compliance Manager version 5.6 updated the Sensitive Column functionality in
order to alert users if Pll data is selected or altered. To know if such data has been
accessed, users can choose to collect information for Select Only, Selects and DML or
for All Activity.

Web Console Updates

SQL Compliance Manager version 5.6 removed all the configuration settings from the
Web Console, to help users have a greater control over who can change audit data
while still allowing granted users to view the information being audited. Centralizing
the setting configurations to the Desktop Console only, makes the Web Console a
place where Auditors and Executives can easily use Reports and Alerts to see the
information that they need to see.

Log File

SQL Compliance Manager version 5.6 includes a new Log file that keeps track of the
product’s versions and upgrades. The new Log file, found in the SQL CM installation
folder, help users track the timelines for upgrade versions.

Non-sysadmin

SQL Compliance Manager version 5.6 provides users with the ability to register a non-
sysadmin role with permission to run the Compliance Manager Agent and permission
to access the trace files.

Increase the number of threads processed

SQL Compliance Manager version 5.6 added the option to adjust the number of
threads that can be used to process trace files at a time.
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Regulatory Guidelines

GDPR Regulation

SQL Compliance Manager version 5.6 added the General Data Protection Regulation
(GDPR) guideline to the selectable list of regulatory guidelines, providing users with
the option to select GDPR guideline and comply with their auditing needs. For more
information about this feature, see Comply with Specific Regulations.

Reports

Configuration Check Report

SQL Compliance Manager version 5.6 implemented the Configuration Check Report,
which allows users to compare the settings configured on the registered servers and
databases with the previously defined default settings. This report allows users to
quickly identify where settings may vary from what is defined as the default settings
as well as to identify the differences in the configurations across your registered
servers and databases. For more information about this feature, see Available
Reports.

Regulation Compliance Check Report

SQL Compliance Manager version 5.6 implemented the Regulation Compliance Check
Report, which allows users to review the configurations set for all registered servers
and databases and determine if settings comply with the selected Regulatory
Guideline. This report compares the server and database configured settings to the
predefined settings for any IDERA supported Regulation Guideline. For more
information about this feature, see Available Reports.

5.6 Fixed issues

Installation and Configuration issues

* SQL Compliance Manager version 5.6 resolved the issue where the Compliance
Manager Windows Console rebooted after installing or upgrading the SQL Server
2012 Native client version.

* Resolved an issue where SQL Compliance Manager recorded Create/Drop index
events as “Alter User Table” events.

* SQL Compliance Manager version 5.6 implemented updates in the Sensitive
Column functionality which resolved the issue where Sensitive Column events
were not displayed if accessed from a view.
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Resolved an issue where SQL Compliance Manager was not capturing BAD
auditing information when two objects with the same name exist in the same
schema.

SQL Compliance Manager version 5.6 resolved the issue where SQL Statements
for DDL activities was not getting captured.

SQL Compliance Manager version 5.6 resolved the issue which did not allow
users to remove a database from the Administration pane.

Resolved an issue where users were able to register active audited databases to
archived SQL Servers.

Resolved an issue where the Capture SQL statements for DDL activities and
Security Changes option could not be selected unless the Database Definition
(DDL) option was saved first.

Resolved the issue where no events got captured for traces performed by non-
privileged users.

Resolved the issue where using encrypted credentials to deploy SQL Compliance
Manager performing a silent installation returned an authentication error
message.

Resolved the issue where SQL Compliance Manager was not able to process
alerts when a Group of users is set as a Privileged User.

5.5.1 New features

There are no new features in this release

5.5.1 Fixed issues

Administration issues

IDERA SQL Compliance Manager 5.5.1 process version 4.5 traces files. After
upgrading the Collection Server to version 5.5.1, the agent must be upgraded to
the same version. Once both the Agent and the Collection Server upgrades are
complete, SQL Compliance Manager will process trace files. For more
information, see Upgrade to this build.

Resolved an issue in which the SQL Compliance Manager Collection Server was
not processing trace files, or was processing them slowly, causing backlog files to
get accumulated in the Collection Trace Directory in large transactional
databases.

IDERA SQL Compliance Manager 5.5.1 installation no longer fails if TLS 1.0 is
disabled and if SQL Server 2012 Native Client is not available.

IDERA SQL Compliance Manager 5.5.1 no longer shows the "Violation of
PRIMARY KEY constraint" error nor terminates the statement when performing
an archive of a highly transactional database.

Integrity check runs for archived databases performed through stored
procedures.
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+ IDERA SQL Compliance Manager 5.5.1 installation no longer fails due to an error
setting up permissions if the username used special characters (e.g.",", space
characters, etc.).

 IDERA SQL Compliance Manager 5.5.1 supports user names longer than 20
characters as well as special characters for the user's password, such as £.

5.5.0 New features

Includes updated and new regulation guidelines

IDERA SQL Compliance Manager 5.5 includes updates on PCI DSS and HIPAA
regulation guidelines templates. It also includes new sets of regulation guidelines,
allowing users to perform data audits according the corresponding security rules.

The new regulation guidelines are the following:

+ Defense Information Security Agency (DISA STIG)

« North American Electric Reliability Corporation (NERC)
+ Center for Internet Security (CIS)

+ Sarbanes-Oxley Act (SOX)

« Family Educational Rights and Privacy Act (FERPA)

For more information about this feature, see Comply with specific Regulations.

Auditing available via SQL Server Audit Logs

IDERA SQL Compliance Manager 5.5 includes the ability to track your alerts via SQL
Server Audit Logs for Agents running on SQL Server 2017 or above. Users can now
decide if they want to track events via Trace Files, Extended Events (SQL Server 2015
and above) or Audit Logs (SQL Server 2017 or above). This new feature is supported in
both the Web console and the Windows Management Console.

For more information about this feature, see Using SQL Server Audit Logs.

Includes a Row Count feature

IDERA SQL Compliance Manager 5.5 includes the row count feature which captures
and reports on the frequency that users access Event types and SQL Statements,
alerting database administrators about suspicious behavior.

® As part of the row count functionality in SQL Compliance Manager 5.5 and
above, we are now capturing Statement Completed instead of Statement Start.
In some cases, if a SQL statement is run but not executed (e.g. SET
SHOWPLAN_XML), SQL Compliance Manager may pick up those events.

For more information about this feature, see Control data access - Row count.
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Enable SQL Extended Events Auditing from the Windows Management
Console

SQL Extended Events auditing can now be enabled from both the Web Console and
the Windows Management Console.

For more information about this feature, see Using SQL Server Extended Events.

Supports SQL Server 2017

IDERA SQL Compliance Manager 5.5 now supports installation of the Database
Repository for Collection Server, deployment of the SQL Compliance Manager Agent,
and auditing events for SQL Server 2017.

For more information, see Software requirements.

Supports Windows Server 2016

The user can install IDERA SQL Compliance Manager 5.5 and deploy the SQL
Compliance Manager Agent in Windows Server 2016.

For more information, see Software requirements.

Allows users to create Sensitive Column data sets

IDERA SQL Compliance Manager 5.5 allows users to create Sensitive Column data sets
that can be monitored as a group of sensitive information. Users can also add
Sensitive Column data sets to any regulation guideline applied in servers or
databases.

For more information, see Sensitive Column window.

BAD Alerts

IDERA SQL Compliance Manager 5.5 allows users to add Host Name, Login, and
Before-After data values to the alert message templates.

Agent Deployment method

IDERA SQL Compliance Manager 5.5 allows users to see the agent deployment
method in the Registered SQL Servers window of the Administration view.
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Allows users to install or upgrade on a non default drive

IDERA SQL Compliance Manager 5.5 allows users to install and/or upgrade in a non
default drive path.

5.5.0 Fixed issues

Administration issues

+ Audit thresholds appear enabled in the ReportCard even after removing and/or
archiving an instance.

« SQL Compliance Manager 5.5 no longer fails to reach the Collection service on
the active node after a successful failover in a clustered environment.

+ Resolved the issue preventing SQL Scripts files with Supplementary Characters to
work on the Collation SQL Server.

+ Resolved the issue causing unexpected behavior during the manual upgrade of
the SQL Compliance Manager Agent on a remote machine.

+ Resolved an issue causing overwritten permissions on the Agent Trace folder
after deploying the SQL Compliance Manager Agent.

Auditing issues

* SQL Compliance Manager Agent no longer recreates stored procedures every
second.

* Resolved an issue in which SQL Compliance Manager was not showing Before-
After data when enabling capture DML events using Extended Events.

+ Resolved an issue causing DDL Events to display twice for the same event.

* Resolved an issue in which SQL Compliance Manager was not saving changes
made in privileged users when applying regulation guidelines.

*+ Resolved the issue preventing the user to capture SQL Statements for DDL and
Security changes.

 Resolved the issue preventing the capture of Before-After Data when using
Extended Events auditing to capture DML events.

Reporting issues

« Email notifications for Event Alerts now display the date and time in the
Collection Server time zone.

« SQL Compliance Manager alerts users about the limit of SQL Statements when
exporting reports.

+ Resolved an issue preventing users to view and report on audit data or see
events.

5.4.2 New features
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IDERA SQL Compliance Manager 5.4 and later depend on certain Microsoft
components that did not ship with SQL Server versions prior to SQL Server
2012 SP1. If you are installing SQL Compliance Manager's Collection Service on
a Repository running on SQL Server 2012 or below, you must install these
components manually. For more information about this process, see Important
installation steps for SQLCM 5.4.x and above.

Supports TLS 1.2 with SQL CM 5.4.2

IDERA SQL Compliance Manager 5.4.2 includes support for Transport Layer Security
(TLS) version 1.2. The TLS protocol provides encryption, authentication, and data
privacy and integrity when transferring information over a network, including VPN,
VOIP, and instant messaging.

5.4.2 Fixed issues

Administration issues

Resolved an issue causing both Primary and Secondary nodes to list the
AlwaysOn database as Secondary.

Resolved an issue preventing email from working for certain servers and types of
events.

Auditing issues

Resolved an issue preventing audit of the Availabiity Group listener if a non-
default port is used.
Database-level Privileged User Auditing settings are no longer overwritten by
instance-level Privileged User Auditing settings.
Resolved the following integrity check issues:

* users received an integrity check issue message although the scheduled

integrity checks all passed

« SQL Server startup events caused an integrity check failure

* Integrity checks didn't match the Audit events in the SQLCM Repository
Resolved an issue causing the database name to return blank for Login Events in
some places.
SELECT statements no longer appear as UPDATE statements.
Resolved an error that occurred when the eventld reached the max limit of
Integer. The error was, "Cannot insert duplicate key row in object 'dbo.Events'
with unique index 'IX_Events_eventid'.
No longer generates the Column Value Changed Data alert twice for Before-After
auditing events.
Resolved an issue causing an error when updating a table that contains an image
and the table name contains a hyphen.
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+ The default Events view now displays data for a single day rather than 30 days.
+ Resolved an issue preventing the proper function of the Exporting/Importing
Database DML Filter audit settings.

Archiving issues
 During archiving, users no longer receive a "Violation of PRIMARY KEY" error
during archiving.
Reporting issues

+ Resolved an issue that prevented users from running the DML Activity (Before-
After) report.

5.4.0 New features

© |IDERA SQL Compliance Manager 5.4 depends on certain Microsoft components
that did not ship with SQL Server versions prior to SQL Server 2012 SP1. If you
are installing SQL Compliance Manager's Collection Service on a Repository
running on SQL Server 2012 or below, you must install these components
manually. For more information about this process, see Important installation
steps for SQLCM 5.4.x and above.

Improves archiving through the availability of SQL Server Extended Events

IDERA SQL Compliance Manager 5.4 includes support for event handling with SQL
Server Extended Events. This optional feature is available for use in auditing instead of
using SQL Trace. Running Extended Events offers a performance improvement over
the default SQL Trace audit event gathering system and is available for instances
running SQL Server 2012 and later. For more information about using the Extended
Events option, see Using SQL Server Extended Events.

Includes new Sensitive Column Search

Included in this release is integration with a free tool from IDERA called SQL Column
Search. Available from the IDERA SQL Compliance Manager Instance Details view, this
feature allows you to search tables and columns on a targeted database to discover
the location of sensitive data needing to be audited. For more information about using
the Sensitive Column Search, see Sensitive Column Search window.

Offers SQL Compliance Manager Windows Console functionality in the
Web Console

The following features previously available only through the IDERA SQL Compliance
Manager Windows Console now are available in the Web Console as well:

IDERA | Products | Buy | Support | Community | About Us | Resources | Legal
36


http://www.idera.com/
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com/
http://community.idera.com/
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

IDERA SQL Compliance Manager, Version 5.5.1

| D = A

* Importing sensitive columns
« Importing audit settings including instance and database templates
« Exporting audit settings including instance and database templates

Includes updated regulatory guideline templates

IDERA SQL Compliance Manager includes a number of regulatory guideline templates
for customer use. IDERA SQL Compliance Manager 5.4 includes updates for these
templates. For more information about this feature, see Comply with specific
regulations.

5.4.0 Fixed issues

Installation and upgrade issues

« Enabled Capture Transaction Status for DML Activity no longer replaces SQL
statement values with variables.

* This release resolves an issue that prevented auditing when two tables has the
same name but different schema

* An error no longer occurs while updating the audit configuration file due to
duplicate database IDs.

 Improves Collection Server performance while processing trace files.

+ Corrects an issue preventing the Collection Trace directory from being created
when the user chooses a non-default installation path.

« IDERA SQL Compliance Manager 5.3 now supports SQL Compliance Manager
Agent silent installation.

+ Resolves an issue causing heartbeat alerts for instances after they are archived.

+ Resolves an error that appeared when a user added privileged users while
applying a custom Audit Collection Level.

* Fixed an error causing the collection of non-audited database data
when Capture SQL statements for DML and SELECT activity is enabled.

 Before-After data now works during an update when auditing selected columns.

« Non-AlwaysOn Availability Group databases can no longer be added to an AG
server for auditing.

* Resolves an issue causing an invalid object name error with
'sys.dm_os_window_info' for SQL Server 2005 agents.

5.3.1 New features
Supports SQL Server 2016

IDERA SQL Compliance Manager 5.3.1 and later support audited and collection
servers using Microsoft SQL Server 2016. For more information about supported
platforms, see Software requirements.

5.3.1 Fixed issues
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There are no fixed issues in this release.

5.3.0 New features

Expanded the SQL Compliance Manager Web console to provide a richer
set of capabilities online

IDERA SQL Compliance Manager 5.3 continues to build on the work developed by
prior versions to bring a richer set of capabilities to the web console. New web
capabilities include:

* an ability to set up notifications for auditing thresholds; allowing a user to set up
a threshold and select the delivery method such as email, Windows event log, or
SNMP traps.

+ additional views such as the Enhanced Audited Database, Enhanced Alert, and
New Logs views.

* the ability to export views to PDF, CSV, and XML formats.

« additional new widgets that show different activities and audited SQL Server
instances.

Integration with IDERA Dashboard 2.2

IDERA Dashboard integration began with SQL Compliance Manager 5.0, which
centralizes the common administration, tasks, and views across all IDERA SQL
products. This release of SQL Compliance Manager expands this integration by
supporting IDERA Dashboard 2.2, which includes the following widgets specific to SQL
Compliance Manager:

+ SQL Compliance Manager Audited Instances Widget. Displays a list of audited
SQL Server instances.

+ SQL Compliance Manager Enterprise Activity Report Card. Displays your SQL
Compliance Manager enterprise activity in a line graph.

For more information about using SQL Compliance Manager widgets within the IDERA
Dashboard, see Overview tab.

Limited Support for SQL Server 2016

IDERA supports installation of SQL Compliance Manager 5.3 on Microsoft SQL Server
2016 with limited technical support. Full technical support is available a short period
after SQL Server 2016 is generally available.

5.3.0 Fixed issues
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General

+ Resolved an issue that did not properly update group permissions after
modification and honored group settings over the individual user account in
some situations.

 Improved Permissions Check functionality to prevent false or inconsistent
results.

Installation

« Renamed the SQL Compliance Processing database
from SQLCompliance.Processing to SQLComplianceProcessing.

+ Corrected an issue preventing the ... button from properly working in the Add
SQL Compliance Manager Agent Service window on Windows 2012/2012 R2
installations.

Licensing

+ Resolved an issue causing users with AlwaysOn Availability Groups to receive a
message that the maximum number of servers is reached while they actually
had less than that limit.

Services

 Improved the Collection Service performance to be able to process a
substantially large number of trace files.

Auditing

« SQL Compliance Manager now can log events that are accessed through a view.

+ Sensitive column traces no longer include events from databases not configured
for sensitive column auditing.

* Resolved an issue that prevented SQL Compliance Manager from discovering
and auditing new users added to the list of Trusted Users / Privileged Users
within a domain group without manually updating the audit settings.

« Exported audit settings now include database level privileged users.

5.0.0 New features

Fully supports the SQL Server AlwaysOn Availability Groups feature

SQL Compliance Manager 5.0 now allows DBAs to monitor their availability groups,
availability replicas, and availability databases through AlwaysOn Availability in SQL
Server 2012 and newer. AlwaysOn automatically switches auditing from the primary to
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the secondary replica in the event of failure as well as failback to primary when it
comes back online. This advantage prevents a loss of audit data trail in the event of
failure.

Support for this feature also comes with:

+ An Availability Group Statistics report that allows you view the historical health of
your availability groups, availability replicas, and availability databases.

* An Availability Group Topology report that allows you to view the current
topology of your availability groups configuration.

* Monitoring of key metrics specific to the AlwaysOn Availability Groups feature.

* Queue Size and Transfer Rates charts.

For additional information on SQL Compliance Manager and the AlwaysOn Availability
Groups feature, see Enable automatic failover using AlwaysOn Availability Groups.

Offers a technology preview of a new web-based SQL Compliance
Manager Dashboard

Along with the integration of the IDERA Dashboard, SQL Compliance Manager 5.0
includes a preview of a newly-designed web console that offers quick views of key
audit trail activities on your SQL Servers from any web browser. Identify key
compliance issues quickly and provide an easy access point to non-DBAs without
giving them access to the entire Management Console.

Added integration with the IDERA Dashboard

SQL Compliance Manager 5.0 now integrates with the IDERA Dashboard, a common
technology framework designed to support the IDERA product suite. Users are able to
obtain an overview of the status of their SQL Servers and hosted databases all in a
consolidated view and navigate to individual product dashboards for details. The
IDERA Dashboard provides a central set of services for managing users, product
registry, instance registry, aggregated alerts across IDERA applications, a central web
server, and tags for grouping instances. For more information about the IDERA
Dashboard, see Navigate the IDERA Dashboard web console.

Moved to the Windows .NET 4.0 framework

SQL Compliance Manager 5.0 supports Microsoft Windows operating systems
using .NET 4.0. Note that .NET 4.0 or later must be installed on the audited server. For
more information about requirements, see Software requirements.

5.0.0 Fixed issues
* Active Trace is now properly cleared when necessary.
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+ A change to the SQL Compliance Manager login filter settings from minutes to
seconds fixes an issue that allowed new user events such as failed login attempts
to be missed in reports.

* You can now view Reports in .CSV format.

« SQL Compliance Manager 5.0 includes an update that clarifies alert email
triggers when users to have two alert rules for Sensitive Columns.

+ SQL Compliance Manager no longer displays conflicting data by including a fix
that forces the collection of object names while processing trace file records.

+ Regular user accounts are no longer able to capture SQL text used in admin
activities without enabling additional options.

« When you have multiple columns selected for a particular table in Before-After
Data (BAD), SQL Compliance Manager no longer labels events that update other
columns as BAD events.

* SQL Compliance Manager now includes descriptions for ALTER ANY SCHEMA and
ALTER ANY USER in the tracejob.cs file.

* The permissions check process is updated in SQL Compliance Manager 5.0 to
avoid any issues when performing a check.

+ Event types 158 and 258 now include expanded details that display when these
types of events occur.

+ SQL Compliance Manager Integrity Check now properly tracks and reports on
deleted rows.
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Known issues

IDERA strives to ensure our products provide quality solutions for your SQL Server
needs. The following known IDERA SQL Compliance Manager issues are described in
this section. If you need further assistance with any issue, please contact Support.

Known issues in version 5.6.1

« SQL Compliance Manager is currently allowing users to select the Upgrade Agent
option, even if the Agent is already in latest version. Upon selection, SQL CM
prompts you to upgrade the agent using the full setup program.

« When you configure Sensitive Column auditing without first selecting the DML or
SELECT option on the Audited Activities tab, then the SQLcompliance Agent has
problems creating the sp_SQLcompliance_Audit stored procedure, and auditing
stops working.

Known issues in version 5.6

General issues

* (Fixed in version 5.6.1) Import Database settings with DML/SELECT filters, flips
import settings. When users import database audit settings and apply those
settings to multiple databases, the imported settings apply only to some
databases. If user imports and applies the audit settings to the same databases
again, the configuration settings get flipped, applying the import settings to the
databases it did not apply to before while deleting the settings from the ones it
previously applied them to.

* (Fixed in version 5.6.1) Invalid stored procedures call to
sp_SQLcompliance_AuditXE. A message about an invalid stored procedure
appears in the SQL Server Logs; "Could not find stored procedure
master.dbo.sp_SQLcompliance_AuditXE". The error message appears because
no stored procedure with the name "master.dob.sp_SQLcompliance_AuditXE"
exists.

* SQL Compliance Manager Object Activity Report renders all data on a single
page. When the Object Activity Report is run, the report displays all the collected
data in a single page.

* (Fixed in version 5.6.1) SQL Compliance Manager traces are getting collected on
the Passive nodes of an Availability Group. When a primary node becomes a
secondary node, the Stored Procedure does not get disabled for the secondary
node and the trace files keep gathering. This causes an accumulation of trace
files on the secondary node.
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Follow the steps below for the workaround to stop trace files from
generating on the secondary node:

1. Launch Trace Manager from the SQL Compliance Manager Desktop Console.
SQLCM Menu-bar>Tools>Trace Manager.
. Enter the SQL Server Instance name and click the Connect button.

N

& When working on a secondary node of an Availability Group, use the
secondary’s instance name.

3. In the SQLcompliance Stored Procedures field, make sure to check the “_" and “_"

options.

Click the “Drop SQLcompliance Stored Procedures” button.

In the Registered Traces field, from the list of running traces, select the entries
related to the SQL CM traces.

vk

& Use the file path to determine the traces related to SQL CM. Or check the
Agent Properties for the audited instances to verify the trace directory file
path.

6. Once the desired registered trace is selected, click the Stop button. Select the
record again and click the Close button.
7. Repeat steps 5 and 6 for the remaining SQL CM traces.

Known issues in version 5.5.1

Installation and configuration issues

* (Fixed in version 5.6) Installation or upgrade of SQL Server 2012 native client may

cause the system to reboot. When installing or upgrading the version of the
native client, once the process is complete, a system reboot occurs without
previous warning.

+ IDERA Dashboard 3.0.3 and later does not support SQL Server 2005 SP1. Users
should not attempt to install SQL Compliance Manager with IDERA Dashboard
3.0.3 and later on a SQL Server 2005 SP1 as that version of SQL Server is not
supported by IDERA Dashboard.

General issues

+ Case-sensitivity required when specifying the Repository database name. When
specifying the location and name of your Repository database, SQL Compliance

Manager requires that you use proper capitalization.
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+ IDERA SQL Compliance Manager does not capture Linked Server Trace Events for
SQL Server 2005. Linked server events are not present in the trace files for SQL
Server 2005, therefore linked server events are not captured in IDERA SQL
Compliance Manager and no alerts will trigger. Microsoft has ended extended
support for this version.

* (Fixed in version 5.6) Create/Drop index events recorded as “Alter User Table”
event. SQL Compliance Manager records Create/Drop index events as “Alter User
Table” events.

* (Fixed in version 5.6) IDERA SQL Compliance Manager is not loading events
accessed through a View. SQL Compliance Manager does not display Sensitive
Column events when accessed from a view. To access the information using
views gather and filter out all SELECT statements. Note that this action will cause
extra collection.

* (Fixed in version 5.6) Issues loading BAD auditing information. IDERA SQL
Compliance Manager is not able to capture BAD auditing information when two
objects with the same name exist in the same schema.

* (Fixed in version 5.6) SQL Text is not captured for DDL Statements. When
monitoring an instance for DDL event, SQL Compliance Manager is not able to
capture SQL Statements for DDL activities unless a user is added to the
Privileged User Group. Users can also capture SQL Text by selecting Capture SQL
statements for DDL and Security changes at Database Level.

Known issues in version 5.5

General issues

* ( Fixed in version 5.5.1 ) When users try to upgrade from SQL Compliance
Manager 4.5 to 5.5, trace files are not processed. If you currently work with SQL
Compliance Manager 4.5, before upgrading stop the Collection Service, Agent
Service, and disable auditing to stop trace file processing, then proceed to
upgrade to SQL Compliance Manager 5.5, and configure and enable auditing.
Upon upgrading to SQL Compliance 5.5, users must upgrade all agents to a 5.x
version first. For more information, see Upgrade to this build.

* ( Fixed in version 5.5.1) The SQL Compliance Manager Collection Server is not
processing trace files, or processing them slowly, causing backlog files to get
accumulated in the Collection Trace Directory in large transactional databases.
The workaround for this issue is to increase the tamper detection interval and
the Collection interval.

* ( Fixed in version 5.5.1) IDERA SQL Compliance Manager installation fails if TLS
1.0 is disabled and if SQL Server 2012 Native Client is not available. IDERA SQL
Compliance Manager 5.5 installs SQL Server 2012 native client (version
11.0.2100.60) which does not support TLS 1.2 enabled as per Microsoft.
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https://support.microsoft.com/en-us/help/3135244/tls-1-2-support-for-
microsoft-sql-server
Users with SQL Server versions prior to SQL Server 2012 R2 SP3 need to enable
TLS 1.0 or update the native client to the supported version (11.4.7001.0)
following the link below:
https://www.microsoft.com/en-us/download/details.aspx?id=50402

* ( Fixed in version 5.5.1) SQL Compliance Manager does not process trace files
generated by an older Agent after upgrading versions of the Collection Server
and the Agent.

Auditing issues

* ( Fixed in version 5.5.1 ) When performing an archive of a highly transactional
database with SQL Compliance Manager, the application shows a “violation of
PRIMARY KEY constraint” error and terminates the statement. The workaround
for this issue is to rename the current archive database, along with the database
files associated to it and perform a new archive operation. The operation should
create a new archive database and database files.

Known issues in version 5.4.x

General issues

* ( Fixed in version 5.5.1) SQL Compliance Manager does not accept user names
longer than 20 characters and does not support some special characters for the
user password, such as £.

* Removing databases using the Administration pane in the Management Console
does not work. You can remove databases using the Explorer Activity panel.

* ( Fixed in version 5.5 ) During an Agent-only installation, if you accept the default
destination path for SQL Compliance Manager, and then select a different
destination drive and use a sub-folder in the Agent Trace Directory dialog box,
the installer does not create the Agent Trace Directory during installation. If this
issue occurs, reinstall the Agent specifying a folder instead of a sub-folder as the
destination path or use the default path specified in the installer.

Auditing issues

« If the audit settings are configured to audit DML events for a selected table, and
extended events is enabled for DML and Select on the Instance, SQL Compliance
Manager collects audit data for all tables and not only the selected table. If you
turn off extended events, auditing correctly collects data for the selected table
only.
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( Fixed in version 5.5 ) Execute events are captured when extended events is
enabled. There may be some extra events captured and shown through the
Extended Events auditing than the events shown through the Trace method.

* ( Fixed in version 5.4.2 ) Cannot insert duplicate key row in object 'dbo.Events'
with unique index 'IX_Events_eventid'.

* ( Fixed in version 5.4.2 ) DatabaseName appears as empty for Login Events. SQL
Compliance Manager 5.4 traces do capture the DatabaselD, but do not include
the database name.

* ( Fixed in version 5.5 ) Applying a regulation guideline does not work when there
is a Privileged User defined.

* ( Fixed in version 5.4.2 ) Case-sensitive collation may prevent some trusted and
privileged users from being captured.

* ( Fixed in version 5.4.2 ) Auditing an AlwaysOn database using the Node method
causes the Registered SQL Servers list to display both nodes as Secondary.

* Audit Snapshot does not include setting to capture DDL SQL statements.

+ Before-After data does not appear for Binary Collation SQL Server instances
when extended events is enabled.

* ( Fixed in version 5.4.2 ) Audit settings at an instance level take precedence over
database-level settings for a Privileged User.

* ( Fixed in version 5.5 ) Agent trace folder permissions are overwritten when the
Agent is deployed.

* ( Fixed in version 5.4 ) SQL Compliance Manager attempts to contact the Agent
(heartbeat check) on attached archive databases.

* ( Fixed in version 5.5 ) Users who export reports to Microsoft Excel fail when the
SQL text contains more than 32,767 characters.

* ( Fixed in version 5.4.2 ) Some SQL Server startup/stop events may cause the
integrity check to fail.

« The Audit Events tab may display an incorrect user name in the Login column
when auditing start and stop server events.

* ( Fixed in version 5.4.2 ) A known SQL Server issue causes some SQL Compliance

Manager SELECT statements to appear as DML events. This issue occurs when a

user audits both SELECT and DML. SQL Compliance Manager captures many

events when certain columns are selected from certain system tables from a

single SELECT statement query and shows them as individual DML events.

Specifically, the SELECT statement which uses the permissions() function

generates only DML event traces and not a SELECT event trace. This step results

in SQL Compliance Manager reporting the SELECT statement as a DML event. In
addition, the permissions() function is deprecated. Microsoft recommends in

MSDN documentation that users implement the Has_Perms_By_Name () function

instead of the permissions () function. The difference between these two

functions is that the permissions() function always generates the DML event
traces while the Has_Perms_By_Name () function generates event traces according
to permission type used. For example, SELECT event traces for SELECT
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permission types, and DML event traces for EXECUTE or DELETE permission
types.

* ( Fixed in version 5.4.2 ) Users who change the default port for the AlwaysOn
Availability Group from the default may experience the following issues. to avoid
these issues, change the listener to the default port.

* SQL Compliance Manager does not accept the name format when
attempting to add the listener name using the Cluster Configuration
Console.

* If the port is not added, the agent cannot connect to the SQL Server
instance. You can manually add the port to the registry setting later and it
will then connect to the instance after restarting the SQLcomplianceAgent.

* Users cannot connect to the SQL Server instance even when adding the
listener with the port in the SQL CM console.

* The Permissions Check also fails.

« When you change the definition of a table you are auditing to include BLOB data
types, the Before-After data trigger prevents UPDATE, DELETE, and INSERT
operations from modifying the table, such as through stored procedures or
third-party applications. This issue is most likely to occur when you are auditing
all columns in the target table. This issue occurs because Before-After auditing
does not support BLOB data types (such as text, image data, or XML code). To
correct this issue, change the data definition of the table.

+ SQL Compliance Manager does not support collecting and processing events
from encrypted SQL Server trace files. This issue is most likely to occur in
environments that use third-party encryption software. For example, some
applications can be configured to automatically encrypt all new files created on a
specific computer. If you are running encryption software in your SQL Server
environment, verify the encryption settings to ensure the application does not
encrypt trace files on the audited SQL Server instances.

* After removing a server from auditing and leave registered databases archived,
the user is able to right-click the archived database ‘server’ and register
databases to audit.

* Users can select “Capture SQL statements for DDL activities” only if the
“Database Definition DDL" option is saved first.

Alerting issues

* Filtering by time does not work properly on the Alerts view.

« Some status alerts including Agent trace directory reached size limit and
Collection Server trace directory reached size limit do not display properly in the
Web Console.

« Status alerts are not generated for alert rules of the Agent cannot connect to
audited instance Rule Type.

* ( Fixed in version 5.5 ) SQL Statement is not captured or displayed when viewing
Event Properties for Create SQL Login and Create Windows Login events.
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* ( Fixed in version 5.4.2 ) A Column Value Changed data alert is generated twice

for each Before-After audit event.

Reporting issues

* ( Fixed in version 5.4.2 ) The DML Activity (Before-After) report, when deployed to
SQL Server Reporting Services, does not run properly. You can view the reportin

the Console.
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Welcome to SQL Compliance Manager

IDERA SQL Compliance Manager is a secure, lightweight auditing and reporting
solution for enterprise-level Microsoft SQL Server environments.

Need help using SQL Compliance Manager? See the following sections:

« Start auditing events

* Alert on suspicious audit data

+ Alert on SQL Compliance Manager status
* Report on audit data
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What is SQL Compliance Manager?

Designed in partnership with major auditing firms and leading security experts, IDERA
SQL Compliance Manager provides a powerful auditing and compliance solution for
Microsoft SQL Server users. SQL Compliance Manager is a secure, lightweight auditing
and reporting solution for Microsoft SQL Server designed to meet the needs of
enterprise-scale SQL Server implementations. SQL Compliance Manager provides
unparalleled auditing and reporting services that help you meet the stringent
requirements of today's internal and external security standards.

SQL Compliance Manager provides many critical features:

 Low overhead data collection

* Central Repository of audit data

+ Central Management Console

* Pre-defined compliance reports

* Secure ad-hoc queries for auditors

+ Forensic analysis

* Efficient, secure data archival

« Comprehensive reporting to satisfy audit requirements (PCI DSS, HIPAA)

SQL Compliance Manager is the only solution that lets you quickly, easily, and securely
answer the demands of on-the-spot reports, routine audits, and long-term event
trending across your SQL Server environment.
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How SQL Compliance Manager helps

As a database administrator, you need a comprehensive and easy-to-use auditing and
reporting solution that helps ensure continuous compliance while protecting the
integrity of your audit data and SQL Server environment. IDERA

SQL Compliance Manager is specifically designed to meet these requirements.

SQL Compliance Manager helps you meet multiple goals, whether you are fulfilling the
requirements of internal auditors or simply need to feel comfortable with your
database security model.

Ensure continuous compliance

SQL Compliance Manager goes beyond traditional auditing approaches by providing
monitoring and auditing of all data access, updates, data structure modifications, and
changes to security permissions. The audit data captured is stored in a central
Repository for reporting, querying, and analysis.

You can easily configure SQL Compliance Manager to audit only the events you need
to track. This flexibility ensures you have a continuous stream of audit data to ensure
continual compliance with internal and external security standards.

Achieve low overhead data collection

SQL Compliance Manager employs an efficient, low overhead data collection
technology. A light agent monitors the SQL Server trace data stream, collects the audit
data, and sends it back to the Repository. You can configure the type and detail of
audit data you want to collect on an individual SQL Server instance or database. No
changes to applications or production databases are required.

Leverage powerful reporting and analytics

SQL Compliance Manager is the only solution that provides secure and
comprehensive reporting on and analysis of your audit data. SQL Compliance
Manager provides many pre-defined reports that you can immediately use to track
audited events. SQL Compliance Manager also leverages the flexibility and power of
Microsoft SQL Server Reporting Services (Reporting Services). Through Reporting
Services, you can modify the pre-defined reports or create custom reports that meet
your specific auditing needs.

Protect integrity of audited data

SQL Compliance Manager leverages your existing SQL Server security model to
enforce data access. You can easily and securely control who has the ability to
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configure, view, or report on audit data. SQL Compliance Manager integrates with and
conforms to your internal security policies, allowing granular access control at the
database level.

SQL Compliance Manager is engineered to provide a trusted, immutable source of
audit data. Its powerful self-auditing features ensure that you are alerted to any
changes to data collection settings or attempts to tamper with the audit data
repository.

Realize rapid deployment and scalability

With DynamicDeployment™ technology, a light agent is dynamically deployed to the
specific SQL Server instances you want to audit. This approach enables you to
configure and deploy SQL Compliance Manager in minutes. There is no need to
perform time-consuming software installs on each target server. The agent eliminates
risk and increases performance by running as a separate process outside the SQL
Server process space.

SQL Compliance Manager is specifically designed to support large SQL Server
installations. SQL Compliance Manager scales from auditing a single SQL Server
instance to thousands of SQL servers around the globe, from databases with only a
few tables to databases with thousands of tables and large volumes of data.

Satisfy regulation requirements

When a user accesses sensitive data or when breach occurs, SQL Compliance
Manager identifies the content of the event including the date, time, data accessed,
and by whom, providing a clear audit trail and alerting those individuals who may
need to take action.

SQL Compliance Manager provides comprehensive reporting to satisfy audit
requirements with regulatory and data security rules such as PCI DSS and HIPAA. SQL
Compliance Manager audits all SQL Server activity including login access (successful/
failed) and permission activity, and provides tracking reports to help you detect
abnormal access to the data. All SQL Compliance Manager audit data is stored in a
tamper-proof repository.
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Find answers

This documentation set includes a comprehensive online Help system as well as
additional resources that support you as you install and use the product. You can also
search the IDERA Solutions knowledge base, available at the IDERA Customer Service

Portal.
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IDERA documentation uses consistent conventions to help you identify items

throughout the printed online library.

Convention

Bold

Italics

Fixed Font

Straight brackets, as in [value]
Curly braces, as in {value}

Logical OR, as in value 1 | value 2

Specifying

Window items

Book and CD titles
Variable names
New terms

File and directory names
Commands and code examples
Text typed by you

Optional command parameters
Required command parameters

Exclusively command parameters where only
one of the options can be specified
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How to use this Help system

The IDERA wiki includes a comprehensive online Help system as well as additional
resources that support you as you install and use IDERA products. You can also search
multiple IDERA support solutions in the IDERA Customer Service Portal.

Additionally, IDERA helps you by providing:
* 24/7 technical support for critical issues.
* Availability to report cases and access a web-based customer portal for update

status.
* Access to our Knowledge center where you can find FAQs, How To's, Best

Practices, and Webcasts.
This wiki includes the following Web browser minimum requirements:

* Internet Explorer 9.0
* Mozilla Firefox

* Google Chrome

* Microsoft Edge

You can access the IDERA SQL Compliance Manager Help system through the
Help icon on the top right section of your window or by pressing F1 on the section
where you need more information.

You can print a help topic from the wiki using the Print function in your browser.
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Use the following checklist to get started using IDERA SQL Compliance Manager. For
more information about how to best configure auditing for your environment, see the

Auditing checklist.

o

O 0 009

(<]

Get started with these steps ...
Learn how auditing works.
Learn about the SQL Server events that you can audit.

Register the SQL Server instances you want to audit, and set
your server and database settings.

Apply regulation guidelines to the audited databases on
your registered SQL Server instances.

Track the collected SQL Server events over time and fine
tune your audit settings as needed.

Configure Event Alerts to notify you when suspicious events
occur in your environment.

Configure Status Alerts to notify you when SQL Compliance
Manager experiences an issue.
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Upgrade to this build

You can quickly and easily upgrade to the current version of IDERA SQL Compliance
Manager from version 4.5 and later. All versions prior to 4.5 must upgrade to version
4.5 before upgrading to the current version. Upgrading SQL Compliance Manager
allows you to take advantage of the new features available in this latest version.

& TFor IDERA SQL Compliance Manager 5.5, you must upgrade to version 4.5 and
then to 5.0 before upgrading to this version.

® sSQL Compliance Manager 5.0 and later requires you to upgrade the SQL
Compliance Manager Agents to the same version, i.e. version 5.0 requires
Agent version 5.0.

Upgrade checklist

© Follow these steps ...

© Ensure the computers on which you want to upgrade SQL Compliance Manager
meet or exceed the hardware, software, and permissions requirements for this
version. For example, ensure .NET 4.0 or later is running on the target
computer.

© Ensure your Windows logon account has the following permissions:

+ Permission to agent and collection trace file directories
« Permission to uninstall/install a windows service
* Permission to start a service (Logon as a service)

© Close all open applications on the computers running the SQL Compliance
Manager components.

© Back up your trace directories, especially the Collection Server Trace Directory.

© Upgrade your SQL Compliance Manager Repository, Collection Server, and
Console.

©® When prompted, schedule a time for SQL Compliance Manager to perform
maintenance on your Repository databases.

© Upgrade your license key.
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Follow these steps ...

Upgrade your previously deployed SQL Compliance Agents.

Ensure that your upgrade includes any new reports by redeploying the SQL
Compliance Manager reports. If you are upgrading from version 3.0 or earlier
and you use Microsoft Reporting Services, you must redeploy the SQL
Compliance Manager Reports in order to generate reports using the upgraded
Repository databases as the data source.

Ensure that the computers on which you want to upgrade SQL Compliance
Manager have VC redistributable 2010 installed. You can download the
Microsoft Visual C++ 2010 Redistributable Package for 32 Bit OS (x86) here, and
the Microsoft Visual C++ 2010 Redistributable Package for 64 Bit OS (x64) here.

Ensure that the computers on which you want to upgrade SQL Compliance
Manager have the latest version of Microsoft Windows Installer Driver installed.
You can find and download the latest Windows Installer here.

Test your upgrade by collecting and reporting on your audit data.
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Upgrade from SQL Compliance Manager 4.5 to version 5.0

IDERA SQL Compliance Manager has unique instructions for upgrading from version
4.5 to version 5.0. If you have any installation issues, please contact Support.

Preparing to upgrade

Request a new license key

IDERA SQL Compliance Manager version 5.0 and later use a new license key. You must
update your existing product license key to complete installation of IDERA SQL
Compliance Manager 5.0 or later. To request a new license,

contact licensing@idera.com. Provide the host name of the server/SQL Server instance
hosting IDERA SQL Compliance Manager. If using the default name MSSQLSERVER for
SQL, simply provide the server host name.

Key notes

+ Verify .NET 4x is installed on all your servers.* All IDERA SQL Compliance
Manager 5.0 and later versions require .NET 4.0 components. Previous versions
of IDERA SQL Compliance Manager require at least .NET 3.5.

* Beginning with version 5.0, IDERA SQL Compliance Manager does not support
Windows Server 2000 or the .NET 2.0 framework. While IDERA SQL Compliance
Manager 4.5 and prior versions continue to operate with Windows Server 2000,
IDERA SQL Compliance Manager 5.0 and later require the .NET 4.0 Full
framework to take advantage of the additional features. For additional
information about supported versions, see the IDERA SQL Compliance Manager
Software requirements.

* You must upgrade the Agent. IDERA SQL Compliance Manager 5.0 and later
require that you upgrade the IDERA SQL Compliance Manager Agents to the
same version, i.e. version 5.0 requires Agent version 5.0.

* You do not have to enable the default trace or use ID 1. IDERA SQL
Compliance Manager 5.0 requires that the default trace is enabled and it is also
ID 1. This requirement was removed for IDERA SQL Compliance Manager 5.3.x.
Contact Support if you have any questions.
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Upgrade

To upgrade IDERA SQL Compliance Manager:

1.
2.
3.

Close the IDERA SQL Compliance Manager Management Console, if running.
Stop the SQL Compliance Collection Service.
Back up all of the SQLcompliance databases.

a. SQLcompliance and SQLcompliance.Processing are the core databases.

b. SQLcompliance_[instance name] contains the live audit data.

C. SQLcmArchive_[1instance name]_[date] contains the archive data.
Check the CollectionServerTraceFiles folder on the collection server for trace
files.

a. If there are any files, make a copy in another location.

b. If there are lots of files older than 1 day, please contact support for help

with these older trace files.
Run the setup.exe for IDERA SQL Compliance Manager using Run as
Administrator.
a. The setup.exe is a two-part installer.
i. The IDERA Dashboard is installed first.
ii. The SQL Compliance Manager upgrade will be started after the
Dashboard installation has completed.

b. To bypass installing the IDERA Dashboard, run the sQLcompliance-x64.exe
found in the Installation kit x64 folder. (default location: C:\Program
Files\IDERA\SQLcompliance x64 Installation Kit\Full\x64.

Run the IDERA SQL Compliance Manager Management Console. Verify the
console loads and the servers and data are displayed.
Manually update the SQL Compliance Agent on the audited servers.

a. No agents have been updated yet, so all the servers will report as DOWN
(except for the SQL Compliance Agent that is running on the IDERA SQL
Compliance Manager Collection server).

b. Run the sQLcompliance-x64.exe using Run as Administrator (not
setup.exe).

c. Follow the prompts then select Agent Only install.
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Upgrade the product components

© These instructions are only valid for upgrades from 4.5 to the current
version. All versions prior to 4.5 must first upgrade to version 4.5, and then to
the current version.
If you are upgrading to SQL Compliance Manager version 5.5, you must first
upgrade to version 4.5 and then to 5.0 before upgrading to 5.5.
For upgrade instructions for version 4.5, see Upgrade from SQL Compliance
Manager 4.5 to 5.0.

You can use the setup program to upgrade all components or any individual
component. The setup program detects whether IDERA SQL Compliance Manager
components are running or installed on the local computer. The setup program
automatically upgrades the Management Console, the Collection Server, and the SQL
Compliance Agent according to your implementation.

® The Repository must reside on a version of SQL Server that is greater than or
equal to the highest audited SQL Server version.

To upgrade from SQL Compliance Manager 4.5 and later to current
version:

1. Log on with an administrator account to the computer on which you want to

upgrade IDERA SQL Compliance Manager components.

2. Run sQLCMInstall.EXE in the root of the installation kit.

3. The IDERA SQL Compliance Manager welcome window shows you the
components you can upgrade to the current version or the ones that require a
fresh installation. Click Next to begin the upgrade process.

4. On the Repositories window, select the authentication type and enter the SQL

credentials, if necessary, and click Next.

5. Type the appropriate credentials in the provided fields under which the IDERA

Dashboard services run, and then click Next.

Review the installation settings and click Install.

Start the Management Console. When prompted, schedule a time for

SQL Compliance Manager to perform maintenance on your Repository

databases.

8. Upgrade your SQL Compliance Agents

N o

® If you currently use the latest version of IDERA SQL Compliance Manager, it is
not possible to upgrade the IDERA Dashboard only. To upgrade the IDERA
Dashboard only, you need to use the CWF installer.
For more information, see IDERA Dashboard.
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Upgrade your deployed SQL Compliance Agents

Before upgrading your SQL Compliance Agents, review the permissions
requirements and how the SQL Compliance Manager Agent works.

Consider the scenarios described below for SQL Compliance Manager Agent
installation and upgrade.

If the SQL Compliance Manager Agent is:

* installed and deployed via SQL Compliance Manager console, it has to be
upgraded using the application console. Alternatively, it can be upgraded via
command line.

* installed and deployed with the main installer, it has to be upgraded using the
main installer.

* installed and deployed manually using the install command line, it has to be
upgraded using the upgrade command line.

& To upgrade the agent manually with the command line, it is required to use
only the SQL Compliance Manager Agent MSI.

Upgrade an agent deployed to a remote server

You can upgrade the SQLcompliance Agent remotely using the Management Console.
Use this approach to upgrade agents on any registered SQL Server where you
remotely installed the agent.

To upgrade a remote SQLcompliance Agent:

1. In the Navigation pane, click Administration, and then select Registered SQL
Servers in the Administration tree.

2. In the view pane, right-click the SQL Server instance for which you want to
upgrade the SQLcompliance Agent.

3. Select Upgrade Agent from the context menu.

® If you deployed an agent on a remote server via the SQL Compliance Manager
console and want to upgrade it to this build, you can also use the upgrade
command of the SQL Compliance Manager silent installer.

Upgrade an agent locally

You can use the SQL Compliance Manager setup program to upgrade the
SQLcompliance Agent on the local computer that is running the registered SQL Server
instance. Use this approach when you are upgrading the SQLcompliance Agent on a
registered SQL Server where you manually installed the agent.
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Upgrade an agent with a command line

To upgrade the IDERA SQL Compliance Manager Agent for versions 5.5 and later, use
the following command:

msiexec /i "<Path_to_Agent_MSI>\SQLcomplianceAgent-x64.msi" /1xv InstallAgent.log
COLLECT_SERVER="IderaCollectionServerName" INSTANCE="AgentSQLServerInstanceName"
TRACE_DIRECTORY="C:\Program Files\Idera\SQLcompliance\AgentTraceFiles"
SERVICEUSERNAME="Domain\Username" PASSWORD="!mySec@tP@55wOrD" STARTSERVICE="TRUE"
SILENT="1" REINSTALLMODE=vamus REINSTALL=A1ll AllUsers=1 /gb+

To upgrade the IDERA SQL Compliance Manager Agent from 4.5 to this version and
later, use the following command:

msiexec /i "\SQLcomplianceAgent-x64.msi" /1l*xv InstallAgent.log
SERVICEUSERNAME="Domain\Username" PASSWORD="!mySec@tP@55wOrD" STARTSERVICE="TRUE"
SILENT="1" AllUsers=1 /qb+

Upgrade an agent in a clustered environment

You can easily upgrade a SQLcompliance Agent for a SQL Server instance located in a
Windows cluster by running the setup program. Perform the following steps on each
node (computer) of the cluster.

& When you upgrade the SQLcompliance Agent, the associated CLI trigger is
deleted and recreated. This update can take several minutes. During this time,
the SQLcompliance Agent status will show that it is unavailable due to a
CLR error. Use the Activity Log to track when the new CLI trigger install
completes.

To upgrade an agent on a cluster node:

1. Log on with an administrator account to the cluster node. Start with the currently
active node.

2. Bring the SQLcompliance Agent generic service for this SQL Server resource

group offline.

Run sQLCMInstall.EXE in the root of the installation kit.

After completing the upgrade on a clustered environment, go to the SQL

Compliance Manager install path. Unless you have specified a different path, the

one by defaultis C:\Program Files\IDERA\SQLCompliance.

5. Run SQLcomplianceClusterSetup.EXE.

AW
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The installer displays a confirmation message. Click Yes if you want to upgrade
the IDERA Cluster Configuration Console.

Once the setup wizard launches, click the Next to complete the upgrade.

After the upgrade completes, the Cluster Configuration Console automatically
starts.

When prompted, specify the directory location you want SQL compliance
manager to use to store CLR trigger assemblies.

In Windows Services, stop the SQL Compliance Manager Agent service and set
the Startup type to Manual.

Open Microsoft Failover Manager, right-click the SQL Compliance Manager Agent
service, and select Properties.

Go to the Registry Replication tab, set the Root Registry Key

to Software\Idera\SQLCM, save the changes and close the Properties window.
Right-click the SQL Compliance Manager Agent service and bring the generic
service online.
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Upgrade to the latest SQL Compliance Manager version in a
clustered environment

To upgrade SQL Compliance Manager 4.0 or later in a clustered environment using
Windows Server 2003 or later, follow the steps bellow.

® Be sure to back up your Repository and all databases and archives before
upgrading SQL Compliance Manager.

Upgrade the SQL Compliance Manager Collection Service on Cluster
Nodes

You must upgrade the SQL Compliance Manager Collection Service on each cluster
node for the service to work correctly when a failure occurs on the primary cluster
node hosting the Collection Service.

& Before upgrading, changing, or uninstalling SQL Compliance Manager on the
passive node, you must delete the following registry entry:
HKEY_LOCAL_MACHINE\Software\Idera\SQLcompliance\CollectionService\Tr
aceDirectory. This step in unnecessary for new installations.

To upgrade the SQL Compliance Manager Collection Service on cluster
nodes:

1. In the Microsoft Cluster Administrator tool (Windows Server 2003) or Microsoft
Failover Cluster Management Console (Windows Server 2008 and later), select
the SQLComplianceCollectionService resource and take the service offline.

2. Log on with an administrator account to the computer on which you want to
upgrade SQL Compliance Manager.

3. Run sQLCMInstall.exe in the root of the SQL Compliance Manager installation

kit on the first cluster node.

Review the information you need to start the upgrade and click Next.

Select the SQL Compliance Manager setup type and uncheck the IDERA

Dashboard setup type. Review and accept the license agreement by selecting

the I accept the terms and conditions of the End User License

Agreement checkbox.

6. Specify if you want to register SQL Compliance Manager with an existent IDERA
Dashboard.
If you select Yes, you need to provide the IDERA Dashboard location and
administrator credentials.
If you want to use the IDERA Dashboard, see how to Deploy the IDERA
Dashboard in clustered environments.

7. Specify the location in which you want to upgrade SQL Compliance Manager.

vk
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Enable the Clustered Environment checkbox and select whether you are
upgrading SQL Compliance Manager in an active or a passive node.

Verify that the repository is the same SQL Server Instance name hosting the
current repository and specify a form of authentication.

Test Connections to make sure the information is correct and click Next.

If you upgrade on the currently active node, verify that the trace directory is the
same location in which your current directory resides, and click Next.

If you upgrade on a passive node, the wizard skips this step.

Type the appropriate credentials in the provided fields under which the IDERA
services run, and then click Next.

IDERA uses this account to connect, discover, and gather configuration
information from SQL Servers in your Business environment, the installer grants
the "Log on as a Service" right to the account that you specify.

Review the upgrade settings and click Install.

In Windows Services, stop the SQL Compliance Manager Collection service and set
the Startup type to Manual.

Repeat the previous steps on each cluster node. Point to the SQL Compliance
Manager Repository installed on the first node.

After upgrading SQL Compliance Manager in all nodes, follow the steps below:

1.

Log on to the active node and launch the Microsoft Cluster Administrator tool
(Windows Server 2003) or the Microsoft Failover Cluster Management Console
(Windows Server 2008 and later), right-click

the SQLComplianceCollectionService resource, and select Properties.

Go to the Registry Replication tab and set the Root Registry Key

to Software\Idera\SQLCM.

Close the Properties window, right-click

the the SQLComplianceCollectionService resource, and bring the service online.
Log on to the passive node, launch the Microsoft Cluster Administrator tool
(Windows Server 2003) or the Microsoft Failover Cluster Management Console
(Windows Server 2008 and later), and verify if

the SQLComplianceCollectionService resource is online.
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Upgrade your product license key

IDERA SQL Compliance Manager version 5.0 and later use a new license key. You must
update your existing product license key to complete installation of SQL Compliance
Manager 5.0 or later. To request a new license, contact licensing@idera.com. Provide
the host name of the server/SQL Server instance hosting SQLcompliance manager. If
using the default name MSSQLSERVER for SQL, simply provide the server host name.
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Installation and deployment

© |IDERA SQL Compliance Manager 5.5.x depends on certain Microsoft
components that did not ship with SQL Server versions prior to SQL Server
2012 SP1. If you are installing SQL Compliance Manager's Collection Service on
a Repository running on SQL Server 2012 or below, see Important installation
steps for SQLCM 5.4.x and above.

Installing IDERA SQL Compliance Manager is both quick and easy, allowing you to take
immediate advantage of SQL Compliance Manager auditing technologies. Use the
following checklist to help you prepare your environment to successfully install and
deploy SQL Compliance Manager.

o
o

Follow these steps ...

Ensure the computer on which you want to install SQL
Compliance Manager meets or exceeds the hardware
requirements. For more information, see Hardware
requirements.

Ensure the computer on which you want to install SQL
Compliance Manager meets or exceeds the software
requirements for both the IDERA Dashboard and SQL
Compliance Manager. For more information, see IDERA
Dashboard requirements and Software requirements.

Ensure your Windows logon account has administrator
permissions on the computers where you want to install SQL
Compliance Manager components.

Review the supported installation scenarios to understand how
to set up IDERA Dashboard and SQL Compliance Manager in
your environment. For more information, see Implementation
scenarios.

Review the deployment considerations for implementation best
practices. For example, if you plan to audit databases that
sustain a heavy workload, install the Collection Server on a
dedicated computer.
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Follow these steps ...

(< I

Identify the Windows account under which the SQL Compliance
Agent should run.

Account Name:

Password:

For more information, see Permissions requirements.

(v Identify the Windows account under which the Collection Server
should run.
Account Name:
Password:
For more information, see Permissions requirements.

(V] Ensure you understand how licensing of your SQL Server
instances works with SQL Compliance Manager. For more
information, see How licensing works.

(v Ensure you install IDERA Dashboard and SQL Compliance
Manager as instructed. For more information, see How to install
SQL Compliance Manager. If you are installing SQL Compliance
Manager on a Windows cluster, see how to audit a virtual SQL
Server instance.

& |tis possible to install and use IDERA SQL Compliance Manager without
installing the IDERA Dashboard.
The IDERA Dashboard works as a complement of SQL Compliance Manager,
allowing you to monitor SQL Server instances remotely.
To learn more about this product, visit IDERA Dashboard.

® Due to changes in product registry with CWF, IDERA SQL Compliance Manager
5.5 installer increased in size.
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Troubleshooting: Missing Extended Events-related DLL files

IDERA SQL Compliance Manager 5.4 and later includes support for SQL Server

Extended Events. Users installing or upgrading to this version of SQL Compliance
Manager may receive a message similar to the following:

The files Microsoft.SQLServer.XEvent.Ling.dll and

Microsoft.SQLServer.XE.Core.dll are missing. Please download and install the

Shared Management Objects and corresponding CLR Types from the SQL Server
2016 Feature Pack. Learn more.

Also visit the following Microsoft links:

* Download the Microsoft SQL Server 2016 Feature Pack
* Installing SMO for SQL Server 2016
* CLR User-Defined Types for SQL Server 2016
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Product components and architecture

The IDERA Dashboard and IDERA SQL Compliance Manager consist of a light,
unobtrusive architecture that easily runs in your SQL Server environment with
minimal configuration. All components run outside and separate from SQL Server

processes.

* Learn about the IDERA Dashboard components and architecture.
* Learn about the SQL Compliance Manager components and architecture.
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IDERA Dashboard components and architecture

The IDERA Dashboard provides web and back end services, shared across multiple
Idera products. To learn more about what the IDERA Dashboard is and how it works,

see Navigate the Idera Dashboard.
The IDERA Dashboard consists of the following components:

* Web Application Service
» Core Service
» Core Repository

IDERA Dashboard

Web Application Service

Core Views &
Widgets

Core Service ~

Core Repository

SQL Compliance

Manager Plug-In

Views &
Widgets

S
7

SQL Compliance
Manager Add-In
Module

e
S

5Ql Compliance
Manager

- Service
+ Repository

(( Web Console
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Web Application Service

The Web Application Service is a Windows service that wraps Apache Tomcat server.
The Web Application Service serves up dashboard (IDERA Dashboard) and SQL
Compliance Manager views and widgets that are displayed in the web console. The
Web Application Service requires three ports:

+ Standard HTTP port (by default 9290)
* Monitor port (9094)
* SSL port (9291)

Core Service

The Core Service is a C# (.NET 4.0 Framework) based Windows service that hosts
dashboard and SQL Compliance Manager REST APIs that are used by the Web
Application Service to configure and retrieve data. In addition, the Core Service
handles product registration, security, configuration, product data, and event
aggregation.

The Core Service uses two ports, one for REST APl and the other for .NET remoting:

« Core Service REST API port (by default 9292)
« .NET remoting port (by default 9293)

Core Repository

The Core Repository is a database where all IDERA Dashboard's configuration and
aggregated data is stored. The Core Repository database is hosted on a SQL Server
instance and is accessed by the Core Service to retrieve data.
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SQL Compliance Manager components and architecture

IDERA SQL Compliance Manager consists of a light, unobtrusive architecture that
easily runs in your SQL Server environment with minimal configuration. All SQL
Compliance Manager components run outside and separate from SQL Server
processes. SQL Compliance Manager does not add to or modify any of your native
SQL Server files or services.

Architecture

SQL Compliance Manager provides a robust, easy-to-use SQL Server audit and
reporting solution. Behind a friendly user interface, SQL Compliance Manager offers a
unique, loosely coupled architecture that is both flexible and extremely powerful. SQL
Compliance Manager fits your environment, no matter how simple or complex.

The following diagram illustrates the components of the SQL Compliance Manager
architecture.

IDERA | Products | Buy | Support | Community | About Us | Resources | Legal
93


http://www.idera.com/
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com/
http://community.idera.com/
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

IDERA SQL Compliance Manager, Version 5.5.1

:
%"
Management

Console

Agent
Repository ok

[ __,IITrace
_ Directory
Colleqtion
(= Trace = Trace Service
_|Directory U. | Directory
Agent Agent
SQL Server Databases

Management Console

The Management Console is a centralized, intuitive user interface that allows you to
easily and quickly modify audit settings, monitor events, and report on audit data. This
user interface also provides the following information:

« Real-time status of audited SQL Server instances

* SQL Server login permissions

Detailed logging of change activity

Track and prove continual compliance using reports

Repository databases
The SQL Compliance Manager Repository is the central repository that tracks:
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SQLcompliance configurations, such as audit settings, server registrations, and
console security

Audited SQL Server events

Alert messages

SQL Compliance Manager Agent activity

The Repository consists of the following databases. For more information, see How
auditing works.

Repository Database Name Description

SQLcompliance Stores alert messages, audit settings, SQL
Compliance Manager Agent events, Activity
Report Card statistics, and other SQL
Compliance Manager configurations.

SQLcompliance.Processing Stores processing event data received from the
SQL Compliance Manager Agent.

SQLcompliance.Instance Stores processed events collected from a
registered instance.

SQLcompliance.Instance_Time_P  Stores archived events collected from a
artition registered instance.

Collection Server

The Collection Server processes trace files received from the SQL

Compliance Manager Agent, stores audit data in the events and archive databases,
and sends audit setting updates to the SQL Compliance Manager Agent. The

Collection Server runs under the Collection Service account. By default, the Collection
Server communicates with the Repository every five minutes (heartbeat) to write
processed audit data to the event databases associated with the registered SQL Server
instances.

SQLcompliance Agent

The SQL Compliance Manager Agent gathers SQL Server events written to the SQL
trace, caching these audited events in trace files. By default, the SQLcompliance Agent
calls the Collection Server every five minutes (heartbeat) to receive audit setting
updates, and sends trace files for processing every two minutes. The SQL Compliance
Agent runs under the SQL Compliance Agent Service account. For more information,
see How the SQL Compliance Manager Agent works.
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® Sensitive Column auditing is supported by SQL Compliance Manager Agent 3.5
or later. To use this feature, please ensure you upgrade your agent to at least

version 3.5.

Command line interface

The command line interface (CLI) provides an interface for third-party tools so you can
automate and schedule regular tasks, such as audit data archival and grooming, and
perform diagnostic tasks. You can also perform integrity checks through the CLI.

The CLI supports the following operations.

CLI Operations

agentsettings

archive

auditdatabase

checkintegrity

collect
groom
help

listtriggers

registerinstance

removetriggers

serversettings

timezones

Description

Lists the settings for the SQL Compliance Manager
Agent running on a specific SQL Server instance.

Archives audited events collected for registered SQL
Server instances.

Enables auditing on a new database, allowing to
specify either a regulation guideline or a custom
audit template.

Verifies the integrity of audited events collected for a
specific registered SQL Server instance.

Collects trace data from the agent.
Deletes audited events older than a specified age.
Displays the CLI Help.

Lists the CLR triggers for DML auditing on a specific
registered SQL Server instance.

Registers a new SQL Server instance and applies
audit settings.

Removes the CLR triggers from the subscriber table
on the specific SQL Server instance.

Lists the settings for the Collection Server.

Displays the time zones recognized by the computer
hosting the Collection Server.
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CLI Operations Description

updateindex Applies optimized Repository index configurations to
existing events and archive databases.

Trace files and the trace directory

Trace files contain audited SQL Server events collected by the SQL Compliance
Manager Agent. The SQL Compliance Manager Agent stores these temporary files in a
secure directory on the audited SQL Server instance. When the set directory size
threshold is reached, the SQL Compliance Manager Agent stops the SQL trace until the
trace files are sent to the Collection Server for processing. When the set file size
threshold is met, the trace file is cycled. You can configure the SQL Compliance
Manager Agent trace file directory location as well as how the SQL Compliance
Manager Agent manages these files, such as how often the agent sends trace files to

the Collection Server. For more information, see How the SQL Compliance Manager
Agent works.
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Product requirements

The IDERA Dashboard and IDERA SQL Compliance Manager consist of a light,
unobtrusive architecture that easily runs in your SQL Server environment with
minimal configuration.

Prior to the installation of the products, it is important for you to review the system
requirements for SQL Compliance Manager and the IDERA Dashboard.

* Learn about the IDERA Dashboard requirements.
* Learn about the SQL Compliance Manager requirements:
* Hardware requirements
* Permissions requirements
« Port requirements
 Software requirements
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To successfully install the IDERA Dashboard, you need to comply with the following

requirements:

Type
Operating System

Repository

Microsoft. NET Framework version

Browser

Web Server

Requirement

Windows XP SP2+
Windows Server 2003 SP2
Windows Server 2008 SP1+
Windows Vista SP2+
Windows 7

Windows 2008 R2
Windows 8

Windows 2012

SQL Server 2005 SP1+
SQL Server 2008

SQL Server 2008 R2
SQL Server 2012

SQL Server 2014

SQL Server 2016

4.0 or later

Internet Explorer IE 9.x+
Google Chrome

Mozilla Firefox
Microsoft Edge

Apache Tomcat 7.0

& The IDERA Dashboard does not support SQL Server 2005. You can install SQL
Compliance Manager on SQL Server 2005 and use a remote IDERA Dashboard
installation on SQL Server 2005 SP1+ and above.

For more information, see SQL Compliance Manager Software requirements.
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Port requirements

The IDERA Dashboard uses the following ports:

* IDERA Dashboard Core Services port: 9292

* IDERA Dashboard Web Application Service port: 9290
 IDERA Dashboard Web Application Monitor port: 9094
* IDERA Dashboard Web Application SSL port: 9291

© The IDERA Dashboard Web Application service comes with SSL already set up.
For more information on running the IDERA Dashboard over SSL, see Run the

Idera Dashboard over SSL (HTTPS).
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Hardware requirements

The following sections provide the hardware requirements for each IDERA
SQL Compliance Manager component. For more information, see Product
components and architecture.

Audited SQL Server

The audited SQL Server computer is the computer that hosts the SQL Server
databases you want to audit. In a clustered environment with virtual SQL Servers, the
audited SQL Server is the virtual SQL Server. However, each node (physical computer)
in the cluster that hosts the virtual SQL Server must meet or exceed these
requirements.

To achieve optimal performance, ensure each SQL Server computer meets or exceeds
the following hardware requirements.

Hardware Type Requirement
CPU 1 GHz
Memory 512 MB

Hard Disk Space 2 GB

Collection Server

The Collection Server computer is the computer that hosts the Collection Service and
processes trace files. This computer also hosts the Repository databases.

To achieve optimal auditing performance and data storage, ensure the Collection
Server computer meets or exceeds the following hardware requirements.

Hardware Type Requirement
CPU 2 GHz
Memory 8 GB

Hard Disk Space 20 GB for trace directory
60-90 GB for Repository

For more information, see SQL Compliance Manager Hardware Sizing guidelines.
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Management Console

The Console computer is the computer that hosts the SQL Compliance Manager
Management Console. You can install the console on the Collection Server computer,
or any client computer for remote access to your audit data.

Ensure each console computer meets or exceeds the following hardware
requirements.

Hardware Type Requirement
CPU 1 GHz
Memory 512 MB

Hard Disk Space 150 MB
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SQL Compliance Manager Hardware Sizing guidelines

The following guidelines provide an estimation of the hardware resources required to
deploy SQL Compliance Manager depending on the number of servers you want to
monitor with SQL Compliance Manager.

Deployments under 20 Servers

Less than 20 SQL Servers being audited and 10,000 events per hour.
SQL Compliance Manager Repository and Collection Service reside on:

Type Requirement

Operating System Windows Server 2012R2 or above
Memory 6-12GB

CPU 2 dual core

SQLcm Repository Size 60 - 90 GB (Allocate this space ahead of time)

® These hardware and configuration requirements are basic requirements and
can be interpreted differently depending on each environment”s audit
requirements and event activity scenarios.
The expected repository growth is approximately 1 GB per every 1 million
transactions.
10K events per hour will require 7 GB of space per month.

Deployments of 20-50 Servers

20-50 SQL Servers being audited and 20,000 events per hour.
SQL Compliance Manager Repository and Collection Service reside on:

Type Requirement

Operating System Windows Server 2012R2 or above (64 bit)
Memory 12-24 GB

CPU Dual 2 - 3 GHZ Quad Core

SQLcm Repository Size 250 GB or more (Allocate this space ahead of time)
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® These hardware and configuration requirements are basic requirements and
can be interpreted differently depending on each environment”s audit
requirements and event activity scenarios.
The expected repository growth is approximately 1 GB per every 1 million
transactions.
20K events per hour will require at least 15 GB of space per month.

Deployments of 200 Servers or more

200 SQL Servers being audited and 30,000 events per hour.
SQL Compliance Manager Repository and Collection Service reside on:

Type Requirement

Operating System Windows Server 2012R2 or above (64 bit)
Memory 24 - 48 GB (more if monitoring Before After Data)
CPU 4 - 8 Dual Core

SQLcm Repository Size 1 TB or more (Allocate this space ahead of time)

® These hardware and configuration requirements are basic requirements and
can be interpreted differently depending on each environment”s audit
requirements and event activity scenarios.
The expected repository growth is approximately 1 GB per every 1 million
transactions.
30K events per hour will require at least 200 GB of space per month.

& |DERA SQL Compliance Manager is fully supported on Virtual Machines, both
HyperV and VMware.
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Permissions requirements

IDERA SQL Compliance Manager requires specific permissions and rights to
successfully audit events. By default, the setup program assigns the Collection Service
and SQL Compliance Manager Agent Service accounts read and write permissions on
the respective trace directory.

Management Console user permissions

Actions Permissions Requirements
Administer SQL Compliance Manager sysadmin rights on the Repository

and configure audit settings databases

Generate and view audit reports Read permissions (public rights) on the

Repository databases

Deploy SQL Compliance Manager Agent  Administrator permissions on the
to registered SQL Server instance computer hosting the target instance

Connect to the SQL Server that hosts the = SQL Server login
Repository databases

Collection service permissions

Actions Permissions Requirements

Store audit settings and manage sysadmin rights on each Repository
archive databases in the Repository database

Process trace files Read, write, and delete permissions on

the Collection Server trace directory

Manage trace directory Local Administrator permissions on the
computer that hosts the Collection Service

Run as a service Log on as a Service right on the computer
that is running the audited SQL Server
instance
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SQL Compliance Manager Agent service permissions

Actions

Starting and stopping traces, and
managing SQLcompliance stored
procedures

Manage trace files

Manage trace directory for an audited
SQL Server instance

Manage trace directory for an audited
virtual SQL Server

Run as a service

Permissions Requirements

sysadmin rights on the audited SQL
Server instance or database

Read, write, and delete permissions on
the SQL Compliance Manager Agent trace
directory

Local Administrator permissions on the
computer that hosts the registered SQL
Server

Administrator permissions on each node
in the cluster hosting the virtual SQL
Server

Log on as a Service right on the computer
that is running the audited SQL Server
instance

SQL Server service permissions on the Collection Server

Actions

Load trace files so the Collection Server

can process these events

Permissions Requirements

Read permissions on the Collection
Server trace directory

SQL Server service permissions on the registered SQL Server

Actions

Write events to trace files for the
registered SQL Server instance and
audited databases

Permissions Requirements

Write permissions on the SQL
Compliance Manager Agent trace
directory
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& To successfully run and pass the Permissions Check, make sure you are logged
in as one of the following users:
* SQL Compliance Agent Service User
* SQL Server Service User
* Current Logged-in User

Using Windows Authentication

The SQL Compliance Manager Management Console and Agent require Windows
authentication. Windows authentication uses the logged on user account to establish
trusted connections through the operating system. The credentials of the logged on
user account are passed to the SQL Server database servers. Your database server
then verifies the user matches an established SQL Server login account that has the
appropriate permissions. Only after verification will a connection open.

When using Windows authentication, the account logged on to the Management
Console computer must have the appropriate SQL Compliance Manager permissions.

Using SQL Server Authentication

The SQLcompliance Collection Service leverages existing SQL Server logins that
contain the appropriate SQL privileges. However, SQL Compliance Manager does not
support SQL Server authentication.
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Port requirements

To ensure the SQL Compliance Manager Agent and Collection Server can successfully
audit instances in your environment, open the following ports. For more information,
see Supported installation scenarios.

Environment Type Port Requirements

Typical + Port 5201 on the Collection Server computer
+ Port 5200 on each computer hosting an audited
SQL Server instance

Clustered + Port 5201 on the Collection Server computer
+ Port 5200 on each cluster node hosting a virtual
SQL Server you want to audit

Non-trusted * Port 5201 on the Collection Server computer
+ Port 5200 on each computer hosting an audited
SQL Server instance in a non-trusted domain or
workgroup
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Software requirements

The following sections provide the software requirements for each IDERA
SQL Compliance Manager component. For more information, see Product
components and architecture.

Support for MS SQL Server software includes case-sensitive servers and databases.
Support for Windows operating systems includes English and international versions. If
an operating system service pack is not mentioned, a service pack is not required for
that version of the operating system.

All SQL Compliance Manager 5.0 and later versions require .NET 4.0 components.
Previous versions of SQL Compliance Manager require at least .NET 3.5.

® IDERA SQL Compliance Manager version 5.5 and above require .NET
Framework 3.5
Windows Server 2016 and above do not install .NET Framework 3.5 by default,
therefore users must install or enable .NET Framework 3.5 from the windows
components in the server manager.

& |DERA SQL Compliance Manager 5.5.x depends on certain Microsoft
components that did not ship with SQL Server versions prior to SQL Server
2012 SP1. Before starting the installation process, please review some
important installation steps.

® Sensitive Column auditing is supported by SQL Compliance Manager Agent 3.5
or later. To use this feature, please ensure you upgrade your agent to at least
version 3.5.

SQL Compliance Manager Windows cluster support

You can install SQL Compliance Manager on a Windows cluster 2008, 2012 and later.
For more information, review the supported installation scenarios and Audit a virtual
SQL Server instance.

Audited SQL Server

The audited SQL Server computer should meet or exceed the software requirements
recommended by Microsoft to run and manage SQL Server databases. Note that .NET
4.0 or later must be installed on the audited server.

In a clustered environment with virtual SQL Servers, the audited SQL Server is the
virtual SQL Server. However, each node (physical computer) in the cluster that hosts
the virtual SQL Server must meet or exceed these requirements.

SQL Compliance Manager supports auditing the following Microsoft SQL Server
versions.
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Operating System

Windows Server 2008, Windows Server 2012,
Windows Server 2012 R2, Windows Server 2016

Windows Server 2008, Windows Server 2012,
Windows Server 2012 R2, Windows Server 2016

Windows Server 2008, Windows Server 2012
Windows Server 2008 SP2
Windows Server 2008 R2, Windows Server 2008

Windows Server 2008

The Collection Server stores SQL Compliance Manager configurations and audit data.
Ensure your Collection Server resides on a version of SQL Server that is greater than
or equal to the highest audited SQL Server version. For example, if the most current
version of SQL Server that you are auditing is on SQL Server 2016 then your Collection
Server instance could be SQL Server 2016 or 2017 but not 2012.

& The Repository must reside on a version of SQL Server that is greater than or
equal to the highest audited SQL Server version.

Software Type

Operating System

Requirement

The Collection Server requires one of the following
operating systems:

« Windows Server 2016

« Windows Server 2012

« Windows Server 2008 R2

* Windows Server 2008 SP1

« Windows 10

« Windows 8.1

« Windows 8

* Windows 7 SP1+
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Software Type Requirement

Microsoft SQL Server The Collection Server requires one of the following
versions of Microsoft SQL Server and supports all
editions except SQL Server Express:

* SQL Server 2017

* SQL Server 2016

* SQL Server 2014

* SQL Server 2012 SP1

* SQL Server 2008 R2 SP1+
* SQL Server 2008 SP1+

Management Console

Ensure each console computer meets or exceeds the following software requirements.
You can install the console on the Collection Server computer, or any client computer
for remote access to your audit data.

Software Type Requirement

Operating System The Collection Server requires one of the following
operating systems:
« Windows Server 2016
« Windows Server 2012
« Windows Server 2008 R2
« Windows Server 2008 SP1
« Windows 10
« Windows 8.1
« Windows 8
« Windows 7 SP1+

The Management Console computer also requires
Microsoft Data Access Components (MDAC) 2.6 or later.
If you plan to audit SQL Server 2005 instances, upgrade
to MDAC 2.8 or later. SQL Server 2005 requires MDAC
2.8 to communicate with other applications.

Documentation Internet Explorer 7.0 or later

Agent

® sSQL Compliance Manager 5.6 requires you to upgrade the SQL Compliance
Manager agents to the same version.
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Ensure the computer where the agent resides meets or exceeds the following
software requirements.

Software Type Requirement

Operating System The agent requires one of the following operating systems:
* Windows Server 2016
* Windows Server 2012
« Windows Server 2008 R2
* Windows Server 2008 SP1
* Windows 10
« Windows 8.1
« Windows 8
* Windows 7 SP1+

Web Console

Supported web browsers for the IDERA SQL Compliance Manager Web console
include:

* Internet Explorer 9.x+
* Microsoft Edge

+ Google Chrome

« Mozilla Firefox

& |tisimportant for you to review the IDERA Dashboard requirements before
installing SQL Compliance Manager.
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Supported installation scenarios

You can install and deploy IDERA SQL Compliance Manager to meet your unique
auditing and SQL Server environment needs. For example, you can select which
specific databases on your SQL Server instances you want to audit.

Typical environment

The following figure illustrates a typical SQL Compliance Manager implementation
scenario. This configuration includes the following installations:

« Management Console on your workstation (and, optionally, the Collection Server
computer)

* Collection Service and Repository on a SQL Server database server

« SQL Compliance Manager Agents on each computer hosting databases you want
to audit

Clustered environment

You can install and configure SQL Compliance Manager to audit virtual SQL Servers. A
virtual SQL Server is a SQL Server running on a Microsoft failover cluster managed by
Microsoft Cluster Services.

This configuration includes the following installations:

+ Management Console on your workstation

* Collection Service and Repository on a SQL Server Database server

* SQL Compliance Manager Agents on each cluster node hosting the virtual SQL
Server you want to audit

For more information, see Deploying SQL Compliance Manager in a clustered
environment.

Non-trusted environment

You can install and configure SQL Compliance Manager to audit SQL Server instances
running in non-trusted domains or workgroups. This configuration includes the
following installations:

* Management Console on your workstation

+ Collection Service and Repository on a SQL Server database server

* SQL Compliance Manager Agents on each SQL Server instance you want to audit
in a non-trusted domain or workgroup
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Deploy the IDERA Dashboard and SQL Compliance Manager

Use the following links to prepare for your SQL Compliance Manager and IDERA
Dashboard deployment:

* Check the supported installation scenarios
* Learn about the components and architecture

* Review system requirements for the IDERA Dashboard and SQL Compliance
Manager

* View the installation instructions
* Login to the IDERA Dashboard
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Deploying SQL Compliance Manager in a clustered environment

IDERA SQL Compliance Manager allows you to audit and report on your clustered
SQL Server environment. See Deploy SQL Compliance Manager in a clustered
environment using Windows Server 2008 and later for installation and configuration

instructions.

The IDERA Dashboard does not provide support for clustered environments, you need
to install it in a stand-alone machine first. For more information on installation and
configuration instructions, see Deploy the IDERA Dashboard in clustered

environments.

& |tis possible to install and use IDERA SQL Compliance Manager without
installing the IDERA Dashboard.
The IDERA Dashboard works as a complement of SQL Compliance Manager,
allowing you to monitor SQL Server instances remotely.
To learn more about this product, visit IDERA Dashboard.

& When a primary node of an AG becomes a secondary node, previously
collected trace files fail to process and remain gathered on the Passive node.
Once the node becomes Active the trace files continue to process normally.
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Deploy the IDERA Dashboard in a clustered environment and register SQL
Compliance Manager

If you want to use the IDERA Dashboard in a clustered environment, you need to
install this product in a stand-alone server first.

1. Log on with an administrator account to the stand-alone server in which you
want to install the IDERA Dashboard.

2. Run sQLCMInstall.EXE in the root of the installation kit.

3. Review the information you need to start the installation and click Next.

4. Review and accept the license agreement by selecting the I accept the terms and
conditions of the End User License Agreement checkbox.

Select the IDERA Dashboard setup type and click Next.

5. Specify the location in which you want to install the IDERA Dashboard and
click Next.

6. Specify a SQL Server Instance and a form of authentication to create the IDERA
Dashboard repository, and click Next.

7. Type the appropriate credentials in the provided fields under which the IDERA
services run, and click Next. IDERA uses this account to connect, discover, and
gather configuration information from SQL Servers in your Business
environment. The installer grants the "Log on as a Service" right to the account
that you specify.

8. Review the installation settings and click Install.

Once the IDERA Dashboard installation is complete, you can use it to register SQL
Compliance Manager.

You can install SQL Compliance Manager and register the product with an existent
IDERA Dashboard. For more information, see Deploying SQL Compliance Manager in a
clustered environment.

If you install the IDERA Dashboard after installing SQL Compliance Manager in your
clustered environment, you can register the product through the web console.

Registering SQL Compliance Manager with IDERA Dashboard allows users to access
SQL Compliance Manager using a web browser.

1. Log into the IDERA Dashboard using an administrator account.
2. Go to Administration and select Manage Products.
3. Click on Register a Product and specify:
a. Product install location: select whether the product is installed locally or
remotely.
b. Host (Machine or IP address): type the cluster name where SQL
Compliance Manager is located.
c. Host User Name and password: type the cluster hosting SQL Compliance
Manager credentials.
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d. Product: type SQLCM to register SQL Compliance Manager.
e. Display Name: type a unique name under which the Dashboard will show
SQL Compliance Manager.
f. Port: specify the port number SQL Compliance Manager uses.
g. User Name and password: type the credentials of a Dashboard
administrator account.
4. Click Register.
5. Click Yes to confirm the registration of the product.

For more information about the IDERA Dashboard configuration, see Manage the
IDERA Dashboard.
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Deploy SQL Compliance Manager in a clustered environment using
Windows Server 2008 and later

The following instructions guide you through the installation of IDERA SQL Compliance
Manager in a Windows Server 2008 and later based clustered environment. Be sure to
have the following information available before creating the generic service:

« Name of the disk containing the folder
« SQL IP address

« SQL network name

* SQL Server service

Follow the steps described in the links below to complete the installation of SQL
Compliance Manager in a Windows Server 2008 and later clustered environments

1. Install SQL Compliance Manager Collection server on cluster nodes

2. Register SQL Compliance Manager Collection server as a clustered resource
3. Install the IDERA Cluster Configuration Console

4. Deploy the SQLcompliance Agent to cluster nodes
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Install SQL Compliance Manager Collection service on cluster nodes

You must install the SQL Compliance Manager Collection Service on each cluster node
for the service to work correctly when a failure occurs on the primary cluster node
hosting the Collection Service.

& Before upgrading, changing, or uninstalling SQL Compliance Manager on the

passive node, you must delete the following registry entry:
HKEY_LOCAL_MACHINE\Software\Idera\SQLcompliance\CollectionService\Tr

aceDirectory. This step is unnecessary for new installations.

To install SQL Compliance Manager services on cluster nodes:

1.

Hw

N o

10.

Log on with an administrator account to the computer on which you want to
install SQL Compliance Manager.

Run sQLCMInstall.exe in the root of the SQL Compliance Manager installation
kit on the first cluster node.

Review the information you need to start the installation and click Next.
Select the SQL Compliance Manager setup type and uncheck the IDERA
Dashboard setup type.

© The IDERA Dashboard does not provide support for clustered
environment installations. If you want to use the IDERA Dashboard, review
Deploy the IDERA Dashboard in a clustered environment.

Review and accept the license agreement by selecting the I accept the terms and
conditions of the End User License Agreement checkbox.

Specify if you want to register SQL Compliance Manager with an existent IDERA
Dashboard.

If you select Yes, you need to provide the IDERA Dashboard location and
administrator credentials.

Specify the location in which you want to install SQL Compliance Manager.
Enable the Clustered Environment checkbox and select whether you are
installing SQL Compliance Manager in an active or a passive node.

Specify a SQL Server Instance and a form of authentication to create the SQL
Compliance Manager repository.

Test the connections to make sure the information is correct and click Next.

If you install on the currently active node, specify a trace directory on a shared
disk, and click Next.

If you install on a passive node, the wizard skips this step.

Type the appropriate credentials in the provided fields under which the IDERA
services run, and click Next.

IDERA uses this account to connect, discover, and gather configuration
information from SQL Servers in your Business environment, the installer grants
the "Log on as a Service" right to the account that you specify.

Review the installation settings and click Install.
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11. In Windows Services, stop the SQL Compliance Manager Collection service and
set the Startup type to Manual.

Repeat the previous steps on each cluster node. Point to the SQL Compliance
Manager Repository installed on the first node.

® You cannot perform the installations concurrently, as the installers collide when
checking the repository. You must perform the installations sequentially.

Once the installation of SQL Compliance Manager is completed, proceed to Register
the SQL Compliance Manager Collection Service as a clustered resource.

& When a primary node of an AG becomes a secondary node, previously
collected trace files fail to process and remain gathered on the Passive node.
Once the node becomes Active the trace files continue to process normally.
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Register the SQL Compliance Manager Collection service as a clustered
resource

After installing the SQL Compliance Manager components on your cluster nodes,
create the clustered service resources to allow SQL Compliance Manager to recognize
the cluster nodes.

Registering SQL Compliance Manager services with Microsoft Failover Cluster
Manager allows the Microsoft Cluster Service to manage the services in failover
situations. The following configuration ensures the high availability of the services
during a failover.

Below you can find a set of instructions to register the SQL Compliance Manager
services as a clustered resource:

Adding SQL Compliance Manager Collection service to an existing role
After finishing the installation in all nodes, go to the active node and follow the steps
below.

1. Open the Microsoft Failover Cluster Manager and select Roles
2. Right-click on the SQL Server role, point to Add Resource, and select Generic
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3. Microsoft Failover Cluster Manager displays the New Resource Wizard

4. Select SQLcompliance Collection Service, click Next, review the generic service
configuration summary, and click Finish

5. In the Roles section, right-click the SQLcompliance Collection Service, and
select Properties

| Fin  Actisn iew  Halg

j=w = Hm
1 &"ﬂ_l?'mm' Tt Ralm (4] z '.---I."-f“.
| T R
m [P mEﬂ - .mh
2= Moder Hama i Tias s Nocin Py [
L il o Qe IR0 () Fusmivg oTe ol L i bty i
ﬁ;ﬂl:;m E fad-24000 |.:§'.| Fursrg g T A [ T -13 il
[ tuanG (] Furrirg D paarm | Madum iy
1% 530 Saser WESQLSEAVER] (%) Futaly Fm DFe Sl a1 B [P i
B Ha
| sate|
ol
T
B
[l o4
[~ B¥
e 1] s - * H Aar]
————————————— (FE[e __. . il
— 1 1 _I
| g (S SELSERVERY ' Thing i
w L - ¥R : HI B -
f | e Ot I
! ::n_._ - [H] | oo tial Bt
15 SOl Slwem NSEDLSERVERS (@ v B | More Actions ! |
Fg S0 S Agai (3 Ol i | Ramzsn EH
| Pinbeg P 1
i.. S umrpairesa Doledes Dirwsd i e
f |
% ™ o s

6. On the General tab, check the Use Network Name for computer name box, and
click Apply

® If this action throws an error, try again after configuring the following
information:
Go to the Dependencies tab, add the following resources: SQL Server and
SQL Server Agent, and click Apply.

7. On the Registry Replication tab, click Add
8. Type Software\Idera\SQLCM and click OK
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& The Registry Replication tab is not available in Windows Server 2012.
If you are using Windows Server 2012, you must use the "Add-
ClusterCheckpoint" PowerShell cndlet to add the necessary setting.
For more information, see Add ClusterCheckpoint.

9. In the Roles section right-click the SQLcompliance Collection Service
and Bring the resource Online.
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10. Open the Microsoft Failover Cluster Manager on the other nodes and verify if the
SQLcompliance Collection Service is online.

After registering the collection service as a clustered resource, proceed to install the
IDERA Cluster Configuration Console to configure the SQL Compliance Manager
Agent.
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Install the IDERA Cluster Configuration Console

Once the installation of SQL Compliance Manager is complete, you need install the
IDERA Cluster Configuration Console.

®

1.

2.

w

You must perform these steps on all nodes of the cluster.

Go to the SQL Compliance Manager install path. Unless you have specified a
different path, the one by default is C:\Program Files\IDERA\SQLCompliance.
Run SQLcomplianceClusterSetup.EXE.

Once the setup wizard launches, click Next to proceed to the License
Agreement.

Read the license agreement, select the option to accept the terms of the license
agreement, and click Next.

Select the destination path in which you want to install the IDERA Cluster
Configuration Console. Define the permissions for the software and click Next.
Click Install to complete the installation.

(o) Cluster Configuration Console _

File  Help

Yirtual SOL Servers with a SOLcompliance Agent service:

Add Service |

SOLcompliance Agent Werzion: BE06BOO

Once the Cluster Configuration Console is installed, review Deploy the SQL
Compliance Manager Agent to cluster nodes.
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Deploy the SQL Compliance Manager Agent to cluster nodes

Now that the IDERA Cluster Configuration Console is installed, you need to add the
SQL Compliance Manager Agent to the clustered instance that is to be audited.

Use the following checklist to help you deploy and configure SQL Compliance Manager
in a clustered environment.

M Follow these steps ...

O Install SQL Compliance Manager.

O |dentify which virtual SQL Server instances you want to audit.
O Identify which cluster nodes host each virtual SQL Server

instance. Make sure that you identify the currently active node as
well as any passive nodes in the same cluster.

O On each cluster node, open port 5200 for SQL Compliance
Manager Agent communication.

O For each cluster node, identify the folder you want to use for the
SQL Compliance Manager Agent trace directory. If a cluster node
hosts more than one virtual SQL Server instance, identify a trace
directory for each additional instance you want to audit.

O For each cluster node, identify the account you want to use for
the SQL Compliance Manager Agent Service. Verify that this
account can access the computer where you installed the
Collection Server. Also make sure that this account belongs to the
Administrators group on each node. Review the SQL Compliance
Manager Agent Service permission requirements.

O Deploy the SQL Compliance Manager Agent to each cluster node
using the Cluster Configuration setup program.

Q Add the SQL Compliance Manager Agent service on each cluster
node using the Cluster Configuration Console.

Q Register the SQL Compliance Manager Agent as a generic service
using the Microsoft Cluster Administrator tool.
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Follow these steps ...

K

O Register each virtual SQL Server instance with SQL Compliance
Manager using the Management Console. Note that you must
choose manual deployment for the SQL Compliance Manager
Agent.

O Specify the SQL Server events you want to audit on each
registered virtual SQL Server instance using the Management
Console.

O Run SQL Compliance Manager. Use report cards and the Audit
Events tab to ensure you are auditing the correct SQL Server
events.

1. Add the SQL Compliance Manager Agent
® You must perform these steps on all nodes of the cluster.

1. Once the Cluster Configuration Console launches, click Add Service.

2. On the General dialog window, specify the name of the clustered instance to be
audited by IDERA SQL Compliance Manager and click Next.

3. On the Collection Server dialog window, specify the name of the server hosting
the SQLcompliance Collection Service and click Next.

4. On the SQLcompliance Agent Trace Directory dialog window, specify the path on
which trace files will temporarily reside before being transferred to the
SQLcompliance Collection Service.

The path specified should be on a drive that is a part of the same resource group
as the SQL Server instance to be audited.

5. On the CLR Trigger Location dialog window, specify the path on which trigger
assembly files will reside. The path specified should be on a drive that is a part of
the same resource group as the SQL Server instance to be audited.

Click Next.

& Ensure the Agent Trace directory and the CLR Trigger location specified
exist by creating the folder structure manually through Windows Explorer.

Review the configuration and click Finish.

The IDERA Cluster Configuration Console displays a confirmation message
stating that you have successfully added the SQL Compliance Manager Agent.
Click OK.

2. Register the SQL Compliance Manager Agent as a clustered service
Registering the SQL Compliance Manager Agent service with Microsoft Failover Cluster
Manager allows the Microsoft Cluster Service to manage the SQL Compliance Manager

N o
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continue during a failover and no audit data is lost.

R A

Agent service in failover situations. This configuration ensures that auditing will

® You must perform these steps only once, in the active node.

1. Log onto the active cluster node using an administrator account and launch the
Microsoft Failover Cluster Manager.

2. Right-click the role created for the clustered instance, point to Add a

Resource, and select Generic Service.
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3. On the Select Service dialog window, select the SQL Compliance Manager Agent

service created previously, continue following the wizard, and click Finish.
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Select Service
Confirmation

Configure Generic
Service

Summary

4. The Failover Cluster Manager displays the new resource in the resources tab.

Select the service you want to use from the list:

IDERA SQL Compliance Manager, Version 5.5.1

Name
SQLcomplianceAgent$TSSQL2012N
S5DP Discovery

Storage Tiers Management
Superfetch

System Evert MNotffication Service
System Events Broker

Task Scheduler

TCP/IP MNetBIOS Helper

Telephory

Description
SQLcomplianceAgent$TSSAL2012N Description

Discovers networked devices and services that...

COptimizes the placement of data in storage tiers...
Maintaing and improves system performance ov...
Monitars system events and notifies subscribers...
Coordinates execution of background work for ...
Enables a user to corfigure and schedule auto...

Provides support for the NetBIOS over TCPAP ...
Provides Telephory API {TAPI) support for prog...

Right-click the new resource and select Properties.
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5. In the General tab, specify the Service name as the Agent Service name found in
the SQLcompliance Agent details.
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6. Clear the Startup parameters.
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7. Go to the Dependencies tab and add the following dependencies:
a. SQL Network Name: name of the cluster hosting the SQL instance to be
audited.
b. Cluster Disk(s): the disk(s) on which the agent trace directory and the CLR
trigger assemblies reside.
c. SQL Server: the SQL Server instance to be audited by SQL Compliance
Manager.
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8. Once the dependencies are configured, click Apply.
9. Return to the General tab, check the Use Network Name for computer
name box and click Apply.
10. Go to the Registry Replication tab.

& The Registry Replication tab is not available in Windows Server 2012.
If you are using Windows Server 2012, you must use the "Add-
ClusterCheckpoint” PowerShell cdlet to add the necessary setting.
For more information, see Add ClusterCheckPoint.

Add a specific registry path. To obtain the correct path, go to the IDERA Cluster
Configuration Console and copy the Replicated Registry Key from
the SQLcompliance Agent details.
Click OK.

11. On the Properties window, click Apply to save the changes, and click OK to
return to the Resources tab.

12. Right-click the SQLcompliance Agent resource and click Bring Online.
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After successfully deploy the SQL Compliance Manager Agent, you can start auditing
your virtual SQL Server instances.

IDERA | Products | Buy | Support | Community | About Us | Resources | Legal

147


http://www.idera.com/
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com/
http://community.idera.com/
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

IDERA SQL Compliance Manager, Version 5.5.1

D =R A

IDERA | Products | Buy | Support | Community | About Us | Resources | Legal

148


http://www.idera.com/
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com/
http://community.idera.com/
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

IDERA SQL Compliance Manager, Version 5.5.1

Deployment considerations

Before implementing IDERA SQL Compliance Manager, review the following guidelines
to ensure optimal performance, security, and disaster recovery. For example, if you
anticipate collecting large numbers of events (several hundred thousand or more) in
a short time period, consider incorporating one or more of these guidelines in your
SQL Compliance Manager deployment.

« Identify how much audit data you expect to collect
+ Use a dedicated computer for the Collection Server
« Optimize the model database settings

» Optimize the tempdb database settings

* Preserve audit data using archives

« Implement a disaster recovery strategy
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|dentify audit data volume

Estimate the amount of audit data your compliance needs may generate, and ensure
the Collection Server computer has ample memory and database space. Consider the
following examples:

+ A data set of one million events may require 1 GB of database space to store the
audit data

+ Atrace file that is 5 MB may require 100 MB of memory to process the collected
events

The amount of audit data you collect and process depends on your audit settings. Test
your audit settings to identify a baseline and set your memory and hardware needs
accordingly.

To estimate your audit data volume, perform a test audit of your SQL Servers for 7
days, and track how much space is used by the Repository databases. Use the
resultant event collection rate to estimate the database size you will need to store and
process audit data over time. Also consider how often you plan to archive or groom
data. For example, if you collect an average of 500 MB of audit data per day and you
plan to archive events every 14 days, then the database size should be set to 7 GB.
Ensure you set the Repository databases to automatically grow. For more information,
see Optimize tempdb settings.
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Use a dedicated computer

Install the Collection Server on a dedicated physical computer running SQL Server. For
optimal performance, implement the following recommended configurations:

+ Configure the trace directory to use a different disk than what the operating
system uses

* Run 64-bit versions of the Windows operating system and the SQL Server
software

+ Ensure the Repository databases are the only databases hosted on this SQL

Server
« Set the default database file locations so these files are stored on a different disk
than what the operating system uses

This configuration also helps you ensure minimal access to the SQL Server instance
and your audit data. For more information, see Product components and architecture.
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Optimize model settings

Change the following model system database properties to ensure optimal
performance and complete backups of the IDERA SQL Compliance Manager
Repository databases. The Repository databases store your audit settings and
collected audit data. Whenever the Collection Server creates an events or archive
database, SQL Server uses the model database as a template for the new database,
applying the same property values.

Use the following guidelines to optimize performance in a typical environment. For
best results, monitor your audit data collection over a period of time, and then set
these model properties to reflect your needs. For more information, see Identify audit
data volume.

Property Name Benefits Value

Automatically grow file Allows the tempdb database to Selected
expand as needed, accommodating
cases when the collected audit data
set is larger than expected

File growth Allows SQL Server to efficiently 25%
handle any required file growth

Recovery Model Allows you to perform full backups of ~ Simple
the Repository database

Space allocated Allows ample database space for 200 MB
audit data collection, so file growth
occurs less frequently
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Optimize tempdb settings

Change the following tempdb system database properties to ensure optimal
performance when the Collection Server processes and archives audit data.

Use the following guidelines to optimize performance in a typical environment. For
best results, monitor your audit data collection over a period of time, and then set
these tempdb properties to reflect your needs. For more information, see Identify

audit data volume.
Property Name

Automatically grow file

File growth

Space allocated

Benefits Value

Allows the tempdb database to Selected
expand as needed, accommodating

cases when the collected audit data

set is larger than expected

Allows SQL Server to efficiently 25%
handle any required file growth

Allows ample database space for 200 MB
audit data collection, so file growth
occurs less frequently
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Preserve audit data using archives

Include frequent archiving in your audit data maintenance strategy. Archiving lets you
store audit data in separate databases that you can access for future reporting. For
more information about archiving, see How archives work.
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Implement a disaster recovery strategy

A disaster recovery strategy allows you to plan for unexpected outages to ensure you
can continue auditing SQL Server activity and policy compliance.

When you implement IDERA SQL Compliance Manager in your production SQL Server
environment, consider preparing a disaster recovery strategy to minimize audit data
loss should the Collection Server become unavailable. Use the following procedures
and guidelines to implement a new disaster recovery strategy or modify an existing
disaster recovery strategy.

|dentify how often to back up the Repository databases
The frequency at which you back up the Repository databases depends on the
following factors:

« How often your audit settings change

« How often your SQL Server environment changes as you add new servers and
databases or remove older servers and databases

« How much audit data you collect in a given time period

* How much risk you are willing to incur

The backup frequency should reflect your maintenance needs and allow you to meet
future compliance requirements.

Schedule routine backups of the Repository databases

After you identify the appropriate backup frequency for your compliance needs, use a
tool such as Idera SQL Safe to schedule routine backups of the Repository databases.
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How to install SQL Compliance Manager

** |IDERA SQL Compliance Manager versions 4.5 and older. For
installations of SQL Compliance Manager 5.0 and newer, including the
IDERA Dashboard, see How to install SQL Compliance Manager and the
IDERA Dashboard.

Before installing IDERA SQL Compliance Manager, consider the following best-
practices:

« Ensure you review the hardware, software, permissions, and port requirements.
+ Decide whether you should install the Collection Server on a dedicated SQL

Server instance.

* If you plan to audit instances running SQL Server 2005 or later, install the

Collection Server on a computer hosting the highest version of SQL Server
running in your environment. For example, to accept event data from audited
instances running SQL Server 2012, the Repository databases must reside on a
SQL Server 2012 or higher instance.

By default, SQL Compliance Manager installs with a trial license. For more information
about trial licenses or upgrading your license, see Licensing.

To install SQL Compliance Manager:

1.

2.
3. On the IDERA SQL Compliance Manager Quick Start window, click SQL

Log on with an administrator account to the computer on which you want to
install SQL Compliance Manager.
Run SETUP.EXE in the root of the installation kit.

Compliance Manager to begin the installation process.

On the Welcome to the Setup Wizard for IDERA SQL Compliance Manager
window, click Next.

Read the Trial Software License Agreement, select | accept the terms in the
license agreement and click Next to continue.

Accept the default folder for your SQL Compliance Manager installation, or click
Browse to specify a different folder.

Select whether you want the SQL Compliance Manager application to be
available to all users who log on to this computer, and then click Next.
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If you select this option ... Setup configures the user logon profile to
Anyone who uses this Display icon on desktop when anyone logs
computer onto this computer using a valid domain

user account

Only for me Display icon on desktop only when the
current user account logs onto this
computer

8. Select the appropriate setup type, and then click Next.
Setup Type Description

Typical Allows you to install all SQL Compliance Manager
components on this computer

Console Only Allows you to install only the SQL Compliance
Manager Management Console

Agent Only Allows you to install only the SQL Compliance
Manager Agent

Custom Allows you to select the individual SQL
Compliance Manager components you want to
install

9. If you chose the Custom type, select one or more SQL Compliance Manager
components, and then click Next. Using the Custom setup type, you can install
SQL Compliance Manager components in the following ways:

* Collection Server and Repository with SQL Compliance Manager Agent

+ Collection Server and Repository

+ Management Console with SQL Compliance Manager Agent

+ Management Console only

* SQL Compliance Manager Agent only
The setup program installs the Repository when you install the Collection
Server.
To install all SQL Compliance Manager components at the same time, use
the Typical setup type.

10. If you chose to install the Collection Server and SQL Compliance Manager Agent
using the Typical or Custom setup, complete the following procedure:
a. Specify the location where you want the Collection Server to store audit

data received from the SQL Compliance Manager Agent, and then
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click Next. The specified folder is the trace file directory on the Collection
Server.

b. Specify the Windows user account that you want the Collection service and
SQL Compliance Manager Agent to run as to access the Repository, and
then click Next.

c. Click Browse to select the SQL Server instance on which you want to install
the Repository. The setup program creates the Repository databases on the
specified instance.

d. Specify the authentication the setup program should use to connect to the
selected SQL Server and create the Repository, and then click Next.

e. If you want to audit the Repository or other databases associated with
the selected SQL Server instance , click Yes, and then click Next.

f. Specify the location where the SQL Compliance Manager Agent should
store collected audit data, and then click Next. The specified folder will be
the trace file directory on the audited SQL Server instance.

g. Select whether you want to start the services immediately after install, and
then click Next.

11. If you chose the Agent Only setup, complete the following procedure:

a. Specify the location where the SQL Compliance Manager Agent should
store collected audit data, and then click Next. The specified folder will be
the trace file directory on the audited SQL Server instance.

b. Specify the Windows user account the SQL Compliance Manager Agent
service should run as to access databases associated with the audited SQL
Server instance, and then click Next. If you are installing the agent on a
computer that belongs to a workgroup or non-trusted domain , specify a
valid local account (MyComputer\AccountName).

c. Type the name of the computer on which the Collection Server is installed,
and then click Next. If you are installing the SQL Compliance Manager
Agent on a workstation or a computer that belongs to a non-trusted
domain , the setup program is unable to validate a connection to the
specified computer. Click No when prompted to specify another Collection
Server computer.

d. Click Browse to select the SQL Server instance you want to audit, specify
the authentication the SQL Compliance Manager Agent should use to
connect to associated databases, and then click Next.

e. Select whether you want to start the SQL Compliance Manager Agent
service immediately after install, and then click Next.

12. Click Install.
13. Click Finish. If you chose a typical setup, select Launch Idera
SQL Compliance Manager to begin auditing your SQL Server environment.
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& The SQL Compliance Manager installer detects if the local machine has an older
version of the SQL Server 2012 Native Client installed, and if needed SQL CM
upgrades the Native Client to the latest version and proceeds with installation.

If no Native Client is installed on server, then SQL CM installs the latest Native
Client version and proceeds with installation.
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How to install SQL Compliance Manager and the IDERA
Dashboard

** |IDERA SQL Compliance Manager versions 5.0 and newer only.

Before installing IDERA SQL Compliance Manager, consider the following best
practices:

 Ensure you review the product requirements.

+ Decide whether you should install the Collection Server on a dedicated SQL
Server instance.

* If you plan to audit instances running SQL Server 2005 or later, install the
Collection Server on a computer hosting the highest version of SQL Server
running in your environment. For example, to accept event data from audited
instances running SQL Server 2012, the Repository databases must reside on a
SQL Server 2012 instance.

This procedure guides you through the installation of SQL Compliance Manager and
the IDERA Dashboard.

& |tis possible to install and use IDERA SQL Compliance Manager without
installing the IDERA Dashboard.
The IDERA Dashboard works as a complement of SQL Compliance Manager,
allowing you to monitor SQL Server instances remotely.
To learn more about this product, visit IDERA Dashboard.

By default, SQL Compliance Manager installs with a trial license. For more information
about trial licenses or upgrading your license, see Licensing.

Start your SQL Compliance Manager installation

You can install SQL Compliance Manager and the IDERA Dashboard on any computer
that meets or exceeds the product requirements.

To install SQL Compliance Manager:

1. Log on with an administrator account to the computer on which you want to
install SQL Compliance Manager.

2. Run sQLCMInstall.EXE in the root of the installation kit.

3. Review the information you need to start the installation and click Next.

4, Review and accept the license agreement by selecting the I accept the terms and
conditions of the End User License Agreement checkbox.
Select the appropriate setup type and then click Next.
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Setup Type Description

All SQL Compliance Manager  Allows you to install all SQL Compliance
components and IDERA Manager components and the IDERA
Dashboard Dashboard on this computer

SQL Compliance Manager Allows you to install only the SQL Compliance
Management console only Manager Management console

SQL Compliance Manager Allows you to install only the SQL Compliance
Agent only Manager Agent

IDERA Dashboard only Allows you to install only the IDERA Dashboard

5. If you chose All SQL Compliance Manager components and IDERA Dashboard
setup, complete the following procedure:

a. Specify the following information and click Next.

i. Location in which you want to install SQL Compliance Manager.

ii. Display name for this installation.
The IDERA Dashboard displays this name for the current
installation. The name can only contain letters, numbers, or
hyphen - characters.

iii. Whether you want to install or upgrade the IDERA Dashboard locally
or use a remote installation.
If you chose to use a remote installation, you need to provide an
existing IDERA Dashboard URL and Dashboard administrator
credentials.

b. Specify a SQL Server Instance and a form of authentication to create the
SQL Compliance Manager and the IDERA Dashboard repositories.

At this point, you can enable the Clustered Environment checkbox. If you
select this option, you have to select whether you are working on an active
or passive node, and specify the same information mentioned above for
the environment. For more information, see Deploying SQL Compliance
Manager in a Clustered Environment.

Test the connections to make sure the information is correct and

click Next.

c. Specify where the SQL Compliance Manager Agent should store collected
audit data, and click Next. The specified folder will be the trace file
directory on the audited SQL Server instance.

d. Type the appropriate credentials in the provided fields under which IDERA
services run, and click Next. IDERA uses this account to connect, discover,
and gather configuration information from SQL Servers in your Business
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environment. The installer grants the "Log on as a Service" right to the
account that you specify.

e. Review the installation settings and click Install.

6. If you chose the SQL Compliance Manager Console setup, complete the
following procedure:

a. Specify the location in which you want to install the console and click Next.

b. Review the installation settings and click Install.

7. If you chose the SQL Compliance Manager Agent setup, complete the following
procedure:

a. Specify the location in which you want to install the console and click Next.

b. Select a SQL Server instance to audit and the appropriate credentials.
Click Next.

c. Specify where the SQL Compliance Manager Agent should store collected
audit data, and click Next. The specified folder will be the trace file
directory on the audited SQL Server instance.

d. Specify the SQL Server hosting the SQL Compliance Manager collection
service and click Next.

e. Review the installation settings and click Install.

8. If you chose the IDERA Dashboard setup, complete the following procedure:

a. Specify the location in which you want to install the IDERA Dashboard and
click Next.

b. Specify a SQL Server Instance and a form of authentication to create the
IDERA Dashboard repository and click Next.

c. Type the appropriate credentials in the provided fields under which IDERA
services run, and then click Next. IDERA uses this account to connect,
discover, and gather configuration information from SQL Servers in your
Business environment. The installer grants the "Log on as a Service" right to
the account that you specify.

d. Review the installation settings and click Install.

9. If you chose the SQL Compliance Manager Agent and the IDERA Dashboard
setup, complete the following procedure:

a. Specify the location in which you want to install the SQL Compliance
Manager Agent and the IDERA Dashboard, then click Next.

b. Specify a SQL Server Instance and a form of authentication to create the
IDERA Dashboard repository and click Next.

c. Type the appropriate credentials in the provided fields under which the
IDERA services run, and then click Next. IDERA uses this account to
connect, discover, and gather configuration information from SQL Servers
in your Business environment. The installer grants the "Log on as a Service"
right to the account that you specify.

d. Specify where the SQL Compliance Manager Agent should store collected
audit data, and then click Next. The specified folder will be the trace file
directory on the audited SQL Server instance.
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e. Specify the SQL Server hosting the SQL Compliance Manager collection

service and click Next.

f. Review the installation settings and click Install.

10. If you chose the SQL Compliance Manager Management Console and the IDERA
Dashboard setup, complete the following procedure:
a. Specify the location in which you want to install the SQL Compliance
Manager Console and the IDERA Dashboard, then click Next.
b. Specify a SQL Server Instance and a form of authentication to create the
IDERA Dashboard repository and click Next.

c. Type the appropriate credentials in the provided fields under which IDERA
services run, and then click Next. IDERA uses this account to connect,
discover, and gather configuration information from SQL Servers in your
Business environment. The installer grants the "Log on as a Service" right to
the account that you specify.

Review the installation settings and click Install.

® If you are installing SQL Compliance Manager’s collection service on a
repository running on SQL Server 2012 or below, the wizard will
automatically install necessary Microsoft components to finish the SQL
Compliance Manager installation.

For more information, see these important installation steps.

11. To launch SQL Compliance Manager, you can select the Launch the SQL
Compliance Manager Windows Console checkbox.
To access the IDERA Dashboard, open the URL provided in the completed
installation window. Ensure to review Log in to IDERA Dashboard.

e

& |f you want to install the SQL Compliance Manager Management Console and
the SQL Compliance Manager Agent, you must install them together; otherwise,
you will need to install the console with the installation wizard first, and then
use the Silentinstaller to install the agent.

For more information, see Perform a silent installation of the SQLCM Agent.

& The SQL Compliance Manager installer detects if the local machine has an older
version of the SQL Server 2012 Native Client installed, and if needed SQL CM
upgrades the Native Client to the latest version and proceeds with installation.
If no Native Client is installed on server, then SQL CM installs the latest Native
Client version and proceeds with installation.

® If you wish to uninstall the IDERA Dashboard, make sure to un-register all
products by clicking the Manage Products link of the Products widget in the
Administration view. For additional information, see Managing product registry
in the IDERA Dashboard.

IDERA | Products | Buy | Support | Community | About Us | Resources | Legal
171


http://www.idera.com/
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com/
http://community.idera.com/
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw
http://wiki.idera.com/x/NoBfB

IDERA SQL Compliance Manager, Version 5.5.1

D =R A

IDERA | Products | Buy | Support | Community | About Us | Resources | Legal

172


http://www.idera.com/
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com/
http://community.idera.com/
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

IDERA SQL Compliance Manager, Version 5.5.1

D =R A

IDERA | Products | Buy | Support | Community | About Us | Resources | Legal

173


http://www.idera.com/
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com/
http://community.idera.com/
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

IDERA SQL Compliance Manager, Version 5.5.1

| D = A

Perform a silent installation of the SQLCM Agent

Use the following commands to perform a silent installation or upgrade of the IDERA
SQL Compliance Manager Agent for versions 5.5.1 and later.

For a fresh installation:

msiexec /i "\SQLcomplianceAgent-x64.msi" /1l*xv InstallAgent.log

COLLECT_SERVER="IderaCollectionServerName" INSTANCE="AgentSQLServerInstanceName"
TRACE_DIRECTORY="C:\Program Files\Idera\SQLcompliance\AgentTraceFiles"
SERVICEUSERNAME="Domain\Username" PASSWORD="!mySec@tP@55wOrD" STARTSERVICE="TRUE"

SILENT="1" /gb+

Minor/Maintenance Upgrade (from 5.x to this version):

msiexec /i "\SQLcomplianceAgent-x64.msi" /1l*xv InstallAgent.log

COLLECT_SERVER="IderaCollectionServerName" INSTANCE="AgentSQLServerInstanceName"
TRACE_DIRECTORY="C:\Program Files\Idera\SQLcompliance\AgentTraceFiles"
SERVICEUSERNAME="Domain\Username" PASSWORD="!mySec@tP@55wOrD" STARTSERVICE="TRUE"
SILENT="1" REINSTALLMODE=vamus REINSTALL=A1ll AllUsers=1 /qgb+

Major upgrade (from 4.5 to this version):

msiexec /i "\SQLcomplianceAgent-x64.msi" /1l*xv InstallAgent.log
SERVICEUSERNAME="Domain\Username" PASSWORD="!mySec@tP@55wOrD" STARTSERVICE="TRUE"

SILENT="1" AllUsers=1 /qgb+

Use the following commands to perform a silent installation or upgrade of the IDERA
SQL Compliance Manager Agent for version 5.5.

For a fresh installation:

msiexec /i "<Path_to_Agent_MSI>\SQLcomplianceAgent-x64.msi" /1lxv InstallAgent.log

COLLECT_SERVER="IderaCollectionServerName" INSTANCE="AgentSQLServerInstanceName"
TRACE_DIRECTORY="C:\Program Files\Idera\SQLcompliance\AgentTraceFiles"
SERVICEUSERNAME="Domain\Username" PASSWORD="!mySec@tP@55wOrD" STARTSERVICE="TRUE"

SILENT="1" /gb+

For an upgrade:
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msiexec /i "<Path_to_Agent_MSI>\SQLcomplianceAgent-x64.msi" /1xv InstallAgent.log
COLLECT_SERVER="IderaCollectionServerName" INSTANCE="AgentSQLServerInstanceName"
TRACE_DIRECTORY="C:\Program Files\Idera\SQLcompliance\AgentTraceFiles"
SERVICEUSERNAME="Domain\Username" PASSWORD="!mySec@tP@55wOrD" STARTSERVICE="TRUE"
SILENT="1" REINSTALLMODE=vamus REINSTALL=A1l AllUsers=1 /gb+

Associated parameters include:

Parameter

COLLECT_SE
RVER

INSTANCE

TRACE_DIRE
CTORY

SERVICEUSE
RNAME

PASSWORD

STARTSERVI
CE

SILENT

REINSTALL
MODE

REINSTALL

Description

The machine where the Collection server is installed and where you
want to collect audited data.

The SQL Server instance name where you want to install the Agent.

The Agent trace file directory where you want to generate the trace
files on the Agent server.

The Windows service account used to run the Agent service. This
account must be local admin and have sa rights to the monitored
SQL Server.

The password for the service account.

Denotes whether to start the service.

Indicates to the installer that it is installed silently.

Vamus, indicates the type of reinstall to perform.

All, instructs the installer to reinstall all pre installed features.

® The login and password must be encrypted strings. On IDERA SQL Compliance
Manager 3.0 and later, you can encrypt the login and password using the
encrypt command on the command line to get an encrypted version of the
string that can then be used:
sqlcmemd encrypt THESTRING
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Log in to IDERA Dashboard

Once you have installed and configured your IDERA Dashboard and IDERA SQL
Compliance Manager deployments, you can login to the IDERA Dashboard by doing
the following:

1. Open your selected Browser and make sure it is compatible with the IDERA
Dashboard console requirements.

2. Type the IDERA Dashboard product URL: http://<machinename>:<port> where
<machinename> is the name of your host or machine, and <port> is the port
specified during installation. The default URL is http://<localhost>:9290 or
http://<machinename>:9290.

3. When the IDERA Dashboard launches on your browser, use your Windows user
account <domain\user> with the respective password to log into the product.

© The IDERA Dashboard Web Application service comes with SSL already set up.
For more information on running the IDERA Dashboard over SSL, see Run the

Idera Dashboard over SSL (HTTPS)
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Configure your deployment

After your initial installation and set up, you may want to perform the following tasks
to further customize and streamline your deployment.

* Identify audit data volume

« Export your audit settings

« Manage the SQLcompliance Agent
« Optimize model settings

« Optimize tempdb settings

* Preserve audit data using archives
 Register your SQL Servers

IDERA | Products | Buy | Support | Community | About Us | Resources | Legal

179


http://www.idera.com/
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com/
http://community.idera.com/
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

IDERA SQL Compliance Manager, Version 5.5.1

D =R A

IDERA | Products | Buy | Support | Community | About Us | Resources | Legal

180


http://www.idera.com/
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com/
http://community.idera.com/
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

IDERA SQL Compliance Manager, Version 5.5.1

| D = A

Check the product version

You can check the IDERA SQL Compliance Manager version at any time. The product
version consists of the release number assigned to SQL Compliance Manager.

To check the product version:

1. Start SQL Compliance Manager.
2. On the Help menu, click About SQL Compliance Manager.

3. Click OK.
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Check the SQL Server version

You can quickly check the version of a SQL Server instance you are auditing.

To check the SQL Server version:

1. Navigate to Registered SQL Servers in the Administration tree.
2. Right-click the SQL Server instance you want to check, and then select

Properties.

3. On the General tab, review the SQL Server version number, and then click OK.
For more detailed information to help troubleshoot an issue, use the native SQL
Server Tools to check your SQL Server instance configuration settings.
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Export your audit settings

You can export audit settings for an audited SQL Server instance or database.
Exported audit settings are saved in an XML format and can be applied to other
registered SQL Server instances. This flexibility saves you time when you are
configuring audit settings on multiple SQL Server instances or databases, and helps
ensure consistent audit settings across your environment. In addition, exporting
allows you to back up your audit settings to use should you need to reinstate an
audited SQL Server instance. As you configure audit settings, consider which settings
you would like to save for future use, and export the settings configured for that
particular SQL Server instance or database. You can later import these settings
through the Console or apply them to a new registered instance and database
through the CLI.

To export your audit settings:

1. Navigate to target SQL Server instance or database in the Explore Activity tree.

2. On the Summary tab, click either Server Settings or Database Settings to verify
that the audit settings are correct. Close that window when done viewing.

3. Click Export.

4, Specify the file name or use the default name.

5. Select the location to save the output file. Considering saving the output file to a
central location, such as a network share.

6. Click Save.
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Import your audit settings

As you configure or modify audit settings for your SQL Server instances, you may want
to apply the same settings across multiple SQL Server instances in your environment.
You can import audit settings through previously exported XML files, allowing you to:

+ Use previously configured audit settings as a baseline, or template, you deploy to
multiple instances and databases so that the same events are audited across
your environment

+ Ensure all SQL Server databases used by regulated applications, such as SAP, are
consistently audited and held to the same level of compliance

 Streamline and automate your configuration workflow

If a user is assigned privileged status as part of the alert rule you are importing, and
that user does not yet exist in the environment you are importing to, the privileged
user status will apply if the user is ever added to your environment.

® To execute a T-SQL script that applies previously exported audit settings, use
the auditdatabase CLI command.

Auditing the same events across multiple instances and databases

You can import previously configured audit settings to use as a baseline, or template.
By deploying this baseline to multiple instances and databases, you can ensure the
same events are audited across your environment.

To audit the same events across multiple instances or databases:

1. Navigate to Registered SQL Servers in the Administration tree.

2. On the Registered SQL Servers tab, click Import.

3. On the Select File to Import window, click Browse and locate the audit settings
file, and then click Open.

4. Click Next.

« If you want to audit events at the server level as well as events initiated
by privileged users, select these import options.

« If you want to audit events at the database level, click Database Audit
Settings, and then select the database you want to use as your baseline or
template.

5. On the Target Servers window, select the registered SQL Server instances to
which you want to apply the selected audit settings, and then click Next.

6. On the Import Audit Settings window, select the audit settings you want to
import, and then click Next.

7. On the Target Databases window, select the audited databases to which you
want to apply the selected audit settings, and then click Next.
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On the Summary window, choose whether you want your imported audit
settings to overwrite the settings on the target SQL Server instances and
databases or be added to the settings already present. Click Finish to import
your audit settings.

Auditing regulated applications across your environment

You can import previously-configured audit settings to ensure all SQL Server
databases used by regulated applications, such as SAP, are consistently audited and
are held to the same level of compliance.

To audit regulatory applications across your environment:

1.
2.
3.

vk

Navigate to Registered SQL Servers in the Administration tree.
On the Registered SQL Servers tab, click Import.
On the Select File to Import window, click Browse and locate the audit settings
file, and then click Open.
Click Next.
On the Import Audit Settings window, specify which databases are configured
with the audit settings you want to import. Complete the following steps:

a. Click Database Audit Settings, and then select the Only import for

matching database names option.
b. Select the databases whose audit settings you want to apply.
c. If you also want to audit events at the server level as well as events
initiated by privileged users, select these options, and then click Next.

On the Target Servers window, select the audited SQL Server instances you want
to apply the audit settings to from the list, and then click Next.
On the Target Databases window, ensure the target database list matches the
database names you specified to match. Select the audited databases to which
you want to apply the imported audit settings, and then click Next.
On the Summary window, select whether you want your imported audit settings
to overwrite the settings on the target SQL Server instances and databases or
added to the settings already present. Click Finish to import your audit settings.
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Manage the SQLcompliance Agent

The SQL Compliance Manager Agent collects SQL events for the Collection Server to
process. Your audit and agent property settings control which audit data is collected,
and how the audit data is managed and processed. Deploy a SQL Compliance
Manager Agent to each SQL Server computer that hosts the instances and databases
you want to audit.

« How the SQL Compliance Manager Agent works

» SQL Compliance Manager Agent version compatibility

« Deploy the SQL Compliance Manager Agent manually

« Deploy the SQL Compliance Manager Agent remotely

» Upgrade the SQL Compliance Manager Agent locally

« Upgrade the SQL Compliance Manager Agent remotely

« Ensure the SQL Compliance Manager Agent has current audit settings
» Check trace file integrity

* Check the SQL Compliance Manager Agent status

» Check the SQL Compliance Manager Agent version

+ Configure how the SQL Compliance Manager Agent manages trace files
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How the SQL Compliance Manager Agent works

The SQL Compliance Manager Agent runs under the SQL Compliance Manager Agent
Service account on each registered SQL Server computer that hosts the audited
instances and databases. To audit events, the SQL Compliance Manager Agent starts
SQL Server traces that run on the target SQL Server. Once a trace starts, SQL
Compliance Manager copies events from the SQL trace to trace files, providing a raw
audit record.

Trace files are stored in the AgentTraceFiles folder under the install directory (C:
\Program Files\Idera\SQLcompliance) on the computer that hosts the SQL Server
instance. This folder is secured using ACL settings. You can specify a different location
for the trace directory.

The SQL Compliance Manager Agent compresses the trace files and sends them to the
Collection Server. After a trace file is successfully sent, the SQL Compliance Manager
Agent deletes the file.

You can configure how the SQL Compliance Manager Agent manages these trace files.
For example, you can set the maximum trace directory size to limit how much storage
space is consumed by unprocessed audit data. When the directory size is reached, the
SQL Compliance Manager Agent stops the SQL trace until the existing trace files can
be sent to the Collection Server.

By default, the SQL Compliance Manager Agent communicates with the Collection
Server every 5 minutes. This communication is a heartbeat. During a heartbeat, the
SQL Compliance Manager Agent confirms its health and receives audit setting
updates. You can manually apply audit setting updates as needed using the
Management Console.

& Note
During the heartbeat, the Collection Service requests a list of the Database
Names and ID s in order to update the table stored in the event database.

If the SQL Compliance Manager Agent continues to run without a heartbeat, IDERA
SQL Compliance Manager considers the agent to be unattended. By setting the
unattended time limit, you can control how long traces are allowed to run until SQL
Server stops the trace. Use this setting to automatically stop auditing when the SQL
Compliance Manager Agent is not responding or is deleted.

When you deploy the SQL Compliance Manager Agent, SQLcompliance installs the SQL
Compliance Manager Agent service on the computer hosting the target SQL Server
instance. You can install the agent manually through the setup program or
dynamically through the Management Console.
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SQL Compliance Manager Agent version compatibility

The 3.0 or later version of the Management Console and the Collection Server
supports all earlier versions of the SQL Compliance Manager Agent. This compatibility
allows you to upgrade your IDERA SQL Compliance Manager implementation in stages
according to your change control policies.
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Deploy the SQL Compliance Manager Agent manually

To deploy the SQL Compliance Manager Agent manually, run an Agent Only or Custom
setup to install the agent on the physical computer that hosts the SQL Server instance
or database you want to audit. Use manual deployment when you want to install the
SQL Compliance Manager Agent in a unique environment, such as on a workstation or
a computer that belongs to a non-trusted domain.

If you want to audit a virtual SQL Server, use the Cluster Configuration Console to
deploy and configure the SQL Compliance Manager Agent on each cluster node
hosting the server. For more information about installing and configuring the SQL

Compliance Manager Agent for a virtual SQL Server, see Deploy the SQL Compliance
Manager Agent to cluster nodes.
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Deploy the SQL Compliance Manager Agent remotely

You can deploy the SQL Compliance Manager Agent to a registered SQL Server
instance using the Management Console. Deploying the agent allows you to begin
auditing server and database activity on the selected SQL Server instance.

If you want to audit a virtual SQL Server, you must manually deploy the
SQLcompliance Agent to each cluster node hosting the server. Use the Cluster
Configuration Console to deploy and configure the SQLcompliance Agent. For more
information about installing and configuring the SQL Compliance Manager Agent for a
virtual SQL Server, see Deploy the SQL Compliance Manager Agent to cluster nodes.

If you want to audit a SQL Server instance hosted by a computer that belongs to a
non-trusted domain or a workgroup, you must manually deploy the SQL Compliance
Manager Agent to the host computer using the IDERA SQL Compliance Manager setup
program.

To deploy the SQL Compliance Manager Agent:

1. Navigate to Registered SQL Servers in the Administration tree.

2. Right-click the SQL Server instance to which you want to deploy the SQL
Compliance Manager Agent.

3. Select Deploy Agent from the context menu.

4, Type and confirm the account name and password. You want the SQL

Compliance Manager Agent service account to use the connect to your audited

instances.

Specify the trace directory and click Next.

6. Review your settings, and then click Finish to deploy the SQL Compliance
Manager Agent.

U
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Upgrade the SQL Compliance Manager Agent locally

You can use the IDERA SQL Compliance Manager setup program to upgrade the SQL
Compliance Manager Agent on the local computer that is running the registered SQL
Server instance. Use this approach when you are upgrading the SQL Compliance
Manager Agent on a registered SQL Server where you manually installed the agent.
For more information, see Upgrade to this build.
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Upgrade the SQL Compliance Manager Agent remotely

You can upgrade the SQL Compliance Manager Agent remotely using the
Management Console. Use this approach to upgrade agents on any registered SQL
Server where you remotely installed the agent.

If you manually installed the SQL Compliance Manager Agent, use the IDERA
SQL Compliance Manager setup program to manually upgrade the agent. For more
information, see Upgrade the SQL Compliance Manager Agent locally.

To upgrade the SQL Compliance Manager Agent:

1. Navigate to Registered SQL Servers in the Administration tree.

2. Right-click the SQL Server instance to which you want to upgrade the SQL
Compliance Manager Agent.

3. If the Agent is not up to date, you can select Upgrade Agent from the context
menu. If the Agent is up-to-date, the option Upgrading the Agent is
unavailable.
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Ensure the SQL Compliance Manager Agent has current audit settings

You can ensure the SQL Compliance Manager Agent is using your most recent audit
settings by performing a manual update. This update does not impact the heartbeat
interval. By default, the agent receives updates every five minutes.

To ensure the SQL Compliance Manager Agent has current audit settings:

1. Navigate to Registered SQL Servers in the Administration tree.
2. Select the SQL Server instance to which you want to update the SQLcompliance

Agent.
3. Click Update Now on the Audit Settings ribbon.
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Check trace file integrity

The SQL Compliance Manager Agent manages the SQL trace that collects audit data. If
the SQL trace is stopped, modified, paused, or deleted by another application, the
SQL Compliance Manager Agent restarts the trace and checks the trace status. The
Collection Server then logs an event indicating the current trace status.

You can set the trace tamper detection interval from the SQL Compliance Manager
Agent Properties window. For more information, see Configure how the SQL
Compliance Manager Agent manages trace files.

If an issue has occurred, one of the following events will display on the Agent Events
tab of the SQL Compliance Manager Activities tab.

This Agent Event ... Means ...

Trace stopped The SQL trace was stopped but still exists on the
audited SQL Server instance.

Trace missing The SQL trace that was running no longer exists on
the audited SQL Server instance. The SQL
Compliance Manager Agent started a new trace.

Trace altered A SQL trace setting was altered.
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Check the SQL Compliance Manager Agent status

You can quickly check the status of a SQL Compliance Manager Agent that is deployed
to a registered SQL Server instance you are auditing. This feature provides a summary
of the agent health. For more detailed information to help troubleshoot an issue, see
the agent properties.

To check the SQL Compliance Manager Agent status:

1. Navigate to Registered SQL Servers in the Administration tree.

2. Select the SQL Server instance that hosts the SQL Compliance Manager Agent
you want to check.

3. Click Check Agent Status on the Agent ribbon.

4. Review the status, and then click OK. To obtain more detailed information about
the agent, review the agent properties. To refresh the status displayed in the
Registered SQL Servers tab, click Refresh on the View menu.

IDERA | Products | Buy | Support | Community | About Us | Resources | Legal

208


http://www.idera.com/
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com/
http://community.idera.com/
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

IDERA SQL Compliance Manager, Version 5.5.1

D =R A

IDERA | Products | Buy | Support | Community | About Us | Resources | Legal

209


http://www.idera.com/
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com/
http://community.idera.com/
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

| D

IDERA SQL Compliance Manager, Version 5.5.1

= A

Check the SQL Compliance Manager Agent version

You can quickly check the version of a SQL Compliance Manager Agent that is
deployed to a registered SQL Server instance you are auditing. The SQL Compliance
Manager Agent version consists of the release number and build number assigned to
SQL Compliance Manager. The SQL Compliance Manager Agent version should be the
same as the product version. For more information, see Check the product version.

To check the SQL Compliance Manager Agent status:

1. Navigate to Registered SQL Servers in the Administration tree.
2. Select the SQL Server instance that hosts the SQL Compliance Manager Agent

you want to check.

3. Onthe Agent menu, click Agent Properties.

4. On the General tab, review the SQL Compliance Manager Agent version number,
and then click OK. For more detailed information to help troubleshoot an issue,
see additional agent properties on the Deployment and Trace Options tabs.
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Configure how the SQL Compliance Manager Agent manages trace files

You can configure how the SQL Compliance Manager Agent manages trace files. These
settings include file size thresholds and how often the SQL Compliance Manager
Agent calls the Collection Server with a heartbeat.

If you specify a different location for the trace directory, ensure the SQL Compliance
Manager Agent Service account has read and write privileges on that folder. IDERA
SQL Compliance Manager does not change the security settings on existing folders.

If you are auditing a virtual SQL Server, ensure the specified folder is located on a
shared data disk for the specified virtual SQL Server. SQL Compliance Manager applies
this change to the active node in the cluster hosting the virtual SQL Server. SQL
Compliance Manager Agent properties are later replicated from the active node to the
passive nodes.

To configure how the SQL Compliance Manager Agent manages trace
files:

1. Navigate to Registered SQL Servers in the Administration tree.

2. Select the SQL Server instance that hosts the SQL Compliance Manager Agent
you want to check.

3. On the Agent menu, click Agent Properties.

If you want to ... Use this tab ...
Change heartbeat interval General
Change logging level General
Configure trace collection settings Trace Options
Limit trace directory size Trace Options

Review agent status, version, and last heartbeat = General
time

Review current trace directory path Trace Options

Review how the agent was deployed on this SQL  Deployment
Server instance

Review which SQL Server instances the agent SQL Servers
audits
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If you want to ... Use this tab ...

Set how long the agent can run unattended Trace Options

Set how long the agent waits before restartinga  Trace Options
SQL trace that is stopped, modified, paused, or
deleted

Verify agent service account Deployment

4. If you want to designate a different folder for the SQL Compliance Manager
Agent trace directory, complete the following steps.
a. On the Agent menu, click Change Trace Directory.
b. Specify the path for the new agent trace directory location.
5. Click OK.
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Licensing

IDERA SQL Compliance Manager provides an intuitive, simple to use interface for
license key management. You can view the status of the license key associated with
each SQL Server instance and upgrade licenses to audit additional instances. SQL
Server instances are the only licensed components in the SQL Compliance Manager

architecture.

* How licensing works
« Upgrade your license

IDERA | Products | Buy | Support | Community | About Us | Resources | Legal
215


http://www.idera.com/
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com/
http://community.idera.com/
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

IDERA SQL Compliance Manager, Version 5.5.1

D =R A

IDERA | Products | Buy | Support | Community | About Us | Resources | Legal

216


http://www.idera.com/
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com/
http://community.idera.com/
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

IDERA SQL Compliance Manager, Version 5.5.1

| D = A

How licensing works

By default, IDERA SQL Compliance Manager installs with a limited-time, limited-
instance trial license key. The Management Console displays your trial license statistics
in the Manage SQL Compliance Manager Licenses window.

When you decide to move from a trial implementation of SQL Compliance Manager to
your production environment, contact and obtain a license key from Idera. You enter
the license key using the Manage SQL Compliance Manager Licenses window. This
license key is stored in the Repository.

SQL Compliance Manager checks for a valid license key each time you register a SQL
Server instance. If the SQL Server instance is not currently licensed, and you have
enough licenses to proceed, SQL Compliance Manager associates the instance with an
available license. If the attempted registration exceeds your licensed limit,

SQL Compliance Manager does not register the specified instance and you cannot
initiate auditing.

When you reach your license limit, SQL Compliance Manager disallows the registration
of additional SQL Server instances. If your license expires, SQL Compliance Manager
disables all auditing of new events and disallows registration of additional SQL Server
instances. You can continue to view and report on previously-collected audit data.

IDERA | Products | Buy | Support | Community | About Us | Resources | Legal

217


http://www.idera.com/
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com/
http://community.idera.com/
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

IDERA SQL Compliance Manager, Version 5.5.1

D =R A

IDERA | Products | Buy | Support | Community | About Us | Resources | Legal

218


http://www.idera.com/
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com/
http://community.idera.com/
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

IDERA SQL Compliance Manager, Version 5.5.1

| D = A

Upgrade your license

You may need to upgrade your IDERA SQL Compliance Manager license due to any
number of circumstances. For example, consider the following scenarios:

* You exhaust your trial license and have decided to use SQL Compliance Manager
to audit and report on database activity

* You exhaust your purchased license due to company growth or the need to audit
additional SQL Server instances to remain in compliance

To upgrade your license:

1. Click File on the menu bar, and then select Manage Licenses.
2. On the Manage Licenses window, click Add and enter your new license key.
3. Click OK.
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Register your SQL Servers

Registering a SQL Server instance allows you to audit this instance and the associated
databases. For each database you want to audit, register the corresponding SQL
Server instance. When you register the instance, you can also deploy the SQL
Compliance Manager Agent to begin auditing SQL events on this instance.

Use the Console to register your SQL Servers

To register your SQL Server instance:

1.

2.
3. Start the Management Console, and then click New > Registered SQL Server.

10.

Ensure the SQL Server instance you want to register meets the hardware
and software requirements.
Decide which SQL Server events you want to audit on this instance.

Specify or browse to the SQL Server instance you want to register with

SQL Compliance Manager, and then click Next. You can also specify the
description SQL Compliance Manager uses when listing this instance in the
Management Console.

If the SQL Server instance is hosted by a Microsoft SQL Server Cluster virtual
server, select the checkbox. Click Next.

Indicate whether you want to deploy the SQL Compliance Manager Agent now or
later, and then click Next. You can also choose to deploy the SQL Compliance
Manager Agent manually, allowing you to install the agent at the physical
computer that is hosting the registered SQL Server instance.

® Ifyou are auditing a virtual SQL Server or a SQL Server instance running
in a non-trusted domain or workgroup , you must manually deploy the
SQLcompliance Agent to the computer hosting the instance. For more
information, see Deploy the SQL Compliance Manager Agent manually.

If you chose to deploy the SQLcompliance Agent now, specify the appropriate
service account credentials for the agent, and then click Next. For more
information, see Permissions requirements.

If you chose to deploy the SQLcompliance Agent now, indicate whether you want
the SQL Compliance Manager Agent to use the default trace directory, and then
click Next. By default, the trace directory path is:

C:\Program Files\Idera\SQLcompliance\AgentTraceFiles

If you designate a different directory path, ensure the SQL Compliance Manager
Agent Service account has read and write privileges on the specified folder.
Select the server databases you want to audit, and then click Next. If you do not
want to audit any databases, clear the Audit Databases check box.

Select the collection level of server activities you want to audit, and then click
Next.
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11. If you chose to create a custom audit collection, select the server activities you
want to audit, and then click Next. You can also indicate whether you want to
audit successful or failed access checks.

12. If you chose to create a custom audit collection, specify which privileged users
you want to audit, and then click Next. If you are auditing a virtual SQL Server
or a SQL Server instance running in a non-trusted domain or workgroup,
configure privileged user audit settings after you have deployed the SQL
Compliance Manager Agent.

13. If you chose to create a custom audit collection, select the database activities
you want to audit, and then click Next. You can also indicate whether you want
to audit successful or failed access checks, capture SQL statements for DML and
SELECT activity, or capture the transaction status for DML activity.

14. If you chose to create a custom audit collection, specify which privileged users
you want to audit, and then click Next.

15. Specify whether you want to grant the assigned SQL logins read access to events
audited on this SQL Server instance, and then Next. For more information, see
How Console security works.

16. Click Finish.

Use the CLI to register a SQL Server instance

You can use the command line interface to register a new SQL Server instance and
apply audit settings. The audit settings can be configured using the Typical auditing
settings or an audit template (audit settings you exported to an XML file).

Keep in mind the following requirements and limitations:

* This process requires manually deploying the SQL Compliance Manager Agent to
this instance.

* You cannot apply the built-in HIPAA or PCl regulation guidelines at the server
level using the CLI.

* The register command supports case-sensitive named instances. Ensure you
are using the appropriate case when you cite the instance name.

* The registerinstance command does not support registering a virtual
SQL Server instance hosted on a Windows cluster.

SQL Compliance Manager includes a sample instance audit settings template
(Sample_Server_AuditSettings.xml) for your convenience. Use this sample template to
familiarize yourself with how specific audit settings are defined. By default, the sample
template is located under C:\Program Files\Idera\SQLcompliance.

To register an instance and apply the Typical (default) audit settings:

1. Use the SQL Compliance Manager setup program to the target instance.
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2. In Windows Command Prompt, use the following syntax: SQLcmCmd [-host
CollectionServer] [-port number] registerinstance -instance.

To register an instance and apply a FERPA regulation guideline:

® The FERPA regulation guideline is provided as an XML template
(FERPA_Server_Regulation_Guideline.xml) stored in the SQL Compliance
Manager installation directory (C:\Program Files\Idera\SQLcompliance).
Ensure the path you cite for the FERPA template reflects the directory you
chose during installation.

1. Use the SQL Compliance Manager setup program to manually deploy the SQL
Compliance Manager Agent to the instance that hosts the target database.

2. In Windows Command Prompt, use the following syntax: SQLcmCmd [-host
CollectionServer] [-port number] registerinstance instance -config
"FERPA regulation guideline file path".

To register an instance and apply a SOX regulation guideline:

® The SOX regulation guideline is provided as an XML template
(SOX_Server_Regulation_Guideline.xml) stored in the SQL Compliance
Manager installation directory (C: \Program Files\Idera\SQLcompliance).

Ensure the path you cite for the SOX template reflects the directory you chose
during installation.

1. Use the SQL Compliance Manager setup program to manually deploy the SQL
Compliance Manager Agent to the instance that hosts the target database.

2. In Windows Command Prompt, use the following syntax: sQLcmCmd [-host
CollectionServer] [-port number] registerinstance instance -config
"SOX regulation guideline file path".

To register an instance and apply a custom audit template:

1. Determine which currently audited SQL Server instance has the audit settings

you want to apply to the new instance.

Export your audit settings from the source instance.

Use the SQL Compliance Manager setup program to manually deploy the SQL

Compliance Manager Agent to the target instance.

4. In Windows Command Prompt, use the following syntax: SQLcmCmd [-host
CollectionServer] [-port number] registerinstance instance -config
"exported audit settings file path'".

W N
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& |f there are any backlogged audit trace files that you need to process for the
instance you are considering to decommission, make sure to disable auditing
and decommissioning your server only after processing these backlogged audit
trace files. For additional information on how to process backlogged trace files,

please contact Idera Support.
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Manage the registry key

IDERA SQL Compliance Manager checks the permissions available on each SQL Server
instance you want to monitor. This check runs automatically each time you register a
new instance.

If the check fails, review the issue, and then access

the HKEY_LOCAL_MACHINE\Software\Idera\SQLcompliance to make the permission
changes. For more information about the required permissions, see Configuration
wizard - Permissions Check window.

To make a change to the registry key:

1.

n

0 00

10.

11.

12.

13.

Start services.msc using the Run command. The system displays the Services
window.

Right-click the SQLcompliance Collection Service, and then select Properties.
In the SQLcompliance Collection Service Properties dialog box, click the Log On
tab.

Log on to the SQL Compliance Manager Service by typing the service account
credentials, and then clicking OK.

Open the registry editor by typing regedit in the Run command window, and
then clicking OK. The system displays the Registry Editor window.

In the directory tree, expand
HKEY_LOCAL_MACHINE\SOFTWARE\Idera\SQLcompliance.

Right-click the SQLcompliance folder, and then select Permissions. The system
displays the Permissions for SQLcompliance dialog box.

On the Security tab, click Add. This step allows you to add a user or group.

In the Select Users or Groups dialog box, search for the appropriate account by
clicking Advanced>Find Now. The Select Users or Groups dialog box displays a
list of relevant results.

In the Search Results field, select the service account used by SQL Compliance
Manager Services, and then click OK. The system adds the object to the list.
Click OK. Note that the account you selected appears in the Group or user
names field of the Permissions for SQLcompliance dialog box.

Select the account name, and then add the appropriate permissions by checking
the Allow checkbox for the permission(s).

Click OK after you make your selections. You can verify the permissions by right-
clicking SQLcompliance in the Registry Editor, selecting Permissions, and then
viewing the allowed permissions.
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Navigate the IDERA Dashboard web console

The IDERA Dashboard is a a common technology framework designed to support the
entire IDERA product suite. The IDERA Dashboard allows users to get an overview of
the status of their SQL Server instances and hosted databases all in a consolidated
view, while providing users the means to drill into individual product overviews for
details. The IDERA Dashboard supports multiple copies of each product installation.

IDERA Dashboard menu bar

In the IDERA Dashboard menu bar, you can perform the following actions:

* Select the product content you want to view through the Product menu.
* Access administration tasks through the Admin menu.
* Access to a number of assistance topics through the Help menu.

Product menu

The Product menu allows you to quickly toggle between all of your installed IDERA
products. You can customize the default order of your products in the Product menu
by selecting the Customize option from the drop-down list and then clicking, holding,
and dragging the product labels to the desired order. After selecting the order, click
Save to save the changes.

® If the product list is long, the IDERA Dashboard displays the option More at the
bottom of the menu. Click More to expand the next products in the list.

Welcome user

The user menu, which displays <domain\username>, allows you to manage the user
account (if the user has the Product Administrator role) and log out of the IDERA
Dashboard session. Click Manage Accounts to display the Manage Users view with
the current user account selected and the details displayed in the User/Group Details
pane.

Administration menu

The Administration menu provides a list of shortcuts to the views available on the
Administration tab.

& |f a menu item is displayed but disabled, the current user account does not
have the permission necessary to perform the associated function.

IDERA | Products | Buy | Support | Community | About Us | Resources | Legal
228


http://www.idera.com/
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com/
http://community.idera.com/
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

IDERA SQL Compliance Manager, Version 5.5.1

R A

£¥ Administration

Manage Users

Manage Instances
Manage Products

Manage Tags

Manage Licenses
Customize DBA Dashboard
Maintenance Mode

Send Notification

Help menu

The Help menu provides links to helpful areas such as the IDERA Knowledge Base or
the IDERA Customer Support.
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£¥ Administration

Help on this Window

Visit the Trial Center
Search knowledge base
Visit Idera Community Site
Contact Support

Other Idera products

Check for updates
System Diagnosis
Manage Licenses
About

Web Dashboard

Diagnostic Manager

Inventory Manager

Safe
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IDERA Dashboard Tabs
The IDERA Dashboard is comprised of the following tabs:

* Qverview
* Details View

+ Alerts

+ Administration
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Overview tab

The IDERA Dashboard Overview provides an area for users to quickly view top metrics

regarding their monitored SQL Server instances.

By default, the following IDERA SQL Compliance Manager widget appears on the

IDERA Dashboard Overview:

* SQL Compliance Manager Environment Alerts
» SQL Compliance Manager Enterprise Activity Report Card
* SQL Compliance Manager Audited Instances

In the Overview tab, you can perform the following actions:

« Expand or collapse a widget
A

* View a widget in full size
L]

[ |

- Remove a widget X

. i:ilter widget information by Products and by Tags.

SQL Compliance Manager Environment Alerts widget

The SQL Compliance Manager Environment Alerts widget displays the number of
active alerts for the entire environment with Severe, High, Medium, or Low status

along with the:

+ Total number of audited instances in your environment. Click Instances to access

the Audited Instances view within SQL Compliance Manager.
* Total number of audited databases in your environment. Click Audited
Databases icon to access the Audited Databases view within SQL Compliance

Manager.

SQLCM ENVIRONMENT ALERTS (CM420)

Total

INSTANCES 0

AUDITED DATAB... 0

A X

Severe High

IDERA | Products | Buy | Support | Community | About Us | Resources | Legal

232


http://www.idera.com/
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com/
http://community.idera.com/
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

IDERA SQL Compliance Manager, Version 5.5.1

| D = A

SQL Compliance Manager Enterprise Activity Report Card

The SQL Compliance Manager Enterprise Activity Report Card widget displays your
SQL Compliance Manager enterprise activity in a line graph based on the Overall
Activity graph on the SQL Compliance Manager Enterprise Activity report Card. This
graph displays activity for the past seven days and includes:

* Critical Alerts
- DDL

* Event Alerts

* Failed Logins
Privileged User
* Security

« Warning Alerts

For more information about the Enterprise Activity report Card, see Explore Activity -
Audited SQL Servers Summary tab.

Enterprise Activity Report Card (CM420) A 22 X
40
20
20
10
0

'3Feb  4Feb SFeb 6-Feb  7-Feb 8-Feb  OFeb

Event alerts — Critical Warning SecLrity Frivileged lser
Falled Logins DOL

SQL Compliance Manager Audited Instances

The SQL Compliance Manager Audited Instances widget displays a list of audited SQL
Server instances. This widget includes:

« Status icon: green check for okay (successful connection and the SQL Server
Agent is running) or red x for error (instance connection failed or the SQL server
Agent is not running)

* Instance name
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+ Agent Status text
* Any available alerts
* Number of audited databases per instance (scroll right if not available)

SQLCM | Audited Instances (CM420) & A~ 02X

@ QA-ZB-WK2K12\SQLBI... oK
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Details View tab

In the IDERA Dashboard Details view tab, users can select specific metrics to display.
This tab contains product widgets of all the products registered with the IDERA

Dashboard.
By default, the Details view tab contains the following widgets:

+ Products by Alerts (All Products).

* Alerts by Category (All Products).

* Top Alerts by Metric (All Products).
+ Alerts by Counts (All Products).

* Top Instances by Alert Count.

* Top Instances by CPU Usage.
 Top Databases by Alert Counts.

* Alert Counts by Category.
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In the Details tab, you can perform the following actions:

« Expand or collapse a widget
A

* View a widget in full size
L]

[ |

* Remove a widget

X
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The IDERA Dashboard Alerts view displays any alerts generated by the monitored SQL
Server instances in your environment. You can filter by:

* Product. Select one or more of your installed IDERA products to view generated
alerts.

+ Category. Add category filters to view alerts associated with a specific type.

* Severity. Select one or more severities to view alerts corresponding to those
levels. Options include Critical, Warning, Info, and OK.

* Metric. Add metric filters to view alerts associated with a specific metric.

* Tag. Filter alerts based on your created tags.
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Administration tab

In the IDERA Dashboard, all products show a common Administration tab, granted the
logged-in user has administrator privileges. Selecting this tab displays the
Administration view which hosts a range of options for performing administration-
related actions.
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Available actions in the Administration view of the IDERA
Dashboard

The Administration view of the IDERA Dashboard provides a central set of services
related to specific actions such as:

« User management

* Instance management

» Product registry

* Manage Tags

« Configure navigation order

» Configure Dashboard Views

» Product notification management
* Manage Licenses

For more information on each service and what configuration settings are available,
visit each respective section.
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Managing users in the IDERA Dashboard

The Users section of the IDERA Dashboard Administration view allows users to grant
access to other team members or groups, and manage their roles. For more
information about user roles, see Understanding user roles . Users with administrative
privileges are divided into two groups:

« The IDERA Dashboard Roles

« Dashboard Administrator: Allows the user to manage access over
Dashboard functions as well as individual product functions.

« Dashboard Guest: Grants the user read only access to the Dashboard and
all installed products.

« Product Roles

* Product Administrator: Allows the user to grant access to individual
products for which they have administrative rights.

* Product Guest: Grants the user read only access to the installed products.
This role has no administrative functions.

* Product User: Allows the user read and modify access to the installed
products and limited administrative functions.

© Users must be existing Active Directory users. Newly-added users should use
their Windows user account with their respective passwords to log in to the
SQL Compliance Manager.

To add new users, edit their details (name, subscription, or email address), or remove
them, select Manage Users in the Administration view, and the Manage Users window
displays:
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Adding a user in the IDERA Dashboard

In the IDERA Dashboard, access is granted to Windows users or groups.
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To add a user account:

1.

No

O 00

Click Add User / Group. IDERA Dashboard displays the Add User/Group dialog.
User/Group Details

Account name: *

Windows user account in form “domainaccountname''.

i User Ty Group

[ Do nottimeout the browser session for this account.

Type the name of the user to which you want to grant access. Enter a Windows
user name in the format <domain\accountname>.

Optional. In Display name, type a name for the user account that you want SQL
Compliance Manager to display within the product.

In the Account Type field, select User or Group.

Optional. Check Do not timeout the browser session for this account if you
want the user to be able to remain logged in to SQL Compliance Manager after a
period of inactivity.

Click Add. The IDERA Dashboard displays the Add Permission window.

In the Product field, select the product name to which you want to add this new
user account.

If you select IDERA Dashboard in the Product field , the Role field allows you to
select from the Dashboard Administrator and Dashboard Guest roles.

If you select SQL Compliance Manager in the Product field , the Role field allows
you to select from the Product Administrator, Product User, and Product Guest
roles.

In the Role field, select the role you want to assign to this new user account.
Click Save.
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Editing a user in the IDERA Dashboard

Clicking the Edit icon for an existing user account allows you to edit the account name,
enable or disable the user account, and add new permissions.

To edit a user or group:

1. Click the user account to edit it.

MANAGE USERS

Wi el B USER

lamw = aln e m
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IDERA Dashboard displays the Edit User / Group dialog.
Userf/Group Details

ws user account in form “domaintaccountname'

Delete

2. Make the necessary changes.

3. If you want to disable a user account , clear the Account Enabled checkbox. To
enable the account, simply check the box.

4. If you want to add more roles to this user account or group , click Add. IDERA
Dashboard displays additional Product and Role fields for you to add another
role.

5. Click Save.

[ © You cannot edit the logged in user credentials.

Removing a user from the IDERA Dashboard

Clicking the Delete icon for an existing user account or group allows you to remove
that account from access to the IDERA Dashboard.

To delete a user or group.

1. In the list of users, click the Delete button for the user account or group that you
want to delete. IDERA Dashboard displays a warning message that requires a
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confirmation whether you want to delete that selection.

MANAGE USERS

o o Ll e | USER

— e | USER

2. Click Yes. IDERA Dashboard removes the user account or group and they can no
longer access the IDERA Dashboard using the account. If you did not mean to
delete the selected account, click No.
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Understanding user roles

IDERA common framework provides the functionality to add, edit, and delete users
and groups while also managing their roles. IDERA SQL Compliance Manager
leverages this user role functionality to allow you to easily manage the instance
permissions associated with your accounts. For more information about managing
users, see Managing users in the IDERA Dashboard.

There are three roles available:

* Product Administrator. Full access and control of SQL Compliance Manager.

* Product User. Cannot access the Dashboard Administration page, but can
perform all job management and instance management actions.

* Product Guest (Read-Only). Cannot access the Dashboard Administration page,
but can access all other pages in read-only mode. This user cannot perform any
job management or instance management actions.
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Managing instances in the IDERA Dashboard

The IDERA Dashboard tracks SQL Server instances, discovered and managed by
different IDERA products. The Instances widget of the Administration view allows
users to view and delete registered instances.

To view coverage or remove registered instances that no longer exist in your SQL
Server environment, select Manage Instances in the Administration view, and the
Managed Instances window displays. The View filter allows you to select from:

* All. Lists all instances discovered in your SQL Server environment and network.
* Managed. Lists only those managed instances in various IDERA products.
* Unmanaged. Lists instances discovered on the network but not registered.

MANAGE INSTANCES

SEARCH: Q Options Clear filters
Instance MSSQL Version Discovered Last Seen Status
Microsoft SQL Feb 20, 2018 Feb 20,2018
_ o - Managed
Server 2012 T:52:47 AM 7:53:47 AM =
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Managing product registry in the IDERA Dashboard

The IDERA Dashboard hosts IDERA products that register with the Dashboard. To
access product management in the IDERA Dashboard, either select Manage
Products from the Administration menu or click Manage Products on the
Administration view of the IDERA Dashboard. In the Manage Products window you
can perform the following actions:

Registering a product in the IDERA Dashboard

Follow the instructions below to manually register a product.

1. In the Manage Products view, click Register a Product. The IDERA Dashboard
displays the Register a Product to IDERA Dashboard dialog.

LA HARE FRODUCTS

2. Select the location of the product you want to register, Local or Remote.
Local Installation:

1. Select the product you want to register from the available list or type in the name
of the product.

2. Type a unique display name to help distinguish this instance from another
instance if you have multiple installations of the same product. IDERA
recommends a display name using the location or function, such as
"DiagnosticManagerWest" or "DiagnosticManagerProd."

3. Type the name of the host instance where this product resides and the default
port for the product. See the table below for information on the default ports for
each product.

Idera Product Product Default Port
Name

SQL Business SQLBI 9277

Intelligence

IDERA | Products | Buy | Support | Community | About Us | Resources | Legal

254


http://www.idera.com/
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com/
http://community.idera.com/
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

5.

6.

[ D

IDERA SQL Compliance Manager, Version 5.5.1

= A

Idera Product Product Default Port
Name
SQL Inventory SQLInvent 9275
Manager oryManag
er
SQL Diagnostic SQLdm 5170
Manager
SQL Safe SQLSafeR 9998
estService
Sample Product SamplePr 9200
oduct
SQL Compliance SQLCM 5200, 5201 Can register manually
Manager as of version 5.4
SQL Workload SQLWA 20700 Cannot register
Analysis manually
SQL Enterprise Job SQLEJM 9271 Cannot register
Manager manually
® Note

When you manually register the product it will use port 9292.

In the Product Administrator section, type the user name and password for the
administrator account using the domain\username format.

Click Register. A confirmation message appears warning you that the system
logs out your session upon continuing.

Click Yes. Log in to begin using the newly-registered product.

Remote Installation:

N —

vk

. Enter the Host Name or IP Address of the server where your product is installed.

Provide the corresponding Host User Name and Host Password.

In the Product Information section, type the product information provided on
the above table.

Under Product Administrator Credentials section enter the server credentials.
Click Register. A confirmation message appears warning you that the system
logs out your session upon continuing.
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Editing a product in the IDERA Dashboard

Clicking the Edit icon for an IDERA product allows you to edit the associated instance
name, install location, user name and password for the account used to connect to
the product, and the short or common name of the product. To edit a product, follow
these steps:

1. Click one product in the list to edit it. IDERA Dashboard displays the the Edit
IDERA Registered Product window.

2. Make the necessary changes.
3. Click SAVE.

A& Note
Only user roles with administrative privileges can edit the products.
Removing a product from the IDERA Dashboard

Clicking the Delete icon for an IDERA product allows you to unregister that product.
Use the following steps to delete a product.
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1. Click one product in the list to delete it. IDERA Dashboard displays the Edit IDERA
Registered Product window.

SQLCMIsglcmws12

2. Click Delete. IDERA Dashboard displays the displays a warning message that
requires a confirmation whether you want to delete that selection.

3. Click Yes. IDERA Dashboard unregisters and deletes the product and users can
no longer access that product. If you did not mean to delete the selected
account, click No.

Migrating a product to another IDERA Dashboard installation

Users who have multiple IDERA products also may have more than one version or
installation of the IDERA Dashboard. To take advantage of all of the features of the
latest version of the IDERA Dashboard, you can migrate your products from one
version of the IDERA Dashboard to another. This process migrates data to the target
installation of the IDERA Dashboard and un-registers the product from the previous
IDERA Dashboard.

Use the following steps to migrate an IDERA product from one installation or version
of the IDERA Dashboard to another.

1. In the Manage Products view, select the product you want to migrate from one
installation of the IDERA Dashboard to another.
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2. Verify that the Edit Product dialog displays the information for the correct
product, and then click Migrate product. The IDERA Dashboard displays
the Migrate to different IDERA Dashboard dialog.

Host :

Port :

Dashboard Administrator :

Lsername :

Password :

Migrate Cancel

3. Type the name of the host machine on which the target IDERA Dashboard is

installed and the port number.

4. In the Dashboard Administrator section, type the user name and password for
the target IDERA Dashboard administrator account using

the domain\username format.

5. Click Migrate. The IDERA Dashboard migrates the product to the target IDERA

Dashboard.
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Managing tags in the IDERA Dashboard

IDERA Dashboard tags help you organize and manage instances and databases within
your environment. Created and updated are available to use with the IDERA SQL
products.

You can add, view, edit, and delete tags and their associated instances and databases.

Click Manage Tags in the Administration tab to display the configuration window.

MANAGE TAGS

- -

& Global tags are managed only through the IDERA Dashboard.

Adding, editing, and removing a tag

To add a tag and assign it to a specific instance and/or database, click Add Tag, type all
required information, and click Save.

To edit an existing tag, select one from the list, make all necessary changes, and click
Save.

To remove a tag, select one from the list, and click Delete tag. The IDERA Dashboard
displays a confirmation dialog, click Yes to delete the tag.

You can search tags using filters by clicking on Options next to the Search box.
Available filters are:

* Product
* Instance
« Database
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Configure navigation order in the IDERA Dashboard

The Configure Navigation Order widget of the Administration view, allows users to

customize the order of the different IDERA products on the navigation tab.
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To rearrange product tabs:

1. Click the Customize Main Navigation Tab Order link and a dialog displays.

| IDERADASHEOARD

! SQLCM{SQLCMWS12)

Aeset to default order|

Close Save

2. Move tabs using a drag-and-drop operation.

3. Click Save when done.
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Configure Dashboard Views

The purpose of the IDERA Dashboard is to host other IDERA products. These products
must register with the IDERA Dashboard, which is typically done at the time the
product is installed or uninstalled. The Manage Products option lets you view and
manage the list of registered products.

The Configure Dashboard Views option allows users to customize which product
widgets are shown in the Overview and Details view tabs of the IDERA Dashboard.

Click the Customize DBA Dashboard option in the Administration tab to display the
Customize DBA Dashboard configuration panel.
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In the Customize DBA Dashboard dialog you can try the following:

« Choose to hide or show the DBA Dashboard to all users or to users with
permissions in two or more products.

* Select the View you want to modify (Overview or Details View).

« Add or remove columns from the selected View.

* Specify the column widths.

+ Add product widgets.

+ Remove widgets.

+ Re-arrange widgets (drag and drop).

Additionally, you can:
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« Modify specific settings for each widget, such as its default state (Expanded or
Collapsed).
* Assign another widget to a previously placed widget.
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Notifying users about product upgrades in the IDERA Dashboard

The Send Notification to All Users widget of the Administration view lets you send a
notification to all user accounts added to IDERA Dashboard. Use this feature to notify
users about product upgrades and other issues affecting product use.
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To send notification to all users:

1. Click the Send Notification link and a pop-up window displays.

Send

Specify message to inform users

2. Type the message you want to send, and click Send.
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Managing licenses in the IDERA Dashboard

The IDERA Dashboard allows you to manage licenses for the different IDERA SQL

products.
To view and manage licenses, click Manage Licenses in the Administration tab.
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In the Manage Licenses view, you can see the following information:

* Product

* License key

* No. Of Instances
To Add, Edit, and/or Delete a license, click on a license from the list and fill the
required information or make the necessary changes.
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Navigate the SQL Compliance Manager Web Console

The IDERA Dashboard SQL Compliance Manager Web Console provides a browser-
based interface for many of the features within the SQL Compliance Manager
Management (Windows) Console. the following topics help you explore what features
are available to you:

* View the Home tab

« Manage audited instances

 View alerts and alert rules

« Manage audit event filters

* View logs

« Generate audit reports

« Administer SQL Compliance Manager
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View the Home tab

The Home tab is the default overview page of the product. This tab provides a high-
level status of your audited instances and enterprise activity occurring within your
environment.
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Alerts

IDERA SQL Compliance Manager performs health checks on your registered instances
to help you monitor the most important issues across your environment. On this
section of the Overview tab, SQL Compliance Manager shows you the active alerts for
your environment, grouped by alert type, and ordered by level of criticality, where:

* Level 4 = Severe
* Level 3 = Critical
* Level 2 =Warning
* Level 1 = Informational
® If you have no active alerts, you will see the message: No alerts.

You can click the options available for each alert to:
+ Show Details of instances or databases affected by the respective alert.
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* Individually Acknowledge the alert.
* Individually Dismiss the alert.
* Individually Clear the alert.

If you do not want to see these details, click Hide Details.
You can also get the most updated information for your alerts by clicking Refresh.

Enterprise Activity Report Card

The Enterprise Activity Report Card allows you to review the status of your audited
SQL Servers and the recent activity that has occurred on them for up to 30 days of SQL
Server activity. Activity Report Cards allow you to view the SQL Server activity at the
enterprise and individual SQL Server instance levels. These report cards allow you to
quickly check activity in each event category audited, view SQL Server activity statistics,
and short-term activity trends. Use Activity Report Cards to identify problems that
might require more in-depth analysis based on:

* Overall Activity.
+ Event Alerts.

* Failed Logins.

* Security.

- DDL.
Privileged User.

For more information about the Enterprise Activity Report Card, see Explore Activity -
Audited SQL Servers Summary tab.

Audited Instances

All audited SQL Server instances in your environment appear in the Audited Instances
section of the Home tab. The default sort order displays the first five instances based
on instance name. If you have more than five registered instances, SQL Compliance
Manager allows you to page through the results. This table includes:

 Instance Name. Displays the name of the audited SQL Server instance.

« Agent Status Text. Displays the current status of the SQL Compliance Manager
Agent. Options include OK, Informational, Warning, and Critical.

* Alerts. Displays the number of alerts associated with that instance.

« SQL Server Version. Displays the SQL Server version installed on that instance.

* Number of Audited DBs. Displays the number of databases audited by SQL
Compliance Manager on that instance.

« Agent Actions. Displays a list of actions you can perform on the Agent
associated with the instance. Options include Enable Auditing, Disable Auditing,
and Upgrade Agent.
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® Click the name of a SQL Server instance, and SQL Compliance Manager opens
the Instance Details view for that instance.

System Status and Recent Alerts area

On the right side of the IDERA Dashboard SQL Compliance Manager Home page, you
can view the number of SQL Server instances and databases needing your immediate
attention in addition to a count of recent alerts by severity.

System Status

Indicates whether IDERA SQL Compliance Manager encountered any issues while
auditing your SQL Server environment. Click the status link to open the more detailed
Audited Instances view. Use view to see the status of the audited databases on this
instance, validate audit settings, and check the SQL Compliance Manager Agent status.

Registered SQL Servers

Displays the number of SQL Server instances that are registered with SQL
Compliance Manager.

Audited SQL Servers

Displays the number of instances currently audited. This number does not
include instances where auditing is not yet configured or is disabled.

Audited Databases

Displays the number of databases currently audited. These databases are
hosted by SQL Server instances that are registered with SQL Compliance
Manager. This number does not include databases where auditing is not yet
configured or is disabled.

For more information about the System Status area, see Explore Activity - Audited SQL
Servers Summary tab.

Recent Alerts

The Recent Alerts pane displays the number of alerts that are generated for each alert
category in the selected time span. If you see an unexpected number of alerts,
consider reviewing the current alert messages and then modifying your alert rules to
better fit your compliance and auditing needs.

For more information about specific alerts, see View alerts and alert rules. You can
view which alerts are generated from multiple instances across your environment or
from a particular instance.
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Manage audited instances

The IDERA SQL Compliance Manager Instances view displays the status of audit

activity across your SQL Server environment. Use the statistics and graphs on this view
to quickly and easily identify issues so you can continue to ensure the correct level of

compliance. Be sure to review the associated topics about managing properties for
the registered SQL Server instance and the Agent:

 Viewing instance details
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® Configuration can be set up via the SQL Compliance Manager Windows
Console.

Available actions

Filtering

Allows you to filter the listed instances by status, instance name, status text,
number of audited databases, SQL Server version, audit status, and
timestamp for the last time the agent was contacted.

Export

Allows you to export the list of audited SQL Server instances in PDF, XLS, or
XML format.
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Refresh
Allows you to update the Audited Instances list with current data.

® Click the name of a SQL Sever Instance to open the Instance Details view for the
selected instance.
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Viewing instance details

After you register an instance in IDERA SQL Compliance Manager, you can access the
Instance Details view by clicking an instance name.
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The Instance Details view allows you to view a list of audit events occurring on the
databases for that instance, information about its databases, bar graphs, other
relevant information, and also get access to audit configuration details.

The instance Details view provides a high-level status of the audited events and the
activity occurring in the selected instance.

Alerts

On this SQL Compliance Manager shows you the active alerts for the selected
instance, grouped by alert type, and ordered by level of criticality, where:

* Level 4 = Severe
* Level 3 = Critical
*+ Level 2 = Warning
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* Level 1 = Informational

If you have no active alerts, you will see the message: No alerts.

Server Activity Report Card

The Server Activity Report Card allows you to review the status of the selected instance
and the recent activity on it for up to 30 days. Use Server Activity Report Cards to
identify problems that might require more in-depth analysis based on:

* Overall Activity.
 Event Alerts.

* Failed Logins.

* Security

- DDL

Privileged User.

Audit Events

All audited events for the selected instance appear in the Audited Events section of
the Instance Details page. This table includes:

« Database Name
* Event

* Date

* Time

* Login

Users can also view the Event Properties by clicking the gear icon and selecting the
Event Properties option.

Server Status

On the right side of the Instance Details page, users can check the Server Status. This
section displays.

Audited Databases

Displays the number of databases currently audited. These databases are hosted by
SQL Server instances that are registered with SQL Compliance Manager. This number
does not include databases where auditing is not yet configured or is disabled.

Audit Configuration
Displays the audit configurations set for the selected instance.
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View alerts and alert rules

The IDERA SQL Compliance Manager Alerts view allows you to view the current alerts
and alert rules throughout your environment. An alert rule is a set of criteria that
determines when an alert should be generated as the Collection Server processes SQL
Server events collected from your audited instances. Use alert rules to detect events
that occur on specific databases, users, or instances.

Available actions include:

Page through alerts and alert rules

Allows you to page through the list of alerts and rules. Use the previous and
next arrows to navigate from page to page, up and down the list.

Filtering

Allows you to filter the listed alerts and rules by rule, rule type, server name,
alert level, user email address, event log, and SNMP traps. Filtering includes a
Save View feature that lets you select all of your filtering options, and then
save the settings for future use. Click Load View to select a previously-saved
view for use.

View By
Allows you to select whether Alerts or Alert Rules appear in this view.
Filtered By

Allows you to select the type of Alerts displayed in this view. You can view all
Alerts, only your Event Alerts, only Data Alerts, or only Status Alerts based on
this selection.

Export

Allows you to export the Activity Log and Change Log information to a CSV,
PDF, or XML file.

Refresh

Allows you to update the Alert Rules list with current data.
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® Configurations can be set up via the SQL Compliance Manager Windows
Console.

Default columns

Instance name
Provides the name of the audited SQL Server instance where this event occurred.
Date
Provides the date when the alert was generated.
Time
Provides the time when the alert was generated.
Level

Indicates the type of alert, such as Severe or Low. Use the alert level to help you
identify critical issues, sort alerts by severity, and understand the overall health of
your environment. You can define the alert using the Edit Alert Rule wizard.

Source Rule
Provides the name of the alert rule that generated this alert.
Event

Provides the name of the audited event that triggered this alert.
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Detail
Provides additional information about the alert.

Event Alerts view

The Event Alerts view, available from the Filtered By selection, allows you to view
previously generated Event Alerts. An Event Alert is generated when the Collection
Server processes a SQL Server event that matches the alert rule criteria. Use Event
Alerts to identify and investigate suspicious activity on specific databases, users, or
instances.

Data Alerts view

The Data Alerts view, available from the Filtered By selection, allows you to view
previously generated Data Alerts. A Data Alert is generated when the Collection Server
processes a SQL Server event that matches the alert rule criteria. Use Data Alerts to
identify and investigate data manipulation on specific databases, tables, or columns.

® The Collection Server generates one alert per SELECT event, even though the
query may have accessed multiple audited columns.

Status Alerts view

The Status Alerts view, available from the Filtered By selection, allows you to view
previously generated Status Alerts. A Status Alert is generated when the status of the
specified product components matches the alert rule criteria. Use Status Alerts to
identify and investigate possible issues with IDERA SQL Compliance Manager
operations, such as deployed agents that may have stopped running.
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Alert Rules view

(S EUETTTE O adwivivoranes [ i

ITRIEET N k T R g g

Tolvifmsii W ! s o g i | & I & =

® Configurations can be set up via the SQL Compliance Manager Windows
Console.

Default columns

Rule

Provides the name you specified when you created each alert rule. By default, SQL
Compliance Manager names each new rule New Rule.

Rule Type
Indicates whether this rule generates an Event Alert or a Status Alert.
Server

Provides the name of the registered SQL Server instance associated with this alert
rule. By default, Event and Status Alerts apply to all registered SQL Server
instances. For better focused Event Alerts, you can specify a different target SQL
Server using the Edit Alert Rule wizard.

Level

Provides the alert level, such as High. Depending on the rule type, you can change
the alert level using either the Edit Event Alert Rule or Edit Status Alert Rule wizard.

Email
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Indicates whether the alert rule criteria includes email notification. When email
notification is configured, SQL Compliance Manager sends an alert message to the
specified addresses. Depending on the rule type, you can set up email notification
using either the Edit Event Alert Rule or Edit Status Alert Rule wizard.

Event Log

Indicates whether the alert rule criteria includes event log notification. When
event log notification is configured, SQL Compliance Manager writes an alert
message to the application event log. Depending on the rule type, you can set up
event log notification using either the Edit Event Alert Rule or Edit Status Alert Rule

wizard.

SNMP Trap

Indicates whether the alert rule criteria includes sending SNMP Trap messages to
a specified network management console. When SNMP Trap is configured, SQL
Compliance Manager sends an alert message to the specified network
management console. Depending on the rule type, you can set up SNMP Trap
notification using either the Edit Event Alert Rule or Edit Status Alert Rule wizard.
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Manage audit event filters

The IDERA SQL Compliance Manager Audit Event Filters view allows you to filter out
specific SQL events in the audit data collected from the SQL Server instances and
databases you are auditing. Use audit event filters to refine your audit data trail so
that it contains only the events you need to track.
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® Configurations can be set up via the SQL Compliance Manager Windows
Console.

Available actions

Filtering

Allows you to filter the listed event filters by status, instance name, and
description. Filtering includes a Save View feature that lets you select all of
your filtering options, and then save the settings for future use. Click Load
View to select a previously-saved view for use.

Refresh
Allows you to update the Audit Event Filters list with current data.
Export

Allows you to export Event Filters created for the associated SQL Server
instance to an XML file. You can later use this file to import Event Filters across
multiple SQL Server instances, ensuring consistent filtering of specific events
throughout your environment.
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View logs

The IDERA SQL Compliance Manager Logs view lists events and alerts initiated by SQL
Compliance Manager components, allowing you to monitor operations and diagnose
issues within your environment. The Logs view consists of the Activity Log and Change
Log areas, toggled by the option at the top of the page.

Available actions include:
Page through activities

Allows you to page through the list of activities. Use the previous and next
arrows to navigate from page to page, up and down the list.

Filtering

Allows you to filter the listed activities by date, time, instance name, event,

user name, and description. Filtering includes a Save View feature that lets
you select all of your filtering options, and then save the settings for future
use. Click Load View to select a previously-saved view for use.

Enable Groups

Allows you to group activities by a specific property, such as the computers on
which the activities occurred or the times the activities occurred. Enable

groups when you want to sort the activities or focus on a particular activity
attribute.

Export

Allows you to export the Activity Log and Change Log information to a CSV,
PDF, or XML file.

Refresh
Allows you to update the activity list with current data.

For more information about the Activity Log and Change Log tabs in the SQL
Compliance Manager Monitoring Console, see Activity Log tab and Change Log tab.
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The Activity Log view displays a list of activity and system alerts across all registered
instances. SQL Compliance Manager generates the following types of system alerts:

System Alert

Agent Configuration
Error

Collection Service
Connection Error

CLR Error

Caused by ...

Error saving the SQL
Compliance Manager Agent
configuration file (.bin)
Error loading the new
configuration

Collection Server is offline or
the SQL Server instance
hosting the Repository is
offline

Error when enabling CLR,
creating or modifying the
before-after data trigger, or
performing a health check

Resolves when ...

File is successfully saved
SQL Compliance Manager
Agent configuration is
successfully updated

Connection to the collection
service is established

SQL Compliance Manager
Agent configuration update
or health check is successful
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System Alert Caused by ...
Server Connection Error when connecting to the
Error audited instances, due to

invalid permissions or the
offline SQL Server instance

SQL Trace Error Error when starting or
stopping the audit traces

Trace Directory Error  Error when creating trace
directory or when reaching
the maximum size allocated
for the trace directory

Available columns include:
Date
Provides the date that the event occurred.
Time
Provides the time that the event occurred.
Instance Name

Resolves when ...

Connection is established

Audit traces are started or
stopped

Trace directory is created or
the trace files are
transferred to the Collection
Server for processing

Provides the name of the SQL Server instance, using the format

SQLServerName\InstanceName.
Event

Provides the type of event that occurred.
Detail

Displays the first line of the event details.

Activity Log Properties

For each event, you can view properties by clicking Event Properties under the gear
icon for the associated event. The Activity Log Properties window allows you to view
details about an individual event in the Activity Log. You can view the following

information:

+ Date and time the event occurred
* Type of event

« SQL Server instance on which the event occurred

To scroll from one event to the next, use the up and down arrows.
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To copy the event details to another application, click Copy to. This action copies the
event details to your clipboard, allowing you to paste the contents into another
application such as Microsoft Word.
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The Change Log view lists changes and events initiated through the Management
Console and the Collection Server, allowing you to monitor IDERA SQL Compliance
Manager operations and diagnose issues.

Available columns include:
Date
Provides the date that the event occurred.
Time
Provides the time that the event occurred.
Instance Name

Provides the name of the SQL Server instance, using the format
SQLServerName\InstanceName.

Event

Provides the type of event that occurred.
User

Provides the name of the user account associated with the event.
Description

Displays the first line of the event details.

Change Log Properties

The Change Log Properties window allows you to view details about an individual
event in the Change Log. You can view the following information:

« Date and time the event occurred

+ Type of event

« SQL Server instance on which the event occurred
« User who executed the event

To scroll from one event to the next, use the up and down arrows.

To copy the event details to another application, click Copy. This action copies the
event details to your clipboard, allowing you to paste the contents into another
application such as Microsoft Word.
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Generate audit reports

The IDERA SQL Compliance Manager Audit Reports view contains a simple interface
that allows you to generate audit reports. Each report is based on a template file that
is stored in the Reports folder in the SQLcompliance installation directory. When you
generate a report, you are able to determine what is displayed by selecting from the
options on each individual report. This allows you to generate reports tailored to your
needs.

For additional information about SQL Compliance Manager reporting, see Report on
Audit Data.
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Available reports include:

 Application Activity. The Application Activity report lists the amount of activity
that occurred on the SQL Server instance or designated database, on an hourly
basis, for the dates specified. Use this report to audit overall activity levels on
your SQL Server instances and databases.

+ Configuration Check. The Configuration Check report displays a list of all the
configurations that are set up for your servers and databases.

« DML Activity (Before-After). The DML Activity (Before-After) report lists DML
events for which before and after data is available. Use this report to audit
UPDATE, INSERT, and DELETE activity on critical or sensitive databases.

* Login Creation History. The Login Creation History report lists a history of login
creation activities performed on a specific SQL Server instance. Use this report to
audit user behavior and login management.
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* Login Deletion History. The Login Deletion History report lists a history of login
deletion activities performed on a specific SQL Server instance. Use this report to
audit user behavior and login management.

+ Object Activity. The Object Activity report lists activities performed on a specific
SQL Server instance. Use this report to audit object behavior and settings.

* Permission Denied Activity. The Permission Denied Activity report lists
unauthorized attempts to execute activities. Use this report to audit your SQL
Server security settings and identify misconduct.

* Regulatory Compliance Check. The Regulation Compliance Check report
displays which servers or databases continue to be in compliance with the
selected Regulation Guidelines.

+ Table/Data Access by Row Count. The Row Count reports on the frequency
data is accessed. Use this report to audit sensitive data access and identify
suspicious behavior.

+ User Activity History. The User Activity History report lists activities performed
by user account. Use this report to audit your user account settings and identify
misconduct.
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Administer SQL Compliance Manager

The Administration tab gives you easy access to manage IDERA SQL compliance
Manager options such as users, licenses, and instances, which all must be added to
SQL Compliance Manager if they are no already added.
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The Administration tab allows users to Configure the Web Console refresh rate.

Users who want control of the Web Console refresh rate can manage the
configuration using the Web Console Refresh Rate page. By default, the console
refreshes every 30 seconds. The available range is between 30 and 3600 seconds.

To change the refresh rate, go to the Administration tab, and in
the Configuration section, click Web Console Refresh Rate. Make the necessary
change, and then click Save.
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Configure Web Console Refresh Rate X

The minimum refresh rate is 30 seconds and the maximum refresh rate is 3600
seconds.

New Refresh Rate: 30 sec
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Audit SQL Server Events

Auditing your SQL Server instances and databases is the first step in ensuring your
SQL Server environment remains in continuous compliance with federal and
corporate security and privacy policies. You can also generate reports on the audit
data you collect, allowing you to demonstrate compliance on demand. For more
information, see Report on Audit Data.

Auditing checklist

Use the following checklist to help you prepare your environment to successfully audit
your SQL Server instances and databases. If you plan to audit virtual SQL Servers
running in Microsoft failover clusters, see Audit a virtual SQL Server instance for
detailed installation and configuration tasks.

1. Gather the information necessary to set up your auditing.

(v Task Description For more
information .

(v Verify privileges on your  Ensure that your Permissions
Windows login account Windows login account requirements
has sysadmin privileges
on all SQL Server
instances you want to

audit.
(V] Review the list of Review how the audit How auditing
auditable events process works and which  works

SQL events you can
audit. Note that you can
audit events at the server
or database level.
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(v Task

(V] Identify the items you
want to audit on your
SQL Server instances

(v Identify the items you
want to audit on your
databases
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Description

For more
information.

|dentify the audit settings Server-level
you want to apply to audit settings
individual instances in

your SQL Server

environment. These

settings should specify

which server events you

want to collect and

report. Remember that

the more data you

collect, the more

overhead is required.

SQL Compliance

Manager allows you to

change your auditing

settings at any time to

help you make sure you

collect exactly what an

auditor needs.

Identify the audit settings Database-level
you want to apply to audit settings
individual databases in

your SQL Server

environment. These

settings should specify

which database events

you want to collect and

report. Remember that

the more data you

collect, the more

overhead is required.

SQL Compliance

Manager allows you to

change your auditing

settings at any time to

help you make sure you

collect exactly what an

auditor needs.
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(V] Task Description For more
information .
(V] Identify excluded events  Identify any events you Event Filters

want to exclude from
your audit data.

2. Register your SQL Server instances.

(V] Task Description For more
information
(v Register your Register each SQL Server instance Register your
SQL Server that hosts the databases you want SQL Servers
instances to audit.

3. Enable auditing.

(V] Task Description For more
information ...

o Enable server-level  If you want to audit Enable auditing on a
auditing your SQL Server SQL Server
instances, enable
auditing at the server

level.
(V] Enable database- If you want to audit Enable auditing on a
level auditing your databases, database

enable auditing at the
database level.

4. Apply regulation guidelines.

(v Task Description For more
information ...

(v Apply Apply regulation guidelines to the Comply with
regulation appropriate audited databases. specific
guidelines regulations

5. Configure filters and test your settings.
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Configure
Event Filters
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Description

Configure the appropriate Event
Filters, depending on which event

For more
information

Event Filters

category you want to exclude from
your audit data.

Test your
audit settings
need.

6. Monitor your settings.

o

o

Task

Monitor event
collection and adjust
if necessary

Monitor the
Repository database
growth

Test your audit settings to ensure you
will collect the SQL Server events you

Description

Monitor how many
events are collected
on a daily basis.
Depending on the
growth rate of your
audit data, consider
creating Event Filters
to better manage
audit data in large
environments.

Monitor the growth
of the SQL
Compliance Manager
Repository
databases. If the
databases are
growing too fast,
change your auditing
settings to limit
growth and optimize
performance.

Test your
audit settings

For more
information ...

Event Filters

Reduce audit data to
optimize
performance
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Determine whether
you need alerts

Determine whether
you need to capture
before-and-after
object values

Determine who
needs access rights
to administer or
report on audit data

7. Implement reports.
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Description

Determine whether
you need to alert on
the events you are
collecting. SQL
Compliance Manager
allows you to build
rules that provide
real-time alert
notifications to help
you quickly identify
and resolve security
issues.

If you are auditing
DML activity,
determine whether
you want to capture
the value of the
database object
before and after a
specific transaction.

Determine which SQL

users should have
access rights to
administer or report
on audit data. This
security feature is
important as both
sensitive and audit
data should be
secure.

For more
information ...

Alert on Audit Data
and Status

Audited Database
Properties window -
Before-After Data tab

Secure Audit Data
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(V] Task Description For more
information
(V] Review report  Review how you can implement Report on
implementatio Reports in your SQL Server Audit Data
n environment using SQL Server

Reporting Services.

8. Archive events.

(V] Task Description For more
information
(v Archive Configure how you want Archive
collected SQL Compliance Manager to archive collected
events audit data. Note that SQL Compliance events

Manager creates an archive database
for each registered SQL Server
instance.
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How auditing works

IDERA SQL Compliance Manager audits each registered SQL Server instance and the
associated databases according to the audit settings you configure. Your audit settings
should directly correlate with the SQL events you need to track in order to meet your
compliance objectives. For example, you can register a SQL Server instance for
auditing but not audit the hosted databases. Likewise, you can audit a single database
on a registered SQL Server instance that hosts multiple databases.

Complying with regulations

If you are subject to comply with regulations such as PCI DSS or HIPAA, you can use
SQL Compliance Manager to configure your audit settings according to the specific
guidelines of the regulation. SQL Compliance Manager then collects event data based
on these guidelines and can provide a report that details the section of the regulation
and the data collected using SQL Compliance Manager. You can apply the regulation
guideline audit settings to one or more databases on a registered SQL Server instance.
For more information, see Comply with specific regulations.

Understanding traces

On each registered SQL Server instance, the SQL Compliance Manager Agent starts a
SQL Server trace to copy SQL event log entries, called audit events, to trace files. Trace
files are temporary files that store audit events until these events can be sent to the
Collection Server. Trace files are located in a trace file directory on the audited SQL
Server computer. For more information, see How the SQL Compliance Manager Agent
works.

SQL Compliance Manager collects all events in the SQL trace that are related to the
activity you want to audit. When choosing the activities you want to audit, be aware
that activities performed through the SQL Server client tools, such as Management
Studio, may log multiple events. For example, when you add a login to a role, the SQL
trace records one event for the add login action and another event for changing the
default language. In this case, SQL Compliance Manager collects each event as
separate audit data according to the SQL trace.

Using SQL Server Extended Events

IDERA SQL Compliance Manager 5.5 and later include support for event handling with
SQL Server Extended Events. This optional feature is available for use in auditing
instead of using SQL Trace. Running Extended Events offers a performance
improvement over the default SQL Trace audit event gathering system and is available
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for instances running SQL Server 2012 and later. For more information about using
the Extended Events option, see Using SQL Server Extended Events.

Using SQL Server Audit Logs

IDERA SQL Compliance Manager 5.5 and later include support for event handling with
SQL Server Audit Logs. This optional feature is available for use in auditing as an
alternative to using SQL Server Extended Events or SQL Trace. Auditing via Audit Logs
offers the ability to track your alerts for Agents running SQL Server 2017 and later. For
more information about using the Audit Logs option, see Using SQL Server Audit

Logs.

Using the Collection Server

The Collection Server stores the compressed trace files in the
CollectionServerTraceFiles folder until the files can be processed. This folder is located
under the install directory (C:\Program Files\Idera\SQLcompliance)on the
computer that hosts the Collection Server. The CollectionServerTraceFiles folder is
also called a trace file directory, and is secured using ACL settings. You can specify a
different location for the trace directory.

The Collection Server processes the raw audit events according to your settings and
then sends the results to the appropriate event database in the Repository. The
Collection Server creates an event database for each registered SQL Server instance.
You can specify which audit events you want to track. You can also configure how the
Collection Server and SQL Compliance Manager Agent manage the trace files.

Filtering and grooming data

For optimal data management, SQL Compliance Manager supports archiving and
grooming of event data. Depending on the size of your environment, the amount of
event data you audit, and your reporting cycles, you may want to archive and groom
event data on a routine basis. For more information, see Manage Audit Data.

Understanding trusted and privileged users

Trusted users are SQL Server logins and members of SQL Server roles that you trust to
read, update, or manage a particular audited database or an entire server. As these
users are trusted, the events generated by accounts are removed by the SQL
Compliance Manager Agent from the audit trail before sending the trace file to the
Collection Server for processing.

By designating trusted users, you can more efficiently audit databases used by third-
party applications, such as SAP, that are self-auditing. Self-auditing applications are
able to audit activity and transactions initiated by their service accounts. Because
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service accounts can generate a significant number of login and database change
events, omitting these expected events from your audit data trail lets you more easily
identify unexpected activity.

When you designate trusted users, consider limiting your list to a few specific logins.
This approach optimizes event processing performance and ensures you filter the
intended accounts. Keep in mind that Server-level Trusted Users apply across all
databases for that server, where the Database-level only applies to a particular
database. For more information, see the Configuration wizard - Trusted Users window
and the Registered SQL Server Properties window - Trusted User tab.

In comparison, privileged users are SQL Server logins and members of SQL Server
roles that have certain privileges or authorization that you want to audit. You can
audit individual SQL Server logins with privileged access as well as logins that belong
to specific server roles. A sudden spike in privileged user activity could indicate a
security breach. For more information about selecting privileged users for audit, see
the Configuration wizard - Privileged Users window and the Registered SQL Server
Properties window - Privileged User Auditing tab.

If you are auditing privileged user activity and the trusted user is also a privileged
user, SQL Compliance Manager will continue to audit this user because of its elevated
privileges. For example, a service account that is a member of the sysadmin fixed SQL
Server role will continue to be audited even though the account is designated as
trusted.

Understanding before and after data

Collect before and after data when it is critical to capture the exact data change in a
table column. When this feature is enabled, you can evaluate the before value and
after value for each change in the Audit Events view. Enabling this feature can impact
your Collection Server and Management Console performance.

& |tisimportant to note that the Before-After Data capture feature modifies the
application schema by creating triggers on any table for which such data
collection is enabled.
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Audit collection levels

When you add a database to audit, you can select the Default, Custom, or Regulation
audit collection level. Use the audit collection level to control which SQL Server events
you audit at the database level.

Default collection level

Allows you to collect the SQL Server events most commonly requested by auditors.
This collection level audits the following activities and SQL events:

* Security changes

« Database Definition (DDL)

« Administrative activities

* Successful operations only (operations that pass the SQL access check)

Custom collection level

Allows you to select the specific activities and SQL events you want to audit on these
databases. The Custom collection level is recommended for advanced users, or for
cases in which only one type of data is required for compliance. Before using the
Custom collection level, review the event data gathered by the Default collection level.

Regulation

Configures your audit settings to collect the event data required by specific regulatory
guidelines, such as PCI DSS or HIPAA. You can review a list of the collected events on
the Regulation Guidelines window of the SQL Compliance Manager Configuration
wizard. On the Summary window at the end of the wizard, click View the Regulation
Guideline Details to review a summary of all the regulation guidelines applied to the
selected database.

IDERA | Products | Buy | Support | Community | About Us | Resources | Legal

317


http://www.idera.com/
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com/
http://community.idera.com/
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

IDERA SQL Compliance Manager, Version 5.5.1

D =R A

IDERA | Products | Buy | Support | Community | About Us | Resources | Legal

318


http://www.idera.com/
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com/
http://community.idera.com/
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

IDERA SQL Compliance Manager, Version 5.5.1

= A

[ D

SQL Server events you can audit

IDERA SQL Compliance Manager allows you to audit specific types of SQL Server event
data, and distinguish between successful operations and failed operations. Whether
an operation succeeds or fails is dependent upon whether the login permissions are

correct.

Data types and corresponding events

SQL Compliance Manager captures the following types of event data.

Data Type Events

Logins

Administr
ation

Audited

Successful
logins
Logouts
Failed
logins
Impersona
tion

Backups
Restores
DBCC
Change
server
settings
Alter trace
Database
operation

Description

Audits login activity if an access check is performed
and the event status is recorded (success or failure) at
the server level

Audits common administrative tasks on the SQL
Server instance
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Data Type Events

Security

Database
Definition
(DDL)

DML

Select

Privileged
User

Audited

+ Add login

* Add role

+ Grant,
Revoke,
Deny

+ Change
role
password

+ Change
login
properties

+ Change
owner

+ Derived
permissio
n

+ SQL
statement
permissio
n

+ Database
access

Object
permissions

SELECT

All
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Description

Audits all SQL security model activity

Audits create, drop, and alter operations performed
on SQL Server objects, database objects, and schema
object

Audits common database operations, such as:

+ UPDATE
* INSERT
« DELETE

Audits all SELECT statements executed on database
table

Audits all privileged user activity at any level

If the privileged user is also a trusted user , SQL
Compliance Manager continues to audit this user
because of its elevated privileges. For example, a
service account that is a member of the sysadmin
fixed SQL Server role will continue to be audited even
though the account is designated as trusted.
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Data Type Events Description
Audited
User All Audits all custom events generated using
defined the sp_trace_generateevent stored procedure
Data levels

You can capture different event data at one or more of the following levels:

* SQL Server instance
« Database
« Database object, such as a table

This flexibility allows you to achieve precise and granular compliance. For example,
you can configure different audit settings for multiple databases hosted on a single

registered SQL Server instance.
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You can specify which SQL events you want to audit at the database level. IDERA
SQL Compliance Manager applies these settings to the audited database on the
registered SQL Server instance.

You can configure database audit settings when you add a new database or later as
your auditing needs change. For more information about individual SQL events, see
Microsoft SQL Server Books Online.

SQL Compliance Manager audits the following SQL events at the database level.

Event class

Audit Add DB User

Audit Add Member to
DB Role

Audit Add Role

Audit App Role Change
Password

Audit Backup/Restore

Audit DBCC

Audit Database Object
Access

SQL Server version

SQL Server 2000
only

SQL Server 2000
and later

SQL Server 2000
only

SQL Server 2000
and later

SQL Server 2000
and later

SQL Server 2000
and later

SQL Server 2005
and later

Description

Records when a database user is
added or dropped from the
audited database. In SQL Server
2005 and later, this event class is
Audit Database Principal
Management

Records when users are added to
or removed from a database role

Records when a database role is
added to or removed from the
audited database. In SQL Server
2005 and later, this event class is
Audit Database Principal
Management

Records all application password
changes

Records BACKUP and RESTORE
operations, including backups and
restores performed through
SQLsafe

Records all DBCC commands
executed on the audited database

Records when an operation, login,
or application accesses a
database object
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Event class

Audit Database Object
GDR

Audit Database Object
Management

Audit Database Object
Take Ownership

Audit Database
Operation

Audit Database
Principal Management

Audit Database Scope
GDR

Audit Object Derived
Permission

| D
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SQL Server version Description

SQL Server 2005
and later

SQL Server 2005
and later

SQL Server 2005
and later

SQL Server 2005
and later

SQL Server 2005
and later

SQL Server 2005
and later

SQL Server 2000
only

Records all GRANT, REVOKE, or
DENY actions on permissions for
executing T-SQL statements on
the audited database object

Records all DROP, ALTER, and
CREATE operations on database
objects

In SQL Server 2000, this event
class is Audit Object Derived
Permission

Records when ownership of an
audited database object changes

Records all operations executed
on an audited database

Records all DROP, ALTER, and
CREATE operations on database
principals

Records all GRANT, REVOKE, or
DENY actions on permissions for
executing T-SQL statements on
the audited database

In SQL Server 2000, this event
class is Audit Statement GDR

Records ALTER, CREATE, and
DROP commands executed on a
database object, such as CREATE
TABLE or ALTER TABLE

In SQL Server 2005 and later, this
event class is Audit Database
Object Management and Audit
Schema Object Management
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Event class SQL Server version
Audit Object GDR SQL Server 2000
only

Audit Object Permission SQL Server 2000
only

Audit Schema Object SQL Server 2005
Access and later

Description

Records all GRANT, REVOKE, or
DENY actions on user permissions
for a database object

In SQL Server 2005 and later, this
event class is Audit Schema Object
GDR

Records whether a user is
authorized to execute the
following commands on a
database object:
« SELECT ALL
« UPDATE ALL
« REFERENCE ALL
« INSERT
« DELETE
« EXECUTE (stored procedures
only)
In SQL Server 2005 and later,
this event class is Audit Schema
Object Access

Records whether a user is
authorized to execute the
following commands on a schema
object:
« SELECT ALL
« UPDATE ALL
« REFERENCE ALL
« INSERT
« DELETE
« EXECUTE (stored procedures
only)
In SQL Server 2000, this event
class is Audit Object
Permission
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Event class

Audit Schema Object
GDR

Audit Schema Object
Management

Audit Schema Object
Take Ownership

Audit Statement GDR

Audit Statement
Permission
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SQL Server version

SQL Server 2005
and later

SQL Server 2005
and later

SQL Server 2005
and later

SQL Server 2000
only

SQL Server 2000
only

Description

Records all GRANT, REVOKE, or
DENY actions on user permissions
for a schema object

In SQL Server 2000, this event
class is Audit Object GDR

Records ALTER, CREATE, and
DROP commands executed on a
server object

In SQL Server 2000, this event
class is Audit Object Derived
Permission and Audit Statement
Permission

Records when the ALTER
AUTHORIZATION statement is
used to change ownership of a
schema object

Records all GRANT, REVOKE, or
DENY actions on permissions for
executing T-SQL statements on
the audited database

In SQL Server 2005 and later, this
event class is Audit Database
Scope GDR

Records when a user is authorized
to execute a T-SQL statement on
the audited database

In SQL Server 2005 and later, this
event class is Audit Schema Object
Management
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Event class SQL Server version Description

SQL Transaction SQL Server 2000 Records the status of explicit and
and later implicit DML transactions

executed in T-SQL scripts,
including:

+ Begin

« Commit

* Rollback

+ Savepoint
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Server-level audit settings

You can specify which SQL events you want to audit at the server level. IDERA
SQL Compliance Manager applies these settings to the registered SQL Server instance.
These settings are not applied to the hosted databases.

You can configure server audit settings when you register a new SQL Server instance
or later as your auditing needs change. For more information about individual SQL
events, see Microsoft SQL Server Books Online.

& Configurations applied at Server-level automatically apply across all databases
for that server, showing items as checked and unavailable for deselection at the
Database-level.

Event class

Audit Add
Login

Audit Add
Login To
Server Role

Audit Change
Database
Owner

Audit
Database
Management

Audit Login

SQL
Server
version

SQL
Server
2000
only

SQL
Server
2000 and
later

SQL
Server
2005 and
later

SQL
Server
2005

SQL
Server
2000 and
later

Description

Records when a SQL Server login is added to or
dropped from a registered SQL Server instance

In SQL Server 2005 and later, this event class is Audit
Server Principal Management

Records when a login is added to or removed from a
server role

Records when the ALTER AUTHORIZATION statement is
used to specify a different database owner

Records all DROP, ALTER, and CREATE operations on a
database

Records all successful logins on the registered SQL
Server instance
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Event class

Audit Logouts

Audit Login
Change
Password

Audit Login
Change
Properties

Audit Login
Failed

Audit Login
GDR

Audit Object
Derived
Permission

Audit Server
Alter Trace

Audit Server
Object GDR

SQL
Server
version

SQL
Server
2000 and
later

SQL
Server
2000 and
later

SQL
Server
2000 and
later

SQL
Server
2000 and
later

SQL
Server
2000
only

SQL
Server
2000
only

SQL
Server
2005 and
later

SQL
Server
2005 and
later
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Description

Records all logouts on the registered SQL Server
instance

Records all password changes for logins on the
registered SQL Server instance

Records changes in default database and language
properties for all logins on the registered SQL Server
instance

Records all logins that failed an access check on the
registered SQL Server instance

Records all GRANT, REVOKE, or DENY actions on
Windows 2000 user account login rights

In SQL Server 2005 and later, this event class is Audit
Server Principal Management

Records CREATE and DROP commands executed on a
server object, such as CREATE DATABASE or DROP
DATABASE

In SQL Server 2005 and later, this event class is Audit
Database Management

Records when an ALTER TRACE permission check is
executed for a T-SQL statement that creates,
configures, or filters a SQL trace

Records all GRANT, REVOKE, or DENY actions on
permissions for executing T-SQL statements on the
audited schema object, such as a table or function
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Event class

Audit Server
Object
Management

Audit Server
Object Take
Ownership

Audit Server
Operation

Audit Server
Principal
Impersonatio
n

Audit Server
Principal
Management

Audit Server
Scope GDR

Audit
Statement
Permission

SQL
Server
version

SQL
Server
2005 and
later

SQL
Server
2005 and
later

SQL
Server
2005 and
later

SQL
Server
2005 and
later

SQL
Server
2005 and
later

SQL
Server
2005 and
later

SQL
Server
2000
only
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Description

Records all DROP, ALTER, and CREATE operations on
server objects

Records when ownership of an audited server object
changes

Records all security operations executed on the audited
server

Records when impersonation is used to access or act
on a server object

Records all DROP, ALTER, and CREATE operations on
server principals

Records all GRANT, REVOKE, or DENY actions on
permissions for executing T-SQL statements that
change the server scope, such as creating a login

Records when a user is authorized to execute a T-SQL
statement on the registered SQL Server instance

In SQL Server 2005 and later, this event class is Audit
Database Management
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User-defined events

You can audit, alert on, and filter user-defined events. User-defined events are SQL
events generated by the sp_trace_generateevent stored procedure. Use this stored
procedure to create custom SQL events that track data that may not be available in a
standard SQL trace. For more information, see Microsoft Books Online.
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Using SQL Server Extended Events

IDERA SQL Compliance Manager 5.4 and later allows you to take advantage of the SQL
Server Extended Events (XEvents) feature to track and archive specific events occurring
in your monitored environment. SQL Server Extended Events is an event handling
system that offers lower overhead and delivers performance gains over the default
SQL trace method. In SQL Compliance Manager 5.4 and later, only SELECT and DML
events for SQL Server 2012 and later versions are supported by this feature. All
functionality that works on top of these events, such as DML/Select filtering, Before-
After data, sensitive column auditing, and more, work with this new method of
capturing event data.

When Extended Events mode is enabled, events generate XEL files instead of trace
files (.xel rather than .trc) but the files still are located in the Agent trace directory.

There are two ways to enable Extended Event capture:

* Through stored procedures.
» Through the Registered SQL Server Properties window - Audited Activities tab in
the Windows Management Console.

& Extended Events captures extra Execute events
Due to differences in how Microsoft has implemented Extended
Events compared to other auditing methods, when auditing via
Extended Events the user will see extra Execute events as compared
to the same data captured by other auditing methods.

& Extended Events does not Support Auditing a specific table/object
Due to technical limitations, Extended Events does not support auditing
for a specific table/object. To audit a specific table/object please audit
using SQL Trace or SQL Server Audit Logs.

Prerequisites and conditions for enabling auditing using Extended Events

IDERA SQL Compliance Manager supports Extended Events based auditing for SQL
Server 2012 or above. The following prerequisites and conditions are required to
switch auditing based on Extended Events.

* During installation
* SQL Compliance Manager checks to make sure that
Microsoft.SqlServer. XEvent.Ling.dll is available. If not, installation aborts.
« While enabling Extended Events from the web console
« SQL Compliance Manager checks for the following conditions, which all
must be met to successfully enable Extended Events:
+ Agentis reachable
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« SQL Server 2012 or above
« SQL Compliance Manager Agent 5.4 or above
« Microsoft.SqlServer.XEvent.Ling.dll is available (along with
Microsoft.SqlServer.XE.Core.dll if Ling.dll is obtained from SQL Server
SMO 2014 or 2016)
Note that these conditions must be checked and confirmed manually if
Extended Events is being enabled using a SQL stored procedure.

Enable Extended Event mode using stored procedures

To enable Extended Event mode using stored procedures, go to the location where the
IDERA SQL Compliance Manager Console application is installed, and then execute the
stored procedure

[dbo].[sp_enable_ExtendedEvents]. For example:
EXEC [dbo].[sp_enable_ExtendedEvents] <SERVER_NAME>,<YES/NO>

Enable Extended Event mode using the Windows Management Console

Users wanting to take advantage of SQL Server Extended Events auditing capabilities
can do so by completing the following steps:

1. Right-click the instance you want to audit and select Properties.

2. In the Registered SQL Server Properties window, select the Audited Activities
tab.

3. Under the Capture DML and Select activities options, select the Via Extended
Events option.

4. Click OK.

For more information about enabling this feature using the Windows Management
Console, see Registered SQL Server Properties window - Audited Activities tab.
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Using SQL Server Audit Logs

IDERA SQL Compliance Manager 5.5 and later allows you to take advantage of the SQL
Server Audit Logs feature to track specific events occurring in your monitored
environment. SQL Server Audit Logs is an event handling system that helps you
reduce the size of data gathered and deliver performance gains over the default SQL
trace method. In SQL Compliance Manager 5.5 and later, only SELECT and DML events
for SQL Server 2017 and later versions are supported by this feature.

& Capturing DML and SELECT activities via Audit Logs does not include the
following features:
+ Before-After Data
+ Sensitive Column
* Row Count

To enable capturing events via Audit Logs go to:

* The Registered SQL Server Properties window - Audited Activities tab in the
Windows Management Console.

Prerequisites and conditions for enabling auditing using Audit Logs

IDERA SQL Compliance Manager supports Audit Logs based auditing for SQL Server
2017 and above. The following prerequisites and conditions are required to switch
auditing based on Audit Logs.

« While enabling Audit Logs from Web or Windows Management console.
+ SQL Compliance Manager checks for the following conditions, which all
must be met to successfully enable Audit Logs:
« The Agent is reachable.
« SQL Server 2017 or above.
» SQL Compliance Agent 5.5 or above.

Enable Audit Logs mode using the Windows Management Console

Users wanting to take advantage of SQL Server Audit Logs auditing capabilities can do
so by completing the following steps:

1. Right-click the instance you want to audit and select Properties.

2. In the Registered SQL Server Properties window, select the Audited Activities
tab.

3. Under the Capture DML and Select activities options, select the Via SQL
Server Audit Specifications option.

4. Click OK.
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For more information about enabling this feature using the Windows Management
Console, see Registered SQL Server Properties window - Audited Activities tab.
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Comply with specific regulations

IDERA SQL Compliance Manager audits and identifies events that affect SQL Server
objects and data. By selecting a specific regulation guideline set, SQL Compliance
Manager applies audit settings to your selected databases according to the
corresponding data security rules. This audited data is collected and securely stored
for forensic analysis and reporting. SQL Compliance Manager also provides tamper-
proof data security features as well as methods for watching events without exposing
account information.

You can apply a regulation guideline when you register a new SQL Server instance
or audit a database through the Console or CLI. The following tables list each section
of a regulation and the associated SQL Server events that SQL Compliance Manager
audits, as well as specific audit features.

© IDERA, Inc. customers have the sole responsibility to ensure their compliance
with the laws and standards affecting their business. IDERA, Inc. does not
represent that its products or services ensure that customer is in compliance
with any law. It is the responsibility of the customer to obtain legal, accounting,
or audit counsel as to the necessary business practices and actions to comply
with such laws.

& All Regulation Guidelines are available at both, the server level and the
database level, except for the CIS Regulation Guideline.
The CIS Regulation Guideline can be applied only at the server level.

CIS Compliance

Section Summary Associated
Audit Events
and Features

54 Ensure 'SQL Server Audit' is set to capture both Server Events:
'failed' and 'successful logins'. SQL Server Audit is Logi
) : * Logins
capable of capturing both failed and successful + Logouts

logins and writing them to one of three places: . Failed
the application event log, the security event log,

or the file system. We will use it to capture any Logins
login attempt to SQL Server, as well as any Database
attempts to change audit policy. This will also Events:
serve as a second source to record failed login . None

attempts.
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& When selecting CIS regulation, default database level settings automatically
apply. Logins and Failed Logins get captured to comply with this regulation and
continue auditing the server.
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DISA/STIG Compliance

Section

DISA 2016
Database

DISA 2016
Instance

Summary

SQL Server must be configured to generate audit

records for DoD-defined auditable events within
all DBSM/database components.

SQL Server must generate audit records when
privileged/permissions are retrieved.

SQL Server must initiate session auditing upon
startup.

SQL Server must be configured to allow
authorized users to capture, record, and log all
content related to a user session.

SQL Server must include additional, more

detailed, organization-defined information in the

audit records for audit events identified by type,
location, or subject.

The audit information produced by SQL Server
must be protected from unauthorized read
access.

The audit information produced by SQL Server
must be protected from unauthorized
modification.

The audit information produced by SQL Server
must be protected from unauthorized deletion.

SQL Server must protect its audit features from
unauthorized access.

SQL Server must protect its audit configuration
from unauthorized modification.

SQL Server must protect its audit features from
unauthorized removal.

SQL Server must utilize centralized management

of the content captured in audit records
generated by all components of SQL Server.
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Associated
Audit Events
and Features

Server Events:

* Successful
and Failed
Logins

*+ Security
Changes

* Privileged
User
Activity

+ User
Defined
Event
Tracking

Database
Events:

*+ Security
changes

« SELECT
statements

* Privileged
User
Activity

+ Sensitive
Column
Monitoring

+ Before-After
Data
Auditing
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Section Summary Associated
Audit Events
and Features

SQL6- SQL Server must provide an immediate real-time
D0-004300, alert to appropriate support staff of all audit
SQL6- failure events requiring real-time alerts.
58]_%94500' SQL Server must record time stamps in audit

records and application data that can be mapped
to Coordinate Universal Time (UTC, formerly
GMT).

D0-004700,
SQL6-
D0-004800,
SQL6-
D0-005500,
SQL6-
D0-005900,
SQL6-
D0-006000,
SQL6-
D0-006100,
SQL6-
D0-006200,
SQL6-
D0-006300,
SQL6-
D0-006400,
SQL6-
D0-010700,
SQL6-
D0-010800,
SQL6-
D0-011100,
SQL6-
D0-011200
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Section Summary Associated
Audit Events
and Features

DISA 2012 SQL Server must generate Trace or audit records  Server Events:
Database for organization-defined auditable events. Audit . None
SQL2-00-0112 records can be generated from various
00 components within the information system. Database
Events:
DISA 2014 :
*+ Security
Database . DDL
SQL4-00-0112 + DML
00 * Privileged
Users
Events
* Privileged
Users
+ Sensitive
Columns
+ Before-After
Data
auditing
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Section

DISA 2012
Instance

SQL2-00-0124
00,
SQL2-00-0097
00,
SQL2-00-0118
00,
SQL2-00-0119
00,
SQL2-00-0114
00,
SQL2-00-0120
00,
SQL2-00-0121
00,
SQL2-00-0122
00,
SQL2-00-0123
00,
SQL2-00-0147
00,
SQL2-00-0023
00

DISA 2014
Instance
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Summary
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SQL Server must include organization-defined
additional, more detailed information in the
audit records for audit events identified by type,
location or subject.

Audit record content which may be necessary to
satisfy the requirement of this control includes:
time stamps, source and destination addresses,
user/process identifiers, event descriptions,
success/fail indications, file names involved, and
access control or flow control rules revoked.

All use of privileged accounts must be audited.

SQL Server must produce audit records
containing sufficient information to establish
what type of events occurred.

SQL Server must produce audit records
containing sufficient information to establish
when (date and time) the events occurred.

SQL Server must generate audit records for the
DoD-selected list of auditable events.

SQL Server must produce audit records
containing sufficient information to establish
where the events occurred.

SQL Server must produce audit records
containing sufficient information to establish the
sources (origins) of events.

SQL Server must produce audit records
containing sufficient information to establish the
outcome (success or failure) of events.

SQL Server must produce audit records
containing sufficient information to establish the
identity of any user/subject associated with the
event.

SQL Server must support the employment of
automated mechanisms supporting the auditing
of the enforcement actions.
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Associated
Audit Events
and Features

Server Events:

* Logins

* Logouts

* Failed
Logins

*+ Security
changes

* Privileged
Users
activity

+ User
defined
events

* Privileged
Users

Database
Events:

* None
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Section

SQL4-00-0119
00,
SQL4-00-0120
00,
SQL4-00-0121
00,
SQL4-00-0122
00,
SQL4-00-0123
00,
SQL4-00-0376
00,
SQL4-00-0379
00,
SQL4-00-0375
00,
SQL4-00-0376
00,
SQL4-00-0379
00,
SQL4-00-0380
00,
SQL4-00-0112
00,
SQL4-00-0362
00,
SQL4-00-0363
00,
SQL4-00-0381
00,
SQL4-00-0340
00
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Summary

Associated
Audit Events
and Features

SQL Server must enforce access control policies
to restrict Alter server state permissions to only
authorized roles.

SQL Server must generate Trace or audit records
when unsuccessful logins or connection
attempts occur.

SQL Server must generate Trace or audit records
when logoffs or disconnections occur.

SQL Server must generate Trace or audit records
when successful logons or connections occur.

SQL Server must generate Trace or audit records
when concurrent logins/connections by the same
user from different workstations occur.

SQL Server must produce Trace or audit records
containing sufficient information to establish
when the events occurred.

SQL Server must produce Trace or audit records
of its enforcement of access restrictions
associated with changes to the configuration of
the DBMS or database.
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DISA 2014 0
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If SQL Server authentication, using passwords, is
employed, SQL Server must enforce the DoD
standards for password lifetime.

FERPA Compliance

Section

99.2

Summary

What is the purpose of these regulations?

The purpose of this part is to set out
requirements for the protection of privacy of
parents and students under section 444 of the
General Education Provisions Act, as amended.
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Associated
Audit Events
and Features

Server Events:

+ Security
changes

Database
Events:

*+ Security

Associated
Audit Events
and Features

Server Events:

* Successful
and Failed
Logins

* Security
changes

Database
Events:

* Security
changes
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Section Summary

99.31(a)(1) School officials

Institutions that allow "school officials, including
teachers, within the agency or institution" to
have access to students' education records,
without consent, must first make a
determination that the official has "legitimate
educational interests" in the information. The list
of officials must be included in the annual FERPA
notification.
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Associated
Audit Events
and Features

Server Events:

* Successful
and Failed
Logins

* Security
changes

* Privileged
Users
activity

Database
Events:

« SELECT stat
ements

* Security
changes

+ Sensitive
Columns
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Section Summary

99.31(a)(1)(ii) Controlling access to education records by
school

Institutions are now required to use "reasonable
methods" to ensure that instructors and other
school officials (including outside service
providers) obtain access to only those education
records (paper or electronic) in which they have
legitimate educational interests. Institutions are
encouraged to restrict or track access to
education records to ensure that they remain in

compliance with this requirement. The higher the

risk, the more stringent the protections should
be (e.g., SSNs should be closely guarded).
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Associated
Audit Events
and Features

Server Events:

Successful
and Failed
Logins
Security
changes
Privileged
Users
activity

Database
Events:

DDL

DML
SELECT stat
ements
Sensitive
Columns
Before-
After Data
auditing
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Section Summary

99.31(a)(2) Student's new school

An institution retains the authority to disclose
and transfer education records to a student's
new school even after the student has enrolled
and such authority continues into the future so
long as the disclosure is for purposes related to
the student's enrollment/transfer. After
admission, the American Disabilities Act (ADA)
does not prohibit institutions from obtaining
information concerning a current student with
disabilities from any school previously attended
by the student in connection with an emergency
and if necessary to protect the health or safety of
a student or other persons under FERPA. A
student's previous school may supplement,
update, or correct any records it sent during the
student's application or transfer period and may
identify any falsified or fraudulent records and/or
explain the meaning of any records disclosed
previously to the new school.
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Associated
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and Features

Server Events:
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and Failed
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* Security
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Section Summary Associated
Audit Events
and Features

99.32(a)(1) What record keeping requirements exist Server Events:
concerning requests and disclosures? . Successful
An educational agency or institution must and Failed
maintain a record of each request for access to Logins
and each disclosure of personally identifiable * Security
information from the education records of each changes
student, as well as the names of State and local * Privileged
educational authorities and Federal officials and Users
agencies listed in 8 99.31(a)(3) that may make activity
further d_isclosures of personally identi.fiable Database
information from the student's education Events:
records without consent under § 99.33(b)(2). The '
agency or institution shall maintain the record * Security
with the education records of the student as long changes
as the records are maintained. * DML
 SELECT stat
ements
+ Sensitive
Columns
« SELECT
statements
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Section Summary Associated
Audit Events
and Features

99.35(a)(1)(2), What conditions apply to disclosure of Server Events:

(b)(1) information for Federal or State program . Successful
purposes? and Failed
Authorized representatives of the officials or Logins
agencies headed by officials listed in 99.31(a)(3) * Security
may have access to education records in changes
connection with an audit or evaluation of Federal  « Privileged
or State supported education programs, or for Users
the enforcement of or compliance with Federal activity
legal requirements that relate to those programs. Database

Events:

Authority for an agency or officially listed in 8 Y _
99.31(a)(3) to conduct an audit, evaluation, or * Security
compliance or enforcement activity is not changes
conferred by the Act or this part and must be * DML
established under other Federal, State, or local - DDL
authority. + Sensitive

Col
Information that is collected under paragraph (a) . SELlérCn-PS

of this section must: statements

+ Be protected in a manner that does not
permit personal identification of individuals
by anyone other than the officials or agencies
headed by officials referred to in paragraph
(a) of this section, except that those officials
and agencies may make further disclosures of
personally identifiable information from
education records on behalf of the
educational agency or institution in
accordance with the requirements of 99.33(b).
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GDPR Compliance

S
ec
ti
(o
n

Ar
tic
le
5

Summary

Principles relating to processing of personal data

1. Personal data shall be:
a. processed lawfully, fairly and in a transparent

manner in relation to the data subject
(“lawfulness, fairness and transparency”);

. collected for specified, explicit and legitimate

purposes and not further processed in a manner
that is incompatible with those purposes; further
processing for archiving purposes in the public
interest, scientific or historical research purposes
or statistical purposes shall, in accordance with
Article 89(1), not be considered to be incompatible
with the initial purposes (" purpose limitation”);

. adequate, relevant and limited to what is

necessary in relation to the purposes for which
they are processed (" data minimisation”);

. accurate and, where necessary, kept up to date;

every reasonable step must be taken to ensure
that personal data that are inaccurate, having
regard to the purposes for which they are
processed, are erased or rectified without delay
("accuracy’);

IDERA | Products | Buy | Support | Community | About Us | Resources | Legal

Associated
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Server Events:

* Privileged
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* Privileged
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Events:

* Privileged
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* Privileged
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Associated
Audit Events
and Features

e. keptin aform which permits identification of data

subjects for no longer than is necessary for the
purposes for which the personal data are
processed; personal data may be stored for longer
periods insofar as the personal data will be
processed solely for archiving purposes in the
public interest, scientific or historical research
purposes or statistical purposes in accordance
with Article 89(1) subject to implementation of the
appropriate technical and organisational
measures required by this Regulation in order to
safeguard the rights and freedoms of the data
subject (" storage limitation”);

processed in a manner that ensures appropriate
security of the personal data, including protection
against unauthorised or unlawful processing and
against accidental loss, destruction or damage,
using appropriate technical or organisational
measures (“integrity and confidentiality ").

2. The controller shall be responsible for, and be able to
demonstrate compliance with, paragraph 1
(“accountability ").

Information to be provided where personal data are Server Events:
collected from the data subject . None
1. Where personal data relating to a data subject are
. Database
collected from the data subject, the controller shall, at the E ;
. : ) vents:
time when personal data are obtained, provide the data N
subject with all of the following information: * Sensitive
- . - Column
e. the recipients or categories of recipients of the Auditing
personal data, if any; . Before-
After Data
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Summary

Responsibility of the controller

1. '"Taking into account the nature, scope, context and
purposes of processing as well as the risks of varying
likelihood and severity for the rights and freedoms of
natural persons, the controller shall implement
appropriate technical and organisational measures to
ensure and to be able to demonstrate that processing is
performed in accordance with this Regulation. 2Those
measures shall be reviewed and updated where necessary.

2. Where proportionate in relation to processing activities,
the measures referred to in paragraph 1 shall include the
implementation of appropriate data protection policies by
the controller.

3. Adherence to approved codes of conduct as referred to in
Article 40 or approved certification mechanisms as
referred to in Article 42 may be used as an element by
which to demonstrate compliance with the obligations of
the controller.

Data protection by design and by default

2.'The controller shall implement appropriate technical and
organisational measures for ensuring that, by default, only
personal data which are necessary for each specific purpose
of the processing are processed. 2That obligation applies to
the amount of personal data collected, the extent of their
processing, the period of their storage and their accessibility.
3In particular, such measures shall ensure that by default
personal data are not made accessible without the individual
“s intervention to an indefinite number of natural persons.
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Summary

Records of processing activities

1.

'Each controller and, where applicable, the controller”s
representative, shall maintain a record of processing
activities under its responsibility. 2That record shall contain
all of the following information:

a. the name and contact details of the controller and,
where applicable, the joint controller, the
controller’s representative and the data
protection officer;

b. the purposes of the processing;

c. a description of the categories of data subjects
and of the categories of personal data;

d. the categories of recipients to whom the personal
data have been or will be disclosed including
recipients in third countries or international
organisations;

e. where applicable, transfers of personal data to a
third country or an international organisation,
including the identification of that third country or
international organisation and, in the case of
transfers referred to in the second subparagraph
of Article 49(1), the documentation of suitable
safeguards;

f. where possible, the envisaged time limits for
erasure of the different categories of data;

g. where possible, a general description of the
technical and organisational security measures
referred to in Article 32 (1).
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3  Security of processing
2(

) 1. Taking into account the state of the art, the costs of

implementation and the nature, scope, context and
purposes of processing as well as the risk of varying
likelihood and severity for the rights and freedoms of
natural persons, the controller and the processor shall
implement appropriate technical and organisational
measures to ensure a level of security appropriate to the
risk, including inter alia as appropriate:

a. the pseudonymisation and encryption of personal
data;

b. the ability to ensure the ongoing confidentiality,
integrity, availability and resilience of processing
systems and services;

c. the ability to restore the availability and access to
personal data in a timely manner in the event of a
physical or technical incident.

d. a process for regularly testing, assessing and
evaluating the effectiveness of technical and
organisational measures for ensuring the security
of the processing.

2. In assessing the appropriate level of security account shall
be taken in particular of the risks that are presented by
processing, in particular from accidental or unlawful
destruction, loss, alteration, unauthorised disclosure of, or
access to personal data transmitted, stored or otherwise
processed.

3. Adherence to an approved code of conduct as referred to
in Article 40 or an approved certification mechanism as
referred to in Article 42 may be used as an element by
which to demonstrate compliance with the requirements
set out in paragraph 1 of this Article.
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4. The controller and processor shall take steps to ensure
that any natural person acting under the authority of the
controller or the processor who has access to personal
data does not process them except on instructions from
the controller, unless he or she is required to do so by
Union or Member State law.
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Notification of a personal data breach to the supervisory
authority

1. 'In the case of a personal data breach, the controller shall
without undue delay and, where feasible, not later than 72
hours after having become aware of it, notify the personal
data breach to the supervisory authority competent in
accordance with Article 55, unless the personal data
breach is unlikely to result in a risk to the rights and
freedoms of natural persons. 2Where the notification to
the supervisory authority is not made within 72 hours, it
shall be accompanied by reasons for the delay.

2. The processor shall notify the controller without undue
delay after becoming aware of a personal data breach.

3. The notification referred to in paragraph 1 shall at least:

a. describe the nature of the personal data breach
including where possible, the categories and
approximate number of data subjects concerned
and the categories and approximate number of
personal data records concerned,;

b. communicate the name and contact details of the
data protection officer or other contact point
where more information can be obtained;

c. describe the likely consequences of the personal
data breach;

d. describe the measures taken or proposed to be
taken by the controller to address the personal
data breach, including, where appropriate,
measures to mitigate its possible adverse effects.

4. Where, and in so far as, it is not possible to provide the
information at the same time, the information may be
provided in phases without undue further delay.

5. 'The controller shall document any personal data
breaches, comprising the facts relating to the personal
data breach, its effects and the remedial action taken.
2That documentation shall enable the supervisory
authority to verify compliance with this Article.
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Ar Data protection impact assessment

féc 7. The assessment shall contain at least:

3 a. a systematic description of the envisaged processing
5( operations and the purposes of the processing, including,
7) where applicable, the legitimate interest pursued by the

controller;

b. an assessment of the necessity and proportionality of
the processing operations in relation to the purposes;

c. an assessment of the risks to the rights and freedoms
of data subjects referred to in paragraph 1; and

d. the measures envisaged to address the risks, including
safeguards, security measures and mechanisms to
ensure the protection of personal data and to
demonstrate compliance with this Regulation taking into
account the rights and legitimate interests of data
subjects and other persons concerned.
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R  Tasks of the data protection officer

€C 1. The data protection officer shall have at least the following
tasks:

al a. to inform and advise the controller or the

3 processor and the employees who carry out

processing of their obligations pursuant to this
Regulation and to other Union or Member State
data protection provisions;

b. to monitor compliance with this Regulation, with
other Union or Member State data protection
provisions and with the policies of the controller
or processor in relation to the protection of
personal data, including the assignment of
responsibilities, awareness-raising and training of
staff involved in processing operations, and the
related audits;

c. to provide advice where requested as regards the
data protection impact assessment and monitor
its performance pursuant to Article 35;

d. to cooperate with the supervisory authority;

e. to act as the contact point for the supervisory
authority on issues relating to processing,
including the prior consultation referred to in
Article 36, and to consult, where appropriate, with
regard to any other matter.

2. The data protection officer shall in the performance of his
or her tasks have due regard to the risk associated with
processing operations, taking into account the nature,
scope, context and purposes of processing,
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HIPAA Compliance

Section Summary

164.306 (a, 2) Security Standards

Protect against any reasonably anticipated
threats or hazards to the security or integrity of
such information.

164.308 (1, 1) Security Management Process

Implement policies and procedures to prevent,
detect, contain and correct security violations.
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164.308 (B) Risk Management Server Events:

Implement security measures sufficient to reduce  « Failed
risks and vulnerabilities to a reasonable and Logins
appropriate level to comply with 164.306(a). + Security
Changes
+ DDL
* Privileged
User
activity

Database
Events:

* None

164.308 (D) Information System Activity Review Server Events:

Implement procedures to regularly review + Failed
records of information system activity such as Logins
audit logs, access reports and security incident + Security
tracking reports. Changes
+ DDL
* Privileged
Users
activity

Database
Events:

+ Security

« DDL

« Administrat
ive
activities

« DML

+ Sensitive
Columns
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Section

164.308 (3, C)

164.308 (5, C)

164.312 (b)
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Termination Procedures

Implement procedures for terminating access to
electronic protected health information when the
employment of a workforce member ends or as
required by determinations made as specified in

IDERA SQL Compliance Manager, Version 5.5.1

= A

paragraph (a) (3) (ii) (B) of this section.

Implementation Specifications

Log-in monitoring (Addressable). Procedures for
monitoring log-in attempts and reporting

discrepancies.

Technical Standard

Audit controls. Implement hardware, software,
and/or procedural mechanisms that record and
examine activity in information systems that
contain or use electronic protected health

information.

Associated
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Server Events:
+ Security
Changes

Database
Events:

+ Security

Server Events:
* Failed
Logins

Database
Events:

* None

Server Events:

* Failed
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*+ Security
Changes
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ive
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* Security
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164.404 (a) (1)  Security and Privacy Server Events:

(2) General rule. A covered entity shall, following * None

the discovery of a breach of unsecured protected Database
health information, notify each individual whose  Events:
unsecured protected health information has

: _ * Securit
been, or is reasonably believed by the covered . Sensiti\)//e
entity to have been, accessed, acquired, used, or Columns

disclosed as a result of such breach.

Breaches treated as discovered. For purposes
of paragraph (a)(1) of this section, 88 164.406(a),
and 164.408(a), a breach shall be treated as
discovered by a covered entity as of the first day
on which such breach is known to the covered
entity, or, by exercising reasonable diligence
would have been known to the covered entity. A
covered entity shall be deemed to have
knowledge of a breach if such breach is known,
or by exercising reasonable diligence would have
been known, to any person, other than the
person committing the breach, who is a
workforce member or agent of the covered entity
(determined in accordance with the federal
common law of agency).
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Summary Associated
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Security and Privacy Server Events:
(c) Implementation specifications: * None
Content of notification Database
Events:
(1) Elements. The notification required by (a) of . Sensiti
this section shall include, to the extent possible: ensitive
Columns

(A) A brief description of what happened,
including the date of the breach and the date of
the discovery of the breach, if known;

(B) A description of the types of unsecured
protected health information that were involved
in the breach (such as whether full name, social
security number, date of birth, home address,
account number, diagnosis, disability code, or
other types of information.
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Notification In the Case of Breach Server Events:
(a) In General. A covered entity that accesses, * None
maintains, retains, modlfles, records, stpres, Database
destroys, or otherwise holds, uses, or discloses Events:

unsecured protected health information (as

defined in subsection (h)(1)) shall, in the case ofa  * Sensitive
breach of such information that is discovered by Columns
the covered entity, notify each individual whose

unsecured protected health information has

been, or is reasonably believed by the covered

entity to have been, accessed, acquired, or

disclosed as a result of such breach.

(f) Content of Notification. Regardless of the
method by which notice is provided to individuals
under this section, notice of a breach shall
include, to the extent possible, the following:

(1) A brief description of what happened,
including the date of the breach and the date of
the discovery of the breach, if known.

(2) A description of the types of unsecured
protected health information that were involved
in the breach (such as full name, Social Security
number, date of birth, home address, account
number, or disability code).
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NERC-CIP Compliance

Section

CIP-007-6 4.1

Summary

Log events at the BES Cyber System level (per
BES Cyber System capability) or at the Cyber
Asset level (per Cyber Asset capability) for
identification of, and after-the-fact investigations
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Associated
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and Features

of, Cyber Security Incidents that includes, as a

minimum, each of the following types of events:

detected successful login attempts, detected

failed access attempts and failed login attempts;

and detected malicious code.

Server Events:

Logins
Logouts
Failed
Logins
Security
changes
User
Defined
Events
Privileged
Users
Privileged
Users
events

Database
Events:
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PCI DSS Compliance

Section

2.1

2.2

3.4

6.2

Summary

Always change vendor-supplied defaults and
remove or disable unnecessary default accounts
before installing a system on the network.

Develop configuration standards for all system
components. Assure that these standards
address all known security vulnerabilities and are
consistent with industry-accepted system
hardening standards.

Render PAN unreadable anywhere it is stored
(including on portable digital media, backup
media, and in logs) by using any of the following
approaches:

* One-way hashes based on strong
cryptography, (hash must be of the entire PAN)

* Truncation (hashing cannot be used to replace
the truncated segment of PAN)

* Index tokens and pads (pads must be securely
stored)

+ Strong cryptography with associated key-
management processes and procedures.

Ensure that all system components and software
are protected from known vulnerabilities by
installing applicable vendor-supplied security
patches. Install critical security patches within
one month of release.
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Section Summary

8 Assigning a unique identification (ID) to each
person with access ensures that each individual
is uniquely accountable for his or her actions.
When such accountability is in place, actions
taken on critical data and systems are performed
by, and can be traced to, known and authorized
users.

8.5.4 Immediately revoke access for any terminated
users.
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Summary

Track and monitor all access to network

resources and cardholder data-logging
mechanisms and the ability to track user
activities are critical. The presence of logs in all
environments allows thorough tracking and
analysis if something does go wrong.
Determining the cause of a compromise is very
difficult without system activity logs.

10.1

Implement audit trails to link all access to system

components to each individual user.

10.2

Implement automated audit trails for all system

components to reconstruct the following events:

IDERA | Products | Buy |

10.2.1 All individual user accesses to
cardholder data

10.2.2 All actions taken by any individual with
root or administrative privileges

10.2.3 Access to all audit trails

10.2.4 Invalid logical access attempts

10.2.5 Use of identification and authentication
mechanisms

10.2.6 Initialization, stopping, or pausing of
the audit logs

10.2.7 Creation and deletions of system-level
objects
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See
subsections
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Section Summary

10.3 Record at least the following audit trail entries for
all system components for each event:

+ 10.3.1 User identification

+ 10.3.2 Type of event

* 10.3.3 Date and time

*+ 10.3.4 Success or failure indication

+ 10.3.5 Origination of event

+ 10.3.6 Identify or name of affected data,
system component, or resource

10.5 Secure audit trails so they cannot be altered.

10.7 Retain audit trail history for at least one year,
with @ minimum of three months online
availability.
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SOX Compliance

Section

404

Summary

A statement of management's responsibility for
establishing and maintaining an adequate
internal control structure and procedures for
financial reporting; and management's
assessment, as of the end of the company's most
recent fiscal year of the effectiveness of the
company's internal control structure and
procedures for financial reporting, Section 404
requires the company's auditor to attest to, and
report on management's assessment of the
effectiveness of the company's internal controls
and procedures for financial reporting in
accordance with standards established by the
Public Company Accounting Oversight Board.
(Source: Securities and Exchange Commission.)

What does this mean from an Information
Technology standpoint?

The key is the reliability of financial reporting.
Financial information resides in the database and
it is the responsibility of IT to ensure the right
personnel have access to that data at the right
time. Any changes to the permissions must be
tracked. Additionally, all access to that data
(select, insert, update, and delete operations, plus
before and after changes) must be audited down
to the actual user and stored. If the need arises to
determine where an individual has violated the
accuracy of the financial data, an audit trail of
activity will help to prove that the user:

* Accessed the data
+ Changed permissions
+ Changed the data
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Audit Events
and Features

404 Implement change data capture. Server Events:
cDC * None

Database
Events:

+ Sensitive
columns

+ Before-
After data
change
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Control data access using Row Count

& This feature is only available for SQL Server 2008 and above.
& To capture row count information, update the SQL Compliance Manager Agent
to version 5.5 or above.

IDERA SQL Compliance Manager audits and reports on the frequency that users
access sensitive data, alerting about suspicious behavior.

The row count feature allows users to:

 Audit and capture row count for all event types and SQL statements.

 Audit and capture row count for joined query statements.

 Report on row count and access sensitive data.

+ Set alerts based on thresholds for row counts, users, sensitive data, and specific
queries.

Row count information is captured as part of an audit event and gathers information
from both, traces and extended events.
& Row count information does not show when capturing DML and SELECT
activities using SQL Server audit specifications.
See row count information

The row count information is available in the General tab of any event properties, as
well as the Audit Events tab in the Explore Activity view.
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Leneral | Details I Senzitive Columns |

Ewvent
Time: |4.-"| 92018 3:42:33 &M

|

Categony: |Select | Databasze: |-
|
|

Loagin: | £a

Type: |SE|EI:t Target: |PE[SDHS

Application: |Miu:ru:usu:uftSI]L Server Management Dretails: |

Before-dfter Data Surmmary

Fows Affected: | Mot &pplicable

Colurnns Affected: | Mot &pplicable

Fow Count Surmmary
Riows affectad: |5 Row count information

SOL Statement

SELECT TOF 1000 [PerzonlD]
[LastMame]
[FirztM ame]
[oddressz]
JCitul
FROM ~  dbol[Persons]

For select statements with sensitive columns, event properties contain a Sensitive
Columns tab which shows the row count value for each audited sensitive column.
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v Event Properties |— | ':'| - |

General | Dietailz | Sensitive Columns |

Sensitive columns row count information

Cloze

When you expand the audit events, the Audit Events tab shows the row count
information in the event details.
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® If you use SQL statements with joined queries, SQL Compliance Manager
displays multiple (equivalent to the number of distinct queries joined) events,
however, row count information is available only with the primary statement
and not applicable with other statements.

Row count Alerts

IDERA SQL Compliance Manager allows you to set alerts on row count and data
access. Alerts can be set by row count alone or adding a specific time interval.

For more information, see Alert on Audit Data and Status.
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® If you use SQL statements with joined queries, only the primary statement
triggers any alert set for row count.

Row count Reports

IDERA SQL Compliance Manager allows you to generate reports on data access,
including the new row count feature. You can generate reports with the SQL
Compliance Manager console and with Reporting Services.

For more information, see Report on Audit Data.

IDERA | Products | Buy | Support | Community | About Us | Resources | Legal

381


http://www.idera.com/
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com/
http://community.idera.com/
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

IDERA SQL Compliance Manager, Version 5.5.1

| IDERESOL Compiancs Matcss =1l

hr DL Wew Sadling  Ménny Agotl s Hep

b= || {78 LI LR S BT o
Aielit Bepmria Table/Data Access by Rowcournt
Pt rutivey + B Lo bretaren: 24l L s Catanme: wil | -
A P it a
Apeticaien Aci: L | Tl Pidpsss
Sl e e Srh el T L}
i Lenbml Changm REERc i ! IPIRPPR A
ke ausl DEOT Boteasy Beowi Flehe LTI 1+ | Erd Dgle IR -
Charge Frrberg b okl = -
Chanad Birisiyp (b wi Fiee Dy Theeniodd 1 | e R Fame

TS PR P o e
¥ Ty il i Mich Aegant
Quiszme Srkers Charege Farer *

Loopn i e Flor L
s Chderinn Ry

A Spectly reppart critiens

wagibilagi Lasgelpes
JENETRE LOSITFN A0

SEhr Lagin sl S

abdn.[Fal b Ha o Sediect Tl Dnaka Ag cess
oot By Higar Iy Fvwoosumt regirt

am L =g m Heler

r Eaiver A-warts

- =
|Iiil-!m-|r|u1:m = 1, G b audit reporis

AT T
-

IDERA | Products | Buy | Support | Community | About Us | Resources | Legal

382


http://www.idera.com/
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com/
http://community.idera.com/
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

IDERA SQL Compliance Manager, Version 5.5.1

D =R A

IDERA | Products | Buy | Support | Community | About Us | Resources | Legal
383


http://www.idera.com/
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com/
http://community.idera.com/
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

| D

Event Auditing Matrix

IDERA SQL Compliance Manager, Version 5.5.1

= A

IDERA SQL Compliance Manager offers different auditing options, each option allows
you to audit specific types of SQL Server event data.

® If you choose to audit via Extended Events or Audit Logs, the unavailable

information will be gathered from the Trace Events.

Depending on your auditing selection SQL Compliance Manager allows you to capture
the following types of event data.

Event

ApplicationName

ColumnPermission
S

BeforeAfter
DatabaselD
DatabaseName
DBUserName
EventClass
EventSequence
EventSubClass
FileName
HostName
IsSystem
LinkedServerName
LoginName

NestLevel
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Trace Events
(.trc)

Available

Available

Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available

Available

Extended Events (.xel)

Available

Unavailable

Available
Available
Available
Unavailable
Available
Available
Unavailable
Available
Available
Unavailable
Available

Available

Audit Logs
(.audit)

Unavailable

Available

Unavailable
Available
Available
Available
Available
Available
Available
Available
Unavailable
Unavailable
Unavailable
Available

Available
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Event

ObjectID
ObjectName
ObjectType
OwnerName
ParentName
Permissions
ProviderName
RoleName
RowCounts
ServerName
SessionLoginName
SPID

StartTime
Success
TargetLoginName
TargetUserName

TextData

& Extended Events captures extra Execute events

| D

Trace Events

(.trc)

Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available

Available

IDERA SQL Compliance Manager, Version 5.5.1

Unavailable
Unavailable
Unavailable
Unavailable
Unavailable
Unavailable
Unavailable
Unavailable
Available
Available
Available
Available
Available
Unavailable
Unavailable
Unavailable

Available

= A

Extended Events (.xel)

Audit Logs
(.audit)

Available
Available
Available
Unavailable
Unavailable
Available
Unavailable
Unavailable
Unavailable
Available
Available
Available
Available
Available
Available
Available

Available

Due to differences in how Microsoft has implemented Extended Events

compared to other auditing methods, when auditing via Extended Events the
user will see extra Execute events as compared to the same data captured by

other auditing methods.
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& NOTE
+ The Extended Events auditing feature is only available with SQL Server
2012 and newer.
+ The Audit Logs auditing feature is only available with SQL Server 2017 and
newer.

SQL Compliance Manager Calculated Columns

Depending on your auditing selection SQL Compliance Manager allows you to capture the
following calculated columns event data type.

Event Trace Events Extended Events (.xel) Audit Logs (.audit)
(.trc)

alertLev  Available Available Available

el

appNa  Available Available Unavailable

meld

details Available Unavailable Available

endSeq Available Available Available

uence

endTim  Available Available Available

e

eventCa Available Available Available

tegory

hash Available Available Available

hostld Available Available Unavailable

loginld  Available Available Available

privilege Available Available Available

dUser

startSeq Available Available Available

uence
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Event Trace Events Extended Events (.xel) Audit Logs (.audit)
(.trc)

targetO  Available Unavailable Available

bject
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Audit snapshots

Audit snapshots pro