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Monitor, audit, and alert on SQL Server user activity and data
changes

« Track and manage SQL Server database compliance quickly and easily.

« Audit servers, databases, and sensitive data to see who did what. when, where, and how.

« Monitor and alert on suspicious activity to detect and track potential problems.

« Satisfy audits with configurations and reports for multiple regulatory guidelines requirements.
» Reduce impact on audited servers via a lightweight data collection mechanism.

+ Web-based dashboard simplifies visibility and reporting for auditors and reviewers.
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SQL Compliance Manager Release Notes

Designed in partnership with major auditing firms and leading security experts, IDERA SQL Compliance Manager
provides a powerful auditing and compliance solution for Microsoft SQL Server users. SQL Compliance Manageris a
secure, lightweight auditing and reporting solution for Microsoft SQL Server designed to meet the needs of
enterprise-scale SQL Server implementations. SQL Compliance Manager provides unparalleled auditing and
reporting services that help you meet the stringent requirements of today's internal and external security
standards.

To get a quick glimpse into the newest features, fixed issues, and known issues in this release of SQL Compliance
Manager, review the following sections of the Release Notes:

+ Learn about key new features in this release
« Review issues fixed by this release

» Review previous features and fixed issues

+ See known issues
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New features and fixed issues

IDERA SQL Compliance Manager provides the following new features and fixed issues.

0 IDERA, Inc. customers are solely responsible for ensuring compliance with the laws and standards
affecting their business. IDERA, Inc. does not represent that its products or services ensure that customer
isin compliance with any law. It is the responsibility of the customer to obtain legal, accounting, or audit
counsel as to the necessary business practices and actions to comply with such laws.

7.0 New Features

Support Enhancements

Support for auditing Azure SQL-managed instances in SQL Compliance

SQL Compliance Manager 7.0 extends the capabilities of the current SQL CM to support auditing on Azure SQL-
managed instances. This feature allows users to provide new audit capacities for Azure MI (managed instances)
where the log files are gathered in the collection service trace directory and data is saved in the CM repository that
can be accessed through the CM console.
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For more details on configuring this new feature, please visit the Auditing Azure Managed Instance with SQL
Compliance Manager page.

For more information about new features and fixed issues in version 6.4, see Previous new features and fixed issues.
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Previous features and fixed issues
IDERA SQL Compliance Manager build includes many fixed issues, including the following updates.

6.4 New features

SQL Compliance Manager version 6.4 brings significant updates, including adherence to the latest DISA STIGs
compliance. Addressing the recent implementations made to the Security Technical Implementation Guide (STIG),
which is a set of guidelines from the Department of Defense's (DoD) Defense Information Systems Agency (DISA) to
help secure software and information systems.

STIGs are based on DoD policy and security controls to help developers configure hardware and software and
implement security protocols. This crucial enhancement keeps you informed and up-to-date with the latest security
guidelines.

The following is a subset of DISA STIGs implemented for the SQL CM 6.4 release:

« SQL6-D0-011800 - enforcement of access restrictions.

+ SQL6-D0-014900 - records of privileged activities.

« SQL6-D0-015000 - unsuccessful attempts to execute privileged activities.
« SQL6-D0-015100 - starting/ending time of user access.

« SQL6-D0-014200 - successful/unsuccessful attempts to delete privileges.
« SQL6-D0-013600 - unsuccessful attempts to modify privileges.

6.4 Fixed issues
There are no fixed issues with this release.
6.3 New features

+ SQL Compliance Manager 6.3 release delivers security permissions based on the least privilege principle (as
opposed to permissions based on standard user roles such as sysadmin) to further enhance the data
security per user within the product.

6.3 Fixed issues

« Fixed an issue where DDL events were not captured for server-level privilege users configured through a
domain group.
+ Resolved the issue where the Regulatory Compliance Check report showed "No" at server-level for PCI DSS
guidelines.
« Fixed an issue where the IP Address Auditing checkbox was unchecked after importing an exported audit
setting file.
« Addressed an issue with Audit Events not appearing on SQLCM console when CM repo was hosted on a Case
Sensitive SQL instance.
+ Solved the issue of multiple alerts being logged for a single event.
« The number of Data and Event alerts is consistent with the number of audit events generated.
« The email alerts have been improved with the appropriate event description.
« Fixed anissue with random disappearance of databases from the audited database list.

6.2 New features

+ SQL Compliance Manager 6.2 improved to determine if an Alert Rule has been configured as 'Email
Notification' or 'Email Summary Notification', users no longer are required to edit the alert rule. The rule
description has been enhanced to make it convenient to distinguish between the two without the need for
alert rule modifications.

« SQL Compliance Manager 6.2 upgraded to provide a CLI command line for registering a server, grooming,
archiving, and verifying audit data integrity - version 6.2 is now augmented with CLI for enabling and
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disabling auditing servers.

SQL Compliance Manager 6.2 improved and added the number of rows at the end of the reports to ease
access to the information contained in each report.

SQL Compliance Manager 6.2 enhanced security by deploying a strong Advanced Encryption Standard (AES)
algorithm to meet the latest high standards of our large enterprise customers. The Advanced Encryption
Standard (AES) is an algorithm that uses the same key to encrypt and decrypt protected data. Instead of a
single round of encryption, data is put through several rounds of substitution, transposition, and mixing to
make it harder to compromise.

6.2 Fixed issues

DDL, DML, and DROP events are correctly shown in the "Audit Events" tab after performing the DDL action
on the "Sensitive Column' when using the "via Audit Logs" collection method.

Audit events for "insert" are accurately being recorded for Sensitive columns with "select and DML
activity" enabled.

Resolved the issue where Trace events were not being correctly captured for "delete from <table>" audit
events when sensitive columns with "select and DML activity" were configured.

Fixed an issue where the number of Logout events captured was significantly more than the number of Login
events.

Resolved the issue where a warning message was displayed in the Event Viewer after execution of the trace
file out to the collection Server for processing.

Fixed an issue where the "Delete" DML events were shown twice after executing a single "Delete' query on
the "Sensitive Columns" table when "Trace" or "Audit Logs" collection methods were used.

Resolved the issue where the events table integrity check did not detect changes done on hash columns.
The “SQL Statement” content is correctly displayed in the “Event Properties” after executing the DDL query
if the “via SQL server Audit specification” is used.

Resolved the issue where the "+'" icon was missing for the DDL column-sensitive event in the "Audit
Events" tab.

Addressed an issue where the layout was broken for reports downloaded in PDF and TIF formats.

Resolved an issue where Events were not captured as expected with Extended Events and SELECT auditing
was enabled.

Fixed the issue where the Bin file was not getting updated for the Privileged User set up through a domain
group at the server level.

Resolved an issue where "Unknown Publisher" was displayed in the "User Account Control" when
installing SQLCM.

Addressed an issue where an error message would come up when trying to import audit settings.

6.1 New features

SQL Compliance Manager 6.1 adds a new feature “Auditing the IP address of the source of an event” which
allows SQL Compliance Manager to capture and record the IP address of the source of an event along with
other relevant information. It is configurable in the Audited Activities tab.

SQL Compliance Manager 6.1 improved to detect all the manual changes made to the [Events] and
[EventSQL] tables by an Integrity Check.

SQL Compliance Manager 6.1 adds support for Windows 11 and Windows Server 2022 for installation and
features. For more information on the operating system support, visit the Software Requirements page.

6.1 Fixed issues

When running reports in both the Windows Console and Reportings Services you can now select multiple
instances in the <Server Instance> dropdown.

Report Results rows now can be configured to use more than 10K Event Records.

Added a Horizontal Line in the Reports allowing users to adjust the space that the filters or the report use at
any given time. Also added a horizontal scrollbar allowing the user to navigate through the reports.
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+ Resolved the issue where running the SQL Server Reporting Services listed all users in a long string in the
report output when all users are selected.

« Fixed an issue where an error occurred during the setup of the Collection Service account with a password
longer than 32 characters during the installation.

+ Resolved the issue where auditing via extended events and making changes to the temp-tables caused to
"Audit all user tables" when "DML\SELECT Filters" was configured.

+ Resolved an issue where the DataChanges table showed a number of eventld * s with a value of NULL.

« Fixed an issue where the error prompted "An item with the same key has already been added" prompted
while loading configuration for the SERVER and occurred when having two databases with the same id but
different names.

+ Resolved the issue where SSMS native activities were picked up when using Extended Events as the
collection method.

+ Resolved the issue where an error appeared when opening Excel export of ""Regulatory Compliance
Check" report in SSRS.

« Fixed the issue where the Audit Events View didn't keep custom columns after the console was restarted.

+ Fixed an issue where making changes to the [EventSQL] table was not picked up by the Integrity Check.

+ Resolved an issue where the Login Filter was recording the same login multiple times.

«+ Excel report export no longer rounds up event timestamps.

+ Resolved an issue where Trusted User registration was case-sensitive for an auto-registered new database
while it was case-insensitive for manually registered databases.

6.0 New features

+ SQL Compliance Manager 6.0 extends the capabilities of the current SQL CM Agent to support remote
auditing on SQL servers on EC2. Allowing users to add SQL Servers active on the share network location to
write/read data and support DBaaS SQL Server Instances. The Cloud Agent consists of the same behavior
and functionality as the current SQL Agent, but the RDS agent is a separate agent deployed into the cloud
with its own configuration auditing settings.

+ SQL Compliance Manager 6.0 adds support for Amazon RDS to audit servers, databases, Sensitive Data, and
Activities while alerting and reporting on them. Users can select Amazon RDS as their Server Type when
adding a new server in the Specify SQL Server configuration window. According to the selection, SQL CM
asks to Specify Connection Credentials for the authentication, and once registered, users can begin auditing
the database activity on that server.

+ SQL Compliance Manager 6.0 permits the creation of storage accounts to place its components within AWS.
In Amazon RDS, users can audit Microsoft SQL Server databases using the built-in SQL Server auditing
mechanism. For additional information on Support for SQL Server Audit, visit the SQL Server Audit User
Guide.

« Upon upgrading to SQL CM 6.0 or preparing a new installation, SQL Compliance Manager Event Collection
Method Capture Default Setting changes to "SQL Server Audit Specifications". All audit logs for 'DML and
Select Activities' are captured and filtered properly both for the existing CM architecture and the cloud
support platform.

6.0 Fixed issues

+ Resolved the issue where users were mistakenly prompted for an agent upgrade. Now, if the Agent is on the
latest version, the Upgrade Agent displays as a non-clickable out.

5.9 New features
There are no new features in this release.
5.9 Fixed issues

+ Exporting Audit Settings now successfully includes an export of the Server Level Trusted Users configured .

IDERA Website|Products|Buy|Support|Community|About Us|Resources|Legal 18


http://www.idera.com
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com
http://community.idera.com
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.SQLServer.Options.Audit.html

+ Resolved the issue where the SQL Server Properties window displayed the version as Unknown for
registered SQL Server 2019 instances. Now, the correct version is shown.

+ Resolved the issue where auditing stopped working when a user-configured Sensitive Column auditing
without first selecting the DML or SELECT option caused the SQLcompliance Agent to have problems
creating the sp_SQLcompliance_AuditXE stored procedure.

+ Resolved the issue where Events were not captured for sensitive columns when SELECT and DML are not
enabled at database-level audited activities on fresh and upgraded setups.

« The DML Activity (Before-After) report shows accurate results regardless of the collection method being set
to Extended Events or SQL Tracing.

+ The DML\SELECT filters are now working correctly when auditing SQL Server 2019 and no longer prevent
DML and SELECT activities from being audited accordingly.

+ Thefollowing error is no longer observed when attempting to run DML changes on a table configured for
Before-After auditing in the software. "The DELETE permission was denied on the object
'SQLcompliance_Changed_Data_Table'."

+ The retention period of the Activity Log is now configurable. It is set to a default of 60 days which can be
modified in the SQLcomplianceCollectionService.exe.config file in the MAX_ACTIVITY_LOGS_AGE flag.

+ Console loading times are faster now at both console startup and when navigating to the Audit Events view
of the audited server or database.

« Event details on INSERT and DELETE events, audited not as INSERT INTO or DELETE FROM executions, are no
longer missing the Target Object Name information, showing the name of the database object affected by
the audited DML change.

+ Reports deployed to SQL Server Reporting Services now show corresponding logins in the Login dropdown
filter when these are set to run against an archived database.

+ Reports no longer show a syntax error when executed either from the console application or SQL Server
Reporting Services.

+ The permissions check for the SQL Server service account permissions on the Agent Trace Files folder no
longer fails when the SQL Server is running under the NETWORK SERVICE service account.

+ Data types have been updated in the tables saving Before-After data to prevent the tables from filling up
with event data too soon. This would have prevented new events from processing otherwise, as a result.

+ The console application logging is no longer showing a collation conflict error, as shown below: "Cannot
resolve the collation conflict between "SQL_Latinl_General_CP1_CI_AS" and "Latinl_General_CI_AS"
in the equal to operation."

5.8.1 New features
There are no new features in this release.
5.8.1 Fixed issues

+ Resolved the issue where the audit configuration was not updated when new users were added to
a Windows Domain group which were previously configured as Trusted Users.

+ Resolved the issue where public roles were granted unnecessary permissions, such as ALTER, EXECUTE,
CONTROL, TAKE OWNERSHIP, and VIEW DEFINITION, on the audit stored procedures
sp_SQLcompliance_Audit and sp_SQLCompliance_StartUp .

+ Resolved the issue where the Collection Server installer raised an error message requesting the removal of
the newly restored SQLcompliance and SQLcomplianceProcessing databases. Currently, the migration of
the Collection Server preserves the repository databases and displays the events on the console as
expected.

+ Resolved the issue where users were unable to register instances that are unreachable or from an untrusted
domain. Currently, users can register unreachable instances or instances from untrusted domains. Please
note that while unreachable instances can be registered for auditing, it is required for the Agent service to be
deployed manually on these server instances.

5.8.0 New features
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+ The default settings for capturing DML and Select activities were changed to Extended Events on SQL
Compliance Manager 5.8. This change provides a significant performance improvement for the collection
service efficiency in event collection, as well as on the performance impact on monitored instances.

+ SQL Compliance Manager 5.8 introduces a new highly optimized index format where the application
upgrades indexes in the background from a none compression state to a page-level compression type. This
operation is done as an Online operation for supported SQL Server editions. Currently, the SQL Compliance
Manager repository does not utilize the optimized indexes format. Rebuilding the indexes into the new
optimized format provides a significant performance enhancement to the Management Console when
viewing audited events and provides a considerable database repository size reduction resulting in less
space usage on disk. For more information see Indexes rebuild operation.

+ SQL Compliance Manager 5.8 modified the Collection Server and Agent to allow a mode where trace files are
transferred by the Agent to the Collection Server without compression. Transferring files from the Agent to
the Collection Server without compression provides a significant performance enhancement both on the
server side in event collection efficiency, and it reduces the performance impact on the monitored instances.
In the Agent Properties window, users with Agents in version 5.8 have the option to decide whether to
compress or not compress the file transfer from the Agent directory to the Collection directory. For more
information, see Agent Properties - Trace Options tab.

5.8.0 Fixed issues

There are no new features in this release.
5.7.1 New features

There are no new features in this release.

5.7.1 Fixed issues

General issues

+ Resolved the issue where the SQL Compliance Manager did not recognize a GMSA account as a Trusted user
when adding the account as part of a group.

+ Resolved the issue which caused the cluster setup installation to perform a fresh installation instead of
asking users to upgrade the agent service.

+ Resolved the issue where SQL Compliance Manager could not establish a connection with the AG databases
on the Secondary nodes where no read access is allowed. SQL Compliance Manager successfully populates
the list of AG databases to be configured for auditing on the Secondary nodes.

+ Resolved the issue where configuring Sensitive Column auditing caused the SQLcompliance Agent to have
problems creating the sp_SQLcompliance_Audit stored procedure.

+ Resolved the issue with the Daily Audit Activity Statistics Report which displayed an error message due to a
missing component. The Daily Audit Activity Statistics Report runs successfully.

5.7.0 New features

General

Supports SQL Server 2019

IDERA SQL Compliance Manager 5.7 now supports the installation of the Database Repository for the Collection

Server, deployment of the SQL Compliance Manager Agent, and auditing events for SQL Server 2019. For more
information, see Software requirements.
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Supports Windows Server 2019

The user can install IDERA SQL Compliance Manager 5.7 and deploy the SQL Compliance Manager Agent in Windows
Server 2019. For more information, see Software requirements.

Reports

New Reports

SQL Compliance Manager version 5.7 includes the Server Activity Report, which allows users to view the SQL Server
activity at the enterprise and at the individual instance levels. With this report, users can quickly check activity in
each event category audited and view statistics of the SQL Server activity. For more information, see Server Activity
Report Card.

SQL Compliance Manager version 5.7 includes the Privileged/Trusted Users Report for users to list the trusted and
privileged user roles set per a specific Server or Database. Users can run this report on Privileged and Trusted users
to know what these were set to during a snapshot in time. For more information, see Privileged and Trusted Users
Report.

SQL Compliance Manager version 5.7 includes the Sensitive Column/BAD Users Report which lists Sensitive
Columns and Before-After data audit settings applied to the servers and databases in your environment. Users can
run this report on Sensitive Columns and BAD auditing to know what these were set to during a snapshot in time.
For more information, see Sensitive Columns and BAD Report.

Limit Report Access to specific users

SQL Compliance Manager version 5.7 introduces the ability to restrict user access to certain SQL CM reports. As an
administrator, you can grant users permission to specific reports. This way, you can tightly control permissions
settings for report access for every user in your environment. For more information, see Login properties - Report
Access.

Report Filter improvements

SQL Compliance Manager version 5.7 brings updates and improvements to reports by making reports more
consistent and adding new filter options, such as the ability to filter reports based on a specific schema, event type,
login, or multiple logins at a time. Users can also use the time range filters to report on the exact high activity time-
frames or to filter out low activity time-frames.

5.7.0 Fixed issues

General issues

+ The Object Activity Report no longer renders all data on a single page, and when run, the report displays the
collected data correctly.

5.6.1 New features

General

Sensitive Column Search

SQL Compliance Manager version 5.6.1 introduces the Sensitive Column Search functionality, allowing you to

search all of the tables and columns on a targeted database to discover the sensitive data location that needs to be
audited. For more information, see Sensitive Column Search window.
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5.6.1 Fixed issues

Installation and Configuration issues

+ Resolved the issue where the Stored Procedure did not get disabled for the secondary node, which caused
an accumulation of trace files on the secondary node.

+ Resolved the issue which caused DML/SELECT filter settings to import incorrectly.

+ Resolved the issue where an error message appeared in the SQL Server Logs about an invalid call to stored
procedure master.dbo.sp_SQLcompliance_AuditXE .

5.6.0 New features
General

Capture Logout Events

Currently, SQL Compliance Manager captures Logins and Failed Logins; with SQL CM version 5.6, users have the
ability to capture Logouts as a separate tracking option for their registered servers and for their configured Server
Level Privileged Users.

Default Audit Configuration Settings

SQL Compliance Manager provides users with the capability to set up a single Server default setting and a single
Database default setting. Allowing users to set up newly added Servers and Databases with their exact desired
settings. Users also have the ability to apply those default settings to already registered Servers and Databases. By
default, SQL CM provides users with the Idera Default Settings, which are a set of basic settings to help users start
auditing from the moment a Server is registered. For more information about this feature, see Default Audit Settings

Add Databases Automatically

SQL Compliance Manager version 5.6 provides users with the ability to enable their Server Instances to
automatically add any new database that is created on an audited server. For more information about this feature,
see Registered SQL Server Properties - Advanced tab.

Configurations Clarifications

Compliance Manager version 5.6 improved the configurations setting to help users have a clear understanding of
what is being audited at the Server level and what is being audited at the Database level. Implementing a new logic
that shows items checked and unavailable for deselection at the Database level since those items are already
selected at the Server level.

0 Please note that it is possible that with the setting inheritance, you may collect more data, to avoid doing
so, please review your settings to ensure that all items all collected as you expect.

Server-Level Trusted Users

SQL Compliance Manager version 5.6 allows users to configure Trusted Users at the Server level. Trusted Users
designated at the Server level will apply across all databases in the selected server, giving users a greater control
over who is monitored at what level. For more information, see Trusted Users at Server level.
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Sensitive Columns Auditing

SQL Compliance Manager version 5.6 updated the Sensitive Column functionality in order to alert users if Pll data is
selected or altered. To know if such data has been accessed, users can choose to collect information for Select Only,
Selects, and DML or for All Activity.

Web Console Updates

SQL Compliance Manager version 5.6 removed all the configuration settings from the Web Console to help users
have a greater control over who can change audit data while still allowing granted users to view the information
being audited. Centralizing the setting configurations to the Desktop Console only, makes the Web Console a place
where Auditors and Executives can easily use Reports and Alerts to see the information that they need to see.

Log File

SQL Compliance Manager version 5.6 includes a new Log file that keeps track of the product’s versions and
upgrades. The new Log file, found in the SQL CM installation folder, help users track the timelines for upgrade
versions.

Non-sysadmin

SQL Compliance Manager version 5.6 provides users with the ability to register a non-sysadmin role with permission
to run the Compliance Manager Agent and permission to access the trace files.

Increase the number of threads processed

SQL Compliance Manager version 5.6 added the option to adjust the number of threads that can be used to process
trace files at a time.

Regulatory Guidelines

GDPR Regulation

SQL Compliance Manager version 5.6 added the General Data Protection Regulation (GDPR) guideline to the
selectable list of regulatory guidelines, providing users with the option to select GDPR guideline and comply with
their auditing needs. For more information about this feature, see Comply with Specific Regulations.

Reports

Configuration Check Report

SQL Compliance Manager version 5.6 implemented the Configuration Check Report, which allows users to compare
the settings configured on the registered servers and databases with the previously defined default settings. This
report allows users to quickly identify where settings may vary from what is defined as the default settings as well
as to identify the differences in the configurations across your registered servers and databases. For more
information about this feature, see Available Reports.
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Regulation Compliance Check Report

SQL Compliance Manager version 5.6 implemented the Regulation Compliance Check Report, which allows users to
review the configurations set for all registered servers and databases and determine if settings comply with the
selected Regulatory Guideline. This report compares the server and database configured settings to the predefined
settings for any IDERA supported Regulation Guideline. For more information about this feature, see Available
Reports.

5.6.0 Fixed issues

Installation and Configuration issues

« SQL Compliance Manager version 5.6 resolved the issue where the Compliance Manager Windows Console
rebooted after installing or upgrading the SQL Server 2012 Native client version.

+ Resolved an issue where SQL Compliance Manager recorded Create/Drop index events as “Alter User Table”
events.

+ SQL Compliance Manager version 5.6 implemented updates in the Sensitive Column functionality which
resolved the issue where Sensitive Column events were not displayed if accessed from a view.

+ Resolved an issue where SQL Compliance Manager was not capturing BAD auditing information when two
objects with the same name exist in the same schema.

+ SQL Compliance Manager version 5.6 resolved the issue where SQL Statements for DDL activities was not
getting captured.

+ SQL Compliance Manager version 5.6 resolved the issue which did not allow users to remove a database
from the Administration pane.

« Resolved an issue where users were able to register active audited databases to archived SQL Servers.

+ Resolved an issue where the Capture SQL statements for DDL activities and Security Changes option
could not be selected unless the Database Definition (DDL) option was saved first.

+ Resolved the issue where no events got captured for traces performed by non-privileged users.

+ Resolved the issue where using encrypted credentials to deploy SQL Compliance Manager performing a
silent installation returned an authentication error message.

+ Resolved the issue where SQL Compliance Manager was not able to process alerts when a Group of users is
set as a Privileged User.

5.5.1 New features
There are no new features in this release

5.5.1 Fixed issues

Administration issues

+ IDERA SQL Compliance Manager 5.5.1 process version 4.5 traces files. After upgrading the Collection Server
to version 5.5.1, the agent must be upgraded to the same version. Once both the Agent and the Collection
Server upgrades are complete, SQL Compliance Manager will process trace files. For more information,
see Upgrade to this build.

+ Resolved anissue in which the SQL Compliance Manager Collection Server was not processing trace files, or
was processing them slowly, causing backlog files to get accumulated in the Collection Trace Directory in
large transactional databases.

+ IDERA SQL Compliance Manager 5.5.1 installation no longer fails if TLS 1.0 is disabled and if SQL Server 2012
Native Client is not available.

+ IDERA SQL Compliance Manager 5.5.1 no longer shows the "Violation of PRIMARY KEY constraint" error nor
terminates the statement when performing an archive of a highly transactional database.
« Integrity check runs for archived databases performed through stored procedures.
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+ IDERA SQL Compliance Manager 5.5.1 installation no longer fails due to an error setting up permissions if the

username used special characters (e.g. ",", space characters, etc.).

+ IDERA SQL Compliance Manager 5.5.1 supports user names longer than 20 characters as well as special
characters for the user's password, such as £.

5.5.0 New features

Includes updated and new regulation guidelines

IDERA SQL Compliance Manager 5.5 includes updates on PCI DSS and HIPAA regulation guidelines templates. It also
includes new sets of regulation guidelines, allowing users to perform data audits according the corresponding
security rules.

The new regulation guidelines are the following:

+ Defense Information Security Agency (DISA STIG)

+ North American Electric Reliability Corporation (NERC)
+ Center for Internet Security (CIS)

« Sarbanes-Oxley Act (SOX)

« Family Educational Rights and Privacy Act (FERPA)

For more information about this feature, see Comply with specific Regulations.

Auditing available via SQL Server Audit Logs

IDERA SQL Compliance Manager 5.5 includes the ability to track your alerts via SQL Server Audit Logs for Agents
running on SQL Server 2017 or above. Users can now decide if they want to track events via Trace Files, Extended
Events (SQL Server 2015 and above) or Audit Logs (SQL Server 2017 and above). This new feature is supported in
both the Web console and the Windows Management Console.

For more information about this feature, see Using SQL Server Audit Logs.

Includes a Row Count feature
IDERA SQL Compliance Manager 5.5 includes the row count feature which captures and reports on the frequency
that users access Event types and SQL Statements, alerting database administrators about suspicious behavior.

0 As part of the row count functionality in SQL Compliance Manager 5.5 and above, we are now capturing
Statement Completed instead of Statement Start. In some cases, if a SQL statement is run but not
executed (e.g. SET SHOWPLAN_XML), SQL Compliance Manager may pick up those events.

For more information about this feature, see Control data access - Row count.

Enable SQL Extended Events Auditing from the Windows Management Console

SQL Extended Events auditing can now be enabled from both the Web Console and the Windows Management
Console.

For more information about this feature, see Using SQL Server Extended Events.

Supports SQL Server 2017

IDERA SQL Compliance Manager 5.5 now supports the installation of the Database Repository for Collection Server,
deployment of the SQL Compliance Manager Agent, and auditing events for SQL Server 2017.
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For more information, see Software requirements.

Supports Windows Server 2016

The user can install IDERA SQL Compliance Manager 5.5 and deploy the SQL Compliance Manager Agent in Windows
Server 2016.

For more information, see Software requirements.

Allows users to create Sensitive Column data sets

IDERA SQL Compliance Manager 5.5 allows users to create Sensitive Column data sets that can be monitored as a
group of sensitive information. Users can also add Sensitive Column data sets to any regulation guideline applied in
servers or databases.

For more information, see Sensitive Column window.

BAD Alerts

IDERA SQL Compliance Manager 5.5 allows users to add Host Name, Login, and Before-After data values to the alert
message templates.

Agent Deployment method

IDERA SQL Compliance Manager 5.5 allows users to see the agent deployment method in the Registered SQL
Servers window of the Administration view.

Allows users to install or upgrade on a non-default drive
IDERA SQL Compliance Manager 5.5 allows users to install and/or upgrade in a non-default drive path.

5.5.0 Fixed issues

Administration issues

+ Audit thresholds appear enabled in the ReportCard even after removing and/or archiving an instance.

+ SQL Compliance Manager 5.5 no longer fails to reach the Collection service on the active node after a
successful failover in a clustered environment.

+ Resolved the issue preventing SQL Scripts files with Supplementary Characters to work on the Collation SQL
Server.

+ Resolved the issue causing unexpected behavior during the manual upgrade of the SQL Compliance
Manager Agent on a remote machine.

+ Resolved an issue causing overwritten permissions on the Agent Trace folder after deploying the SQL
Compliance Manager Agent.

Auditing issues

« SQL Compliance Manager Agent no longer recreates stored procedures every second.

+ Resolved an issue in which SQL Compliance Manager was not showing Before-After data when enabling
capture DML events using Extended Events.

+ Resolved an issue causing DDL Events to display twice for the same event.

+ Resolved anissue in which SQL Compliance Manager was not saving changes made in privileged users when
applying regulation guidelines.
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+ Resolved the issue preventing the user to capture SQL Statements for DDL and Security changes.
+ Resolved the issue preventing the capture of Before-After Data when using Extended Events auditing to
capture DML events.

Reporting issues

« Email notifications for Event Alerts now display the date and time in the Collection Server time zone.
« SQL Compliance Manager alerts users about the limit of SQL Statements when exporting reports.
« Resolved an issue preventing users to view and report on audit data or see events.

5.4.2 New features

0 IDERA SQL Compliance Manager 5.4 and later depend on certain Microsoft components that did not ship
with SQL Server versions prior to SQL Server 2012 SP1. If you are installing SQL Compliance Manager's
Collection Service on a Repository running on SQL Server 2012 or below, you must install these
components manually. For more information about this process, see Important installation steps for
SQLCM 5.4.x and above.

Supports TLS 1.2 with SQL CM 5.4.2

IDERA SQL Compliance Manager 5.4.2 includes support for Transport Layer Security (TLS) version 1.2. The TLS
protocol provides encryption, authentication, and data privacy and integrity when transferring information over a
network, including VPN, VOIP, and instant messaging.

5.4.2 Fixed issues

Administration issues

+ Resolved an issue causing both Primary and Secondary nodes to list the AlwaysOn database as Secondary.
+ Resolved an issue preventing email from working for certain servers and types of events.

Auditing issues

+ Resolved an issue preventing audit of the Availabiity Group listener if a non-default port is used.
« Database-level Privileged User Auditing settings are no longer overwritten by instance-level Privileged User
Auditing settings.
+ Resolved the following integrity check issues:
« users received an integrity check issue message although the scheduled integrity checks all passed
« SQL Server startup events caused an integrity check failure
« Integrity checks didn't match the Audit events in the SQLCM Repository
+ Resolved an issue causing the database name to return blank for Login Events in some places.
« SELECT statements no longer appear as UPDATE statements.
+ Resolved an error that occurred when the eventld reached the max limit of Integer. The error was, "Cannot
insert duplicate key row in object 'dbo.Events' with unique index 'IX_Events_eventld'.
« No longer generates the Column Value Changed Data alert twice for Before-After auditing events.
+ Resolved an issue causing an error when updating a table that contains an image and the table name
contains a hyphen.
+ The default Events view now displays data for a single day rather than 30 days.
+ Resolved an issue preventing the proper function of the Exporting/Importing Database DML Filter audit
settings.
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Archiving issues

+ During archiving, users no longer receive a "Violation of PRIMARY KEY" error during archiving.

Reporting issues
+ Resolved an issue that prevented users from running the DML Activity (Before-After) report.

5.4.0 New features

0 IDERA SQL Compliance Manager 5.4 depends on certain Microsoft components that did not ship with SQL
Server versions prior to SQL Server 2012 SP1. If you are installing SQL Compliance Manager's Collection
Service on a Repository running on SQL Server 2012 or below, you must install these components
manually. For more information about this process, see Important installation steps for SQLCM 5.4.x and
above.

Improves archiving through the availability of SQL Server Extended Events

IDERA SQL Compliance Manager 5.4 includes support for event handling with SQL Server Extended Events. This
optional feature is available for use in auditing instead of using SQL Trace. Running Extended Events offers a
performance improvement over the default SQL Trace audit event gathering system and is available for instances
running SQL Server 2012 and later. For more information about using the Extended Events option, see Using SQL
Server Extended Events.

Includes new Sensitive Column Search

Included in this release is integration with a free tool from IDERA called SQL Column Search. Available from the
IDERA SQL Compliance Manager Instance Details view, this feature allows you to search tables and columns on a
targeted database to discover the location of sensitive data needing to be audited. For more information about
using the Sensitive Column Search, see Sensitive Column Search window.

Offers SQL Compliance Manager Windows Console functionality in the Web Console

The following features, previously available only through the IDERA SQL Compliance Manager Windows Console
now are available in the Web Console as well:

+ Importing sensitive columns
« Importing audit settings including instance and database templates
« Exporting audit settings including instance and database templates

Includes updated regulatory guideline templates

IDERA SQL Compliance Manager includes a number of regulatory guideline templates for customer use. IDERA SQL
Compliance Manager 5.4 includes updates for these templates. For more information about this feature,
see Comply with specific regulations.

5.4.0 Fixed issues
Installation and upgrade issues

+ Enabled Capture Transaction Status for DML Activity no longer replaces SQL statement values with
variables.
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+ This release resolves an issue that prevented auditing when two tables has the same name but different
schema

+ An error no longer occurs while updating the audit configuration file due to duplicate database IDs.

« Improves Collection Server performance while processing trace files.

« Corrects an issue preventing the Collection Trace directory from being created when the user chooses a non-
default installation path.

+ IDERA SQL Compliance Manager 5.3 now supports SQL Compliance Manager Agent silent installation.

+ Resolves an issue causing heartbeat alerts for instances after they are archived.

+ Resolves an error that appeared when a user added privileged users while applying a custom Audit
Collection Level.

« Fixed an error causing the collection of non-audited database data when Capture SQL statements for DML
and SELECT activity is enabled.

« Before-After data now works during an update when auditing selected columns.

+ Non-AlwaysOn Availability Group databases can no longer be added to an AG server for auditing.

+ Resolves an issue causing an invalid object name error with 'sys.dm_os_window_info' for SQL Server 2005
agents.

5.3.1 New features
Supports SQL Server 2016

IDERA SQL Compliance Manager 5.3.1 and later support audited and collection servers using Microsoft SQL
Server 2016. For more information about supported platforms, see Software requirements.

5.3.1 Fixed issues
There are no fixed issues in this release.

5.3.0 New features

Expanded the SQL Compliance Manager Web console to provide a richer set of capabilities online

IDERA SQL Compliance Manager 5.3 continues to build on the work developed by prior versions to bring a richer set
of capabilities to the web console. New web capabilities include:

« an ability to set up notifications for auditing thresholds; allowing a user to set up a threshold and select the
delivery method such as email, Windows event log, or SNMP traps.

« additional views such as the Enhanced Audited Database, Enhanced Alert, and New Logs views.

« the ability to export views to PDF, CSV, and XML formats.

« additional new widgets that show different activities and audited SQL Server instances.

Integration with IDERA Dashboard 2.2

IDERA Dashboard integration began with SQL Compliance Manager 5.0, which centralizes the common
administration, tasks, and views across all IDERA SQL products. This release of SQL Compliance Manager expands
this integration by supporting IDERA Dashboard 2.2, which includes the following widgets specific to SQL
Compliance Manager:

« SQL Compliance Manager Audited Instances Widget. Displays a list of audited SQL Server instances.
+ SQL Compliance Manager Enterprise Activity Report Card. Displays your SQL Compliance Manager
enterprise activity in a line graph.

For more information about using SQL Compliance Manager widgets within the IDERA Dashboard, see Overview
tab.
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Limited Support for SQL Server 2016

IDERA supports installation of SQL Compliance Manager 5.3 on Microsoft SQL Server 2016 with limited technical
support. Full technical support is available a short period after SQL Server 2016 is generally available.

5.3.0 Fixed issues

General

« Resolved an issue that did not properly update group permissions after modification and honored group
settings over the individual user account in some situations.
« Improved Permissions Check functionality to prevent false or inconsistent results.

Installation

+ Renamed the SQL Compliance Processing database from SQLCompliance.Processing to SQLComp

lianceProcessing.

+ Corrected an issue preventing the ... button from properly working in the Add SQL Compliance Manager
Agent Service window on Windows 2012/2012 R2 installations.

Licensing

+ Resolved an issue causing users with AlwaysOn Availability Groups to receive a message that the maximum
number of servers is reached while they actually had less than that limit.

Services

« Improved the Collection Service performance to be able to process a substantially large number of trace
files.

Auditing

+ SQL Compliance Manager now can log events that are accessed through a view.

+ Sensitive column traces no longer include events from databases not configured for sensitive column
auditing.

+ Resolved anissue that prevented SQL Compliance Manager from discovering and auditing new users added
to the list of Trusted Users / Privileged Users within a domain group without manually updating the audit
settings.

+ Exported audit settings now include database level privileged users.

5.0.0 New features

Fully supports the SQL Server AlwaysOn Availability Groups feature

SQL Compliance Manager 5.0 now allows DBAs to monitor their availability groups, availability replicas, and
availability databases through AlwaysOn Availability in SQL Server 2012 and newer. AlwaysOn automatically
switches auditing from the primary to the secondary replica in the event of failure as well as failback to primary
when it comes back online. This advantage prevents a loss of audit data trail in the event of failure.

Support for this feature also comes with:

« An Availability Group Statistics report that allows you view the historical health of your availability groups,
availability replicas, and availability databases.
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+ An Availability Group Topology report that allows you to view the current topology of your availability
groups configuration.

+ Monitoring of key metrics specific to the AlwaysOn Availability Groups feature.

» Queue Size and Transfer Rates charts.

For additional information on SQL Compliance Manager and the AlwaysOn Availability Groups feature, see Enable
automatic failover using AlwaysOn Availability Groups.

Offers a technology preview of a new web-based SQL Compliance Manager Dashboard

Along with the integration of the IDERA Dashboard, SQL Compliance Manager 5.0 includes a preview of a newly-
designed web console that offers quick views of key audit trail activities on your SQL Servers from any web browser.
Identify key compliance issues quickly and provide an easy access point to non-DBAs without giving them access to
the entire Management Console.

Added integration with the IDERA Dashboard

SQL Compliance Manager 5.0 now integrates with the IDERA Dashboard, a common technology framework
designed to support the IDERA product suite. Users are able to obtain an overview of the status of their SQL Servers
and hosted databases all in a consolidated view and navigate to individual product dashboards for details. The
IDERA Dashboard provides a central set of services for managing users, product registry, instance registry,
aggregated alerts across IDERA applications, a central web server, and tags for grouping instances. For more
information about the IDERA Dashboard, see Navigate the IDERA Dashboard Web Console.

Moved to the Windows .NET 4.0 framework

SQL Compliance Manager 5.0 supports Microsoft Windows operating systems using .NET 4.0. Note that .NET 4.0 or
later must be installed on the audited server. For more information about requirements, see Software
requirements.

5.0.0 Fixed issues

« Active Trace is now properly cleared when necessary.

+ Achange to the SQL Compliance Manager login filter settings from minutes to seconds fixes an issue that
allowed new user events such as failed login attempts to be missed in reports.

+ You can now view Reports in .CSV format.

+ SQL Compliance Manager 5.0 includes an update that clarifies alert email triggers when users to have two
alert rules for Sensitive Columns.

+ SQL Compliance Manager no longer displays conflicting data by including a fix that forces the collection of
object names while processing trace file records.

+ Regular user accounts are no longer able to capture SQL text used in admin activities without enabling
additional options.

« When you have multiple columns selected for a particular table in Before-After Data (BAD), SQL Compliance
Manager no longer labels events that update other columns as BAD events.

+ SQL Compliance Manager now includes descriptions for ALTER ANY SCHEMA and ALTER ANY USER in the
tracejob.csfile.

+ The permissions check process is updated in SQL Compliance Manager 5.0 to avoid any issues when
performing a check.

« Eventtypes 158 and 258 now include expanded details that display when these types of events occur.

+ SQL Compliance Manager Integrity Check now properly tracks and reports on deleted rows.
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Known issues

IDERA strives to ensure our products provide quality solutions for your SQL Server needs. The following known
IDERA SQL Compliance Manager issues are described in this section. If you need further assistance with any issue,
please contact Support.

Known issues in version 7.0

+ Duplicated events are captured when performing operations like INSERT, UPDATE, and administrative
action queries on Azure Ml auditing.

+ Inthe CM console, DML Events are captured but not with the ('+') extension symbol sign where Sensitive
columns are configured at database level during Azure Ml auditing.

+ DDL eventis not captured at the Server level when Azure Ml auditing.

Known issues in version 6.4

+ The event filter configured to filter on the '"Admin' category and include specific audit events is currently not
functioning as intended.
« Trace file processing at the collection server side deteriorates and struggles to keep up.

Known issues in version 6.3

+ Inthe CM Console, Data is not captured under the 'Target_Object' column for CREATE and DROP table
commands, when 'SQL_Audit_Specification' event is used.

« Unknown publisher is displayed in UAC window during uninstallation.

+ The "SQLCompliance Agent" program name is not displayed in the "UAC" message after starting the
uninstallation from "Programs and Features".

« The old dashboard version does not update to the latest version 4.8.2 after upgrading the CM build.

Known issues in version 6.2

+ Agent Trace files are not being compressed when selected in Agent properties.

« Audit reports page is not displaying the Ul options on the SQL CM web console when using Safari browser.

« Before After Data (BAD) with a server-level privileged user with enabled capture SQL statements are not
capturing SQL statements.

+ DB-level privileged users do not capture DML events for sensitive columns when the same column is added
under BAD.

Known issues in version 6.1

+ When using "Extended Events" for collecting Audit data, a specific condition on database ID in certain event
types causes queries executed under the context of different databases to not be collected, leading to
missed audit data.

+ AllApplication Filter names are listed on the Audit Events view in spite of the timeframe selected.
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Known issues in version 6.0

+ Switching from Extended Events or SQL Server Traces to SQL Server Audit Specification does not stop the
pre-running audit sessions and audit files. After changing the selection to SQL Server Audit Specification,
fresh audit data is collected through the Audit log files.

+ (Fixed in version 6.1) SQL Compliance Manager sometimes displays an error message when the Agent
service hits the trace start timeout while trying to cycle one of the audit traces it's running. As soon as the
audit trace has been successfully restarted, auditing continues as expected, and the audit events captured in
the trace will be processed into the audit trail in Compliance Manager without issues.

Note

This error does not affect auditing and can be safely ignored.

« For a particular Database configured to audit DML and SELECT activities via SQL Server Tracing, DML events
when executed under a different Database context, produce T-SQL statements for the audited DML events
showing variables over the actual values used in the transactions. DML events are captured as expected with
actual parameters via SQL Server Tracing while using the same audited Database context.

+ Entering passwords with special characterssuchas " /\[]:;|=,+* ? <>generates a failure with the
installation, canceling and not completing the product installation.

Known issues in version 5.9

« During the registration of an AG Listener in the Cluster Configuration Console, when naming the SQL Server
instance, the underscore "_" character is not supported. Because isn't a supported characterin FQDN
names, the current behavior cannot be changed because it is an MS-documented limitation.

Known issues in version 5.8.1

General issues

« (Fixed in version 5.9) For registered SQL Server 2019 instances, the General tab of the SQL Server Properties
window displays the version as Unknown. This is only a visual issue and does not affect auditing or any other
functionality.

« (Fixed in version 5.9) The Audit settings Export feature does not export previously configured Server level
Trusted Users. To complete the migration, add the Trusted Users manually at the Server Level.

« (Fixed in version 5.9) When you configure Sensitive Column auditing without first selecting the DML or
SELECT option on the Audited Activities tab, then the SQLcompliance Agent has problems creating
the sp_SQLcompliance_AuditXE stored procedure, and auditing stops working.

Sensitive Column issues

+ |(Fixed in version 5.9)Events for Sensitive Column audit data are not captured when auditing via Extended
Events. When the option to capture SELECT and DML activities is configured at the server-level to capture
events via the Extended Events auditing method, and the capture SELECT and DML option is not configured
at the database level but is configured to track SELECT and DML for Sensitive Column auditing. In order to
capture and process Sensitive Column events correctly, change the collection method from Extended Events
auditing to SQL Server Trace Files auditing.
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Known issues in version 5.8

General issues

The installation wizard of the Agent service fails when running the audited SQL Server under the Local
System account. In order to grant all required permissions successfully, run the SQLcompliance-

x64.exe installer to perform a manual agent-only installation.

(Fixed in version 5.8.1) When performing a migration of the Collection Server while installing the new
Collection Server components, the installer raises an error message that prompts for the removal of the
newly restored SQLcompliance and SQLcomplianceProcessing databases. The installer locates these
databases, which have been restored for the purpose of the migration, on the server instance, which has
been designated as the new repository database server during the installation process. Do not proceed with
the removal of these databases. Instead, contact Support for further assistance with installation or look up
the KB Article #00012649 for further instructions in the Solutions section for the SQL Compliance Manager
product in the IDERA Customer Portal.

Known issues in version 5.7.1

General issues

(Fixed in version 5.8.1) SQL Compliance Manager presents a security concern due to unnecessary
permissions such as ALTER, EXECUTE, CONTROL, TAKE OWNERSHIP, and VIEW DEFINITION, which are
granted to Public roles on the audit stored procedures sp_SQLcompliance_Audit and
sp_SQLCompliance_StartUp.

When adding or editing users from the console, SQL Compliance Manager does not grant access to the Web
Console Users and displays the error message "Failed to update Web Application access permission for
user".

(Fixed in version 5.8.1) SQL Compliance Manager encounters an issue when adding new users to a Windows
Domain group that were previously configured as Trusted Users on a particular database. As a result, these
changes are not reflected in the audit configuration stored in the .bin audit file nor on the
sp_SQLcompliance_Audit stored procedure. Users have to manually update the audit settings in the
console for the new users to display in the audit configuration.

(Fixed in version 6.0)An Event Filter configured to exclude all activities recorded on the tables of a database
will not exclude DML and SELECT activities happening on columns that are not configured for Sensitive
Column auditing but which are part of a table with columns configured for Sensitive Column auditing. Event
Filters are expected to exclude all activities these are configured to exclude, except DML and SELECT
activities happening on columns configured for Sensitive Column auditing. This is by design.

Known issues in version 5.7

General Issues

(Fixed in version 5.7.1) When users add a GMSA account as part of a group, SQL CM does not recognize it as
a Trusted User. As a workaround, users need to specify the account and the group when configuring Trusted
Users and update the audit settings each time a new GMSA account is added to the group.

(Fixed in version 5.7.1) When users run the SQLcomplianceClusterSetup.exe to upgrade agent service
deployment to 5.6.1, the cluster setup installation does not prompt the user to agree to upgrade instead, it
performs a fresh installation.
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+ (Fixed in version 5.7.1) When registering databases to the Primary node of an audited Availability Group,
SQL Compliance Manager is not able to establish a connection with the AG databases on the Secondary
nodes. Therefore, these databases do not get automatically registered on the Secondary nodes.

In order to register the databases on the Secondary nodes, users have to:

1. Fail over the Availability Group onto the Secondary node in order to get access to the list of databases.
2. Register the databases on the Secondary node
3. Fail over the AG back to the Primary node.

Known issues in version 5.6.1

General Issues

« (Fixed in version 5.7) The Daily Audit Activity Statistics Report displays an error message in the SQL CM
desktop console when the ReportViewer.DataVisualization component is missing. To run the report
correctly, close the SQL CM desktop console and install the Report Viewer 2010 program. Once the
installation is complete, relaunch the SQL CM desktop console and run the report.

To download the Report Viewer 2010 controls program, follow the link below:
Report Viewer 2010 Controls

+ In SQL Compliance Manager version 5.6.1, the Row count functionality may show as “Not Applicable”. The
issue occurs when you execute a large query, and during execution, the start and the end of the SQL
Statement get captured in different trace files. Since both events are located in different trace files, SQL CM
is not able to map these events and therefore displays that the Row count is “Not Applicable”. Users can
increase the time of collection (the default is set to 60 seconds) to capture the Row count correctly.

« (Fixed in version 6.0)SQL Compliance Manager is currently allowing users to select the Upgrade Agent
option, even if the Agent is already in the latest version. Upon selection, SQL CM prompts you to upgrade the
agent using the full setup program.

« (Fixed in version 5.7.1) When you configure Sensitive Column auditing without first selecting the DML or
SELECT option on the Audited Activities tab, then the SQLcompliance Agent has problems creating the
sp_SQLcompliance_Audit stored procedure, and auditing stops working.

Known issues in version 5.6

General issues

« (Fixed in version 5.6.1) Import Database settings with DML/SELECT filters, flips import settings. When users
import database audit settings and apply those settings to multiple databases, the imported settings apply
only to some databases. If the user imports and applies the audit settings to the same databases again, the
configuration settings get flipped, applying the import settings to the databases it did not apply to before
while deleting the settings from the ones it previously applied them to.

« (Fixed in version 5.6.1) Invalid stored procedures call to sp_SQLcompliance_AuditXE. A message about an
invalid stored procedure appears in the SQL Server Logs; "Could not find stored procedure
master.dbo.sp_SQLcompliance_AuditXE". The error message appears because no stored procedure with
the name "master.dob.sp_SQLcompliance_AuditXE" exists.

« (Fixed in version 5.7) SQL Compliance Manager Object Activity Report renders all data on a single page.
When the Object Activity Report is run, the report displays all the collected data on a single page.

« (Fixed in version 5.6.1) SQL Compliance Manager traces are getting collected on the Passive nodes of an
Availability Group. When a primary node becomes a secondary node, the Stored Procedure does not get
disabled for the secondary node and the trace files keep gathering. This causes an accumulation of trace
files on the secondary node.
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Follow the steps below for the workaround to stop trace files from generating on the secondary node:

1. Launch Trace Manager from the SQL Compliance Manager Desktop Console. SQLCM Menu-bar>Tools>Trace
Manager.
2. Enterthe SQL Server Instance name and click the Connect button.

When working on a secondary node of an Availability Group, use the secondary ‘s instance name.

w

In the SQLcompliance Stored Procedures field, make sure to check the “_” and “_” options.
Click the “Drop SQLcompliance Stored Procedures” button.
5. Inthe Registered Traces field, from the list of running traces, select the entries related to the SQL CM traces.

>

Use the file path to determine the traces related to SQL CM. Or check the Agent Properties for the
audited instances to verify the trace directory file path.

6. Once the desired registered trace is selected, click the Stop button. Select the record again and click the
Close button.
7. Repeat steps 5 and 6 for the remaining SQL CM traces.

Known issues in version 5.5.1

Installation and configuration issues

+ (Fixed in version 5.6) Installation or upgrade of SQL Server 2012 native client may cause the system to
reboot. When installing or upgrading the version of the native client, once the process is complete, a system
reboot occurs without previous warning.

« IDERA Dashboard 3.0.3 and later does not support SQL Server 2005 SP1. Users should not attempt to install
SQL Compliance Manager with IDERA Dashboard 3.0.3 and later on a SQL Server 2005 SP1 as that version of
SQL Server is not supported by IDERA Dashboard.

General issues

« Case-sensitivity required when specifying the Repository database name. When specifying the location and
name of your Repository database, SQL Compliance Manager requires that you use proper capitalization.

+ IDERA SQL Compliance Manager does not capture Linked Server Trace Events for SQL Server 2005. Linked
server events are not present in the trace files for SQL Server 2005, therefore linked server events are not
captured in IDERA SQL Compliance Manager and no alerts will trigger. Microsoft has ended extended
support for this version.

« (Fixed in version 5.6) Create/Drop index events recorded as “Alter User Table” event. SQL Compliance
Manager records Create/Drop index events as “Alter User Table” events.

+ (Fixed in version 5.6) IDERA SQL Compliance Manager is not loading events accessed through a View. SQL
Compliance Manager does not display Sensitive Column events when accessed from a view. To access the
information using views gather and filter out all SELECT statements. Note that this action will cause extra
collection.

+ (Fixed in version 5.6) Issues loading BAD auditing information. IDERA SQL Compliance Manager is not able
to capture BAD auditing information when two objects with the same name exist in the same schema.
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+ (Fixed in version 5.6) SQL Text is not captured for DDL Statements. When monitoring an instance for DDL
event, SQL Compliance Manager is not able to capture SQL Statements for DDL activities unless a user is
added to the Privileged User Group. Users can also capture SQL Text by selecting Capture SQL statements
for DDL and Security changes at Database Level.

Known issues in version 5.5

General issues

+ (Fixed in version 5.5.1) When users try to upgrade from SQL Compliance Manager 4.5 to 5.5, trace files are
not processed. If you currently work with SQL Compliance Manager 4.5, before upgrading stop the Collection
Service, Agent Service, and disable auditing to stop trace file processing, then proceed to upgrade to SQL
Compliance Manager 5.5, and configure and enable auditing. Upon upgrading to SQL Compliance 5.5, users
must upgrade all agents to a 5.x version first. For more information, see Upgrade to this build.

+ (Fixed in version 5.5.1) The SQL Compliance Manager Collection Server is not processing trace files, or
processing them slowly, causing backlog files to get accumulated in the Collection Trace Directory in large
transactional databases.

The workaround for this issue is to increase the tamper detection interval and the Collection interval.

+ (Fixed in version 5.5.1) IDERA SQL Compliance Manager installation fails if TLS 1.0 is disabled and if SQL
Server 2012 Native Client is not available. IDERA SQL Compliance Manager 5.5 installs SQL Server 2012 native
client (version 11.0.2100.60) which does not support TLS 1.2 enabled as per Microsoft.
https://support.microsoft.com/en-us/help/3135244/tls-1-2-support-for-microsoft-sql-server
Users with SQL Server versions prior to SQL Server 2012 R2 SP3 need to enable TLS 1.0 or update the native
client to the supported version (11.4.7001.0) following the link below:
https://www.microsoft.com/en-us/download/details.aspx?id=50402

+ (Fixed in version 5.5.1) SQL Compliance Manager does not process trace files generated by an older Agent
after upgrading versions of the Collection Server and the Agent.

Auditing issues

+ (Fixed in version 5.5.1 ) When performing an archive of a highly transactional database with SQL
Compliance Manager, the application shows a “violation of PRIMARY KEY constraint” error and terminates
the statement. The workaround for this issue is to rename the current archive database, along with the
database files associated to it and perform a new archive operation. The operation should create a new
archive database and database files.

Known issues in version 5.4.x

General issues

+ (Fixed in version 5.5.1) SQL Compliance Manager does not accept user names longer than 20 characters
and does not support some special characters for the user password, such as £.

« Removing databases using the Administration pane in the Management Console does not work. You can
remove databases using the Explorer Activity panel.

« ( Fixed in version 5.5 ) During an Agent-only installation, if you accept the default destination path for SQL
Compliance Manager, and then select a different destination drive and use a sub-folder in the Agent Trace
Directory dialog box, the installer does not create the Agent Trace Directory during installation. If this issue
occurs, reinstall the Agent specifying a folder instead of a sub-folder as the destination path or use the
default path specified in the installer.

IDERA Website|Products|Buy|Support|Community|About Us|Resources|Legal 38


http://www.idera.com
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com
http://community.idera.com
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw
https://support.microsoft.com/en-us/help/3135244/tls-1-2-support-for-microsoft-sql-server
https://www.microsoft.com/en-us/download/details.aspx?id=50402

Auditing issues

If the audit settings are configured to audit DML events for a selected table, and extended events is enabled
for DML and Select on the Instance, SQL Compliance Manager collects audit data for all tables and not only
the selected table. If you turn off extended events, auditing correctly collects data for the selected table
only.

( Fixed in version 5.5) Execute events are captured when extended events is enabled. There may be some
extra events captured and shown through the Extended Events auditing than the events shown through the
Trace method.

(Fixed in version 5.4.2 ) Cannot insert duplicate key row in object 'dbo.Events' with unique index
'IX_Events_eventld'.

(Fixed in version 5.4.2 ) DatabaseName appears as empty for Login Events. SQL Compliance Manager 5.4
traces do capture the DatabaselD, but do not include the database name.

(Fixed in version 5.5) Applying a regulation guideline does not work when there is a Privileged User defined.
( Fixed in version 5.4.2 ) Case-sensitive collation may prevent some trusted and privileged users from being
captured.

( Fixed in version 5.4.2 ) Auditing an AlwaysOn database using the Node method causes the Registered SQL
Servers list to display both nodes as Secondary.

Audit Snapshot does not include setting to capture DDL SQL statements.

Before-After data does not appear for Binary Collation SQL Server instances when extended events is
enabled.

( Fixed in version 5.4.2 ) Audit settings at an instance level take precedence over database-level settings for
a Privileged User.

( Fixed in version 5.5 ) Agent trace folder permissions are overwritten when the Agent is deployed.

(Fixed in version 5.4 ) SQL Compliance Manager attempts to contact the Agent (heartbeat check) on
attached archive databases.

( Fixed in version 5.5) Users who export reports to Microsoft Excel fail when the SQL text contains more than
32,767 characters.

(Fixed in version 5.4.2 ) Some SQL Server startup/stop events may cause the integrity check to fail.

The Audit Events tab may display an incorrect user name in the Login column when auditing start and stop
server events.

(Fixed in version 5.4.2 ) A known SQL Server issue causes some SQL Compliance Manager SELECT
statements to appear as DML events. This issue occurs when a user audits both SELECT and DML. SQL
Compliance Manager captures many events when certain columns are selected from certain system tables
from a single SELECT statement query and shows them as individual DML events.

Specifically, the SELECT statement which uses the permissions() function generates only DML event
traces and not a SELECT event trace. This step results in SQL Compliance Manager reporting the SELECT
statement as a DML event. In addition, the permissions() functionis deprecated. Microsoft

recommends in MSDN documentation that users implement the Has_Perms_By_Name () function
instead of the permissions() function. The difference between these two functions is that
the permissions() function always generates the DML event traces while

the Has_Perms_By_Name () function generates event traces according to permission type used. For

example, SELECT event traces for SELECT permission types, and DML event traces for EXECUTE or DELETE
permission types.
(Fixed in version 5.4.2 ) Users who change the default port for the AlwaysOn Availability Group from the
default may experience the following issues. to avoid these issues, change the listener to the default port.
+ SQL Compliance Manager does not accept the name format when attempting to add the listener
name using the Cluster Configuration Console.
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« If the portis not added, the agent cannot connect to the SQL Server instance. You can manually add
the port to the registry setting later and it will then connect to the instance after restarting the
SQLcomplianceAgent.

« Users cannot connect to the SQL Server instance even when adding the listener with the port in the
SQL CM console.

+ The Permissions Check also fails.

« When you change the definition of a table you are auditing to include BLOB data types, the Before-After data
trigger prevents UPDATE, DELETE, and INSERT operations from modifying the table, such as through stored
procedures or third-party applications. This issue is most likely to occur when you are auditing all columns
in the target table. This issue occurs because Before-After auditing does not support BLOB data types (such
as text, image data, or XML code). To correct this issue, change the data definition of the table.

+ SQL Compliance Manager does not support collecting and processing events from encrypted SQL Server
trace files. This issue is most likely to occur in environments that use third-party encryption software. For
example, some applications can be configured to automatically encrypt all new files created on a specific
computer. If you are running encryption software in your SQL Server environment, verify the encryption
settings to ensure the application does not encrypt trace files on the audited SQL Server instances.

+ After removing a server from auditing and leave registered databases archived, the user is able to right-click
the archived database ‘server’ and register databases to audit.

« Users can select “Capture SQL statements for DDL activities” only if the “Database Definition DDL” option is
saved first.

Alerting issues

« Filtering by time does not work properly on the Alerts view.

« Some status alerts including Agent trace directory reached size limit and Collection Server trace directory
reached size limit do not display properly in the Web Console.

« Status alerts are not generated for alert rules of the Agent cannot connect to audited instance Rule Type.

+ ( Fixed in version 5.5) SQL Statement is not captured or displayed when viewing Event Properties for Create
SQL Login and Create Windows Login events.

+ (Fixedin version 5.4.2) A Column Value Changed data alert is generated twice for each Before-After audit
event.

Reporting issues

+ (Fixed in version 5.4.2 ) The DML Activity (Before-After) report, when deployed to SQL Server Reporting
Services, does not run properly. You can view the report in the Console.
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Welcome to SQL Compliance Manager

IDERA SQL Compliance Manager is a secure, lightweight auditing and reporting solution for enterprise-level
Microsoft SQL Server environments.

Need help using SQL Compliance Manager? See the following sections:

« Start auditing events

« Alert on suspicious audit data

« Alert on SQL Compliance Manager status
« Report on audit data
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What is SQL Compliance Manager?

Designed in partnership with major auditing firms and leading security experts, IDERA SQL Compliance Manager
provides a powerful auditing and compliance solution for Microsoft SQL Server users. SQL Compliance Manager is a
secure, lightweight auditing and reporting solution for Microsoft SQL Server designed to meet the needs of
enterprise-scale SQL Server implementations. SQL Compliance Manager provides unparalleled auditing and
reporting services that help you meet the stringent requirements of today's internal and external security
standards.

SQL Compliance Manager provides many critical features:

+ Low overhead data collection

« Central Repository of audit data

« Central Management Console

+ Pre-defined compliance reports

« Secure ad-hoc queries for auditors

« Forensic analysis

« Efficient, secure data archival

« Comprehensive reporting to satisfy audit requirements (PCI DSS, HIPAA)

SQL Compliance Manager is the only solution that lets you quickly, easily, and securely answer the demands of on-
the-spot reports, routine audits, and long-term event trending across your SQL Server environment.
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How SQL Compliance Manager helps

As a database administrator, you need a comprehensive and easy-to-use auditing and reporting solution that helps
ensure continuous compliance while protecting the integrity of your audit data and SQL Server environment. IDERA
SQL Compliance Manager is specifically designed to meet these requirements. SQL Compliance Manager helps you
meet multiple goals, whether you are fulfilling the requirements of internal auditors or simply need to feel
comfortable with your database security model.

Ensure continuous compliance

SQL Compliance Manager goes beyond traditional auditing approaches by providing monitoring and auditing of all
data access, updates, data structure modifications, and changes to security permissions. The audit data captured is
stored in a central Repository for reporting, querying, and analysis.

You can easily configure SQL Compliance Manager to audit only the events you need to track. This flexibility ensures
you have a continuous stream of audit data to ensure continual compliance with internal and external security
standards.

Achieve low overhead data collection

SQL Compliance Manager employs an efficient, low overhead data collection technology. A light agent monitors the
SQL Server trace data stream, collects the audit data, and sends it back to the Repository. You can configure the
type and detail of audit data you want to collect on an individual SQL Server instance or database. No changes to
applications or production databases are required.

Leverage powerful reporting and analytics

SQL Compliance Manager is the only solution that provides secure and comprehensive reporting on and analysis of
your audit data. SQL Compliance Manager provides many pre-defined reports that you can immediately use to
track audited events. SQL Compliance Manager also leverages the flexibility and power of Microsoft SQL Server
Reporting Services (Reporting Services). Through Reporting Services, you can modify the pre-defined reports or
create custom reports that meet your specific auditing needs.

Protect integrity of audited data

SQL Compliance Manager leverages your existing SQL Server security model to enforce data access. You can easily
and securely control who has the ability to configure, view, or report on audit data. SQL Compliance Manager
integrates with and conforms to your internal security policies, allowing granular access control at the database
level.

SQL Compliance Manager is engineered to provide a trusted, immutable source of audit data. Its powerful self-
auditing features ensure that you are alerted to any changes to data collection settings or attempts to tamper with
the audit data repository.

Realize rapid deployment and scalability

With DynamicDeployment™ technology, a light agent is dynamically deployed to the specific SQL Server instances
you want to audit. This approach enables you to configure and deploy SQL Compliance Manager in minutes. There
is no need to perform time-consuming software installs on each target server. The agent eliminates risk and
increases performance by running as a separate process outside the SQL Server process space.
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SQL Compliance Manager is specifically designed to support large SQL Server installations. SQL Compliance
Manager scales from auditing a single SQL Server instance to thousands of SQL servers around the globe, from
databases with only a few tables to databases with thousands of tables and large volumes of data.

Satisfy regulation requirements

When a user accesses sensitive data or when breach occurs, SQL Compliance Manager identifies the content of the
event including the date, time, data accessed, and by whom, providing a clear audit trail and alerting those
individuals who may need to take action.

SQL Compliance Manager provides comprehensive reporting to satisfy audit requirements with regulatory and data
security rules such as PCI DSS and HIPAA. SQL Compliance Manager audits all SQL Server activity including login
access (successful/failed) and permission activity, and provides tracking reports to help you detect abnormal
access to the data. All SQL Compliance Manager audit data is stored in a tamper-proof repository.
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Find answers

This documentation set includes a comprehensive online Help system as well as additional resources that support
you as you install and use the product. You can also search the IDERA Solutions knowledge base, available at the
IDERA Customer Service Portal.
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Document conventions

IDERA documentation uses consistent conventions to help you identify items throughout the printed online library.

Convention

Bold

Italics

Fixed Font

Straight brackets, as in [value]

Curly braces, as in {value}

Logical OR, asinvalue 1| value 2

Specifying

Window items

Book and CD titles
Variable names
New terms

File and directory names
Commands and code examples
Text typed by you

Optional command parameters

Required command parameters

Exclusively command parameters where only one of the

options can be specified
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How to use this Help system

The IDERA wiki includes a comprehensive online Help system as well as additional resources that support you as
you install and use IDERA products. You can also search multiple IDERA support solutions in the IDERA Customer
Service Portal.

Additionally, IDERA helps you by providing:

« 24/7 technical support for critical issues.
« Availability to report cases and access a web-based customer portal for update status.
+ Access to our Knowledge center where you can find FAQs, How To’s, Best Practices, and Webcasts.

This wiki includes the following Web browser minimum requirements:

« Internet Explorer 9.0
+ Mozilla Firefox

+ Google Chrome

« Microsoft Edge

You can access the IDERA SQL Compliance Manager Help system through the Help icon on the top right section of
your window or by pressing F1 on the section where you need more information.

You can print a help topic from the wiki using the Print function in your browser.
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Getting started

Use the following checklist to get started using IDERA SQL Compliance Manager. For more information about how
to best configure auditing for your environment, see the Auditing checklist.

(v] Get started with these steps ...

(v) Learn how auditing works.

(v) Learn about the SQL Server events that you can audit.

0 Register the SQL Server instances you want to audit, and set your server and

database settings.

(<

Apply regulation guidelines to the audited databases on your registered SQL
Server instances.

(v Track the collected SQL Server events over time and fine tune your audit
settings as needed.

0 Configure Event Alerts to notify you when suspicious events occur in your
environment.

0 Configure Status Alerts to notify you when SQL Compliance Manager
experiences an issue.
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Upgrade to this build

You can quickly and easily upgrade to the current version of IDERA SQL Compliance Manager from version 4.5 and
later. All versions prior to 4.5 must upgrade to version 4.5 before upgrading to the current version. Upgrading SQL
Compliance Manager allows you to take advantage of the new features available in this latest version.

For IDERA SQL Compliance Manager 5.5, you must upgrade to version 4.5 and then to 5.0 before upgrading
to this version.

o SQL Compliance Manager 5.0 and later requires you to upgrade the SQL Compliance Manager Agents to
the same version, i.e. version 5.0 requires Agent version 5.0.
Upgrade checklist

@ Follow these steps....

® Ensure the computers on which you want to upgrade SQL Compliance Manager meet or exceed the
hardware, software, and permissions requirements for this version. For example, ensure .NET 4.0 or later is
running on the target computer.

® Ensure your Windows logon account has the following permissions:
« Permission to agent and collection trace file directories

« Permission to uninstall/install a windows service
« Permission to start a service (Logon as a service)

® Closeall open applications on the computers running the SQL Compliance Manager components.
® Backup your trace directories, especially the Collection Server Trace Directory.
® Upgrade your SQL Compliance Manager Repository, Collection Server, and Console.

® When prompted, schedule a time for SQL Compliance Manager to perform maintenance on your Repository
databases.

® Upgrade your license key.
® Upgrade your previously deployed SQL Compliance Agents.

® Ensure that your upgrade includes any new reports by redeploying the SQL Compliance Manager reports. If
you are upgrading from version 3.0 or earlier and you use Microsoft Reporting Services, you must
redeploy the SQL Compliance Manager Reports in order to generate reports using the upgraded Repository
databases as the data source.
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Follow these steps...
Ensure that the computers on which you want to upgrade SQL Compliance Manager have VC

redistributable 2010 installed. You can download the Microsoft Visual C++ 2010 Redistributable Package for
32 Bit OS (x86) here.

Ensure that the computers on which you want to upgrade SQL Compliance Manager have the latest version
of Microsoft Windows Installer Driver installed. You can find and download the latest Windows Installer
here.

Test your upgrade by collecting and reporting on your audit data.
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Upgrade from SQL Compliance Manager 4.5 to version 5.0

IDERA SQL Compliance Manager has unique instructions for upgrading from version 4.5 to version 5.0. If you have
any installation issues, please contact Support.

Preparing to upgrade

Request a new license key

IDERA SQL Compliance Manager version 5.0 and later use a new license key. You must update your existing product
license key to complete the installation of IDERA SQL Compliance Manager 5.0 or later. To request a new license,
contact licensing@idera.com. Provide the hostname of the server/SQL Server instance hosting IDERA SQL
Compliance Manager. If using the default name MSSQLSERVER for SQL, simply provide the server hostname.

Key notes

« Verify .NET 4x is installed on all your servers.* All IDERA SQL Compliance Manager 5.0 and later versions

require .NET 4.0 components. Previous versions of IDERA SQL Compliance Manager require at least .NET 3.5.
* Beginning with version 5.0, IDERA SQL Compliance Manager does not support Windows Server 2000 or

the .NET 2.0 framework. While IDERA SQL Compliance Manager 4.5 and prior versions continue to operate
with Windows Server 2000, IDERA SQL Compliance Manager 5.0 and later require the .NET 4.0 Full framework
to take advantage of the additional features. For additional information about supported versions, see the
IDERA SQL Compliance Manager Software requirements.

You must upgrade the Agent. IDERA SQL Compliance Manager 5.0 and later require that you upgrade the
IDERA SQL Compliance Manager Agents to the same version, i.e. version 5.0 requires Agent version 5.0.

You do not have to enable the default trace or use ID 1. IDERA SQL Compliance Manager 5.0 requires that
the default trace is enabled and it is also ID 1. This requirement was removed for IDERA SQL Compliance
Manager 5.3.x. Contact Support if you have any questions.

Upgrade

To upgrade IDERA SQL Compliance Manager:

1.
2.
3.

Close the IDERA SQL Compliance Manager Management Console, if running.
Stop the SQL Compliance Collection Service.
Back up all of the SQLcompliance databases.

a. SQLcompliance and SQLcompliance.Processing arethe core databases.
b. SQLcompliance_[instance name] containsthe live audit data.
c. SQLcmArchive_[instance name]_[date] containsthe archive data.

Checkthe CollectionServerTraceFiles folderon the collection server for trace files.

a. If there are any files, make a copy in another location.
b. If there are lots of files older than 1 day, please contact support for help with these older trace files.

Runthe setup.exe for IDERA SQL Compliance Manager using Run as Administrator.

a. The setup.exe isatwo-partinstaller.

i. The IDERA Dashboard is installed first.
ii. The SQL Compliance Manager upgrade will be started after the Dashboard installation has
completed.
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b. To bypassinstalling the IDERA Dashboard, run the SQLcompliance-x64.exe foundin the

Installation kit x64 folder. (default location: C:\Program Files\IDERA\SQLcompliance x64 Installation

Kit\Full\x64.
6. Runthe IDERA SQL Compliance Manager Management Console. Verify the console loads and the servers and

data are displayed.
7. Manually update the SQL Compliance Agent on the audited servers.
a. No agents have been updated yet, so all the servers will report as DOWN (except for the SQL
Compliance Agent that is running on the IDERA SQL Compliance Manager Collection server).

b. Runthe SQLcompliance-x64.exe using Runas Administrator (not setup.exe).
c. Follow the prompts then select Agent Only install.

SQL Compliance Manager is ONLY compatible with IDERA Dashboard version 4.8.1 and with limited
support.
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Upgrade the product components

0 These instructions are only valid for upgrades from 4.5 to the current version. All versions prior to 4.5 must
first upgrade to version 4.5, and then to the current version.
If you are upgrading to SQL Compliance Manager version 5.5, you must first upgrade to version 4.5 and
then to 5.0 before upgrading to 5.5.
For upgrade instructions for version 4.5, see Upgrade from SQL Compliance Manager 4.5 to 5.0.

You can use the setup program to upgrade all components or any individual component. The setup program
detects whether IDERA SQL Compliance Manager components are running or installed on the local computer. The
setup program automatically upgrades the Management Console, the Collection Server, and the SQL Compliance
Agent according to your implementation.

o The Repository must reside on a version of SQL Server that is greater than or equal to the highest audited
SQL Server version.

To upgrade from SQL Compliance Manager 4.5 and later to current version:

1. Logon with an administrator account to the computer on which you want to upgrade IDERA SQL
Compliance Manager components.

2. Run SQLCMInstall.EXE intheroot of the installation kit.

3. The IDERA SQL Compliance Manager welcome window shows you the components you can upgrade to the
current version or the ones that require a fresh installation. Click Next to begin the upgrade process.

4. Onthe Repositories window, select the authentication type and enter the SQL credentials, if necessary, and
click Next.

5. Type the appropriate credentials in the provided fields under which the IDERA Dashboard services run, and
then click Next.

6. Review the installation settings and click Install.

7. Start the Management Console. When prompted, schedule a time for SQL Compliance Manager to perform
maintenance on your Repository databases.

8. Upgrade your SQL Compliance Agents

o If you currently use the latest version of IDERA SQL Compliance Manager, it is not possible to upgrade the
IDERA Dashboard only. To upgrade the IDERA Dashboard only, you need to use the CWF installer.
For more information, see IDERA Dashboard.

SQL Compliance Manager is ONLY compatible with IDERA Dashboard version 4.8.1 and with limited
support.
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Upgrade your deployed SQL Compliance Agents
Before upgrading your SQL Compliance Agents, review the permissions requirements and how the SQL Compliance
Manager Agent works.

Consider the scenarios described below for SQL Compliance Manager Agent installation and upgrade.

If the SQL Compliance Manager Agent is:

« installed and deployed via SQL Compliance Manager console, it has to be upgraded using the application
console. Alternatively, it can be upgraded via command line.

« installed and deployed with the main installer, it has to be upgraded using the main installer.

« installed and deployed manually using the install command line, it has to be upgraded using the upgrade

command line.

To upgrade the agent manually with the command line, it is required to use only the SQL Compliance
Manager Agent MSI.

Upgrade an agent deployed to a remote server

You can upgrade the SQLcompliance Agent remotely using the Management Console. Use this approach to upgrade
agents on any registered SQL Server where you remotely installed the agent.

To upgrade a remote SQLcompliance Agent:

1. Inthe Navigation pane, click Administration, and then select Registered SQL Servers in the Administration

tree.
2. Inthe view pane, right-click the SQL Server instance for which you want to upgrade the SQLcompliance

Agent.
3. Select Upgrade Agent from the context menu.

o If you deployed an agent on a remote server via the SQL Compliance Manager console and want to
upgrade it to this build, you can also use the upgrade command of the SQL Compliance Manager silent

installer.

Upgrade an agent locally

You can use the SQL Compliance Manager setup program to upgrade the SQLcompliance Agent on the local
computer that is running the registered SQL Server instance. Use this approach when you are upgrading the
SQLcompliance Agent on a registered SQL Server where you manually installed the agent.

Upgrade an agent with a command line

To upgrade the IDERA SQL Compliance Manager Agent for versions 5.5 and later, use the following command:
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msiexec /i "<Path_to_Agent_MSI>\SQLcomplianceAgent-x64.msi" /1lxv InstallAgent.log
COLLECT_SERVER="IderaCollectionServerName" INSTANCE="AgentSQLServerInstanceName"
TRACE_DIRECTORY="C:\Program Files\Idera\SQLcompliance\AgentTraceFiles"
SERVICEUSERNAME="Domain\Username" PASSWORD="!mySec@tP@55wOrD" STARTSERVICE="TRUE"
SILENT="1" REINSTALLMODE=vamus REINSTALL=A1ll AllUsers=1 /qgb+

To upgrade the IDERA SQL Compliance Manager Agent from 4.5 to this version and later, use the following
command:

msiexec /i "\SQLcomplianceAgent-x64.msi" /lxv InstallAgent.log SERVICEUSERNAME="Doma1i
n\Username" PASSWORD="!mySec@tP@55wOrD" STARTSERVICE="TRUE" SILENT="1" AllUsers=1 /
gb+

Upgrade an agent in a clustered environment

You can easily upgrade a SQLcompliance Agent for a SQL Server instance located in a Windows cluster by running
the setup program. Perform the following steps on each node (computer) of the cluster.

When you upgrade the SQLcompliance Agent, the associated CLI trigger is deleted and recreated. This
update can take several minutes. During this time, the SQLcompliance Agent status will show thatitis
unavailable due to a CLR error. Use the Activity Log to track when the new CLI trigger install completes.

To upgrade an agent on a cluster node:

Log on with an administrator account to the cluster node. Start with the currently active node.

Bring the SQLcompliance Agent generic service for this SQL Server resource group offline.

Run SQLCMInstall.EXE inthe root of the installation kit.

After completing the upgrade on a clustered environment, go to the SQL Compliance Manager install path.

H w e

Unless you have specified a different path, the one by defaultis C:\Program
Files\IDERA\SQLCompliance.

5. Run SQLcomplianceClusterSetup.EXE.

6. Theinstaller displays a confirmation message. Click Yes if you want to upgrade the IDERA Cluster
Configuration Console.
7. Once the setup wizard launches, click the Next to complete the upgrade.
After the upgrade completes, the Cluster Configuration Console automatically starts.
9. When prompted, specify the directory location you want SQL compliance manager to use to store
CLR trigger assemblies.
10. In Windows Services, stop the SQL Compliance Manager Agent service and set the Startup type to Manual.
11. Open Microsoft Failover Manager, right-click the SQL Compliance Manager Agent service, and
select Properties.

12. Goto the Registry Replication tab, set the Root Registry Keyto Software\Idera\SQLCM ,savethe

changes and close the Properties window.
13. Right-click the SQL Compliance Manager Agent service and bring the generic service online.

®
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Upgrade to the latest SQL Compliance Manager version in a clustered environment

To upgrade SQL Compliance Manager 4.0 or later in a clustered environment using Windows Server 2003 or later,
follow the steps below.

Be sure to back up your Repository and all databases and archives before upgrading SQL Compliance
Manager.

Upgrade the SQL Compliance Manager Collection Service on Cluster Nodes

You must upgrade the SQL Compliance Manager Collection Service on each cluster node for the service to work
correctly when a failure occurs on the primary cluster node hosting the Collection Service.

Before upgrading, changing, or uninstalling SQL Compliance Manager on the passive node, you must
delete the following registry entry:

HKEY_LOCAL_MACHINE\Software\Idera\SQLcompliance\CollectionService\TraceDi

rectory . This step is unnecessary for new installations.

To upgrade the SQL Compliance Manager Collection Service on cluster nodes:

1.

10.

In the Microsoft Cluster Administrator tool (Windows Server 2003) or Microsoft Failover Cluster Management
Console (Windows Server 2008 and later), select the SQLComplianceCollectionService resource and take the
service offline.

Log on with an administrator account to the computer on which you want to upgrade SQL Compliance
Manager.

Run SQLCMInstall.exe intheroot of the SQL Compliance Manager installation kit on the first cluster

node.

Review the information you need to start the upgrade and click Next.

Select the SQL Compliance Manager setup type and uncheck the IDERA Dashboard setup type. Review and
accept the license agreement by selecting the I accept the terms and conditions of the End User License
Agreement checkbox.

Specify if you want to register SQL Compliance Manager with an existing IDERA Dashboard.

If you select Yes, you need to provide the IDERA Dashboard location and administrator credentials.

If you want to use the IDERA Dashboard, see how to Deploy the IDERA Dashboard in clustered

environments.

Specify the location in which you want to upgrade SQL Compliance Manager.

Enable the Clustered Environment checkbox and select whether you are upgrading SQL Compliance
Manager in an active or a passive node.

Verify that the repository is the same SQL Server Instance name hosting the current repository and specify a
form of authentication.

Test Connections to make sure the information is correct and click Next.

If you upgrade on the currently active node, verify that the trace directory is the same location in which
your current directory resides, and click Next.

If you upgrade on a passive node, the wizard skips this step.

Type the appropriate credentials in the provided fields under which the IDERA services run, and then

click Next.

IDERA uses this account to connect, discover, and gather configuration information from SQL Servers in your
Business environment, the installer grants the "Log on as a Service" right to the account that you specify.
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11. Review the upgrade settings and click Install.
12. In Windows Services, stop the SQL Compliance Manager Collection service and set the Startup type

to Manual.

Repeat the previous steps on each cluster node. Point to the SQL Compliance Manager Repository installed on the
first node.

After upgrading SQL Compliance Manager in all nodes, follow the steps below:

1. Logon to the active node and launch the Microsoft Cluster Administrator tool (Windows Server 2003) or the
Microsoft Failover Cluster Management Console (Windows Server 2008 and later), right-click
the SQLComplianceCollectionService resource, and select Properties.

2. Go to the Registry Replication tab and set the Root Registry Key to Software\Idera\SQLCM.

3. Close the Properties window, right-click the SQLComplianceCollectionService resource, and bring the service

online.
4. Logon to the passive node, launch the Microsoft Cluster Administrator tool (Windows Server 2003) or the

Microsoft Failover Cluster Management Console (Windows Server 2008 and later), and verify if
the SQLComplianceCollectionService resource is online.

SQL Compliance Manager is ONLY compatible with IDERA Dashboard version 4.8.1 and with limited
support.
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Upgrade your product license key

IDERA SQL Compliance Manager version 5.0 and later use a new license key. You must update your existing product
license key to complete installation of SQL Compliance Manager 5.0 or later. To request a new license,

contact licensing@idera.com. Provide the host name of the server/SQL Server instance hosting SQLcompliance
manager. If using the default name MSSQLSERVER for SQL, simply provide the server host name.
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Installation and deployment

Installing IDERA SQL Compliance Manager is both quick and easy, allowing you to take immediate advantage of SQL
Compliance Manager auditing technologies. Use the following checklist to help you prepare your environment to
successfully install and deploy SQL Compliance Manager.

o
o

Follow these steps ...

Ensure the computer on which you want to install SQL Compliance Manager meets or
exceeds the hardware requirements. For more information, see Hardware
requirements.

Ensure the computer on which you want to install SQL Compliance Manager meets or
exceeds the software requirements for both the IDERA Dashboard and SQL
Compliance Manager. For more information, see IDERA Dashboard requirements and
Software requirements.

Ensure your Windows logon account has administrator permissions on the
computers where you want to install SQL Compliance Manager components.

Review the supported installation scenarios to understand how to set up IDERA
Dashboard and SQL Compliance Manager in your environment. For more
information, see Implementation scenarios.

Review the deployment considerations for implementation of best practices. For
example, if you plan to audit databases that sustain a heavy workload, install the
Collection Server on a dedicated computer.

Identify the Windows account under which the SQL Compliance Agent should run.
Account Name:

Password:

For more information, see Permissions requirements.

Identify the Windows account under which the Collection Server should run.
Account Name:

Password:

For more information, see Permissions requirements.

Ensure you understand how licensing of your SQL Server instances works with SQL
Compliance Manager. For more information, see How licensing works.

Ensure you install IDERA Dashboard and SQL Compliance Manager as instructed. For
more information, see How to install SQL Compliance Manager. If you are installing
SQL Compliance Manager on a Windows cluster, see how to audit a virtual SQL
Server instance.
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Itis possible to install and use IDERA SQL Compliance Manager without installing the IDERA Dashboard.
The IDERA Dashboard works as a complement of SQL Compliance Manager, allowing you to monitor SQL

Server instances remotely.
To learn more about this product, visit IDERA Dashboard.

SQL Compliance Manager is ONLY compatible with IDERA Dashboard version 4.8.1 and with limited
support.

Due to changes in the product registry with CWF, IDERA SQL Compliance Manager 5.5 installer increased in
size.
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Troubleshooting: Missing Extended Events-related DLL files

IDERA SQL Compliance Manager 5.4 and later includes support for SQL Server Extended Events. Users installing or
upgrading to this version of SQL Compliance Manager may receive a message similar to the following:

The files Microsoft.SQLServer.XEvent.Ling.dll and

Microsoft.SQLServer.XE.Core.dll aremissing. Please download and install the Shared
Management Objects and corresponding CLR Types from the SQL Server 2016 Feature Pack. Learn more.

Also visit the following Microsoft links:

« Download the Microsoft SQL Server 2016 Feature Pack
« Installing SMO for SQL Server 2016
» CLR User-Defined Types for SQL Server 2016
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Product components and architecture

The IDERA Dashboard and IDERA SQL Compliance Manager consist of a light, unobtrusive architecture that easily
runs in your SQL Server environment with minimal configuration. All components run outside and separate from

SQL Server processes.

+ Learn about the IDERA Dashboard components and architecture.
« Learn about the SQL Compliance Manager components and architecture.

SQL Compliance Manager is ONLY compatible with IDERA Dashboard version 4.8.1 and with limited
support.
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IDERA Dashboard components and architecture

SQL Compliance Manager is ONLY compatible with IDERA Dashboard version 4.8.1 and with limited
support.

The IDERA Dashboard provides web and back-end services, shared across multiple Idera products. To learn more
about what the IDERA Dashboard is and how it works, see Navigate the Idera Dashboard.

The IDERA Dashboard consists of the following components:

« Web Application Service
« Core Service
« Core Repository

IDERA Website|Products|Buy|Support|Community|About Us|Resources|Legal 63


http://www.idera.com
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com
http://community.idera.com
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

Wab Application Service
Core Views &
Widgets

Core
htadibe

L

Core Repository

IDERA Dashboard

Views & {{

£

:’ SCIE Compliance
Manager Add-In
Madule

S50L Compliance

Manager

+ Sarvice
* Repositary

Web Consola

Web Application Service

The Web Application Service is a Windows service that wraps Apache Tomcat server. The Web Application Service

serves up dashboard (IDERA Dashboard) and SQL Compliance Manager views and widgets that are displayed in the

web console. The Web Application Service requires three ports:

« Standard HTTP port (by default 9290)

« Monitor port (9094)
« SSL port (9291)
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Core Service

The Core Service is a C# (.NET 4.0 Framework) based Windows service that hosts dashboard and SQL Compliance
Manager REST APIs that are used by the Web Application Service to configure and retrieve data. In addition, the
Core Service handles product registration, security, configuration, product data, and event aggregation.

The Core Service uses two ports, one for REST APl and the other for .NET remoting:
« Core Service REST API port (by default 9292)
+ .NET remoting port (by default 9293)

Core Repository

The Core Repository is a database where all IDERA Dashboard's configuration and aggregated data is stored. The
Core Repository database is hosted on a SQL Server instance and is accessed by the Core Service to retrieve data.
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SQL Compliance Manager components and architecture

IDERA SQL Compliance Manager consists of a light, unobtrusive architecture that efficiently runs in your SQL Server
environment with minimal configuration. All SQL Compliance Manager components run outside and separate from
SQL Server processes. SQL Compliance Manager does not add to or modify your native SQL Server files or services.

Architecture

SQL Compliance Manager provides a robust, easy-to-use SQL Server audit and reporting solution. Behind a friendly
user interface, SQL Compliance Manager offers a unique, loosely coupled architecture that is both flexible and
extremely powerful. As a result, SQL Compliance Manager fits your environment, no matter how simple or complex.

The following diagram illustrates the components of the SQL Compliance Manager architecture.

Management Console

The Management Console is a centralized, intuitive user interface that allows you to easily and quickly modify audit
settings, monitor events, and report on audit data. This user interface also provides the following information:

« Real-time status of audited SQL Server instances

+ SQL Server login permissions

« Detailed logging of change activity

« Track and prove continual compliance using reports
Repository databases

The SQL Compliance Manager Repository is the central Repository that tracks:
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« SQLcompliance configurations, such as audit settings, server registrations, and console security
« Audited SQL Server events

+ Alert messages

+ SQL Compliance Manager Agent activity

The Repository consists of the following databases. For more information, see How auditing works.
Repository Database Name Description

SQLcompliance Stores alert messages, audit settings, SQL
Compliance Manager Agent events, Activity Report Card
statistics, and other SQL Compliance Manager configurations.

SQLcompliance.Processing Stores processing event data received from the SQL
Compliance Manager Agent.

SQLcompliance.Instance Stores processed events collected from a registered instance.

SQLcompliance.lnstance_Time_Partition Stores archived events collected from a registered instance.

Collection Server

The Collection Server processes trace files received from the SQL Compliance Manager Agent, stores audit data in
the events and archive databases, and sends audit setting updates to the SQL Compliance Manager Agent. The
Collection Server runs under the Collection Service account. By default, the Collection Server communicates with
the Agents every five minutes (heartbeat) to write processed audit data to the event databases associated with the
registered SQL Server instances.

SQLcompliance Agent

The SQL Compliance Manager Agent gathers SQL Server events written to the SQL trace, caching these audited
events in trace files. By default, the SQLcompliance Agent calls the Collection Server every five minutes (heartbeat)
to receive audit setting updates and sends trace files for processing every two minutes. The SQL Compliance Agent
runs under the SQL Compliance Agent Service account. For more information, see How the SQL Compliance
Manager Agent works.

SQLcompliance Cloud Agent

SQL Compliance Manager 6.0 and above support remote auditing on SQL servers on EC2, allowing users to audit
instances on their Amazon EC2 Servers using the SQL CM Agent. Auditing with the Cloud Agent service, except for
XEvents, Trace Files, and Before and After data, offers all the functionalities covered by the SQL CM Agent. Once the
audit is complete, all data is transferred from the Cloud Agent to the Collection Service for the real-time status of
your audited SQL Server instances. Users can take advantage of the improved architecture that allows registering
RDS instances with the Cloud Agent Service. For more information, see How the SQL Compliance Manager Cloud
Agent works

o Sensitive Column auditing is supported by SQL Compliance Manager Agent 3.5 or later. To use this feature,
please ensure you upgrade your agent to at least version 3.5.
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Command line interface

The command line interface (CLI) provides an interface for third-party tools so you can automate and schedule
regular tasks, such as audit data archival and grooming, and perform diagnostic tasks. You can also perform
integrity checks through the CLI.

The CLI supports the following operations.

CLI Operations

agentsettings

archive

auditdatabase

checkintegrity

collect

groom

help

listtriggers

registerinstance

removetriggers

serversettings

timezones

updateindex

Description

Lists the SQL Compliance Manager Agent's settings on a specific SQL
Server instance.

Archives audited events collected for registered SQL Server instances.

Enables auditing on a new database, allowing to specify either a
regulation guideline or a custom audit template.

Verifies the integrity of audited events collected for a specific
registered SQL Server instance.

Collects trace data from the agent.

Deletes audited events older than a specified age.

Displays the CLI Help.

Lists the CLR triggers for DML auditing on a specific registered
SQL Server instance.

Registers a new SQL Server instance and applies audit settings.

Removes the CLR triggers from the subscriber table on the specific
SQL Server instance.

Lists the settings for the Collection Server.

Displays the time zones recognized by the computer hosting the
Collection Server.

Applies optimized Repository index configurations to existing events
and archive databases.
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Trace files and the trace directory

Trace files contain audited SQL Server events collected by the SQL Compliance Manager Agent. The SQL
Compliance Manager Agent stores these temporary files in a secure directory on the audited SQL Server instance.
When the set directory size threshold is reached, the SQL Compliance Manager Agent stops the SQL trace until the
trace files are sent to the Collection Server for processing. The trace file is cycled when the set file size threshold is
met. You can configure the SQL Compliance Manager Agent trace file directory location and how the Compliance
Manager Agent manages these files, such as how often the agent sends trace files to the Collection Server. For more
information, see How the SQL Compliance Manager Agent works.
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Product requirements

The IDERA Dashboard and IDERA SQL Compliance Manager consist of a light, unobtrusive architecture that easily
runs in your SQL Server environment with minimal configuration.

Prior to the installation of the products, it is important for you to review the system requirements for SQL
Compliance Manager and the IDERA Dashboard.

« Learn about the IDERA Dashboard requirements.
+ Learn about the SQL Compliance Manager requirements:
« Hardware requirements
« Permissions requirements
+ Portrequirements
+ Software requirements

SQL Compliance Manager is ONLY compatible with IDERA Dashboard version 4.8.1 and with limited
support.
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IDERA Dashboard requirements

SQL Compliance Manager is ONLY compatible with IDERA Dashboard version 4.8.1 and with limited

support.

To successfully install the IDERA Dashboard, you need to comply with the following requirements:

Type

Operating System

Repository

Microsoft. NET Framework version

Browser

Web Server

Requirement

Windows XP SP2+
Windows Server 2003 SP2
Windows Server 2008 SP1+
Windows Vista SP2+
Windows 7

Windows 2008 R2
Windows 8

Windows 2012

SQL Server 2005 SP1+
SQL Server 2008

SQL Server 2008 R2
SQL Server 2012

SQL Server 2014

SQL Server 2016

4.0 or later

Internet Explorer IE 9.x+
Google Chrome
Mozilla Firefox

Microsoft Edge

Apache Tomcat 7.0

The IDERA Dashboard does not support SQL Server 2005. You can install SQL Compliance Manager on SQL
Server 2005 and use a remote IDERA Dashboard installation on SQL Server 2005 SP1+ and above.
For more information, see SQL Compliance Manager Software requirements.
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Port requirements
The IDERA Dashboard uses the following ports:

« IDERA Dashboard Core Services port: 9292

« IDERA Dashboard Web Application Service port: 9290
+ IDERA Dashboard Web Application Monitor port: 9094
« IDERA Dashboard Web Application SSL port: 9291

Q The IDERA Dashboard Web Application service comes with SSL already set up. For more information on
running the IDERA Dashboard over SSL, see Run the Idera Dashboard over SSL (HTTPS).
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Hardware requirements

The following sections provide the hardware requirements for each IDERA SQL Compliance Manager component.
For more information, see Product components and architecture.

Audited SQL Server

The audited SQL Server computer is the computer that hosts the SQL Server databases you want to audit. In a
clustered environment with virtual SQL Servers, the audited SQL Server is the virtual SQL Server. However, each
node (physical computer) in the cluster that hosts the virtual SQL Server must meet or exceed these requirements.

To achieve optimal performance, ensure each SQL Server computer meets or exceeds the following hardware
requirements.

Hardware Type Requirement
CPU 1 GHz
Memory 512 MB

Hard Disk Space 2GB

Collection Server

The Collection Server computer is the computer that hosts the Collection Service and processes trace files. This
computer also hosts the Repository databases.

To achieve optimal auditing performance and data storage, ensure the Collection Server computer meets or
exceeds the following hardware requirements.

Hardware Type Requirement

CPU 2GHz

Memory 8GB

Hard Disk Space 20 GB for trace directory

60-90 GB for Repository
For more information, see SQL Compliance Manager Hardware Sizing guidelines.

Management Console

The Console computer is the computer that hosts the SQL Compliance Manager Management Console. You can
install the console on the Collection Server computer, or any client computer for remote access to your audit data.

Ensure each console computer meets or exceeds the following hardware requirements.
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Hardware Type Requirement

CPU 1GHz
Memory 512 MB
Hard Disk Space 150 MB
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SQL Compliance Manager Hardware Sizing guidelines

The following guidelines provide an estimation of the hardware resources required to deploy SQL Compliance
Manager depending on the number of servers you want to monitor with SQL Compliance Manager.
Deployments under 20 Servers

Less than 20 SQL Servers being audited and 10,000 events per hour.

SQL Compliance Manager Repository and Collection Service reside on:

Type Requirement

Operating System Windows Server 2012R2 or above

Memory 6-12GB

CPU 2 dual core

SQLcm Repository Size 60 - 90 GB (Allocate this space ahead of time)

o These hardware and configuration requirements are basic requirements and can be interpreted differently
depending on each environment “s audit requirements and event activity scenarios.
The expected repository growth is approximately 1 GB per every 1 million transactions.
10K events per hour will require 7 GB of space per month.

Deployments of 20-50 Servers
20-50 SQL Servers being audited and 20,000 events per hour.

SQL Compliance Manager Repository and Collection Service reside on:

Type Requirement

Operating System Windows Server 2012R2 or above (64 bit)

Memory 12-24GB

CPU Dual 2 - 3 GHZ Quad Core

SQLcm Repository Size 250 GB or more (Allocate this space ahead of time)

0 These hardware and configuration requirements are basic requirements and can be interpreted differently
depending on each environment s audit requirements and event activity scenarios.
The expected repository growth is approximately 1 GB per every 1 million transactions.
20K events per hour will require at least 15 GB of space per month.
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Deployments of 200 Servers or more
200 SQL Servers being audited and 30,000 events per hour.

SQL Compliance Manager Repository and Collection Service reside on:

Type Requirement

Operating System Windows Server 2012R2 or above (64 bit)
Memory 24 - 48 GB (more if monitoring Before After Data)
CPU 4-8Dual Core

SQLcm Repository Size 1 TB or more (Allocate this space ahead of time)

o These hardware and configuration requirements are basic requirements and can be interpreted differently
depending on each environment “s audit requirements and event activity scenarios.
The expected repository growth is approximately 1 GB per every 1 million transactions.
30K events per hour will require at least 200 GB of space per month.

IDERA SQL Compliance Manager is fully supported on Virtual Machines, both HyperV and VMware.
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Permissions requirements

IDERA SQL Compliance Manager requires specific permissions and rights to successfully audit events. By default,
the setup program assigns the Collection Service and SQL Compliance Manager Agent Service accounts read and
write permissions on the respective trace directory.

Management Console user permissions
Actions

Administer SQL Compliance Manager and configure
audit settings

Generate and view audit reports

Deploy SQL Compliance Manager Agent to registered
SQL Server instance

Connect to the SQL Server that hosts the Repository

Permissions Requirements

sysadmin rights on the Repository databases

Read permissions (public rights) on the Repository
databases

Administrator permissions on the computer hosting
the target instance

SQL Server login

databases

Collection service permissions

Actions Permissions Requirements

Store audit settings and manage archive databases sysadmin rights on each Repository database

in the Repository

Read, write, and delete permissions on the Collection
Server trace directory

Process trace files

Local Administrator permissions on the computer that
hosts the Collection Service

Manage trace directory

Run as a service Log on as a Service right on the computer thatis running

the audited SQL Server instance
SQL Compliance Manager Agent service permissions
Permissions Requirements

Actions

sysadmin rights on the audited SQL Server instance or
database

Starting and stopping traces, and managing
SQLcompliance stored procedures
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Actions Permissions Requirements

Manage trace files Read, write, and delete permissions on the SQL
Compliance Manager Agent trace directory

Manage trace directory for an audited SQL Server Local Administrator permissions on the computer that
instance hosts the registered SQL Server

Manage trace directory for an audited virtual SQL Administrator permissions on each node in the cluster
Server hosting the virtual SQL Server

Run as a service Log on as a Service right on the computer that is

running the audited SQL Server instance

SQL Server service permissions on the Collection Server

Actions Permissions Requirements
Load trace files so the Collection Server can process Read permissions on the Collection Server trace
these events directory

SQL Server service permissions on the registered SQL Server
Actions Permissions Requirements

Write events to trace files for the registered SQL Server ~ Write permissions on the SQL Compliance Manager
instance and audited databases Agent trace directory

To successfully run and pass the Permissions Check, make sure you are logged in as one of the following
users:

+ SQL Compliance Agent Service User

« SQL Server Service User

+ Current Logged-in User

Using Windows Authentication

The SQL Compliance Manager Management Console and Agent require Windows authentication. Windows
authentication uses the logged on user account to establish trusted connections through the operating system. The
credentials of the logged on user account are passed to the SQL Server database servers. Your database server then
verifies the user matches an established SQL Server login account that has the appropriate permissions. Only after
verification will a connection open.

When using Windows authentication, the account logged on to the Management Console computer must have the
appropriate SQL Compliance Manager permissions.
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Using SQL Server Authentication

The SQLcompliance Collection Service leverages existing SQL Server logins that contain the appropriate SQL
privileges. However, SQL Compliance Manager does not support SQL Server authentication.
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Port requirements

To ensure the SQL Compliance Manager Agent and Collection Server can successfully audit instances in your
environment, open the following ports. For more information, see Supported installation scenarios.

Environment Type Port Requirements
Typical « Port 5201 on the Collection Server computer
» Port 5200 on each computer hosting an audited SQL Server
instance
Clustered « Port 5201 on the Collection Server computer

+ Port 5200 on each cluster node hosting a virtual SQL Server
you want to audit

Non-trusted « Port 5201 on the Collection Server computer
+ Port 5200 on each computer hosting an audited SQL Server
instance in a non-trusted domain or workgroup
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Software requirements

The following sections provide the software requirements for each IDERA SQL Compliance Manager component. For
more information, see Product components and architecture.

Support for MS SQL Server software includes case-sensitive servers and databases. Support for Windows operating
systems includes English and international versions. If an operating system service pack is not mentioned, a
service pack is not required for that version of the operating system.

All SQL Compliance Manager 5.0 and later versions require .NET 4.0 components. Previous versions of SQL
Compliance Manager require at least .NET 3.5.

IDERA SQL Compliance Manager 5.5.x depends on certain Microsoft components that did not ship with
SQL Server versions prior to SQL Server 2012 SP1. Before starting the installation process, please review
some important installation steps.

o Sensitive Column auditing is supported by SQL Compliance Manager Agent 3.5 or later. To use this feature,
please ensure you upgrade your agent to at least version 3.5.

SQL Compliance Manager Windows cluster support

You can install SQL Compliance Manager on a Windows cluster 2008, 2012 and later. For more information, review
the supported installation scenarios and Audit a virtual SQL Server instance.

Audited SQL Server

The audited SQL Server computer should meet or exceed the software requirements recommended by Microsoft to
run and manage SQL Server databases. Note that .NET 4.0 or later must be installed on the audited server.

In a clustered environment with virtual SQL Servers, the audited SQL Server is the virtual SQL Server. However, each
node (physical computer) in the cluster that hosts the virtual SQL Server must meet or exceed these requirements.

SQL Compliance Manager supports auditing the following Microsoft SQL Server versions.
SQL Server Version Operating System

SQL Server 2022 Windows Server 2012, Windows Server 2012 R2, Windows Server
2016, Windows Server 2019, Windows Server 2022

SQL Server 2019 Windows Server 2012, Windows Server 2012 R2, Windows Server
2016, Windows Server 2019

SQL Server 2017 Windows Server 2012, Windows Server 2012 R2, Windows Server
2016

SQL Server 2016 Windows Server 2012, Windows Server 2012 R2, Windows Server
2016

SQL Server 2014 Windows Server 2012
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SQL Server Version Operating System

SQL Server 2012 SP1 Windows Server 2012

Collection Server

The Collection Server stores SQL Compliance Manager configurations and audit data. Ensure your Collection Server
resides on a version of SQL Server that is greater than or equal to the highest audited SQL Server version. For
example, if the most current version of SQL Server that you are auditing is on SQL Server 2016 then your Collection
Server instance could be SQL Server 2016 or 2017 but not 2012.

The Repository must reside on a version of SQL Server that is greater than or equal to the highest audited
SQL Server version.

Software Type Requirement
Operating System The Collection Server requires one of the following operating
systems:

« Windows Server 2022
« Windows Server 2019
« Windows Server 2016
« Windows Server 2012
« Windows 11

« Windows 10

« Windows 8.1

« Windows 8

« Windows 7 SP1+

Microsoft SQL Server The Collection Server requires one of the following versions of
Microsoft SQL Server:

« SQL Server 2022
« SQL Server 2019
« SQL Server 2017
« SQL Server 2016
« SQL Server 2014
« SQL Server 2012 SP1

Management Console

Ensure each console computer meets or exceeds the following software requirements. You can install the console
on the Collection Server computer, or any client computer for remote access to your audit data.
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Software Type Requirement

Operating System The Collection Server requires one of the following operating systems:

« Windows Server 2022
« Windows Server 2019
« Windows Server 2016
« Windows Server 2012
« Windows 11

« Windows 10

« Windows 8.1

« Windows 8

« Windows 7 SP1+

The Management Console computer also requires Microsoft Data Access
Components (MDAC) 2.6 or later. If you plan to audit SQL Server 2005
instances, upgrade to MDAC 2.8 or later. SQL Server 2005 requires MDAC
2.8 to communicate with other applications.

Documentation Internet Explorer 7.0 or later

Agent

0 SQL Compliance Manager 5.6 requires you to upgrade the SQL Compliance Manager agents to the same
version.

Ensure the computer where the agent resides meets or exceeds the following software requirements.
Software Type Requirement

Operating System The agent requires one of the following operating systems:

« Windows Server 2022
« Windows Server 2019
« Windows Server 2016
« Windows Server 2012
« Windows 11

« Windows 10

« Windows 8.1

« Windows 8

« Windows 7 SP1+

Cloud

SQL Compliance Manager runs on various Cloud Virtual Machines running Microsoft Windows Server and Microsoft
SQL Server.
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Cloud Service Delivery Model laa$s Paa$S (DBaa$)

Amazon EC2 Windows Server -
SQL Server
Microsoft Azure VM Windows Server -
SQL Server
Google Cloud Platform Windows Server -
SQL Server
Amazon RDS - SQL Server
Amazon EC2 SQL Server - SQL Server

o Amazon RDS support is limited to use it as an audited instance.

Web Console
Supported web browsers for the IDERA SQL Compliance Manager Web console include:

« Internet Explorer 10.x+
« Microsoft Edge

+ Google Chrome

+ Mozilla Firefox

It is important for you to review the IDERA Dashboard requirements before installing SQL Compliance
Manager.

SQL Compliance Manager is ONLY compatible with IDERA Dashboard version 4.8.1 and with limited
support.
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Supported installation scenarios

You can install and deploy IDERA SQL Compliance Manager to meet your unique auditing and SQL Server
environment needs. For example, you can select which specific databases on your SQL Server instances you want to
audit.

Typical environment

The following figure illustrates a typical SQL Compliance Manager implementation scenario. This configuration
includes the following installations:

+ Management Console on your workstation (and, optionally, the Collection Server computer)
« Collection Service and Repository on a SQL Server database server
+ SQL Compliance Manager Agents on each computer hosting databases you want to audit

Clustered environment

You can install and configure SQL Compliance Manager to audit virtual SQL Servers. A virtual SQL Server is a SQL
Server running on a Microsoft failover cluster managed by Microsoft Cluster Services.
This configuration includes the following installations:

+ Management Console on your workstation
« Collection Service and Repository on a SQL Server Database server
+ SQL Compliance Manager Agents on each cluster node hosting the virtual SQL Server you want to audit

For more information, see Deploying SQL Compliance Manager in a clustered environment.

Non-trusted environment

You can install and configure SQL Compliance Manager to audit SQL Server instances running in non-trusted
domains or workgroups. This configuration includes the following installations:

« Management Console on your workstation

+ Collection Service and Repository on a SQL Server database server

+ SQL Compliance Manager Agents on each SQL Server instance you want to audit in a non-trusted domain or
workgroup
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Deploy the IDERA Dashboard and SQL Compliance Manager
Use the following links to prepare for your SQL Compliance Manager and IDERA Dashboard deployment:

« Check the supported installation scenarios

« Learn about the components and architecture

+ Review system requirements for the IDERA Dashboard and SQL Compliance Manager
« View the installation instructions

» Login to the IDERA Dashboard

SQL Compliance Manager is ONLY compatible with IDERA Dashboard version 4.8.1 and with limited
support.
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Deploying SQL Compliance Manager in a clustered environment

IDERA SQL Compliance Manager allows you to audit and report on your clustered SQL Server environment. See
Deploy SQL Compliance Manager in a clustered environment using Windows Server 2008 and later for installation
and configuration instructions.

The IDERA Dashboard does not provide support for clustered environments, you need to install it in a stand-alone
machine first. For more information on installation and configuration instructions, see Deploy the IDERA
Dashboard in clustered environments.

It is possible to install and use IDERA SQL Compliance Manager without installing the IDERA Dashboard.
The IDERA Dashboard works as a complement of SQL Compliance Manager, allowing you to monitor SQL
Server instances remotely.

To learn more about this product, visit IDERA Dashboard.

When a primary node of an AG becomes a secondary node, previously collected trace files fail to process
and remain gathered on the Passive node. Once the node becomes Active the trace files continue to
process normally.

SQL Compliance Manager is ONLY compatible with IDERA Dashboard version 4.8.1 and with limited
support.
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Deploy the IDERA Dashboard in a clustered environment and register SQL Compliance Manager

SQL Compliance Manager is ONLY compatible with IDERA Dashboard version 4.8.1 and with limited
support.

If you want to use the IDERA Dashboard in a clustered environment, you need to install this product in a stand-alone
server first.

1.

Log on with an administrator account to the stand-alone server in which you want to install the IDERA
Dashboard.

2. Run SQLCMInstall.EXE intheroot of the installation kit.

8.

. Review the information you need to start the installation and click Next.

Review and accept the license agreement by selecting the I accept the terms and conditions of the End User
License Agreement checkbox.

Select the IDERA Dashboard setup type and click Next.

Specify the location in which you want to install the IDERA Dashboard and click Next.

Specify a SQL Server Instance and a form of authentication to create the IDERA Dashboard repository, and
click Next.

Type the appropriate credentials in the provided fields under which the IDERA services run, and click Next.
IDERA uses this account to connect, discover, and gather configuration information from SQL Servers in your
Business environment. The installer grants the "Log on as a Service" right to the account that you specify.
Review the installation settings and click Install.

Once the IDERA Dashboard installation is complete, you can use it to register SQL Compliance Manager.

You can install SQL Compliance Manager and register the product with an existent IDERA Dashboard. For more
information, see Deploying SQL Compliance Manager in a clustered environment.

If you install the IDERA Dashboard after installing SQL Compliance Manager in your clustered environment, you can
register the product through the web console.

Registering SQL Compliance Manager with IDERA Dashboard allows users to access SQL Compliance Manager using
a web browser.

1.
2.
3.

4.
5.

Log into the IDERA Dashboard using an administrator account.

Go to Administration and select Manage Products.

Click on Register a Product and specify:

Product install location: select whether the product is installed locally or remotely.

Host (Machine or IP address): type the cluster name where SQL Compliance Manager is located.
Host User Name and password: type the cluster hosting SQL Compliance Manager credentials.
Product: type SQLCM to register SQL Compliance Manager.

Display Name: type a unique name under which the Dashboard will show SQL Compliance Manager.

o Q0 T o

f. Port: specify the port number SQL Compliance Manager uses.

g. User Name and password: type the credentials of a Dashboard administrator account.
Click Register.
Click Yes to confirm the registration of the product.

For more information about the IDERA Dashboard configuration, see Manage the IDERA Dashboard.
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Deploy SQL Compliance Manager in a clustered environment using Windows Server 2008 and later

The following instructions guide you through the installation of IDERA SQL Compliance Manager in a Windows
Server 2008 and later based clustered environment. Be sure to have the following information available before
creating the generic service:

« Name of the disk containing the folder
« SQLIP address

« SQL network name

« SQL Server service

Follow the steps described in the links below to complete the installation of SQL Compliance Manager in a Windows
Server 2008 and later clustered environments

1. Install SQL Compliance Manager Collection server on cluster nodes
2. Register SQL Compliance Manager Collection server as a clustered resource

When auditing the Collection Server itself, follow steps 3 and 4 to complete the installation of SQL
Compliance Manager

3. Install the IDERA Cluster Configuration Console
4. Deploy the SQLcompliance Agent to cluster nodes
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Install SQL Compliance Manager Collection service on cluster nodes

You must install the SQL Compliance Manager Collection Service on each cluster node for the service to work
correctly when a failure occurs on the primary cluster node hosting the Collection Service.

Before upgrading, changing, or uninstalling SQL Compliance Manager on the passive node, you must
delete the following registry entry:

HKEY_LOCAL_MACHINE\Software\Idera\SQLcompliance\CollectionService\TraceD1i

rectory . This step is unnecessary for new installations.

To install SQL Compliance Manager services on cluster nodes:

1.

w

10.
11.

Log on with an administrator account to the computer on which you want to install SQL Compliance
Manager.

Run SQLCMInstall.exe intheroot of the SQL Compliance Manager installation kit on the first cluster

node.
Review the information you need to start the installation and click Next.
Select the SQL Compliance Manager setup type and uncheck the IDERA Dashboard setup type.

0 The IDERA Dashboard does not provide support for clustered environment installations. If you want
to use the IDERA Dashboard, review Deploy the IDERA Dashboard in a clustered environment.

Review and accept the license agreement by selecting the I accept the terms and conditions of the End User
License Agreement checkbox.

Specify if you want to register SQL Compliance Manager with an existent IDERA Dashboard.

If you select Yes, you need to provide the IDERA Dashboard location and administrator credentials.

Specify the location in which you want to install SQL Compliance Manager.

Enable the Clustered Environment checkbox and select whether you are installing SQL Compliance
Manager in an active or a passive node.

Specify a SQL Server Instance and a form of authentication to create the SQL Compliance Manager
repository.

Test the connections to make sure the information is correct and click Next.

If you install on the currently active node, specify a trace directory on a shared disk, and click Next.

If you install on a passive node, the wizard skips this step.

Type the appropriate credentials in the provided fields under which the IDERA services run, and click Next.
IDERA uses this account to connect, discover, and gather configuration information from SQL Servers in your
Business environment, the installer grants the "Log on as a Service" right to the account that you specify.
Review the installation settings and click Install.

In Windows Services, stop the SQL Compliance Manager Collection service and set the Startup type

to Manual.

Repeat the previous steps on each cluster node. Point to the SQL Compliance Manager Repository installed on the
first node.

You cannot perform the installations concurrently, as the installers collide when checking the repository.
You must perform the installations sequentially.

Once the installation of SQL Compliance Manager is completed, proceed to Register the SQL Compliance Manager
Collection Service as a clustered resource.
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A\ SQL Compliance Manager is ONLY compatible with IDERA Dashboard version 4.8.1 and with limited
support.
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Register the SQL Compliance Manager Collection service as a clustered resource

After installing the SQL Compliance Manager components on your cluster nodes, create the clustered service
resources to allow SQL Compliance Manager to recognize the cluster nodes.

Registering SQL Compliance Manager services with Microsoft Failover Cluster Manager allows the Microsoft Cluster
Service to manage the services in failover situations. The following configuration ensures the high availability of the
services during a failover.

Below you can find a set of instructions to register the SQL Compliance Manager services as a clustered resource:

Adding SQL Compliance Manager Collection service to an existing role
After finishing the installation in all nodes, go to the active node and follow the steps below.

1. Open the Microsoft Failover Cluster Manager and select Roles
2. Right-click on the SQL Server role, point to Add Resource, and select Generic Service
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3. Microsoft Failover Cluster Manager displays the New Resource Wizard

4. Select SQLcompliance Collection Service, click Next, review the generic service configuration summary, and
click Finish

5. Inthe Roles section, right-click the SQLcompliance Collection Service, and select Properties
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6. Onthe General tab, check the Use Network Name for computer name box, and click Apply

@ i this action throws an error, try again after configuring the following information:
Go to the Dependencies tab, add the following resources: SQL Server and SQL Server Agent, and
click Apply.

7. On the Registry Replication tab, click Add
8. Type Software\Idera\SQLCM andclick OK

A\ The Registry Replication tab is not available in Windows Server 2012.
If you are using Windows Server 2012, you must use the "Add-ClusterCheckpoint" PowerShell
cmdlet to add the necessary setting.
For more information, see Add ClusterCheckpoint.

9. Inthe Roles section right-click the SQLcompliance Collection Service and Bring the resource Online.
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10. Open the Microsoft Failover Cluster Manager on the other nodes and verify if the SQLcompliance Collection

Service is online.

After registering the collection service as a clustered resource, proceed to install the IDERA Cluster Configuration

Console to configure the SQL Compliance Manager Agent.
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Install the IDERA Cluster Configuration Console

Once the installation of SQL Compliance Manager is complete, you need install the IDERA Cluster Configuration
Console.

o You must perform these steps on all nodes of the cluster.

1. Go to the SQL Compliance Manager install path. Unless you have specified a different path, the one by
defaultis C:\Program Files\IDERA\SQLCompliance.

Run SQLcomplianceClusterSetup.EXE.

Once the setup wizard launches, click Next to proceed to the License Agreement.

Read the license agreement, select the option to accept the terms of the license agreement, and click Next.
Select the destination path in which you want to install the IDERA Cluster Configuration Console. Define the
permissions for the software and click Next.

6. Click Install to complete the installation.

aoarw N

Once the Cluster Configuration Console is installed, review Deploy the SQL Compliance Manager Agent to cluster
nodes.
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Deploy the SQL Compliance Manager Agent to cluster nodes

Now that the IDERA Cluster Configuration Console is installed, you need to add the SQL Compliance Manager Agent
to the clustered instance that is to be audited.

Use the following checklist to help you deploy and configure SQL Compliance Manager in a clustered environment.

Z

y4
y4
4

N

Follow these steps...

Install SQL Compliance Manager.

Identify which virtual SQL Server instances you want to audit.

Identify which cluster nodes host each virtual SQL Server instance. Make sure that you
identify the currently active node as well as any passive nodes in the same cluster.

On each cluster node, open port 5200 for SQL Compliance Manager Agent
communication.

For each cluster node, identify the folder you want to use for the SQL Compliance
Manager Agent trace directory. If a cluster node hosts more than one virtual SQL
Server instance, identify a trace directory for each additional instance you want to
audit.

For each cluster node, identify the account you want to use for the SQL Compliance
Manager Agent Service. Verify that this account can access the computer where you
installed the Collection Server. Also make sure that this account belongs to the
Administrators group on each node. Review the SQL Compliance Manager Agent Service
permission requirements.

Deploy the SQL Compliance Manager Agent to each cluster node using the Cluster
Configuration setup program.

Add the SQL Compliance Manager Agent service on each cluster node using the Cluster
Configuration Console.

Register the SQL Compliance Manager Agent as a generic service using the Microsoft
Cluster Administrator tool.

Register each virtual SQL Server instance with SQL Compliance Manager using the
Management Console. Note that you must choose manual deployment for the SQL
Compliance Manager Agent.

Specify the SQL Server events you want to audit on each registered virtual SQL Server
instance using the Management Console.
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Y

Follow these steps...

4 Run SQL Compliance Manager. Use report cards and the Audit Events tab to ensure you
are auditing the correct SQL Server events.

1. Add the SQL Compliance Manager Agent

© You must perform these steps on all nodes of the cluster.

1. Once the Cluster Configuration Console launches, click Add Service.

2. Onthe General dialog window, specify the name of the clustered instance to be audited by IDERA SQL
Compliance Manager and click Next.

3. Onthe Collection Server dialog window, specify the name of the server hosting the SQLcompliance
Collection Service and click Next.

4. Onthe SQLcompliance Agent Trace Directory dialog window, specify the path on which trace files will
temporarily reside before being transferred to the SQLcompliance Collection Service.

The path specified should be on a drive that is a part of the same resource group as the SQL Server instance
to be audited.

5. Onthe CLR Trigger Location dialog window, specify the path on which trigger assembly files will reside. The
path specified should be on a drive that is a part of the same resource group as the SQL Server instance to be
audited.

Click Next.

Ensure the Agent Trace directory and the CLR Trigger location specified exist by creating the folder
structure manually through Windows Explorer.

6. Review the configuration and click Finish.

7. The IDERA Cluster Configuration Console displays a confirmation message stating that you have
successfully added the SQL Compliance Manager Agent.
Click OK.

2. Register the SQL Compliance Manager Agent as a clustered service

Registering the SQL Compliance Manager Agent service with Microsoft Failover Cluster Manager allows the
Microsoft Cluster Service to manage the SQL Compliance Manager Agent service in failover situations. This
configuration ensures that auditing will continue during a failover and no audit data is lost.

o You must perform these steps only once, in the active node.
1. Logonto the active cluster node using an administrator account and launch the Microsoft Failover Cluster

Manager.
2. Right-click the role created for the clustered instance, point to Add a Resource, and select Generic Service.
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3. On the Select Service dialog window, select the SQL Compliance Manager Agent service created previously,
continue following the wizard, and click Finish.
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4. The Failover Cluster Manager displays the new resource in the resources tab. Right-click the new resource
and select Properties.
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5. Inthe General tab, specify the Service name as the Agent Service name found in the SQLcompliance Agent
details.
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6. Clear the Startup parameters.

7. Go to the Dependencies tab and add the following dependencies:
a. SQL Network Name: name of the cluster hosting the SQL instance to be audited.
b. Cluster Disk(s): the disk(s) on which the agent trace directory and the CLR trigger assemblies reside.

c. SQL Server: the SQL Server instance to be audited by SQL Compliance Manager.
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10.

11.
12.

Once the dependencies are configured, click Apply.

Return to the General tab, check the Use Network Name for computer name box and click Apply.
Go to the Registry Replication tab.

The Registry Replication tab is not available in Windows Server 2012.

If you are using Windows Server 2012, you must use the "Add-ClusterCheckpoint" PowerShell
cmdlet to add the necessary setting.

For more information, see Add ClusterCheckPoint.

Add a specific registry path. To obtain the correct path, go to the IDERA Cluster Configuration Console and
copy the Replicated Registry Key from the SQLcompliance Agent details.
Click OK.

On the Properties window, click Apply to save the changes, and click OK to return to the Resources tab.
Right-click the SQLcompliance Agent resource and click Bring Online.
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After successfully deploy the SQL Compliance Manager Agent, you can start auditing your virtual SQL Server
instances.
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Deployment considerations

Before implementing IDERA SQL Compliance Manager, review the following guidelines to ensure optimal
performance, security, and disaster recovery. For example, if you anticipate collecting large numbers of events
(several hundred thousand or more) in a short time period, consider incorporating one or more of these guidelines
in your SQL Compliance Manager deployment.

« |dentify how much audit data you expect to collect
» Use adedicated computer for the Collection Server
+ Optimize the model database settings

+ Optimize the tempdb database settings

+ Preserve audit data using archives

« Implement a disaster recovery strategy
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Identify audit data volume

Estimate the amount of audit data your compliance needs may generate, and ensure the Collection Server
computer has ample memory and database space. Consider the following examples:

« Adata set of one million events may require 1 GB of database space to store the audit data
+ Atrace file that is 5 MB may require 100 MB of memory to process the collected events

The amount of audit data you collect and process depends on your audit settings. Test your audit settings to
identify a baseline and set your memory and hardware needs accordingly.

To estimate your audit data volume, perform a test audit of your SQL Servers for 7 days, and track how much space
is used by the Repository databases. Use the resultant event collection rate to estimate the database size you will
need to store and process audit data over time. Also consider how often you plan to archive or groom data. For
example, if you collect an average of 500 MB of audit data per day and you plan to archive events every 14 days,
then the database size should be set to 7 GB. Ensure you set the Repository databases to automatically grow. For
more information, see Optimize tempdb settings.
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Use a dedicated computer

Install the Collection Server on a dedicated physical computer running SQL Server. For optimal performance,
implement the following recommended configurations:

« Configure the trace directory to use a different disk than what the operating system uses

+ Run 64-bit versions of the Windows operating system and the SQL Server software

« Ensure the Repository databases are the only databases hosted on this SQL Server

+ Set the default database file locations so these files are stored on a different disk than what the operating
system uses

This configuration also helps you ensure minimal access to the SQL Server instance and your audit data. For more
information, see Product components and architecture.
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Optimize model settings

Change the following model system database properties to ensure optimal performance and complete backups of
the IDERA SQL Compliance Manager Repository databases. The Repository databases store your audit settings and
collected audit data. Whenever the Collection Server creates an events or archive database, SQL Server uses the
model database as a template for the new database, applying the same property values.

Use the following guidelines to optimize performance in a typical environment. For best results, monitor your audit
data collection over a period of time, and then set these model properties to reflect your needs. For more
information, see Identify audit data volume.

Property Name Benefits Value
Automatically grow file Allows the tempdb database to expand as Selected

needed, accommodating cases when the collected
audit data set is larger than expected

File growth Allows SQL Server to efficiently handle any 25%
required file growth

Recovery Model Allows you to perform full backups of the Simple
Repository database

Space allocated Allows ample database space for audit data 200 MB
collection, so file growth occurs less frequently
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Optimize tempdb settings

Change the following tempdb system database properties to ensure optimal performance when the Collection
Server processes and archives audit data.

Use the following guidelines to optimize performance in a typical environment. For best results, monitor your audit
data collection over a period of time, and then set these tempdb properties to reflect your needs. For more
information, see Identify audit data volume.

Property Name

Automatically grow file

File growth

Space allocated

Benefits Value
Allows the tempdb database to expand as Selected

needed, accommodating cases when the collected
audit data set is larger than expected

Allows SQL Server to efficiently handle any 25%
required file growth

Allows ample database space for audit data 200 MB
collection, so file growth occurs less frequently
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Preserve audit data using archives

Include frequent archiving in your audit data maintenance strategy. Archiving lets you store audit data in separate
databases that you can access for future reporting. For more information about archiving, see How archives work.
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Implement a disaster recovery strategy

A disaster recovery strategy allows you to plan for unexpected outages to ensure you can continue auditing SQL
Server activity and policy compliance.

When you implement IDERA SQL Compliance Manager in your production SQL Server environment, consider
preparing a disaster recovery strategy to minimize audit data loss should the Collection Server become unavailable.
Use the following procedures and guidelines to implement a new disaster recovery strategy or modify an existing
disaster recovery strategy.

Identify how often to back up the Repository databases

The frequency at which you back up the Repository databases depends on the following factors:

+ How often your audit settings change

+ How often your SQL Server environment changes as you add new servers and databases or remove older
servers and databases

» How much audit data you collect in a given time period

+ How much risk you are willing to incur

The backup frequency should reflect your maintenance needs and allow you to meet future compliance
requirements.
Schedule routine backups of the Repository databases

After you identify the appropriate backup frequency for your compliance needs, use a tool such as Idera SQL Safe to
schedule routine backups of the Repository databases.

IDERA Website|Products|Buy|Support|Community|About Us|Resources|Legal 109


http://www.idera.com
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com
http://community.idera.com
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

How to install SQL Compliance Manager

Pre -Installation
Before installing IDERA SQL Compliance Manager, consider the following best practices:

« Ensure you review the hardware, software, permissions, and port requirements.

« Decide whether you should install the Collection Server on a dedicated SQL Server instance.

« ASQL Server instance to host the IDERA SQL CM and the IDERA Dashboard repository databases.

+ Have valid Service Account credentials for the IDERA Services.

« Ifyou plan to audit instances running SQL Server 2005 or later, install the Collection Server on a computer
hosting the highest version of SQL Server running in your environment. For example, to accept event data
from audited instances running SQL Server 2012, the Repository databases must reside on a SQL Server 2012
or higher instance.

By default, SQL Compliance Manager installs with a trial license. For more information about trial licenses or
upgrading your license, see Licensing.

© 1DERA SQL Compliance Manager versions 4.5 and older. For installations of SQL Compliance Manager 5.0

and newer, including the IDERA Dashboard, see How to install SQL Compliance Manager and the IDERA
Dashboard.

Fresh Installation

Install Features

1. Select the Fresh Installation option.
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2. Accept the terms and conditions of the EULA and click Next.
a. Click the link to open the EULA dialog to review it in detail.
3. Select the features you want to install and click Next.
a. SQL Compliance Manager - Installs the collection service, the management console, and the agent
components.
b. SQL Compliance Manager Management Console - installs the application only.
c. SQL Compliance Manager Agent Components - installs the agent service and its required components
only.
d. IDERA Dashboard - installs the IDERA Dashboard that can be accessed via web console to access SQL
CM.
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Dashboard Registration

Select if you want to register SQL CM with an existing IDERA Dashboard.

Register the IDERA Dashboard locally - type in the Dashboard Location where you want to install the IDERA
Dashboard and type in your Administrator Credentials.

1. Choose whether you want to register SQL CM to an existing IDERA Dashboard. If you choose Yes, follow the
steps below. If you choose No, click Next.
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a. Select whether to register SQL CM with the IDERA Dashboard locally or on a remote server.
b. Inthe text field type in the Remote IDERA Dashboard Location addressed. If you selected to register

locally, the address fills in automatically.
¢. Fillin the text fields with your UserName and Password and click Next.
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Installation Directory

1. Typein or browse the installation folder where you want to install SQL CM.
2. Typein a Display Name to be shown on the IDERA dashboard for the current installation.
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Repositories

If you want to enable a Clustered Environment. Select the checkbox and choose between an Active Node or a
Passive Node to create your repositories.
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Create SQL Compliance Manager Repository

Select your SQL Server Instance from the drop-down menu.
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Select the authentication method. When selecting Use Microsoft SQL Server Authentication, a screen prompts
you to add the Username and Password.
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Trace Directory

Select where you want to store the audit information obtained with the SQLCompliance Agents before it processes
the information and sends it into the Repositories.
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Service Account

Specify the account used for IDERA Services.
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A Password

Entering passwords with special characters suchas" /\[]:;| =, +* ? <> generates a failure with the
installation, canceling and not completing the product installation.

Summary

Review the stated parameters before the installation.
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Press the Install button to start the installation.

A\ The SQL Compliance Manager installer detects if the local machine has an older version of the SQL Server
2012 Native Client installed and if needed, SQL CM upgrades the Native Client to the latest version and
proceeds with the installation. If no Native Client is installed on a server, then SQL CM installs the latest
Native Client version and proceeds with the installation.
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How to install SQL Compliance Manager and the IDERA Dashboard

SQL Compliance Manager is ONLY compatible with IDERA Dashboard version 4.8.1 and with limited
support.

© DERA SQL Compliance Manager versions 5.0 and newer only.

Before installing IDERA SQL Compliance Manager, consider the following best practices:

« Ensure you review the product requirements.

« Decide whether you should install the Collection Server on a dedicated SQL Server instance.

« Ifyou plan to audit instances running SQL Server 2005 or later, install the Collection Server on a computer
hosting the highest version of SQL Server running in your environment. For example, to accept event data
from audited instances running SQL Server 2012, the Repository databases must reside on a SQL Server 2012

instance.

This procedure guides you through the installation of SQL Compliance Manager and the IDERA Dashboard.

Itis possible to install and use IDERA SQL Compliance Manager without installing the IDERA Dashboard.
The IDERA Dashboard works as a complement of SQL Compliance Manager, allowing you to monitor SQL

Server instances remotely.
To learn more about this product, visit IDERA Dashboard.

By default, SQL Compliance Manager installs with a trial license. For more information about trial licenses or
upgrading your license, see Licensing.

Start your SQL Compliance Manager installation

You can install SQL Compliance Manager and the IDERA Dashboard on any computer that meets or exceeds
the product requirements.

To install SQL Compliance Manager:

1. Logon with an administrator account to the computer on which you want to install SQL Compliance
Manager.

2. Run SQLCMInstall.EXE intheroot of the installation kit.

3. Review the information you need to start the installation and click Next.

4. Review and accept the license agreement by selecting the I accept the terms and conditions of the End User
License Agreement checkbox.
Select the appropriate setup type and then click Next.

Setup Type Description

All SQL Compliance Manager Allows you to install all SQL Compliance Manager components
components and IDERA Dashboard and the IDERA Dashboard on this computer

SQL Compliance Manager Allows you to install only the SQL Compliance Manager
Management console only Management console

IDERA Website|Products|Buy|Support|Community|About Us|Resources|Legal 122


http://www.idera.com
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com
http://community.idera.com
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw
https://wiki.idera.com/display/Dashboard/IDERA+Dashboard+Home

Setup Type Description

SQL Compliance Manager Agent only Allows you to install only the SQL Compliance Manager Agent

IDERA Dashboard only Allows you to install only the IDERA Dashboard

5. Ifyou chose All SQL Compliance Manager components and IDERA Dashboard setup, complete the
following procedure:

a.

b.

e.

Specify the following information and click Next.
i. Location in which you want to install SQL Compliance Manager.
ii. Display name for this installation.
The IDERA Dashboard displays this name for the current installation. The name can only
contain letters, numbers, or hyphen - characters.
iii. Whether you want to install or upgrade the IDERA Dashboard locally or use a remote
installation.
If you chose to use a remote installation, you need to provide an existing IDERA Dashboard
URL and Dashboard administrator credentials.
Specify a SQL Server Instance and a form of authentication to create the SQL Compliance Manager
and the IDERA Dashboard repositories.
At this point, you can enable the Clustered Environment checkbox. If you select this option, you
have to select whether you are working on an active or passive node and specify the same
information mentioned above for the environment. For more information, see Deploying SQL
Compliance Manager in a Clustered Environment.
Test the connections to make sure the information is correct and click Next.
Specify where the SQL Compliance Manager Agent should store collected audit data, and click Next.
The specified folder will be the trace file directory on the audited SQL Server instance.

. Type the appropriate credentials in the provided fields under which IDERA services run, and

click Next. IDERA uses this account to connect, discover, and gather configuration information from
SQL Servers in your Business environment. The installer grants the "Log on as a Service" right to the
account that you specify.

Review the installation settings and click Install.

6. If you chose the SQL Compliance Manager Console setup, complete the following procedure:

a.
b.

Specify the location in which you want to install the console and click Next.
Review the installation settings and click Install.

7. If you chose the SQL Compliance Manager Agent setup, complete the following procedure:

a.

Specify the location in which you want to install the console and click Next.

b. Selecta SQL Server instance to audit and the appropriate credentials. Click Next.

C.

d.

e.

Specify where the SQL Compliance Manager Agent should store collected audit data, and click Next.
The specified folder will be the trace file directory on the audited SQL Server instance.

Specify the SQL Server hosting the SQL Compliance Manager collection service and click Next.
Review the installation settings and click Install.

8. If you chose the IDERA Dashboard setup, complete the following procedure:

a.
b.

Specify the location in which you want to install the IDERA Dashboard and click Next.

Specify a SQL Server Instance and a form of authentication to create the IDERA Dashboard repository
and click Next.

Type the appropriate credentials in the provided fields under which IDERA services run, and then
click Next. IDERA uses this account to connect, discover, and gather configuration information from
SQL Servers in your Business environment. The installer grants the "Log on as a Service" right to the
account that you specify.

Review the installation settings and click Install.
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9. Ifyou chose the SQL Compliance Manager Agent and the IDERA Dashboard setup, complete the following
procedure:

a.

b.

e.

f.

Specify the location in which you want to install the SQL Compliance Manager Agent and the IDERA
Dashboard, then click Next.

Specify a SQL Server Instance and a form of authentication to create the IDERA Dashboard repository
and click Next.

Type the appropriate credentials in the provided fields under which the IDERA services run, and then
click Next. IDERA uses this account to connect, discover, and gather configuration information from
SQL Servers in your Business environment. The installer grants the "Log on as a Service" right to the
account that you specify.

Specify where the SQL Compliance Manager Agent should store collected audit data, and then

click Next. The specified folder will be the trace file directory on the audited SQL Server instance.
Specify the SQL Server hosting the SQL Compliance Manager collection service and click Next.
Review the installation settings and click Install.

10. If you chose the SQL Compliance Manager Management Console and the IDERA Dashboard setup,
complete the following procedure:

a.

b.

Specify the location in which you want to install the SQL Compliance Manager Console and the IDERA
Dashboard, then click Next.

Specify a SQL Server Instance and a form of authentication to create the IDERA Dashboard repository
and click Next.

Type the appropriate credentials in the provided fields under which IDERA services run, and then
click Next. IDERA uses this account to connect, discover, and gather configuration information from
SQL Servers in your Business environment. The installer grants the "Log on as a Service" right to the
account that you specify.

Review the installation settings and click Install.

If you are installing SQL Compliance Manager’s collection service on a repository running on SQL
Server 2012 or below, the wizard will automatically install the necessary Microsoft components to
finish the SQL Compliance Manager installation.

For more information, see these important installation steps.

11. To launch SQL Compliance Manager, you can select the Launch the SQL Compliance Manager Windows
Console checkbox.
To access the IDERA Dashboard, open the URL provided in the completed installation window. Ensure to
review Log in to IDERA Dashboard.

If you want to install the SQL Compliance Manager Management Console and the SQL Compliance
Manager Agent, you must install them together; otherwise, you will need to install the console with the
installation wizard first, and then use the Silentinstaller to install the agent.

For more information, see Perform a silent installation of the SQLCM Agent.

The SQL Compliance Manager installer detects if the local machine has an older version of the SQL Server
2012 Native Client installed and if needed SQL CM upgrades the Native Client to the latest version and
proceeds with the installation. If no Native Client is installed on the server, then SQL CM installs the latest
Native Client version and proceeds with the installation.
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o If you wish to uninstall the IDERA Dashboard, make sure to un-register all products by clicking the Manage
Products link of the Products widget in the Administration view. For additional information, see Managing
product registry in the IDERA Dashboard.
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Perform a silent installation of the SQLCM Agent

Use the following commands to perform a silent installation or upgrade the IDERA SQL Compliance Manager Agent.

For a fresh installation (Default Installation Path):

msiexec /i "SQLcomplianceAgent-x64.msi" /1*v InstallAgent.log
COLLECT_SERVER="IderaCollectionServerName"
INSTANCE="AgentSQLServerInstanceName"
SERVICEUSERNAME="Domain\Username"

PASSWORD="!mySec@tP@55wOrD"

STARTSERVICE="TRUE"

SILENT="1"

AllUsers=1 /gb+

Upgrade:

msiexec /i "SQLcomplianceAgent-x64.msi" /1*xv InstallAgent.log
SERVICEUSERNAME="Domain\Username"

PASSWORD="!mySec@tP@55wOrD"

STARTSERVICE="TRUE"

SILENT="1"

REINSTALLMODE=vamus

REINSTALL=A11l

AllUsers=1 /gb+

Note

You can locate the MSiI file within the SQLCM installation directory. Simply check the directory where
either the SQL Compliance Manager Management Console or the SQL Compliance Manager Collection
Service has been installed.

o Use and add the associated parameters according to your needs for your installation/upgrade from the
chart below.

Associated parameters include:
Parameter Description

COLLECT_SERV = The machine where the Collection server is installed and where you want to collect audited
ER data.

INSTANCE The SQL Server instance name where you want to install the Agent.

INSTALLDIR (Optional) Specify the target installation directory.
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Parameter

TRACE_DIRECT
ORY

SERVICEUSERN
AME

PASSWORD

REINSTALL

REINSTALL
MODE

STARTSERVICE

SILENT

ALLUsers

Description

(Optional) The Agent trace file directory where you want to generate the trace files on the
Agent server.

If the parameter is not specified, the agent trace file directory will automatically be located in
the installation directory.

The Windows service account used to run the Agent service. This account must be local
admin and have sa rights to the monitored SQL Server.

The password for the service account.

All, instructs the installer to reinstall all pre-installed features.

Vamus, indicates the type of reinstall to perform.

Denotes whether to start the service.

Indicates to the installer that it is installed silently.

1, perform a "per-machine" installation. Omit this parameter to perform a "per-user"
installation.

o The login and password must be encrypted strings. On IDERA SQL Compliance Manager 3.0 and later, you
can encrypt the login and password using the encrypt command on the command line to get an encrypted
version of the string that can then be used:

sqlcmemd encrypt THESTRING

Note

Should the password contain the """ special character, please consider enclosing the password string in
between quotation marks, as shown below.

sqlcmemd encrypt "THESTRING"

Also, note that this option would work if the password string does not contain double-quotes.
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Log in to IDERA Dashboard

SQL Compliance Manager is ONLY compatible with IDERA Dashboard version 4.8.1 and with limited
support.

Once you have installed and configured your IDERA Dashboard and IDERA SQL Compliance Manager
deployments, you can login to the IDERA Dashboard by doing the following:

1. Stop the IDERA Dashboard Core Service, which would also stop the IDERA Dashboard Web Application
Service.

2. Navigate to the CoreService\ProductPlugins\War directory within the Dashboard installation directory (e.g.
C:\Program Files\IDERA\Dashboard\CoreService\ProductPlugins\War)

3. Rename the 6.3 WAR file to sqlcm-war-6.3.0.810_#_original.war

Note that the '#' character will represent the Product ID.
4. Copy the 6.0 WAR file into the directory (Please reach out to support@idera.com to get the 6.0 war file).

5. Rename sqglcm-war-6.0.0.77_2.war to sqlcm-war-6.2.0.810_#.war (replace # with the correct number).
You can double-check the name by checking the Dashboard repository database.

SELECT[ID], [WarFilePath]
FROM [IderaDashboardRepository].[Common].[RegisteredProducts]
WHERE Name='SQLCM'
6. Execute the following query to make sure the version is correct.
UPDATE [IderaDashboardRepository].[Common].[RegisteredProducts] SET

[Version]='6.2.0.810"' WHERE [WarFilePath] LIKE '%sqlcm-war-6.2.0.810%"'

7. Restart the Dashboard Services

0 The IDERA Dashboard Web Application service comes with SSL already set up. For more information on
running the IDERA Dashboard over SSL, see Run the Idera Dashboard over SSL (HTTPS)
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Configure your deployment

After your initial installation and set up, you may want to perform the following tasks to further customize and
streamline your deployment.

« |dentify audit data volume

« Export your audit settings

« Manage the SQLcompliance Agent
+ Optimize model settings

+ Optimize tempdb settings

» Preserve audit data using archives
» Register your SQL Servers
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Check the product version

You can check the IDERA SQL Compliance Manager version at any time. The product version consists of the release
number assigned to SQL Compliance Manager.

To check the product version:

1. Start SQL Compliance Manager.
2. Onthe Help menu, click About SQL Compliance Manager.
3. Click OK.
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Check the SQL Server version

You can quickly check the version of a SQL Server instance you are auditing.

To check the SQL Server version:

1. Navigate to Registered SQL Servers in the Administration tree.

2. Right-click the SQL Server instance you want to check, and then select Properties.

3. Onthe General tab, review the SQL Server version number, and then click OK. For more detailed information
to help troubleshoot an issue, use the native SQL Server Tools to check your SQL Server instance

configuration settings.
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Export your audit settings

You can export audit settings for an audited SQL Server instance or database. Exported audit settings are saved in
an XML format and can be applied to other registered SQL Server instances. This flexibility saves you time when you
are configuring audit settings on multiple SQL Server instances or databases, and helps ensure consistent audit
settings across your environment. In addition, exporting allows you to back up your audit settings to use should you
need to reinstate an audited SQL Server instance. As you configure audit settings, consider which settings you
would like to save for future use, and export the settings configured for that particular SQL Server instance or
database. You can later import these settings through the Console or apply them to a new registered instance and
database through the CLI.

To export your audit settings:

1.
2.

>

Navigate to target SQL Server instance or database in the Explore Activity tree.

On the Summary tab, click either Server Settings or Database Settings to verify that the audit settings are
correct. Close that window when done viewing.

Click Export.

Specify the file name or use the default name.

Select the location to save the output file. Considering saving the output file to a central location, such as a
network share.

Click Save.
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Import your audit settings

As you configure or modify audit settings for your SQL Server instances, you may want to apply the same settings
across multiple SQL Server instances in your environment. You can import audit settings through previously
exported XML files, allowing you to:

« Use previously configured audit settings as a baseline, or template, you deploy to multiple instances and
databases so that the same events are audited across your environment

« Ensure all SQL Server databases used by regulated applications, such as SAP, are consistently audited and
held to the same level of compliance

+ Streamline and automate your configuration workflow

If a user is assigned privileged status as part of the alert rule you are importing, and that user does not yet exist
in the environment you are importing to, the privileged user status will apply if the user is ever added to your
environment.

0 To execute a T-SQL script that applies previously exported audit settings, use the auditdatabase CLI
command.

Auditing the same events across multiple instances and databases

You can import previously configured audit settings to use as a baseline, or template. By deploying this baseline to
multiple instances and databases, you can ensure the same events are audited across your environment.

To audit the same events across multiple instances or databases:

1. Navigate to Registered SQL Servers in the Administration tree.
2. Onthe Registered SQL Servers tab, click Import.
3. On the Select File to Import window, click Browse and locate the audit settings file, and then click Open.
4. Click Next.
« If you want to audit events at the server level as well as events initiated by privileged users, select
these import options.
« Ifyou want to audit events at the database level, click Database Audit Settings, and then select the
database you want to use as your baseline or template.
5. Onthe Target Servers window, select the registered SQL Server instances to which you want to apply the
selected audit settings, and then click Next.
6. On the Import Audit Settings window, select the audit settings you want to import, and then click Next.
7. Onthe Target Databases window, select the audited databases to which you want to apply the selected
audit settings, and then click Next.
8. On the Summary window, choose whether you want your imported audit settings to overwrite the settings
on the target SQL Server instances and databases or be added to the settings already present. Click Finish to
import your audit settings.

Auditing regulated applications across your environment

You can import previously-configured audit settings to ensure all SQL Server databases used by regulated
applications, such as SAP, are consistently audited and are held to the same level of compliance.

To audit regulatory applications across your environment:

1. Navigate to Registered SQL Servers in the Administration tree.
2. Onthe Registered SQL Servers tab, click Import.
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> w

On the Select File to Import window, click Browse and locate the audit settings file, and then click Open.
Click Next.
On the Import Audit Settings window, specify which databases are configured with the audit settings you
want to import. Complete the following steps:
a. Click Database Audit Settings, and then select the Only import for matching database names
option.
b. Select the databases whose audit settings you want to apply.
c. Ifyou also want to audit events at the server level as well as events initiated by privileged users,
select these options, and then click Next.
On the Target Servers window, select the audited SQL Server instances you want to apply the audit settings
to from the list, and then click Next.
On the Target Databases window, ensure the target database list matches the database names you specified
to match. Select the audited databases to which you want to apply the imported audit settings, and then
click Next.
On the Summary window, select whether you want your imported audit settings to overwrite the settings on
the target SQL Server instances and databases or added to the settings already present. Click Finish to
import your audit settings.
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Manage the SQLcompliance Agent

The SQL Compliance Manager Agent collects SQL events for the Collection Server to process. Your audit and agent
property settings control which audit data is collected, and how the audit data is managed and processed. Deploy a
SQL Compliance Manager Agent to each SQL Server computer that hosts the instances and databases you want to
audit.

» How the SQL Compliance Manager Agent works

» SQL Compliance Manager Agent version compatibility

» Deploy the SQL Compliance Manager Agent manually

» Deploy the SQL Compliance Manager Agent remotely

» Upgrade the SQL Compliance Manager Agent locally

» Upgrade the SQL Compliance Manager Agent remotely

» Ensure the SQL Compliance Manager Agent has current audit settings
« Check trace file integrity

» Check the SQL Compliance Manager Agent status

» Check the SQL Compliance Manager Agent version

« Configure how the SQL Compliance Manager Agent manages trace files
« How the SQL Compliance Manager Cloud Agent works

+ Auditing Azure Managed Instance with SQL Compliance Manager
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How the SQL Compliance Manager Agent works

The SQL Compliance Manager Agent runs under the SQL Compliance Manager Agent Service account on each
registered SQL Server computer that hosts the audited instances and databases. To audit events, the SQL
Compliance Manager Agent starts SQL Server traces that run on the target SQL Server. Once a trace starts, SQL
Compliance Manager copies events from the SQL trace to trace files, providing a raw audit record.

Trace files are stored in the AgentTraceFiles folder under the install directory (C:\Program

Files\Idera\SQLcompliance) onthe computerthat hoststhe SQL Serverinstance. This folder is secured
using ACL settings. You can specify a different location for the trace directory.

The SQL Compliance Manager Agent compresses the trace files and sends them to the Collection Server. After a
trace file is successfully sent, the SQL Compliance Manager Agent deletes the file.

You can configure how the SQL Compliance Manager Agent manages these trace files. For example, you can set the
maximum trace directory size to limit how much storage space is consumed by unprocessed audit data. When the
directory size is reached, the SQL Compliance Manager Agent stops the SQL trace until the existing trace files can be
sent to the Collection Server.

By default, the SQL Compliance Manager Agent communicates with the Collection Server every 5 minutes. This
communication is a heartbeat. During a heartbeat, the SQL Compliance Manager Agent confirms its health and
receives audit setting updates. You can manually apply audit setting updates as needed using the Management
Console.

Note

During the heartbeat, the Collection Service requests a list of the Database Names and ID “s in order to
update the table stored in the event database.

If the SQL Compliance Manager Agent continues to run without a heartbeat, IDERA SQL Compliance Manager
considers the agent to be unattended. By setting the unattended time limit, you can control how long traces are
allowed to run until SQL Server stops the trace. Use this setting to automatically stop auditing when the SQL
Compliance Manager Agent is not responding or is deleted.

When you deploy the SQL Compliance Manager Agent, SQLcompliance installs the SQL Compliance Manager Agent
service on the computer hosting the target SQL Server instance. You can install the agent manually through the
setup program or dynamically through the Management Console.
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SQL Compliance Manager Agent version compatibility

The 3.0 or later version of the Management Console and the Collection Server supports all earlier versions of the
SQL Compliance Manager Agent. This compatibility allows you to upgrade your IDERA SQL Compliance Manager
implementation in stages according to your change control policies.
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Deploy the SQL Compliance Manager Agent manually

To deploy the SQL Compliance Manager Agent manually, run an Agent Only or Custom setup to install the agent on
the physical computer that hosts the SQL Server instance or database you want to audit. Use manual deployment
when you want to install the SQL Compliance Manager Agent in a unique environment, such as on a workstation or
a computer that belongs to a non-trusted domain.

If you want to audit a virtual SQL Server, use the Cluster Configuration Console to deploy and configure the SQL
Compliance Manager Agent on each cluster node hosting the server. For more information about installing and
configuring the SQL Compliance Manager Agent for a virtual SQL Server, see Deploy the SQL Compliance Manager
Agent to cluster nodes.

Perform a silent installation

Use the following commands to perform a silent installation or upgrade the IDERA SQL Compliance Manager Agent
for versions 5.5.1 and later.

For a fresh installation:

msiexec /i "\SQLcomplianceAgent-x64.msi" /1l*v InstallAgent.log COLLECT_SERVER="IderaC

ollectionServerName" INSTANCE="AgentSQLServerInstanceName" TRACE_DIRECTORY="C:
\Program Files\Idera\SQLcompliance\AgentTraceFiles" SERVICEUSERNAME='"Domain\Username"
PASSWORD="!mySec@tP@55wOrD" STARTSERVICE="TRUE" SILENT="1" /qgb+

Minor/Maintenance Upgrade (from 5.x to this version):
msiexec /i "\SQLcomplianceAgent-x64.msi" /1lxv InstallAgent.log COLLECT_SERVER="IderaC
ollectionServerName" INSTANCE="AgentSQLServerInstanceName" TRACE_DIRECTORY="C:
\Program Files\Idera\SQLcompliance\AgentTraceFiles" SERVICEUSERNAME='"Domain\Username"
PASSWORD="!mySec@tP@55wOrD" STARTSERVICE="TRUE" SILENT="1" REINSTALLMODE=vamus
REINSTALL=A1l AllUsers=1 /qgb+

Major upgrade (from 4.5 to this version):

msiexec /i "\SQLcomplianceAgent-x64.msi" /1xv InstallAgent.log SERVICEUSERNAME="Domasi
n\Username" PASSWORD="!mySec@tP@55wOrD" STARTSERVICE="TRUE" SILENT="1" AllUsers=1 /
gb+

Use the following commands to perform a silent installation or upgrade the IDERA SQL Compliance Manager Agent
for version 5.5.

For a fresh installation:
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msiexec /i "<Path_to_Agent_MSI>\SQLcomplianceAgent-x64.msi" /1lxv InstallAgent.log
COLLECT_SERVER="IderaCollectionServerName" INSTANCE="AgentSQLServerInstanceName"
TRACE_DIRECTORY="C:\Program Files\Idera\SQLcompliance\AgentTraceFiles"
SERVICEUSERNAME="Domain\Username" PASSWORD="!mySec@tP@55wOrD" STARTSERVICE="TRUE"
SILENT="1" /qb+

For an upgrade:

msiexec /i "<Path_to_Agent_MSI>\SQLcomplianceAgent-x64.msi" /1lxv InstallAgent.log
COLLECT_SERVER="IderaCollectionServerName" INSTANCE="AgentSQLServerInstanceName"
TRACE_DIRECTORY="C:\Program Files\Idera\SQLcompliance\AgentTraceFiles"
SERVICEUSERNAME="Domain\Username" PASSWORD="!mySec@tP@55wOrD" STARTSERVICE="TRUE"
SILENT="1" REINSTALLMODE=vamus REINSTALL=A1l AllUsers=1 /gb+

Associated parameters include:
Parameter Description

COLLECT_SERV = The machine where the Collection server is installed and where you want to collect audited
ER data.

INSTANCE The SQL Server instance name where you want to install the Agent.

TRACE_DIRECT = The Agent trace file directory where you want to generate the trace files on the Agent server.
ORY

SERVICEUSERN  The Windows service account used to run the Agent service. This account must be local
AME admin and have sa rights to the monitored SQL Server.

PASSWORD The password for the service account.

STARTSERVICE Denotes whether to start the service.

SILENT Indicates to the installer that it is installed silently.

REINSTALL Vamus, indicates the type of reinstall to perform.

MODE

REINSTALL All, instructs the installer to reinstall all pre-installed features.
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o The login and password must be encrypted strings. On IDERA SQL Compliance Manager 3.0 and later, you
can encrypt the login and password using the encrypt command on the command line to get an encrypted
version of the string that can then be used:

sqlcmemd encrypt THESTRING

Note

Should the password contain the """ special character, please consider enclosing the password string in
between quotation marks, as shown below.

sglcmemd encrypt "THESTRING"

Also, note that this option would work if the password string does not contain double-quotes.
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Deploy the SQL Compliance Manager Agent remotely

You can deploy the SQL Compliance Manager Agent to a registered SQL Server instance using the Management
Console. Deploying the agent allows you to begin auditing server and database activity on the selected SQL Server
instance.

If you want to audit a virtual SQL Server, you must manually deploy the SQLcompliance Agent to each cluster
node hosting the server. Use the Cluster Configuration Console to deploy and configure the SQLcompliance Agent.
For more information about installing and configuring the SQL Compliance Manager Agent for a virtual SQL Server,
see Deploy the SQL Compliance Manager Agent to cluster nodes.

If you want to audit a SQL Server instance hosted by a computer that belongs to a non-trusted domain or a
workgroup, you must manually deploy the SQL Compliance Manager Agent to the host computer using the IDERA
SQL Compliance Manager setup program.

To deploy the SQL Compliance Manager Agent:

1. Navigate to Registered SQL Servers in the Administration tree.

2. Right-click the SQL Server instance to which you want to deploy the SQL Compliance Manager Agent.

3. Select Deploy Agent from the context menu.

4. Type and confirm the account name and password. You want the SQL Compliance Manager Agent service
account to use the connect to your audited instances.

Specify the trace directory and click Next.

6. Review your settings, and then click Finish to deploy the SQL Compliance Manager Agent.

o
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Upgrade the SQL Compliance Manager Agent locally

You can use the IDERA SQL Compliance Manager setup program to upgrade the SQL Compliance Manager Agent on
the local computer that is running the registered SQL Server instance. Use this approach when you are upgrading
the SQL Compliance Manager Agent on a registered SQL Server where you manually installed the agent. For more

information, see Upgrade to this build.
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Upgrade the SQL Compliance Manager Agent remotely

You can upgrade the SQL Compliance Manager Agent remotely using the Management Console. Use this approach
to upgrade agents on any registered SQL Server where you remotely installed the agent.

If you manually installed the SQL Compliance Manager Agent, use the IDERA SQL Compliance Manager setup
program to manually upgrade the agent. For more information, see Upgrade the SQL Compliance Manager Agent

locally.

To upgrade the SQL Compliance Manager Agent:

1. Navigate to Registered SQL Servers in the Administration tree.

2. Right-click the SQL Server instance to which you want to upgrade the SQL Compliance Manager Agent.

3. Ifthe Agent is not up to date, you can select Upgrade Agent from the context menu. If the Agent is up-to-
date, the option Upgrading the Agent is unavailable.
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Ensure the SQL Compliance Manager Agent has current audit settings

You can ensure the SQL Compliance Manager Agent is using your most recent audit settings by performing a manual
update. This update does not impact the heartbeat interval. By default, the agent receives updates every five

minutes.

To ensure the SQL Compliance Manager Agent has current audit settings:

1. Navigate to Registered SQL Servers in the Administration tree.
2. Select the SQL Server instance to which you want to update the SQLcompliance Agent.

3. Click Update Now on the Audit Settings ribbon.
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Check trace file integrity

The SQL Compliance Manager Agent manages the SQL trace that collects audit data. If the SQL trace is stopped,
modified, paused, or deleted by another application, the SQL Compliance Manager Agent restarts the trace and
checks the trace status. The Collection Server then logs an event indicating the current trace status.

You can set the trace tamper detection interval from the SQL Compliance Manager Agent Properties window. For
more information, see Configure how the SQL Compliance Manager Agent manages trace files.

If an issue has occurred, one of the following events will display on the Agent Events tab of the
SQL Compliance Manager Activities tab.

This Agent Event ... Means ...

Trace stopped The SQL trace was stopped but still exists on the audited SQL Server
instance.

Trace missing The SQL trace that was running no longer exists on the audited SQL
Server instance. The SQL Compliance Manager Agent started a new
trace.

Trace altered A SQL trace setting was altered.
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Check the SQL Compliance Manager Agent status

You can quickly check the status of a SQL Compliance Manager Agent that is deployed to a registered SQL Server
instance you are auditing. This feature provides a summary of the agent health. For more detailed information to
help troubleshoot an issue, see the agent properties.

To check the SQL Compliance Manager Agent status:

1.

Navigate to Registered SQL Servers in the Administration tree.

2. Select the SQL Server instance that hosts the SQL Compliance Manager Agent you want to check.
3.
4. Review the status, and then click OK. To obtain more detailed information about the agent, review the agent

Click Check Agent Status on the Agent ribbon.

properties. To refresh the status displayed in the Registered SQL Servers tab, click Refresh on the View
menu.
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Check the SQL Compliance Manager Agent version

You can quickly check the version of a SQL Compliance Manager Agent that is deployed to a registered SQL Server
instance you are auditing. The SQL Compliance Manager Agent version consists of the release number and build
number assigned to SQL Compliance Manager. The SQL Compliance Manager Agent version should be the same as
the product version. For more information, see Check the product version.

To check the SQL Compliance Manager Agent status:

1.
2. Select the SQL Server instance that hosts the SQL Compliance Manager Agent you want to check.

3.

4. Onthe General tab, review the SQL Compliance Manager Agent version number, and then click OK. For more

Navigate to Registered SQL Servers in the Administration tree.
On the Agent menu, click Agent Properties.

detailed information to help troubleshoot an issue, see additional agent properties on the Deployment and
Trace Options tabs.
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Configure how the SQL Compliance Manager Agent manages trace files

You can configure how the SQL Compliance Manager Agent manages trace files. These settings include file size
thresholds and how often the SQL Compliance Manager Agent calls the Collection Server with a heartbeat.

If you specify a different location for the trace directory, ensure the SQL Compliance Manager Agent Service
account has read and write privileges on that folder. IDERA SQL Compliance Manager does not change the security
settings on existing folders.

If you are auditing a virtual SQL Server, ensure the specified folder is located on a shared data disk for the
specified virtual SQL Server. SQL Compliance Manager applies this change to the active node in the cluster hosting
the virtual SQL Server. SQL Compliance Manager Agent properties are later replicated from the active node to the
passive nodes.

To configure how the SQL Compliance Manager Agent manages trace files:

1. Navigate to Registered SQL Servers in the Administration tree.
2. Select the SQL Server instance that hosts the SQL Compliance Manager Agent you want to check.
3. Onthe Agent menu, click Agent Properties.

If you want to ... Use this tab ...
Change heartbeat interval General
Change logging level General
Configure trace collection settings Trace Options
Limit trace directory size Trace Options
Review agent status, version, and last heartbeat time General
Review current trace directory path Trace Options

Review how the agent was deployed on this SQL Server instance Deployment

Review which SQL Server instances the agent audits SQL Servers

Set how long the agent can run unattended Trace Options

Set how long the agent waits before restarting a SQL trace thatis ~ Trace Options
stopped, modified, paused, or deleted

Verify agent service account Deployment

4. Todesignate a different folder for the SQL Compliance Manager Agent trace directory, complete the
following steps:

IDERA Website|Products|Buy|Support|Community|About Us|Resources|Legal 148


http://www.idera.com
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com
http://community.idera.com
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

a. Go to the Administration tab > Registered Servers.
b. Select the server you want to make changes, right-click on it, and select Change Agent Trace
Directory.
c. Specify the path for the new agent trace directory location.
5. Click OK.
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How the SQL Compliance Manager Cloud Agent works

SQL Compliance Manager offers an improved architecture that allows registering cloud instances with its new
Cloud Agent Service. The SQL Compliance Manager Cloud Agent runs under the SQL Compliance Manager Agent
Service account on each registered SQL Server computer that hosts the audited instances and databases inside the
AWS Cloud. The Cloud Agent gathers SQL events logs from audited SQL Server on cloud instances and databases
and then sends the raw data to the Collection Server.

Architecture

Once a cloud instance is registered to audit events, the Collector service receives the audit data request from your
registered cloud instance and invokes the Cloud Agent Service to start auditing your cloud instance.

The audited cloud instance is based on the Option Group and S3 bucket Configuration, and after audit completion,
the cloud instance transmits the audit file to the AWS S3 bucket. Then, the File processor downloads the new
*.sqlaudit file from the AWS S3 bucket parses the file and transfers it to the File Shipper. Finally, the SQL Audited
files are transferred to the Collector Service, where the files are processed, and the data is updated in the SQL
Compliance repository.

Pre-Requisites

The following access and permissions are required on AWS RDS in the AWS console before registering an RDS
instance through the SQL CM Console.

 Access toan AWS Account

« Permission to create a directory service for RDS (if RDS is registered using windows auth).

« Permission to create Microsoft AD Windows authentication (if RDS is registered using windows auth).
« Permission to configure and add permissions to the IAM role in RDS.

« Permission to create Option Group and lists of S3 buckets.
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Create an Option Group

An Option Group specifies features called options that are available in your registered Amazon RDS DB instance.
Options can have settings that specify how the option works. When you associate a DB instance with an Option
Group, the specified options, and option settings are enabled for that DB instance.

Configure your Option Group by using the SQLcm Configuration Wizard for the Agent RDS configuration, or create
an option group by using the AWS Management Console.

Create an Option Group from the AWS console
Login to your AWS account and follow the steps below:

1. Inthe main navigation pane, select the Options groups from the sidebar menu.
2. Inthe Create option group window, fill out the Option group details and click Create.

= Name - the name of the option group.

= Description - a brief description of the option group.

= Engine type - choose the DB engine that you want.

= Major engine version - choose the major version of the DB engine that you want.
Next, select the created Option Group and select Add option.
In the S3 destination section, fill out the required S3 Bucket information.
5. Next, choose the Create a New Role option, and provide a name for the IAM role.

a. Make sure to check the permissions policies for the IAM role.
6. Inthe Additional configuration section, make sure to enable the compression and retention options.
7. Select the Database option from the sidebar menu, and in the Database options section, select the recently
created option group from the Option group dropdown menu.

8. Finally, in the Manage IAM roles section, select the role for the instance.

> w

Important notes on RDS auditing

+ RDS does not support the Middle East (Bahrain) region and works only with SQL Server versions
2012 and above.

« The Max File Size for SQL Audit on the RDS instance limit is 50 MB.

+ Before and After Data is not supported on the RDS instance due to the limitation of creating trusted
assemblies using sql script. BAD operations are removed from the properties, reports, alerts, and
summary tabs.
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Auditing Azure Managed Instance with SQL Compliance Manager

SQL Compliance Manager displays a refined architecture that permits registering Azure Managed Instances. In this
process the CM Agent communicates with the SQL Instance and, using T-SQL instructs to emit the desired audit
records into an Azure Blob Container.

Important notes on Azure Ml auditing

« Each CM Agent virtual machine should not have a greater number of CM AzureSQL Agents deployed
into it than the number of cores in the virtual machine.

+ Multiple CM Agent virtual machines will be required for a large number of monitored Azure Manage
Instances.

Prerequisites

NE W

SQL Compliance Manager 7.0 installed on a machine.
Azure SQL Managed Instance.
Blob storage account with container and SAS token for access. For the blob storage make sure that:

Default access tier is "Hot".

It's best practice for the Storage Account to be located in the same region where the monitoring SQL
instance will be (e.g. North Europe).

Ensure the "Enable storage account key access" setting is checked. The option is available during creation,
or under the "Configuration" blade afterward.

Make sure that the storage account is accessible from the SQL-managed instance.

When generating a Shared Access Signature, make sure its expiry is sufficient in the future. Upon expiry, the
SAS token must be updated from the SQL Server itself.

Configuration steps

1.
2.

Obtain BLOB storage URL and SAS key.
Azure blob storage credentials obtained from Step 1 need to be added to the managed instance to allow it to
save audit files to the blob storage.

Connect to your managed instance via SQL Management Studio or any other supported tool.

Execute the following T-SQL statement to create a new credential using the container URL and SAS token:
CREATE CREDENTIAL [<container_url>]

WITH IDENTITY='SHARED ACCESS SIGNATURE',

SECRET = '<SAS KEY>'

GO

Start the SQLCM console, go to the Explore Activity tab, and right-click on Audited SQL Servers to add a
New Registered SQL Server.
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« From the Server Type menu select Azure SQL Managed Instance. In the SQL Server field enter the URL of the
managed instance followed by the port.

L SQLcm Configuration Wizard - Add Server 7 o

Speafy SOL Server
Soeciy the SOL Server 1o regester with S0L Compliance Manager. Once a SQL Server
is regstered, you can bagn suding database activity on the server

s

Server Type: hmeﬂlhgdii;m i = —
SOL Server: [l 0 T o |
Descngtion: |

+ Click on the Next button and choose the type of authentication against the Managed Instance and enter the
user credentials for Azure SQL.
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) 5Qkcm Configuration Wizard - Add Server 7 e

Specily Connection Credertials
Specly whech credentials S0 L Complisncs Manager shauld Lsa in order to connest 1o
the target server and register ¢ These credentials wil only be used dusing the senver

regstraton precess

SOL Server credentials to connact to an sudied SOL Server
() Windows Authertication

Windows: Lser.
Passwond:

(@) SGL Server futhentication

Logn Mame:  —— )
Passwond: I ———— ]

« Click next and specify the blob connection details. For Blob Name, you can enter the container's name.
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() 50Lem Configuration Wizard - Add Serves ? *

SQlcomplisnce Agent Azure Blob Storage

Spacfy which credentals S0L Compliance Managsr should uss in order to connec o
thee Larget senier and regster £ These credentials will only be used during the sener
regisirabon process

S50 Lomphance Agent will need sccess to the Arnure Bich configured as the slorage
opton for Azure M1 SGLAE fles, Specfy required detads below

50 Compliance Agent Trace Direclory

BobServce Bndpont . 0 o

e e’ M

Container Name: E-._.__:
SAS Token: l- —— iy T W "I
| Tet Conmection Pevos [ Mes || Cowd

+ You can use the Test Connection button to verify that SQLCM can successfully connect to the blob storage.
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SQlcompliance Agenl Arure Blob Storage

Specily which credentials 501 Compliance Manages should use in order to connect (o
the tarpet sanver and regiter it Thess credantials will only be used dunng the senssr
regisiration process,

SQLCompliance Agent will nesd access to the Azure Bioh configursd as the storages
option for Azure M1 SGLAUCR files Specly required details below

SOl Comgliance Agert Trace Dwectory

ITndL'n"nu:hnl Previoua Lt Cancel

+ Click the Next button and on the next screen enter the host where you want to deploy the SQL CM agent for
this managed instance. For deploying on the machine where you have the SQL CM console installed you can
specify the hostname and for remote deployment please enter the remote machine’s IP address.
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) SQkem Configuration Wizard - Add Server 7 *

SGL Agend Deployment Host
Specty the SOL Complance Agent hast responsible for sudding the S0L managed
Ngtance

SOLComplance will need access to the host of the agant which is to be deploved F not
aiready,

Agert Deploymert Host- [l

+ Click the Next button and choose the deployment option.
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£ 50Lcm Configuration Wizard - Add Server ? x®

50| compliance Agent Deployment
Spacfy the deploymant option for thiz instanca’s agent

A SGLcompliance Agent must be degloyed to the computer hasting each audited SGL
Server, Auding camnat be enabled untll the sgent has basn deployed. Sekect the

daployment option 1o use for this agant-

i#) Deploy Now - installs the S0Lcomphance agent at this ime. This option
requires that a connecton be establshed between the SGL Server to be

() Deploy Later - indicaies that you will instal the SQLcomplance Agent uming the
Management Console at a later lime such as during off hours.

() Manually Depioy - iIndkcates that you will manually nstall the agent at the physical
computerihal hosts the S0L Senverinstance. Nofe that this aption is requined for
wriual SQL Servers and SGL Servers located acoss a domain irust boundary.
Make sure lo add the AGENT _PORT=5X05 paramed er when performing sileni
nstad aticn

+ Click the Next button and provide the credentials for the service account that should be running the SQL CM
agent for the particular managed instance.
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£ SQLcm Configuration Wizard - Add Server ? *

Specdy the senvice options.  This account needs to be gven S0L Server Admirestratorn
prvieges on the registerd SUL Server

SQlcompkance Agent Sennce Accourt

Login account lt e = ‘
Password - o |
Conf pataid: [rissm—— |

Note: The login specfied for the SCLcomplance Agert service account
naads fo be & valld domain account with for

creating traces and slored procedures on the regestered S0 Server

« Click the Next button and specify the trace directory where the agent should place the audit files.
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£ 50Lem Configuration Wizard - Add Server ? A

S50 Lcompliance Agent Trace Directory
Speciy drectony for temporany storage of sudt data,

The SGLcomplance Agend lemporarily siores colecied audt data in a trace dreclory on
the computsr that hosts the S50 Sever instance Specdy whather you wart to usa the

defauit frace directory path or specify a dferent path,
@) Use defaui irace dmectory - By defauk, the SOLcomphance Agent wil stone
colecied audt data in a protected subdireciory of the agent instalation
direciory.

Dmmmm

Note: Thes deeciony will be created by the agert installation

Preveus _ Corced

+ Click the Next button to initiate the deployment of the agent.
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S50 Leompliance Agent Trace Directory
Speciy dreciony for lemporary siorage of audi dala.

The S0Lcomplance Agent temporanly stores colscted audit data in a trace dreciony on
the computer that hosls the SO Serves instance. Specly whether you want to use the
defa it race dreciony path of speciy & dfenert path

) SOLcompliance Agent deployment in progress... %} sorn
b

Dieploying SGLcompliance Agent on sgemem03

Previous .: Cancel

+ Once deployment of the agent completes you will be presented with the list of the databases which exist on
the server to choose which ones you may want to audit.
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£) SQLcm Cenfiguration Wizard - Add Databases ? 4

Select Dat abases

Select the datsbases you war 1o sudt. 500 Comphances Manager will colect sudt
data for the elecied daiabases

B Ausdt Databases

e [CRet | [ Coed

« Select the databases for auditing and click the Next button to specify the Audit Collection Level.
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PPEZAID - ALkl SEtLIngE
4

Fuxdit Collection Leved
Salect the audt collsction bevel you want o uss forthe newly audted databass. The

collection level sfects the amourt of everd data colected for database activities.

Select the audt collection level you want to use for the newly sudied databases. The
collection level afects the amount of event dala colleciad for database acirities.

(®) Defaull - Audts events and activibes most commondy required by auditors This
collection level meels most auditng needs Tell e mom

() Custom - Alows you to specfy spechic audt settings. This collecton level i
recommended

for advanced users anly Before selecting spectiic aude
review ihe avents gathensd by the Custom colsction kevel and meview

sEttngs,
the heip to better undersiand your choices,

{:JH-;.IHM - Configunes your sudt 1o collect the poerd data recuaned by
m-.h:h i or HIPAA

« Click on the Next button and the permissions check will run.
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£ SQLem Configuration Wizard - Permissions Check ¢ >

Permizsions Check

Required permissions ane checked for proper functioning of SOLem processes on SGL
Sesver natance to be audited

Operation Complets. Totl 8, Passed B, Faled 0 Re check
Check Status

w  Colachon Sernce has nghis to the repasfiory dalabases. Fasaed

' Colaction Servics has righls to mead megisiny HELM\Softw .. Passad

&  Colection Service has parmissions (o colleclion trace dire Fassed

¥ Agent Service has permissions 1o agent trace drectony, Passed

v Agend Service has rghis to resd registry HKLM  Software Fassed

¥ Agent Service has ghts 1o the instance Passed

%" SOL Serves has permissions lo the agent irace dreciony Passed

W

S0L Serves has peizsons 1o the colecton race died, .. Paszsed

Plaasa visit thig link for additional help.

Crees || et | [ ]

+ Click the Next button for a summary of the settings for the newly added Azure SQL Managed Instance.
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) 50Lem Configuration Wizard - Sumimany ) X

S @Ry
Revew the summany of the sudt setings vou chose forths SOL Server ingtance and
itz hostad databases,

Note: ¥ you are saving audt seltings for an AlwaysOn or Clustensd modas, plaase note

amdine you made changes 10 the nodes nchuding audt settings. Comepanding
changes shiould be made o all related nodes [secondary, pimary, ) usng the audt

configuration in the SGL Compliance Manager managemant consols

Audl Level.  Delaull
Server e e WSSl A
Dolabases: [0 3

_Povios | [ Frwh ]| Canod

« Click the Finish button to complete the process. Once completed you should see the new Managed Instance
listed in the Audited SQL Servers list in the Explore Activity tab.
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Licensing

IDERA SQL Compliance Manager provides an intuitive, simple to use interface for license key management. You can
view the status of the license key associated with each SQL Server instance and upgrade licenses to audit additional
instances. SQL Server instances are the only licensed components in the SQL Compliance Manager architecture.

» How licensing works
« Upgrade your license
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How licensing works

By default, IDERA SQL Compliance Manager installs with a limited-time, limited-instance trial license key. The
Management Console displays your trial license statistics in the Manage SQL Compliance Manager Licenses
window.

When you decide to move from a trial implementation of SQL Compliance Manager to your production
environment, contact and obtain a license key from Idera. You enter the license key using the Manage
SQL Compliance Manager Licenses window. This license key is stored in the Repository.

SQL Compliance Manager checks for a valid license key each time you register a SQL Server instance. If the SQL
Server instance is not currently licensed, and you have enough licenses to proceed, SQL Compliance Manager
associates the instance with an available license. If the attempted registration exceeds your licensed limit,
SQL Compliance Manager does not register the specified instance and you cannot initiate auditing.

When you reach your license limit, SQL Compliance Manager disallows the registration of additional SQL Server
instances. If your license expires, SQL Compliance Manager disables all auditing of new events and disallows
registration of additional SQL Server instances. You can continue to view and report on previously-collected audit
data.
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Upgrade your license
You may need to upgrade your IDERA SQL Compliance Manager license due to any number of circumstances. For

example, consider the following scenarios:
+ You exhaust your trial license and have decided to use SQL Compliance Manager to audit and report on

database activity
+ You exhaust your purchased license due to company growth or the need to audit additional SQL Server

instances to remain in compliance

To upgrade your license:
1. Click File on the menu bar, and then select Manage Licenses.
2. Onthe Manage Licenses window, click Add and enter your new license key.

3. Click OK.
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Register your SQL Servers

Registering a SQL Server instance allows you to audit this instance and the associated databases. For each
database you want to audit, register the corresponding SQL Server instance. When you register the instance, you
can also deploy the SQL Compliance Manager Agent to begin auditing SQL events on this instance.

Use the Console to register your SQL Servers

To register your SQL Server instance:

1.
2. Decide which SQL Server events you want to audit on this instance.

3.

4. Specify or browse to the SQL Server instance you want to register with SQL Compliance Manager, and then

10.
11.

12.

13.

14.
15.

16.

Ensure the SQL Server instance you want to register meets the hardware and software requirements.
Start the Management Console, and then click New > Registered SQL Server.

click Next. You can also specify the description SQL Compliance Manager uses when listing this instance in
the Management Console.

If the SQL Server instance is hosted by a Microsoft SQL Server Cluster virtual server, select the checkbox.
Click Next.

Indicate whether you want to deploy the SQL Compliance Manager Agent now or later, and then click Next.
You can also choose to deploy the SQL Compliance Manager Agent manually, allowing you to install the
agent at the physical computer that is hosting the registered SQL Server instance.

o If you are auditing a virtual SQL Server or a SQL Server instance running in a non-trusted domain
or workgroup , you must manually deploy the SQLcompliance Agent to the computer hosting the
instance. For more information, see Deploy the SQL Compliance Manager Agent manually.

If you chose to deploy the SQLcompliance Agent now, specify the appropriate service account credentials
for the agent, and then click Next. For more information, see Permissions requirements.

If you chose to deploy the SQLcompliance Agent now, indicate whether you want the SQL Compliance
Manager Agent to use the default trace directory, and then click Next. By default, the trace directory path is:

C:\Program Files\Idera\SQLcompliance\AgentTraceFiles

If you designate a different directory path, ensure the SQL Compliance Manager Agent Service account has
read and write privileges on the specified folder.

Select the server databases you want to audit, and then click Next. If you do not want to audit any
databases, clear the Audit Databases check box.

Select the collection level of server activities you want to audit, and then click Next.

If you chose to create a custom audit collection, select the server activities you want to audit, and then click
Next. You can also indicate whether you want to audit successful or failed access checks.

If you chose to create a custom audit collection, specify which privileged users you want to audit, and then
click Next. If you are auditing a virtual SQL Server or a SQL Server instance running in a non-trusted
domain or workgroup, configure privileged user audit settings after you have deployed the SQL Compliance
Manager Agent.

If you chose to create a custom audit collection, select the database activities you want to audit, and then
click Next. You can also indicate whether you want to audit successful or failed access checks, capture

SQL statements for DML and SELECT activity, or capture the transaction status for DML activity.

If you chose to create a custom audit collection, specify which privileged users you want to audit, and then
click Next.

Specify whether you want to grant the assigned SQL logins read access to events audited on this SQL Server
instance, and then Next. For more information, see How Console security works.

Click Finish.
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Use the CLI to register a SQL Server instance

You can use the command line interface to register a new SQL Server instance and apply audit settings. The audit

settings can be configured using the Typical auditing settings or an audit template (audit settings you exported to
an XML file).

Keep in mind the following requirements and limitations:

« This process requires manually deploying the SQL Compliance Manager Agent to this instance.
+ You cannot apply the built-in HIPAA or PCl regulation guidelines at the server level using the CLI.

« The register command supports case-sensitive named instances. Ensure you are using the appropriate
case when you cite the instance name.

+ The registerinstance command does not support registering a virtual SQL Server instance hosted on
a Windows cluster.

SQL Compliance Manager includes a sample instance audit settings template
(Sample_Server_AuditSettings.xml) for your convenience. Use this sample template to familiarize yourself with how
specific audit settings are defined. By default, the sample template is located under C:\Program

Files\Idera\SQLcompliance.

To register an instance and apply the Typical (default) audit settings:
1. Usethe SQL Compliance Manager setup program to the target instance.
2. In Windows Command Prompt, use the following syntax: SQLcmCmd [-host CollectionServer]

[-port number] registerinstance instance.
To register an instance and apply a FERPA regulation guideline:

© The FERPA regulation guideline is provided as an XML template
( FERPA_Server_Regulation_Guideline.xml ) stored inthe SQL Compliance Manager

installation directory ( C: \Program Files\Idera\SQLcompliance ).Ensurethe path you cite for
the FERPA template reflects the directory you chose during installation.

1. Usethe SQL Compliance Manager setup program to manually deploy the SQL Compliance Manager Agent to
the instance that hosts the target database.

2. In Windows Command Prompt, use the following syntax: SQLcmCmd [-host CollectionServer]

[-port number] registerinstance instance -config "FERPA regulation
guideline file path".

To register an instance and apply a SOX regulation guideline:

0 The SOX regulation guideline is provided as an XML template
( SOX_Server_Regulation_Guideline.xml )storedinthe SQL Compliance Manager installation

directory ( C: \Program Files\Idera\SQLcompliance ).Ensure the path you cite for the SOX
template reflects the directory you chose during installation.

1. Use the SQL Compliance Manager setup program to manually deploy the SQL Compliance Manager Agent to
the instance that hosts the target database.
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2. In Windows Command Prompt, use the following syntax: SQLcmCmd [-host CollectionServer]
[-port number] registerinstance instance -config "SOX regulation guideline

file path".

To register an instance and apply a custom audit template:

1. Determine which currently audited SQL Server instance has the audit settings you want to apply to the new
instance.

2. Exportyour audit settings from the source instance.

3. Usethe SQL Compliance Manager setup program to manually deploy the SQL Compliance Manager Agent to
the target instance.

4. In Windows Command Prompt, use the following syntax: SQLcmCmd [-host CollectionServer]

[-port number] registerinstance instance -config "exported audit settings

file path".

If there are any backlogged audit trace files that you need to process for the instance you are considering
to decommission, make sure to disable auditing and decommissioning your server only after processing
these backlogged audit trace files. For additional information on how to process backlogged trace files,
please contact Idera Support.
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Manage the registry key

IDERA SQL Compliance Manager checks the permissions available on each SQL Server instance you want to
monitor. This check runs automatically each time you register a new instance.

If the check fails, review the issue, and then access
the HKEY_LOCAL_MACHINE\Software\Idera\SQLcompliance to make the permission changes. For
more information about the required permissions, see Configuration wizard - Permissions Check window.

To make a change to the registry key:

B S

10.

11.

12.

13.

Start services.msc using the Run command. The system displays the Services window.

Right-click the SQLcompliance Collection Service, and then select Properties.

In the SQLcompliance Collection Service Properties dialog box, click the Log On tab.

Log on to the SQL Compliance Manager Service by typing the service account credentials, and then clicking
OK.

Open the registry editor by typing regedit in the Run command window, and then clicking OK. The system
displays the Registry Editor window.

In the directory tree, expand HKEY_LOCAL_MACHINE\SOFTWARE\Idera\SQLcompliance.

. Right-click the SQLcompliance folder, and then select Permissions. The system displays the Permissions

for SQLcompliance dialog box.

On the Security tab, click Add. This step allows you to add a user or group.

In the Select Users or Groups dialog box, search for the appropriate account by clicking Advanced>Find
Now. The Select Users or Groups dialog box displays a list of relevant results.

In the Search Results field, select the service account used by SQL Compliance Manager Services, and then
click OK. The system adds the object to the list.

Click OK. Note that the account you selected appears in the Group or user names field of the Permissions
for SQLcompliance dialog box.

Select the account name, and then add the appropriate permissions by checking the Allow checkbox for the
permission(s).

Click OK after you make your selections. You can verify the permissions by right-clicking SQLcompliance in
the Registry Editor, selecting Permissions, and then viewing the allowed permissions.
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Index rebuild operation

The online index rebuild operation is an application that upgrades indexes in the background and converts them
from a none compression state into a page level compression type. This operation updates indexes on the Events
table in the databases on each of the monitored instance to become a page compressed type. This index upgrade
shows considerable performance advantages and optimizes performance when viewing and managing event data.

The following 7 Indexes are included in the Events table of a monitored instance being audited:

« |X_Events_eventld

» IX_Events_eventCategory
» IX_Events_eventType

« |X_Events_databaseld

« IX_Events_appNameld

« |X_Events_hostld

« IX_Events_loginld

The operation is performed as an ONLINE operation (only for supported SQL Server versions) keeping the database
table(s) available for users. The application checks the SQL Server version and then checks if the index compression
type is set to page or none. based on the compression type, it performs the Index upgrade query which is set to be
an ONLINE operation for any compression type to page compression type. The operation then runs and converts
the 7 indexes of the event databases (for each instance added for auditing) to be page

compressed. For environments with large repositories, the index rebuilds can take a significant amount of time. If
you need to defer the rebuild, the SQL Compliance Manager update process will proceed without rebuilding the
indexes and you can choose to do so at a later. For new instances, the page compressed type indexes is created by
default.

° The index upgrade operation is skipped if the compression type is already set to page compression type.

Running the Index rebuild operation manually

Several SQL Servers editions (such as the STANDARD edition), do not support the index rebuild operation to be
performed in an ONLINE state. Therefore the operation results in a failure message displayed to the user instructing
them to run the application manually without the ONLINE property.

Before updating the indexes, please ensure that the selected database has sufficient free space to accommodate
these changes. For example, if the current size of your database is 1MB, the updated database may grow to 2MB. In
this case, the update process would require 1MB of free space.

Users are able to run the utility manually with additional parameters in order to rebuild the indexes without the
ONLINE option as follows:

<installdir>\SQLcompliancelndexUpgrade.exe "server=serverName; database=SQLcompliance; integrated
security=SSPI; Connect Timeout=30;” “ONLINE=OFF”

The second parameter “ONLINE=OFF” is an optional parameter and is meant to be used only when the index
update operation cannot be performed with the ONLINE option.

This operation should only be done during a downtime, since the index creation will acquire a lock on the
Events table and the auditing will not work in that duration.

IDERA Website|Products|Buy|Support|Community|About Us|Resources|Legal 174


http://www.idera.com
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com
http://community.idera.com
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

A\ When the utility is running manually the Index rebuild operation does not occur as an ONLINE operation.
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Navigate the IDERA Dashboard Web Console

SQL Compliance Manager is ONLY compatible with IDERA Dashboard version 4.8.1 and with limited
support.

The IDERA Dashboard is a common technology framework designed to support the entire IDERA product suite. The
IDERA Dashboard allows users to get an overview of the status of their SQL Server instances and hosted databases
allin a consolidated view, while providing users the means to drill in to individual product overviews for details. The
IDERA Dashboard supports multiple copies of each product installation.

IDERA Dashboard menu bar

In the IDERA Dashboard menu bar, you can perform the following actions:

+ Select the product content you want to view through the Product menu.
+ Access administration tasks through the Admin menu.
+ Access to a number of assistance topics through the Help menu.

Product menu

The Product menu allows you to quickly toggle between all of your installed IDERA products. You can customize the
default order of your products in the Product menu by selecting the Customize option from the drop-down list and
then clicking, holding, and dragging the product labels to the desired order. After selecting the order, click Save to
save the changes.

o If the product list is long, the IDERA Dashboard displays the option More at the bottom of the menu. Click
More to expand the next products in the list.

Welcome user

The user menu, which displays <domain\username>, allows you to manage the user account (if the user has the
Product Administrator role) and log out of the IDERA Dashboard session. Click Manage Accounts to display the
Manage Users view with the current user account selected and the details displayed in the User/Group Details pane.

Administration menu

The Administration menu provides a list of shortcuts to the views available on the Administration tab.

If a menu item is displayed but disabled, the current user account does not have the permission necessary
to perform the associated function.
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£¥ Administration

Manage Users

Manage Instances
Manage Products

Manage Tags

Manage Licenses
Customize DBA Dashboard

Maintenance Mode

Send Notification

Help menu
The Help menu provides links to helpful areas such as the IDERA Knowledge Base or the IDERA Customer Support.

IDERA Website|Products|Buy|Support|Community|About Us|Resources|Legal 177


http://www.idera.com
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com
http://community.idera.com
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

£¥ Administration

Help on this Window

Visit the Trial Center
Search knowledge base
Visit Idera Community Site
Contact Support

Other Idera products

Check forupdates

System Diagnosis

Manage Licenses
About

Web Dashboard
Diagnostic Manager

Inventory Manager

Safe

IDERA Dashboard Tabs

The IDERA Dashboard is comprised of the following tabs:

Overview
Details View

Alerts

Administration
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Overview tab

SQL Compliance Manager is ONLY compatible with IDERA Dashboard version 4.8.1 and with limited
support.

The IDERA Dashboard Overview provides an area for users to quickly view top metrics regarding their monitored
SQL Server instances.

By default, the following IDERA SQL Compliance Manager widget appears on the IDERA Dashboard Overview:

« SQL Compliance Manager Environment Alerts
« SQL Compliance Manager Enterprise Activity Report Card
« SQL Compliance Manager Audited Instances

In the Overview tab, you can perform the following actions:

« Expand or collapse a widget #™ .
L]
+ View a widget in full size » % .

+ Remove a widget X
« Filter widget information by Products and by Tags.

SQL Compliance Manager Environment Alerts widget

The SQL Compliance Manager Environment Alerts widget displays the number of active alerts for the entire
environment with Severe, High, Medium, or Low status along with the:

« Total number of audited instances in your environment. Click Instances to access the Audited Instances
view within SQL Compliance Manager.

« Total number of audited databases in your environment. Click Audited Databases icon to access the
Audited Databases view within SQL Compliance Manager.

SQL Compliance Manager Enterprise Activity Report Card

The SQL Compliance Manager Enterprise Activity Report Card widget displays your SQL Compliance Manager
enterprise activity in a line graph based on the Overall Activity graph on the SQL Compliance Manager Enterprise
Activity report Card. This graph displays activity for the past seven days and includes:

« Critical Alerts
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« DDL

+ EventAlerts

« Failed Logins
+ Privileged User
« Security

+ Warning Alerts

For more information about the Enterprise Activity report Card, see Explore Activity - Audited SQL Servers Summary
tab.

SQL Compliance Manager Audited Instances

The SQL Compliance Manager Audited Instances widget displays a list of audited SQL Server instances. This widget
includes:

« Statusicon: green check for okay (successful connection and the SQL Server Agent is running) or red x for
error (instance connection failed or the SQL server Agent is not running)

+ Instance name

« Agent Status text

+ Any available alerts

« Number of audited databases per instance (scroll right if not available)
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Details View tab

SQL Compliance Manager is ONLY compatible with IDERA Dashboard version 4.8.1 and with limited
support.

In the IDERA Dashboard Details view tab, users can select specific metrics to display. This tab contains product
widgets of all the products registered with the IDERA Dashboard.

By default, the Details view tab contains the following widgets:

« Products by Alerts (All Products).

+ Alerts by Category (All Products).

« Top Alerts by Metric (All Products).
« Alerts by Counts (All Products).

« Top Instances by Alert Count.

+ Top Instances by CPU Usage.

« Top Databases by Alert Counts.

+ Alert Counts by Category.
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In the Details tab, you can perform the following actions:

« Expand or collapse a widget #™ .
R
+ View a widget in full size o w .

+ Remove a widget X .
+ Filter widget information.
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Alerts tab

A\ SQL Compliance Manager is ONLY compatible with IDERA Dashboard version 4.8.1 and with limited
support.

The IDERA Dashboard Alerts view displays any alerts generated by the monitored SQL Server instances in your
environment. You can filter by:

+ Product. Select one or more of your installed IDERA products to view generated alerts.

+ Category. Add category filters to view alerts associated with a specific type.

+ Severity. Select one or more severities to view alerts corresponding to those levels. Options include Critical,
Warning, Info, and OK.

+ Metric. Add metric filters to view alerts associated with a specific metric.

+ Tag. Filter alerts based on your created tags.

) SR ek LY
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Administration tab

A\ SQL Compliance Manager is ONLY compatible with IDERA Dashboard version 4.8.1 and with limited

support.

In the IDERA Dashboard, all products show a common Administration tab, granted the logged-in user has
administrator privileges. Selecting this tab displays the Administration view which hosts a range of options for
performing administration-related actions.

ADMINISTRATION
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Available actions in the Administration view of the IDERA Dashboard

The Administration view of the IDERA Dashboard provides a central set of services related to specific actions such
as:

+ User management

+ Instance management

» Product registry

+ Manage Tags

« Configure navigation order

« Configure Dashboard Views

» Product notification management
« Manage Licenses

For more information on each service and what configuration settings are available, visit each respective section.
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Managing users in the IDERA Dashboard

SQL Compliance Manager is ONLY compatible with IDERA Dashboard version 4.8.1 and with limited
support.

The Users section of the IDERA Dashboard Administration view allows users to grant access to other team members
or groups, and manage their roles. For more information about user roles, see Understanding user roles . Users with
administrative privileges are divided into two groups:

. The IDERA Dashboard Roles

« Dashboard Administrator: Allows the user to manage access over Dashboard functions as well as

individual product functions.
« Dashboard Guest: Grants the user read-only access to the Dashboard and all installed products.

« Product Roles

+ Product Administrator: Allows the user to grant access to individual products for which they have

administrative rights.
+ Product Guest: Grants the user read-only access to the installed products. This role has no

administrative functions.
+ Product User: Allows the user to read and modify access to the installed products and limited

administrative functions.

€ Users must be existing Active Directory users. Newly-added users should use their Windows user account
with their respective passwords to log in to the SQL Compliance Manager.

To add new users, edit their details (name, subscription, or email address), or remove them, select Manage Users in
the Administration view, and the Manage Users window displays:

MANAGE USERS
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drasan T @ g Hem e pmm riem
1 Tomgl bigws e | 1 i

IDERA Website|Products|Buy|Support|/Community|About Us|Resources|Legal 186


http://www.idera.com
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com
http://community.idera.com
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

Adding a user in the IDERA Dashboard

In the IDERA Dashboard, access is granted to Windows users or groups.

To add a user account:

1. Click Add User [ Group. IDERA Dashboard displays the Add User/Group dialog.

2. Type the name of the user to which you want to grant access. Enter a Windows user name in the
format <domain\accountname>.

3. Optional. In Display name, type a name for the user account that you want SQL Compliance Manager to
display within the product.

4. Inthe Account Type field, select User or Group.

5. Optional. Check Do not timeout the browser session for this account if you want the user to be able to
remain logged in to SQL Compliance Manager after a period of inactivity.

6. Click Add. The IDERA Dashboard displays the Add Permission window.

7. Inthe Product field, select the product name to which you want to add this new user account.
If you select IDERA Dashboard in the Product field , the Role field allows you to select from the Dashboard
Administrator and Dashboard Guest roles.
If you select SQL Compliance Manager in the Product field , the Role field allows you to select from the
Product Administrator, Product User, and Product Guest roles.

8. Inthe Role field, select the role you want to assign to this new user account.

9. Click Save.

Editing a user in the IDERA Dashboard

Clicking the Edit icon for an existing user account allows you to edit the account name, enable or disable the user
account, and add new permissions.
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To edit a user or group:

1. Click the user account to edit it.

MANAGE USERS
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IDERA Dashboard displays the Edit User / Group dialog.

2. Make the necessary changes.

3. Ifyou want to disable a user account , clear the Account Enabled checkbox. To enable the account, simply
check the box.

4. Ifyou want to add more roles to this user account or group , click Add. IDERA Dashboard displays
additional Product and Role fields for you to add another role.

5. Click Save.

0 You cannot edit the logged in user credentials.

Removing a user from the IDERA Dashboard

Clicking the Delete icon for an existing user account or group allows you to remove that account from access to the
IDERA Dashboard.

To delete a user or group.

1. Inthe list of users, click the Delete button for the user account or group that you want to delete. IDERA
Dashboard displays a warning message that requires a confirmation whether you want to delete that
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selection.

2. Click Yes. IDERA Dashboard removes the user account or group and they can no longer access the IDERA
Dashboard using the account. If you did not mean to delete the selected account, click No.
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Understanding user roles

SQL Compliance Manager is ONLY compatible with IDERA Dashboard version 4.8.1 and with limited
support.

IDERA common framework provides the functionality to add, edit, and delete users and groups while also managing
their roles. IDERA SQL Compliance Manager leverages this user role functionality to allow you to easily manage the
instance permissions associated with your accounts. For more information about managing users, see Managing
users in the IDERA Dashboard.

There are three roles available:

+ Product Administrator. Full access and control of SQL Compliance Manager.

+ Product User. Cannot access the Dashboard Administration page, but can perform all job management and
instance management actions.

+ Product Guest (Read-Only). Cannot access the Dashboard Administration page, but can access all other
pages in read-only mode. This user cannot perform any job management or instance management actions.
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Managing instances in the IDERA Dashboard

SQL Compliance Manager is ONLY compatible with IDERA Dashboard version 4.8.1 and with limited

support.

The IDERA Dashboard tracks SQL Server instances, discovered and managed by different IDERA products. The
Instances widget of the Administration view allows users to view and delete registered instances.

To view coverage or remove registered instances that no longer exist in your SQL Server environment, select
Manage Instances in the Administration view, and the Managed Instances window displays. The View filter allows

you to select from:

« All Lists all instances discovered in your SQL Server environment and network.
+ Managed. Lists only those managed instances in various IDERA products.
+ Unmanaged. Lists instances discovered on the network but not registered.

SEARCH:

Insianon

MANAGE INSTANCES

Q, Options Clear filters
MESOL Version Discovered Last Seen Stabus
rosoft S Feb 20, 201 Feb 20 2018
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Managing product registry in the IDERA Dashboard

SQL Compliance Manager is ONLY compatible with IDERA Dashboard version 4.8.1 and with limited
support.

The IDERA Dashboard hosts IDERA products that register with the Dashboard. To access product management in
the IDERA Dashboard, either select Manage Products from the Administration menu or click Manage Products on
the Administration view of the IDERA Dashboard. In the Manage Products window you can perform the following
actions:

Registering a product in the IDERA Dashboard
Follow the instructions below to manually register a product.

1. Inthe Manage Products view, click Register a Product. The IDERA Dashboard displays the Register a
Product to IDERA Dashboard dialog.

HAHLLE PRODULTY
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2. Select the location of the product you want to register, Local or Remote.
Local Installation:

1. Select the product you want to register from the available list or type in the name of the product.

2. Type a unique display name to help distinguish this instance from another instance if you have multiple
installations of the same product. IDERA recommends a display name using the location or function, such as
"DiagnosticManagerWest" or "DiagnosticManagerProd."

3. Type the name of the host instance where this product resides and the default port for the product. See the
table below for information on the default ports for each product.

Idera Product Name Product Default Port

SQL Business Intelligence SQLBI 9277

SQL Inventory Manager SQLInventory 9275
Manager

SQL Diagnostic Manager SQLdm 5170
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Idera Product Name

SQL Safe

SQL Compliance Manager

SQL Workload Analysis

SQL Enterprise Job Manager

o Note

Product

SQLSafeRestS
ervice

SQLCM

SQLWA

SQLEJM

Default Port

9998

9292

20700

9271

When you manually register the product it will use port 9292.

Can register manually as of version
5.4

Cannot register manually

Cannot register manually

4. Inthe Product Administrator section, type the user name and password for the administrator account

using the domain\username format.

5. Click Register. A confirmation message appears warning you that the system logs out your session upon

continuing.

6. Click Yes. Login to begin using the newly-registered product.

Remote Installation:

LANFE ol

continuing.

Editing a product in the IDERA Dashboard

Clicking the Edit icon for an IDERA product allows you to edit the associated instance name, install location, user
name and password for the account used to connect to the product, and the short or common name of the product.

To edit a product, follow these steps:

Enter the Host Name or IP Address of the server where your product is installed.
Provide the corresponding Host User Name and Host Password.
In the Product Information section, type the product information provided on the above table.

Under Product Administrator Credentials section enter the server credentials.

Click Register. A confirmation message appears warning you that the system logs out your session upon
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1. Click one product in the list to edit it. IDERA Dashboard displays the the Edit IDERA Registered Product
window.

Edit IDERA Registered Product

Product Information

Product SQLCMisglcmws12
Display Mame =qlcrmws12

Ersion 5.5.0.4E7

Regizterad Feb 20, 2018 7:49:07 Al
Location

2. Make the necessary changes.
3. Click SAVE.

Note

Only user roles with administrative privileges can edit the products.

Removing a product from the IDERA Dashboard

Clicking the Delete icon for an IDERA product allows you to unregister that product. Use the following steps to
delete a product.
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1. Click one product in the list to delete it. IDERA Dashboard displays the Edit IDERA Registered Product
window.

Edit IDERA Registered Product

Product Information

2. Click Delete. IDERA Dashboard displays the displays a warning message that requires a confirmation
whether you want to delete that selection.

3. Click Yes. IDERA Dashboard unregisters and deletes the product and users can no longer access that
product. If you did not mean to delete the selected account, click No.

Migrating a product to another IDERA Dashboard installation

Users who have multiple IDERA products also may have more than one version or installation of the IDERA
Dashboard. To take advantage of all of the features of the latest version of the IDERA Dashboard, you can migrate
your products from one version of the IDERA Dashboard to another. This process migrates data to the target
installation of the IDERA Dashboard and un-registers the product from the previous IDERA Dashboard.

Use the following steps to migrate an IDERA product from one installation or version of the IDERA Dashboard to
another.

1. Inthe Manage Products view, select the product you want to migrate from one installation of the IDERA
Dashboard to another.
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2. Verify that the Edit Product dialog displays the information for the correct product, and then click Migrate
product. The IDERA Dashboard displays the Migrate to different IDERA Dashboard dialog.

w

Type the name of the host machine on which the target IDERA Dashboard is installed and the port number.

4. Inthe Dashboard Administrator section, type the user name and password for the target IDERA Dashboard
administrator account using the domain\username format.

5. Click Migrate. The IDERA Dashboard migrates the product to the target IDERA Dashboard.
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Managing tags in the IDERA Dashboard

SQL Compliance Manager is ONLY compatible with IDERA Dashboard version 4.8.1 and with limited
support.

IDERA Dashboard tags help you organize and manage instances and databases within your environment. Created
and updated are available to use with the IDERA SQL products.
You can add, view, edit, and delete tags and their associated instances and databases.

Click Manage Tags in the Administration tab to display the configuration window.

HAKAGE TAGS

. - — = m

Global tags are managed only through the IDERA Dashboard.

Adding, editing, and removing a tag

To add a tag and assign it to a specific instance and/or database, click Add Tag, type all required information, and
click Save.

To edit an existing tag, select one from the list, make all necessary changes, and click Save.

To remove a tag, select one from the list, and click Delete tag. The IDERA Dashboard displays a confirmation dialog,
click Yes to delete the tag.

You can search tags using filters by clicking on Options next to the Search box. Available filters are:

« Product
* Instance
« Database
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Configure navigation order in the IDERA Dashboard

A\ SQL Compliance Manager is ONLY compatible with IDERA Dashboard version 4.8.1 and with limited
support.

The Configure Navigation Order widget of the Administration view, allows users to customize the order of the
different IDERA products on the navigation tab.
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To rearrange product tabs:

1. Click the Customize Main Navigation Tab Order link and a dialog displays.
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2. Move tabs using a drag-and-drop operation.
3. Click Save when done.
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Configure Dashboard Views

SQL Compliance Manager is ONLY compatible with IDERA Dashboard version 4.8.1 and with limited
support.

The purpose of the IDERA Dashboard is to host other IDERA products. These products must register with the IDERA
Dashboard, which is typically done at the time the product is installed or uninstalled. The Manage Products option
lets you view and manage the list of registered products.

The Configure Dashboard Views option allows users to customize which product widgets are shown in the
Overview and Details view tabs of the IDERA Dashboard.

Click the Customize DBA Dashboard option in the Administration tab to display the Customize DBA Dashboard
configuration panel.
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In the Customize DBA Dashboard dialog you can try the following:

« Choose to hide or show the DBA Dashboard to all users or to users with permissions in two or more products.
+ Select the View you want to modify (Overview or Details View).

« Add or remove columns from the selected View.

« Specify the column widths.

« Add product widgets.

+ Remove widgets.

+ Re-arrange widgets (drag and drop).

Additionally, you can:

« Modify specific settings for each widget, such as its default state (Expanded or Collapsed).
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+ Assign another widget to a previously placed widget.
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Notifying users about product upgrades in the IDERA Dashboard

SQL Compliance Manager is ONLY compatible with IDERA Dashboard version 4.8.1 and with limited
support.

The Send Notification to All Users widget of the Administration view lets you send a notification to all user accounts
added to IDERA Dashboard. Use this feature to notify users about product upgrades and other issues affecting
product use.
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To send notification to all users:

1. Click the Send Notification link and a pop-up window displays.

Specify message to inform users

Send

2. Type the message you want to send, and click Send.
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Managing licenses in the IDERA Dashboard

A\ SQL Compliance Manager is ONLY compatible with IDERA Dashboard version 4.8.1 and with limited

support.

The IDERA Dashboard allows you to manage licenses for the different IDERA SQL products.

To view and manage licenses, click Manage Licenses in the Administration tab.

MANAGE LICENSES
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In the Manage Licenses view, you can see the following information:

« Product
« License key
« No. Of Instances

To Add, Edit, and/or Delete a license, click on a license from the list and fill the required information or make the

necessary changes.
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Navigate the SQL Compliance Manager Web Console

A\ SQL Compliance Manager is ONLY compatible with IDERA Dashboard version 4.8.1 and with limited
support.

The IDERA Dashboard SQL Compliance Manager Web Console provides a browser-based interface for many of the
features within the SQL Compliance Manager Management (Windows) Console. the following topics help you
explore what features are available to you:

+ View the Home tab

+ Manage audited instances

+ View alerts and alert rules

+ Manage audit event filters

+ View logs

+ Generate audit reports

« Administer SQL Compliance Manager
+ Sensitive Column Search window
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View the Home tab

SQL Compliance Manager is ONLY compatible with IDERA Dashboard version 4.8.1 and with limited
support.

The Home tab is the default overview page of the product. This tab provides a high-level status of your audited
instances and enterprise activity occurring within your environment.
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Alerts

IDERA SQL Compliance Manager performs health checks on your registered instances to help you monitor the most
important issues across your environment. On this section of the Overview tab, SQL Compliance Manager shows
you the active alerts for your environment, grouped by alert type, and ordered by level of criticality, where:

o Level 4 =Severe

o Level 3=Critical

+ Level 2=Warning

« Level 1=Informational

© fyou have no active alerts, you will see the message: No alerts.

You can click the options available for each alert to:

« Show Details of instances or databases affected by the respective alert.
« Individually Acknowledge the alert.
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+ Individually Dismiss the alert.
« Individually Clear the alert.

If you do not want to see these details, click Hide Details.

You can also get the most updated information for your alerts by clicking Refresh.

Enterprise Activity Report Card

The Enterprise Activity Report Card allows you to review the status of your audited SQL Servers and the recent
activity that has occurred on them for up to 30 days of SQL Server activity. Activity Report Cards allow you to view
the SQL Server activity at the enterprise and individual SQL Server instance levels. These report cards allow you to
quickly check activity in each event category audited, view SQL Server activity statistics, and short-term activity
trends. Use Activity Report Cards to identify problems that might require more in-depth analysis based on:

« Overall Activity.
+ EventAlerts.

« Failed Logins.
« Security.

» DDL.

« Privileged User.

For more information about the Enterprise Activity Report Card, see Explore Activity - Audited SQL Servers
Summary tab.

Audited Instances

All audited SQL Server instances in your environment appear in the Audited Instances section of the Home tab. The
default sort order displays the first five instances based on instance name. If you have more than five registered
instances, SQL Compliance Manager allows you to page through the results. This table includes:

« Instance Name. Displays the name of the audited SQL Server instance.

+ Agent Status Text. Displays the current status of the SQL Compliance Manager Agent. Options include OK,
Informational, Warning, and Critical.

« Alerts. Displays the number of alerts associated with that instance.

« SQL Server Version. Displays the SQL Server version installed on that instance.

+ Number of Audited DBs. Displays the number of databases audited by SQL Compliance Manager on that

instance.
« Agent Actions. Displays a list of actions you can perform on the Agent associated with the instance. Options
include Enable Auditing, Disable Auditing, and Upgrade Agent.

o Click the name of a SQL Server instance, and SQL Compliance Manager opens the Instance Details view for
that instance.

System Status and Recent Alerts area

On the right side of the IDERA Dashboard SQL Compliance Manager Home page, you can view the number of SQL
Server instances and databases needing your immediate attention in addition to a count of recent alerts by
severity.
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System Status

Indicates whether IDERA SQL Compliance Manager encountered any issues while auditing your SQL Server
environment. Click the status link to open the more detailed Audited Instances view. Use view to see the status of
the audited databases on this instance, validate audit settings, and check the SQL Compliance Manager Agent
status.

Registered SQL Servers
Displays the number of SQL Server instances that are registered with SQL Compliance Manager.
Audited SQL Servers

Displays the number of instances currently audited. This number does not include instances where
auditing is not yet configured or is disabled.

Audited Databases

Displays the number of databases currently audited. These databases are hosted by SQL Server
instances that are registered with SQL Compliance Manager. This number does not include databases
where auditing is not yet configured or is disabled.

For more information about the System Status area, see Explore Activity - Audited SQL Servers Summary tab.

Recent Alerts

The Recent Alerts pane displays the number of alerts that are generated for each alert category in the selected time
span. If you see an unexpected number of alerts, consider reviewing the current alert messages and then
modifying your alert rules to better fit your compliance and auditing needs.

For more information about specific alerts, see View alerts and alert rules. You can view which alerts are generated
from multiple instances across your environment or from a particular instance.
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Manage audited instances

A\ SQL Compliance Manager is ONLY compatible with IDERA Dashboard version 4.8.1 and with limited
support.

The IDERA SQL Compliance Manager Instances view displays the status of audit activity across your SQL Server
environment. Use the statistics and graphs on this view to quickly and easily identify issues so you can continue to
ensure the correct level of compliance. Be sure to review the associated topics about managing properties for the
registered SQL Server instance and the Agent:

« Viewing instance details
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© cConfiguration can be set up via the SQL Compliance Manager Windows Console.

Available actions
Filtering

Allows you to filter the listed instances by status, instance name, status text, number of audited
databases, SQL Server version, audit status, and timestamp for the last time the agent was contacted.

Export
Allows you to export the list of audited SQL Server instances in PDF, XLS, or XML format.
Refresh

Allows you to update the Audited Instances list with current data.
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© Click the name of a SQL Sever Instance to open the Instance Details view for the selected instance.
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Viewing instance details

SQL Compliance Manager is ONLY compatible with IDERA Dashboard version 4.8.1 and with limited
support.

After you register an instance in IDERA SQL Compliance Manager, you can access the Instance Details view by
clicking an instance name.
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The Instance Details view allows you to view a list of audit events occurring on the databases for that instance,
information about its databases, bar graphs, other relevant information, and also get access to audit configuration
details.

The instance Details view provides a high-level status of the audited events and the activity occurring in the
selected instance.

Alerts

On this SQL Compliance Manager shows you the active alerts for the selected instance, grouped by alert type, and
ordered by level of criticality, where:

« Level 4 =Severe
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« Level 3=Critical
+ Level2=Warning
« Level 1=Informational

If you have no active alerts, you will see the message: No alerts.

Server Activity Report Card

The Server Activity Report Card allows you to review the status of the selected instance and the recent activity on it
for up to 30 days. Use Server Activity Report Cards to identify problems that might require more in-depth analysis
based on:

« Overall Activity.
+ EventAlerts.

+ Failed Logins.
« Security

« DDL

+ Privileged User.

Audit Events

All audited events for the selected instance appear in the Audited Events section of the Instance Details page. This
table includes:

« Database Name
« Event
« Date
o Time
 Login

Users can also view the Event Properties by clicking the gear icon and selecting the Event Properties option.
Server Status

On the right side of the Instance Details page, users can check the Server Status. This section displays.
Audited Databases

Displays the number of databases currently audited. These databases are hosted by SQL Server instances that are
registered with SQL Compliance Manager. This number does not include databases where auditing is not yet
configured or is disabled.

Audit Configuration

Displays the audit configurations set for the selected instance.
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View alerts and alert rules

SQL Compliance Manager is ONLY compatible with IDERA Dashboard version 4.8.1 and with limited
support.

The IDERA SQL Compliance Manager Alerts view allows you to view the current alerts and alert rules throughout
your environment. An alert rule is a set of criteria that determines when an alert should be generated as the
Collection Server processes SQL Server events collected from your audited instances. Use alert rules to detect
events that occur on specific databases, users, or instances.

Available actions include:
Page through alerts and alert rules

Allows you to page through the list of alerts and rules. Use the previous and next arrows to navigate from
page to page, up and down the list.

Filtering

Allows you to filter the listed alerts and rules by rule, rule type, server name, alert level, user email
address, event log, and SNMP traps. Filtering includes a Save View feature that lets you select all of your
filtering options, and then save the settings for future use. Click Load View to select a previously-saved
view for use.

View By
Allows you to select whether Alerts or Alert Rules appear in this view.
Filtered By

Allows you to select the type of Alerts displayed in this view. You can view all Alerts, only your Event
Alerts, only Data Alerts, or only Status Alerts based on this selec