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SQL Diagnostic Manager for SQL Server

24x7 SQL performance monitoring, alerting, and diagnostics

+ Performance monitoring for physical, virtual, and cloud environments

« Monitor queries and query plans to see the causes of blocks and deadlocks

+ Adaptive & automated alerting with 100+ pre-defined and configurable alerts
+ Capacity planning to see database growth trends and minimize server sprawl
« Monitor application transactions with SQL Workload Analysis add-on

« View expert recommendations from SQL Doctor to optimize performance

« View summary of top issues and alerts with the web console add-ons
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SQL Diagnostic Manager for SQL Server

Access the SQL Diagnostic Manager Release Notes

IDERA SQL Diagnostic Manager provides an unprecedented level of diagnostic information on the health,
performance, and status of SQL Server instances across your environment. You can view, diagnose, and report on
critical performance statistics from a central point of control.

Using a unique agent-less architecture, SQL Diagnostic Manager gathers diagnostic information in real time,
keeping database administrators and managers informed by providing customized alerts. Easy to install and use,
SQL Diagnostic Manager is an indispensable SQL Server management tool that benefits both experienced and
junior database administrators.

To get a glimpse into the newest features, fixed issues, and known issues in this release of SQL Diagnostic Manager,
review the following sections of the Release Notes:

« See new features in this release

» Review issues fixed by this release

» Review previous features and fixed issues
+ See known issues

« See list of recommended IDERA Solutions

To see the summary of the Support Status for SQL Diagnostic Manager click here.
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New features and fixed issues

SQL Diagnostic Manager provides the following new features and fixed issues.

10.4 New features

« Visual Query Plans is now available for launch in the Windows Client context from any query.

+ SQL Diagnostic Manager includes an improved collection of Extended Event query plans.

« This release includes new options to exploit Query Store collections for query waits, query plans, and query
performance.

+ Improved IDERA Dashboard with new alerts grid and instance lists.

10.4 Fixed Issues

Maintenance Mode

_ Enabling maintenance mode on an ad-hoc basis no longer purges the scheduled maintenance
mode settings. This allows users to easily restore schedule maintenance mode settings as needed.

Azure Databases

_ The SQL Diagnostic Manager Desktop Client is no longer returning error messages when viewing
data on monitored Azure Databases.

Metrics
_ The metric "SQL Server Log size" is triggering alerts as expected.

Web Console

_ The SQL Diagnostic Manager Web Console is correctly reporting the statuses of the monitored SQL
Server instances.

_ Improved performance of the SQL Diagnostic Manager Web Console.

_ The SQL Diagnostic Manager Web console correctly recognizes users configured in Application
Security.

Deadlocks

_ SQL Diagnostic Manager is no longer reporting persistent deadlocks from the
[p_InsertDatabaseSize] procedure.

Desktop Console

_ The SQL Diagnostic Manager Desktop Client now correctly displays dates based on the Operating
System settings.

_ The SQLDM Graphical User Interface now correctly responds and no longer hangs.
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_ Improved performance when updating Monitored SQL Server Properties within the SQL Diagnostic
Manager Desktop Client.

_ The Desktop console is no longer displaying random exceptions.

Alerts
_ SQL Diagnostic Manager now correctly sends alerts in a timely manner via email.

_ SQLDM now correctly imports Alert templates.

_ When hovering over a monitored instance on the Servers panes view, the displayed tooltip now
correctly displays the current active alerts.

_ The Alert suppression threshold now correctly works and triggers alerts as expected.
Powershell

_ The PowerShell now correctly works when the $AlertText is used for the Blocked Sessions Wait
Time (Seconds).

Table Statistics

_ Table Statistics collection is now properly excluding specified databases that are hosted on a case
sensitive collation.

Reports

_ The Enterprise Summary report now correctly lists the SQL Server version of the monitored
instances.

Services

Improved memory consumption by the SQLdm Management Service.
The SQLdm Management Service remains in a running state if the SQL Server instance hosting the
SQLdm Repository database is unavailable.

_ SQL Diagnostic Manager will correctly report the status of the SQL Server Agent Service on SQL
Server 2008 R2 instances.
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Known issues

IDERA strives to ensure our products provide quality solutions for your SQL Server needs. If you need further
assistance with any issue, please contact Customer Support Portal.

In this section you can find information on:

« Issues known in this version.
« Issues known in recent releases.
« Issues known in releases previous to SQL Diagnostic Manager 10.0

Known Issues in version 10.4

Query Store

Enabling

Query Store must be enabled on the monitored instance, along with Query Monitor and Query Waits.

IDERA Dashboard

Exte

Upgrading

Upgrading the IDERA Dashboard may fail if you have previously upgraded from version 3.8. Please contact
IDERA support when encountering this problem.

nded Events

Updates

When using Extended Events for Query Wait collections, updates happen at the snapshot interval. For real
time updates, deselect Extended Event collection for the default of DMV sampling of Query Waits. Then, the
graph will update with real-time collection intervals.

Query Details

wn e

Query Plan Diagram

When exporting a Query Plan Diagram you may encounter a Security Alert window with the following message
"Your current security settings do not allow this file to be downloaded". Prevent this alert following these
instructions:

Close SQLDM.

Open Internet Explorer.

In the menu bar, select Internet Options.

The Internet Options window opens, click the Security tab, select Custom Level, search for Downloads, and
enable File Downloads.

Click OK.
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Previous known issues

Known Issues 10.3

Installation

Native client

SQL Diagnostic Manager installation may fail if Microsoft SQL Server Native Client is not installed on the
machine. To avoid the failure, install the SQL Server native client first, and then run SQLDM installer. The
native client installer can be found on the following page: Microsoft® SQL Server® 2012 Native Client - QFE

Privilege Minimization

User configuration

When configuring a privileged minimized user, the collection of WaitStatistics and QueryMonitoringStatistics
could stop after SQLDM restarts.

IDERA Dashboard

Upgrade

In certain upgrades of the IDERA Dashboard, DM registration gets unregister. If users attempt to register the
product manually, it will fail because SQL Diagnostic Manager keeps unregistering on service restart.

Query Waits

Extended Events

When Query Waits is enabled with Extended Events selected, the CPU utilization will increase dramatically. To
prevent this problem, deselect Extended Events for Query Wait collection.

Known Issues in version 10.2.3

IDERA Dashboard

Upgrade

When you upgrade SQL Diagnostic Manager, the installation wizard shows a message detecting the current
version of your IDERA Dashboard. However, this message may also show that the Dashboard would be
upgraded to an incorrect one.

Known issues in version 10.2.2

Licenses

License Library

The license library has changed. If you encounter problems with your current license, contact Licensing.
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Installation and upgrade

Upgrading SQL Diagnostic Manager

When a local user that is not created as an administrator, but later is added to the local administrator group,
runs the upgrade. It results in a restart through the upgrade and a partially completed upgrade.

Prevent this issue by running the upgrade under a user ID created or configured as a local administrator.
Known issues in version 10.2.1

IDERA Dashboard

Dashboard upgrade

After upgrading to SQL Diagnostic Manager 10.2.1 is necessary to stop and restart the SQLDM and the
Dashboard services:

+ ldera Dashboard Web Application Service
+ ldera Dashboard Core Service

« SQLdm Rest Service

« SQLdm Predictive Analytics Service

+ SQLdm Management Service

« SQLdm Collection Service

Follow the mentioned steps so that the Dashboard works as expected.

IDERA Dashboard

Dashboard Upgrade

IDERA Dashboard is not included in SQL Diagnostic Manager 10.2 upgrade. If you require IDERA Dashboard,
you have three options:

1. Wait for SQLDM 10.2.1. A new release including a new IDERA Dashboard SQLDM interface is coming soon.

2. Upgrade SQLDM 10.1.4 with SQLDM 10.2 and leave the IDERA Dashboard in place. SQLDM 10.2 upgrade
works with previous IDERA Dashboard integration, but new registrations are not supported.

3. Volunteer for the SQLDM 10.2.1 Beta. This release includes the IDERA Dashboard, but some known bugs may
be present in the SQLDM integration with IDERA Dashboard.

Known issues in version 10.1.4

Installation

Failed installation on SQL Server 2005.

SQLDM is failing to install on SQL Server 2005 version. SQLDM 10.1.4 has encountered this issue when it is
installed on SQL Server 2005 SP4.

WMI

WMI Service

WMI service must be running and be properly configured for disk space alerts to function normally.
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Dashboard

Widgets

The instance status widget in the Dashboard is not loading any data.
Known issues in version 10.1.1

Installation

Failed SQLDM installation on Windows 10 or Windows 12.

Installation fails when the .Net 2.0/3.5 feature is not installed on Windows 10 or Windows 12. Therefore, install
the .Net 2.0/3.5 feature before the SQLDM installation, once the installation is complete, the .Net 2.0/3.5
feature can be removed.

Known issues in version 10.1

PowerShell

Instance friendly name is not displayed in the Ul.

The friendly name assigned to an instance through PowerShell is not being automatically refreshed and is not
being displayed in the Desktop Console Ul. Right-click All Servers in the tree pane and select Refresh to
manually refresh the instances information and visualize the assigned friendly name.

IDERA Dashboard

Unsuccessful registration of SQLDM instances.

Installations of the IDERA Dashboard in 32 bit Operating Systems are unable to successfully register
SQLDM instances hosted on 64 bit Operating Systems.

Known issues in version 10.0

License Manager

The Generate License Keys link fails to direct to License Manager.

SQL Diagnostic Manager version 10.0 is designed to integrate with License Manager 2.0, allowing for a
self-service licensing model. However, an issue in the Generate License Keys link of the License Keys
window fails to direct to License Manager. For additional information on this feature and a workaround,
see Generate a new license key.

IDERA Dashboard and web console

Views with list of instances available take longer to populate in the SQL Diagnostic Manager web console.

Some SQL Diagnostic Manager users may find that it takes approximately a minute for any of their
monitored instances to display in views of the SQL Diagnostic Manager web console where a list of
instances is available.
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Known Issues in version 9.x
Known issues in version 9.1

General

The option to collect non-query activities data using Extended Events is incorrectly set by default for SQL Server
2008R2 instances.

SQL Diagnostic Manager is designed to support collection of non-query activities data with Extended
Events only for instances running SQL Server 2012 or higher. In SQL Diagnostic Manager 9.1 for instances
running SQL Server 2008R2 the Use Extended Events radio button is selected by default instead of the
Use SQL Trace radio button.

Clicking the ‘launch SQLdm’ icon takes users to the corresponding instance dashboard screen but sometimes it
fails to highlight the specific instance in the Servers tree.

SQL Diagnostic Manager is designed to allow users access to the SQL Diagnostic Manager Console from
the Thumbnail, Heatmap, and Alerts Detail views. In SQL Diagnostic Manager 9.1 clicking the ‘launch
SQLdm’ icon takes users to the corresponding instance dashboard screen but occasionally fails to clearly
mark the specific instance it refers to in the Servers tree

Alerting

SQL Diagnostic Manager fails to display one alert response when multiple metric thresholds are breached

SQL Diagnostic Manager version 8.5 and later is designed to trigger an alert response only after multiple
metric thresholds are breached when the “Where all metrics are in specified list” condition is selected.
However, an issue in the “Send a Network Management (SNMP) Trap Message”, “Send an email to
recipient”, and “Run the following SQL Script” actions of the Alert Response Window cause these actions
to execute several times, resulting in multiple alerts.

The action “Run the following program” fails to execute when configuring automated responses to alerts

Users with SQL Diagnostic Manager version 8.0 and later may find that when creating an alert response
with the associated action “Run the following program” in the Alert Response window, the specified
program does not run once the condition is met.

SQL Diagnostic Manager returns PoweredOff alerts for the VM Power State metric when servers are not turned off

Some SQL Diagnostic Manager users may view PoweredOff alerts when reviewing the generated “VM
Power State” alerts for their servers linked to vCenter or Hyper-V host servers. These alerts display even
though the servers are not turned off.
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The actions “Write an event to the Windows event log” and “Send an email to recipient” in the Alert Response
Window fail to deliver multiple alert statuses

Users with SQL Diagnostic Manager version 8.5 and later may find that when creating an alert response
with multiple metrics as a condition and associated actions “Write an event to the Windows event log”
and/or “Send an email to recipient” in the Alert Response window, the feature fails to deliver complete
alert information and displays only one alert status when condition is met.

VM Configuration
SQL Diagnostic Manager fails to update fields in the VM Configuration window after the virtualization host server is

edited

Users with SQL Diagnostic Manager version 8.5 and later may find that fields such as the Virtual Machine
name, Type, and Computer Name in the VM Configuration window are not updated correctly after the
virtualization host server is changed.

Known issues in version 9.0

General
SQL Diagnostic Manager fails to update fields in the VM Configuration window after the virtualization host server is
edited

Users with SQL Diagnostic Manager version 8.5 and later may find that fields such as the Virtual Machine
name, Type, and Computer Name in the VM Configuration window are not updated correctly after the
virtualization host server is changed.

Web Application Service

The IDERA Dashboard's Web Application Service fails to restart after reboot

Users with SQL Diagnostic Manager version 9.0 may find that the IDERA Dashboard's Web Application Service
does not automatically restart after a machine reboot.

Alerting

SQL Diagnostic Manager fails to display one alert response when multiple metric thresholds are breached

SQL Diagnostic Manager version 8.5 and later is designed to trigger an alert response only after multiple
metric thresholds are breached when the “Where all metrics are in specified list” condition is selected.
However, an issue in the “Send a Network Management (SNMP) Trap Message”, “Send an email to recipient”,
and “Run the following SQL Script” actions of the Alert Response Window cause these actions to execute
several times, resulting in multiple alerts.

The action “Run the following program” fails to execute when configuring automated responses to alerts

Users with SQL Diagnostic Manager version 8.0 and later may find that when creating an alert response with
the associated action “Run the following program” in the Alert Response window, the specified program does
not run once the condition is met.
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SQL Diagnostic Manager returns PoweredOff alerts for the VM Power State metric when servers are not turned off

Some SQL Diagnostic Manager users may view PoweredOff alerts when reviewing the generated “VM Power
State” alerts for their servers linked to vCenter or Hyper-V host servers. These alerts display even though the
servers are not turned off.

The actions “Write an event to the Windows event log” and “Send an email to recipient” in the Alert Response
Window fail to deliver multiple alert statuses

Users with SQL Diagnostic Manager version 8.5 and later may find that when creating an alert response with
multiple metrics as a condition and associated actions “Write an event to the Windows event log” and/or
“Send an email to recipient” in the Alert Response window, the feature fails to deliver complete alert
information and displays only one alert status when condition is met.

Known Issues in version 8.x
Known issues in version 8.6

Alerting

SQL Diagnostic Manager fails to update statistics for some monitored SQL servers and triggers a persistent alert
‘Unable To Monitor’ for the same

Users with SQL Diagnostic Manager version 8.0.1 and later may find that some servers are not returning any
statistics due to an issue in the Activity Monitor settings that causes the entire refresh of servers to fail.

SQL Diagnostic Manager fails to display one alert response when multiple metric thresholds are breached

SQL Diagnostic Manager version 8.5 and later is designed to trigger an alert response only after multiple
metric thresholds are breached when the “Where all metrics are in specified list” condition is selected.
However, an issue in the “Send a Network Management (SNMP) Trap Message”, “Send an email to recipient”,
and “Run the following SQL Script” actions of the Alert Response Window cause these actions to execute
several times, resulting in multiple alerts.

The action “Run the following program” fails to execute when configuring automated responses to alerts

Users with SQL Diagnostic Manager version 8.0 and later may find that when creating an alert response with
the associated action “Run the following program” in the Alert Response window, the specified program does
not run once the condition is met.

The actions “Write an event to the Windows event log” and “Send an email to recipient” in the Alert Response
Window fail to deliver multiple alert statuses

Users with SQL Diagnostic Manager version 8.5 and later may find that when creating an alert response with
multiple metrics as a condition and associated actions “Write an event to the Windows event log” and/or
“Send an email to recipient” in the Alert Response window, the feature fails to deliver complete alert
information and displays only one alert status when condition is met.

SQL Diagnostic Manager returns PoweredOff alerts for the VM Power State metric when servers are not turned off

Some SQL Diagnostic Manager users may view PoweredOff alerts when reviewing the generated “VM Power
State” alerts for their servers linked to vCenter or Hyper-V host servers. These alerts display even though the
servers are not turned off.
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SQL Diagnostic Manager fails to stop alert generation after the Availability Group Preferred Replica alert is un-
checked

Users with SQL Diagnostic Manager version 8.6 that have the Availability Group Preferred Replica alert
configured may find that when un-checking the alert in the Alert Configuration window to stop raising the
alert, SQL Diagnostic Manager continues to generate the alert which also displays in the Alerts View. Un-
checking the configured database in the Configuration tab of the Alert Configuration window solves this issue.

General
SQL Diagnostic Manager fails to update fields in the VM Configuration window after the virtualization host server is
edited

Users with SQL Diagnostic Manager version 8.5 and later may find that fields such as the Virtual Machine
name, Type, and Computer Name in the VM Configuration window are not updated correctly after the
virtualization host server is changed.

Known issues in version 8.5

General

The Query Monitor trace in SQL Diagnostic Manager does not return queries in progress

Users with SQL Diagnostic Manager version 8.0 and later may find that when using the Query Monitor
functionality, the queries returned and displayed do not include queries in progress.

SQL Diagnostic Manager fails to update fields in the VM Configuration window after the virtualization host server is
edited

Users with SQL Diagnostic Manager version 8.5 may find that fields such as the Virtual Machine name, Type,
and Computer Name in the VM Configuration window are not updated correctly after the virtualization host
server is changed.

Alerting

SQL Diagnostic Manager returns Blocking Session Wait Time alerts with session 0 and missing information when
blocking-process node is empty

Some users may experience Blocking Session Wait Time alerts with missing information and session 0 when
the blocking-process node is empty in SQL Server. In SQL Diagnostic Manager 8.01 and later versions, this
issue may occur only if the trace that is collecting blocking data doesn’t return a SPID for a blocking process.

SQL Diagnostic Manager fails to display one alert response when multiple metric thresholds are breached.

SQL Diagnostic Manager version 8.5 and later is designed to trigger an alert response only after multiple
metric thresholds are breached when the “Where all metrics are in specified list” condition is selected.
However, an issue in the “Send a Network Management (SNMP) Trap Message”, “Send an email to recipient”,
and “Run the following SQL Script” actions of the Alert Response Window cause these actions to execute
several times, resulting in multiple alerts.
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The action “Run the following program” fails to execute when configuring automated responses to alerts.

Users with SQL Diagnostic Manager version 8.0 and later may find that when creating an alert response with
the associated action “Run the following program” in the Alert Response window, the specified program does
not run once the condition is met.

The actions “Write an event to the Windows event log” and “Send an email to recipient” in the Alert Response
Window fail to deliver multiple alert statuses.

Users with SQL Diagnostic Manager version 8.5 and later may find that when creating an alert response with
multiple metrics as a condition and associated actions “Write an event to the Windows event log” and/or
“Send an email to recipient” in the Alert Response window, the feature fails to deliver complete alert
information and displays only one alert status when condition is met.

SQL Diagnostic Manager returns PoweredOff alerts for the VM Power State metric when servers are not turned off.

Some SQL Diagnostic Manager users may view PoweredOff alerts when reviewing the generated “VM Power
State” alerts for their servers linked to vCenter or Hyper-V host servers. These alerts display even though the
servers are not turned off.

Known issues in version 8.0

Installation and configuration issues

The SQLdm Setup Wizard is interrupted after selecting the SQL server instance on which you want to install the SQL
Diagnostic Manager Repository

Some users may experience an interruption due to memory corruption in their SQL Diagnostic Manager
installation after selecting the SQL Server instance on which they want to install their SQL Diagnostic Manager
Repository. Note that the SQL Diagnostic Manager installer does not complete on machines where memory
corruption prevents connections to SQL Server. Furthermore, in these types of environments other
applications such as SQL Server Management Studio also do not function.

Negative values received from vCenter as a warning message do not impact VM data collection

Some users may receive negative values from vCenter as a warning message. The message is logged as in the
SQL Diagnostic Manager Services. Note that this does not have any impact in terms of VM data collection and
users are able to view VM and VM Host data.

Console crashes when upgrading to SQL Diagnostic Manager 8.0 while logged in the IDERA Newsfeed account

Users who remain logged in the IDERA Newsfeed account and upgrade to SQL Diagnostic Manager 8.0 may
experience console crashes. Note that an upgrade from SQL Diagnostic Manager 8.0 to 8.0.1 will solve this
issue.

Known Issues in version 7.x

IDERA Website | Products | Buy | Support | Community | About Us | Resources | Legal 34


http://www.idera.com
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com
http://community.idera.com
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

SQL Diagnostic Manager for SQL Server

Known issues in version 7.5

General

SQL Diagnostic Manager 7.5 no longer supports Microsoft Windows 2000 or the .Net 2.0 framework

SQL Diagnostic Manager 7.5 does not support Windows 2000 or the .Net 2.0 framework. While SQL Diagnostic
Manager 7.2 and prior versions continue to operate with Windows 2000, SQL Diagnostic Manager 7.5 and later
require the .Net 4.0 Full framework to take advantage of the additional features.

Server Overview

Timeline refresh causes a memory leak

SQL Diagnostic Manager experiences a memory leak when you are viewing the Timeline and click Refresh. To
free the memory, you must restart the SQL Diagnostic Manager Management Console.

Queries

Queries view filter may not properly filter in some situations

In environments with large databases, the Queries view filter may not properly filter if you attempt to change
filter properties during a refresh.

Resources

File Activity displays an unhelpful error message when WMI credentials are invalid

SQL Diagnostic Manager displays the error message, "An error occurred while refreshing the active view,"
when you attempt with access the Resources > File Activity view if your WMI credentials are invalid. If this
message appears, verify your WMI access credentials and try again.

Installation and configuration considerations

SQL Diagnostic Manager Repository computer must run Microsoft SQL Server 2005 or later

SQL Diagnostic Manager 7.0 and later require Microsoft SQL Server 2005 or later running on the computer that
hosts the SQL Diagnostic Manager Repository database for all installations.

SQL Diagnostic Manager Console only users cannot upgrade to the full version without uninstalling SQL Diagnostic

Manager

Users who have an installation of SQL Diagnostic Manager Console only on a computer can use the upgrade to
update their current version of the desktop client console, but cannot use the upgrade program to install the
full version of SQL Diagnostic Manager.

Registering a SQL Server instance that uses an Alias Name requires an alias on the host computer

When registering a SQL Server instance using the alias name, an alias must first be created on the computer
that hosts the SQLdm Management and Collection Services. If the instance uses Named Pipes, Named Pipes
must be enabled in the SQL Server network configuration of the aliased SQL Server instance.
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Management Service does not start when the account permissions are incorrect

If the account you specified for the SQL Diagnostic Manager services does not have System Administrator
privileges on the SQL Server instance hosting the Repository database, the setup program cannot start the
SQLdm Management Service. This issue only occurs during installation.

Some users may receive an error message when opening the SQL Diagnostic Manager stating that there is no valid
license available

To resolve this issue, use the Management Service Configuration wizard to specify credentials for a Windows
account or SQL Server login that has System Administrator privileges on the SQL Server instance hosting the
Repository database. You can start the Management Service Configuration wizard from the Programs menu.

SQL Diagnostic Manager Reporting does not support Microsoft Reporting Services 2000
SQL Diagnostic Manager only supports Microsoft Reporting Services 2005 and later.

SQL Diagnostic Manager requires Predictive Analytics for baseline-related results

SQL Diagnostic Manager 7.5 requires the Predictive Analytics Service in order to display baseline-related
results. During installations and upgrades, SQL Diagnostic Manager installs the Predictive Analytic service
with the other included services. If Predictive Analytics is not detected or is disabled, SQL Diagnostic Manager
cannot generate baseline data for the requested report. The following reports require the Predictive Analysis
Service to include baseline-related results:

« Baseline Statistics

« CPU Statistics

« Memory Statistics

« Session Statistics

« Disk Statistics

« Replication Statistics

Phase out SQL Diagnostic Manager mobile manager

IDERA is announcing end of life for SQL mobile manager (SQLmm). On October 1, 2012, all support for SQLmm
will stop and the SQLmm trial site will be decommissioned. Also, any remaining installations of SQLmm 3.6 or
earlier that use the IDERA redirectors will no longer work.

To continue using a Web-based monitoring solution that is accessible from your smart phones or tablet
devices, upgrade to SQL Diagnostic Manager 7.0 or later, and deploy SQLdm Mobile. IDERA discontinued
distribution of SQL mobile manager in October 2011.

SQLdm Mobile does not support Microsoft IIS Express

SQLdm Mobile requires the standard version of the Microsoft IIS Web Server, version 7.0 or later. For more
information, see the SQLdm Mobile requirements.

SQLdm Mobile & Newsfeed installation cannot be changed or repaired using Add/Remove Programs

To successfully change or repair your SQLdm Mobile & Newsfeed installation, uninstall the application and
components, and then run the setup program to reinstall your deployment.

SQLdm may not properly link to vCenter from some monitored virtual SQL Server instances

The SQLdm VM Configuration window displays a list of your monitored virtual SQL Server instances, but the
link between an instance and the associated vCenter may not work properly. To access this window, click
Tools > VM Configuration.
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VM Host Server Change alert not always triggered when a VM moves from one host server to another

Even if the circumstances warrant SQL Diagnostic Manager to trigger the VM Host Server Change alert, users
who have virtual machines running on an ESX host managed by vCenter 5.0 or later may not receive the alert
when they move a VM from one host to another.

Negative values received from vCenter as a warning message do not impact VM data collection

Some users may receive negative values from vCenter as a warning message. The message is logged as in the
SQL Diagnostic Manager Services. Note that this does not have any impact in terms of VM data collection and
users are able to view VM and VM Host data.

Query Monitor disregards filter for SQL Server 2000 users

Some SQL Server 2000 users may notice that SQLdm Query Monitor includes SQL Diagnostic Manager queries
in the results even if the Exclude SQL Diagnostic Manager queries check box is checked in the Advanced Query
Monitor Configuration window.

SQLdm Mobile Server Dashboard charts display “Data not available” error

This error indicates that SQLdm Mobile was not able to collect all the performance metrics tracked by these
charts. This issue is more likely to occur with the I/O and Per Read/Write charts on the Disk dashboard. To
correct this issue, use the Microsoft IIS Manager console to restart the SQLdm Mobile Web site (virtual
directory).

Start and Stop service actions not supported for virtual SQL Server instances

The Start and Stop service actions are not supported for virtual SQL Server instances (instances located on a
Windows cluster node). To start or stop a service on a virtual SQL Server 2008 instance, use the Microsoft
Failover Cluster Management tool. For SQL Server 2005 or earlier, use the Microsoft Cluster Administrator tool
to manage services.

Gaps between the real-time view and back-filled historical data can be seen on the CPU view

This occurs only when the CPU view is accessed via the Server tree. To view the information, without any gaps,
access the CPU view via the ribbon.

Free disk space reported as zero on databases with special characters

For servers and path names that include special characters such as % or #, SQL Diagnostic Manager may
incorrectly report the remaining disk space as zero.

Known Issues in versions previous to 7.5
Known issues in versions previous to 7.5

General
SQL Diagnostic Manager displays a refresh error when a user attempts to view data for an instance to which he does
not have admin rights

SQL Diagnostic Manager displays a refresh error message when a user tries to view data for a monitored SQL
Server instance to which the user does not have administrative rights. The message states that, "An error
occurred while refreshing the active view."
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SQL Diagnostic Manager displays an error when a user attempts to configure disk collection for an instance to
which he does not have admin rights

SQL Diagnostic Manager displays an error message on the Server Properties Disk Drives window if a user's
collection service credentials do not have administrative access to the monitored SQL Server instance, and
the user attempts to view the list of attached disk drives on that instance. Note that WMI credentials are not
used to retrieve disk drive information on this page.

Drives may not appear in the Resources Disk view when you switch to direct WMI collection

Users who select to collect OS metrics using direct WMI collection may notice mounted drives appearing in
some areas of SQL Diagnostic Manager but not on the Resources Disk view. To refresh this list, you must
restart the SQL Diagnostic Manager Management Console.

Dashboard

Custom Counters dashboard panel does not return to default after deleting all counters

The Custom Counters dashboard panel includes a drop-down list to allow you to select from the available
counters. If you delete all counters, the panel does not return to the default title and continues to display one
of the counter names.

Resources

Disk Filter Columns does not work on a blank chart

The Filter Columns selection does not work in the Resources > Disk view if you receive a blank chart due to
your WMI credentials being invalid.

Alerts

OS Disk Time (Percent) and OS Disk Time Per Disk (Percent) alerts may not trigger for some users

Users with Windows Server 2008 SP1 and SQL Server 2000 SP4, and who select direct WMI collection for their
OS metrics may experience an issue preventing OS Disk Time (Percent) and OS Disk Time Per Disk (Percent)
alerts from triggering. If this issue occurs, switch to using OLE automation.

Virtualization-related alerts occasionally raise more than once

In some circumstances, SQL Diagnostic Manager may repeatedly raise virtualization-related alerts when there
is no change in the status.

Custom Counters

SQL Diagnostic Manager does not automatically add unassociated custom counters to an alert template created
from an instance

If you use alert templates and create a custom counter, SQL Diagnostic Manager automatically adds the new
counter to your existing alert templates. However, if you create a custom counter not associated with an
instance, and then create an alert template based on the alert configuration of one of your monitored
instances, SQL Diagnostic Manager does not add the new counter to your alert template nor can you manually
add the counter.

To avoid this issue, add the missing custom counter to any SQL Server instance, create an alert template from
thatinstance, and then clear any undesired custom counters from that instance.
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SQLdm Mobile

SQLdm Mobile My Servers view filter does not work

The filter on this view will consistently display the message, “You have no favored or followed servers or
the servers list has not been cached yet,” regardless of the filter option you choose. This issue occurs
even when you are following servers or have marked servers as favorites.
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Recommended IDERA Solutions

IDERA strives to ensure our products provide quality solutions for your database needs. The following IDERA
Solutions have been recently added to the knowledge base at the Customer Service Portal.

ID Number

4337

4287

4281

4088

3511

2286

2109

2102

Title
SQLDM alert, "Session 0 has been blocking other sessions..."
Disk Full Percent fires at or near 100% for a disk that still has plenty of space.

A SQL Diagnostic Manager with wait type MSQL XP uses constant CPU resources and
never finishes on a monitored server.

Disk Busy per Disk counter reports 100% when the disk is known to be idle.
SQLDM always shows "The SQLDM Collection Service has too many outstanding
connections" in the overview pane for a specific server, and SPIDs stall on the audited

server.

When Upgrading SQL Diagnostic Manager, you receive the error message "The
repository is an invalid version."

CPU Used, Memory Paging and Disk Queue Length show question marks in the
Summary view.

What alerting Event Codes are used in SQLDM 5.0 or later?
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Get started

SQL Diagnostic Manager (SQLDM) is a database management system (DBMS) solution designed exclusively for
Microsoft SQL Server diagnosis and performance tuning. SQL Diagnostic Manager lets you discover potential and
existing problems, analyze the state of your SQL Server enterprise, and generate reports.
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Upgrade to this release

Upgrading SQL Diagnostic Manager to the most recent version allows you to take advantage of the new features
available. An up-to-date list of new features and fixed issues is available in the SQL Diagnostic Manager Release
Notes.

Upgrade from SQL Diagnostic Manager 5.x or higher to SQL Diagnostic Manager
10.4 checklist

To successfully upgrade your Microsoft SQL Server environment to this build, complete the steps included in the
following table:

@ Follow these steps ...
Back up your SQL Diagnostic Manager Repository prior to upgrading.

Make sure that your environment meets the product requirements for the newer version of SQL Diagnostic
Manager.

Verify that no SQL Diagnostic Manager desktop clients are running.

Upgrade your environment to the latest version of SQL Diagnostic Manager on the computer where the
SQL Diagnostic Manager services reside. Note that SQL Diagnostic Manager 10.0 and later versions
integrate with the IDERA Dashboard.

Test your new SQL Diagnostic Manager deployment and setup.

Upgrade your IDERA Newsfeed and SQLdm Mobile installations or deploy a new IDERA Newsfeed and
SQLdm Mobile installation.

& Upgrade to SQLDM 9.0 or higher versions

Customers upgrading from previous SQL Diagnostic Manager versions to SQL Diagnostic Manager 9.0 or
higher versions, need a new license key or it is not possible to continue with the upgrade process. Users
can access the IDERA Customer Portal at the moment of upgrade from the license management window in
SQL Diagnostic Manager (Help > Manage Licenses) or directly at https://idera.secure.force.com.
Information necessary to generate a new license key is provided in the license management screen or the
portal.
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Upgrade SQL Diagnostic Manager in a clustered environment

Use the following steps to upgrade your SQL Diagnostic Manager installation in a clustered environment.

@ SQL Diagnostic Manager 10.0 and later requires Microsoft SQL Server 2005 running on the computer that
hosts the SQL Diagnostic Manager Repository database for all installations.

Upgrade in a Microsoft Windows Server 2003 Clustered Environment
To upgrade SQL Diagnostic Manager in a clustered environment:

1. Logon to the cluster node using the Administrator account.
2. In Cluster Administrator, select the resource group that contains the SQL Diagnostic Manager services.
3. Take the SQLDM Management and Collection services off line.

Perform the following steps on each node, starting with the active node:

1. Upgrade SQL Diagnostic Manager components previously deployed to the node.

2. In Windows Services, stop the SQLDM Collection, SQLDM Management, and SQLDM Predictive Analytics
services.

3. Setthe SQLDM services to manually start, and then restart the services.

Once the previous steps are complete, perform the following steps on each cluster node:

1. In Cluster Administrator, bring the SQLDM Management Service on line.

2. Use the Management Service Configuration wizard to force the services to re-register on the active node.

Upgrade in a Microsoft Windows Server 2008 Clustered Environment
To upgrade SQL Diagnostic Manager in a clustered environment:

1. Logon to the cluster node using the Administrator account.

2. Inthe Failover Cluster Management tool, select the resource group that contains the SQL Diagnostic
Manager services.

3. Take the SQLdm Management and Collection services offline.

Perform the following steps on each node, starting with the active node:

1. Upgrade SQL Diagnostic Manager components previously deployed to the node.

2. In Windows Services, stop the SQLDM Collection, SQLDM Management, and SQLDM Predictive Analytics
services.

3. Setthe SQL Diagnostic Manager services to manually start, and then restart the services.

Once the previous steps are complete, perform the following steps on each cluster node:

1. Bring the SQLdm Management Service on line.

2. Usethe Management Service Configuration wizard to force the services to re-register on the active node.

IDERA Website | Products | Buy | Support | Community | About Us | Resources | Legal

43


http://www.idera.com
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com
http://community.idera.com
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw
http://wiki.idera.com/x/BgA1
http://wiki.idera.com/x/BgA1

SQL Diagnostic Manager for SQL Server

Perform a standard upgrade

Use the following procedures to upgrade a distributed SQL Diagnostic Manager environment.

Upgrade your SQLDM Repository and/or SQLDM Services

Install the SQLDM Repository database on a SQL Server instance that meets the product requirements. You do not
need to install your Repository in the same domain as the SQLDM Console, but a two-way trust between the target
domains must exist. You can install the SQLDM services on the Repository computer (recommended) or a different
computer.

@ sQL Diagnostic Manager 10.1 and later requires Microsoft SQL Server 2005 running on the computer that

hosts the SQLdm Repository database for all installations.

To upgrade the SQLDM Repository and/or Services:

1.

Use an administrator account to log on to the computer on which you want to upgrade the SQLDM
Repository database and/or Services.

Run Setup.exe in the root of the installation kit.

On the IDERA SQL Diagnostic Manager Quick Start window, click SQL Diagnostic Manager under the Install
heading.

Read the Upgrade Wizard Welcome window, and then click Next.

Upgrade your Repository by verifying the authentication method and connection credentials, and then click
Next.

Upgrade your Service account by specifying the account credentials that you want the SQLDM services to
use to connect to the SQLDM Repository and the monitored SQL Server instances, and then click Next. This
account must belong to the sysadmin role on the Repository database and each instance you plan to
monitor.

. Click Upgrade to begin your upgrade.
. Click Finish to exit the upgrade program.

Upgrade your SQLDM Console

© You must have a full installation of SQL Diagnostic Manager already running in your environment before

attempting to upgrade the SQLDM desktop client console.

To upgrade the SQLdm Console:

N

@

Use an administrator account to log on to the computer on which you want to upgrade the SQLDM Console.
Navigate to the location where the SQLDM Console file resides in the distribution media.

If you use an x64 operating system, run SQLDiagnosticManager-x64_c.exe. Ifyou use an x86 0S, run
SQLDiagnosticManager_c.exe.

On the Welcome window of the setup program, click Next.

Click Upgrade to begin your upgrade.

Click Finish to exit the upgrade program.

IDERA Website | Products | Buy | Support | Community | About Us | Resources | Legal 44


http://www.idera.com
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com
http://community.idera.com
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw
http://wiki.idera.com/x/PwDKAg
http://wiki.idera.com/x/PwDKAg
http://wiki.idera.com/x/PwDKAg
http://wiki.idera.com/x/PwDKAg

SQL Diagnostic Manager for SQL Server

Upgrade SQLDM console only

SQL Diagnostic Manager allows users to install a full version, which includes the SQL Diagnostic Manager
Repository, Management Service, and Management Console, or you can install the SQLDM desktop client console
by itself when you already have a full version of SQL Diagnostic Manager installed in your environment.

Users who have an installation of SQLDM Console only on a computer can use the upgrade to update their current
version of the desktop client console, but cannot use the upgrade program to install the full version of SQL

Diagnostic Manager.
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Test your deployment

To test your upgrade, you can immediately begin collecting and alerting on performance data. Verify that you are
able to monitor the target SQL Server instances and that the data you are retrieving is valid.
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Welcome to SQL Diagnostic Manager

SQL Diagnostic Manager is a powerful performance monitoring and diagnostics solution that proactively alerts
administrators to health, performance and availability problems within the SQL Server environment. SQL
Diagnostic Manager now integrates with the IDERA Dashboard, a common technology framework, designed to
support the IDERA product suite. Users are able to obtain an overview of the status of their SQL Servers and hosted
databases all in a consolidated view and navigate to individual product dashboards for details. The IDERA
Dashboard provides a central set of services for managing users, product registry, instance registry, aggregated
alerts across IDERA applications, a central web server, and tags for grouping instances. For additional information,
see Navigate the IDERA Dashboard.

To get started, see the following topics for more information:

» Upgrade to this build of SQL Diagnostic Manager
« Configure SQL Diagnostic Manager
» Migrate your SQL Diagnostic Manager installation
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What is SQL Diagnostic Manager?

SQL Diagnostic Manager provides an unprecedented level of diagnostic information on the health, performance,
and status of SQL Server instances across your environment. You can view, diagnose, and report on critical
performance statistics from a central point of control. Using a unique agentless architecture, SQL Diagnostic
Manager gathers diagnostic information in real time, keeping database administrators and managers informed by
providing customized alerts. Easy to install and use, SQL Diagnostic Manager is an indispensable SQL Server
management tool that benefits both experienced and junior database administrators.

What is the IDERA Dashboard?

The IDERA Dashboard is a common technology framework designed to support the entire IDERA product suite. The
IDERA Dashboard allows users to get an overview of the status of their SQL Servers and hosted databases all in a
consolidated view, while providing users the means to drill into individual product dashboards for details. The
IDERA Dashboard supports multiple copies of SQL Diagnostic Manager installations.

The SQL Diagnostic Manager web console is integrated with the IDERA Dashboard. It is designed to provide quick
access to the overall status of your SQL Server environment to help diagnose any issues. The web console provides
key information simply through dashboards and high-level views to a large user base such as IT, helpdesk, and
DBAs. You can access the web console from any connected browser and grant access as you need. To learn more
about the SQL Diagnostic Manager web console, visit Navigate the web console dashboard.

What is SQL Diagnostic Manager Mobile?

SQL Diagnostic Manager Mobile is a Web application that displays real-time SQL Server performance dashboards
on a variety of mobile devices, including iPhone, iPad, Android, and Blackberry. SQL Diagnostic Manager Mobile
includes the IDERA Newsfeed technology. The IDERA Newsfeed is a revolutionary new way for DBAs and managers
to collaborate, share knowledge, and keep close tabs on their most critical SQL Server issues.
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SQL Diagnostic Manager for SQL Server

How does SQL Diagnostic Manager help me?

Whether you need immediate diagnostic information or want to gather data for long-term capacity planning, you
can use SQL Diagnostic Manager to help:

« Increase SQL Server availability

« Provide a comprehensive view of current performance

+ Provide continuous, unattended monitoring

« Store data in the centralized SQLdm Repository database

« Improve the productivity of both skilled and novice database administrators

With clear, easy-to-understand charts and reports, you can track standard SQL Server performance metrics, trend
historical performance data over time, and proactively identify potential performance problems.
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SQL Diagnostic Manager for SQL Server

Use the SQL Diagnostic Manager interface

SQL Diagnostic Manager uses a graphically enhanced user interface to display the current state of your SQL Server
instances. A mixture of graphs, charts, and color coding makes problem identification quick and easy, allowing you
to resolve issues before they reach critical levels.
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Navigation pane

SQL Diagnostic Manager for SQL Server

The Navigation pane displays on the left side of the SQLDM Console as shown in the following image.
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The options available on the Navigation pane change depending on the currently selected feature. You can hide the
Navigation pane by selecting View > Navigation Pane > Off. The following features are available in the Navigation
pane:

Servers

Contains a My Views section that helps you organize your SQL Server instances by status and includes
any custom views you have set up. The Tags section allows you to manage tags or key words that you
can use to quickly find the appropriate monitored SQL Server instances, custom counters, and
permissions. The Servers section lists the SQL Server instances contained in the currently selected view.
To view all registered instances, select All Servers from the My Views list.

Alerts
Contains filter options for organizing your alerts and links to configure alert templates, actions, and
responses.

Newsfeed

If installed, the IDERA Newsfeed provides collaboration regarding your most critical SQL Server issues. If
the IDERA Newsfeed is not installed, this page guides you to where you can get additional information
regarding the IDERA Newsfeed.

Reports

Allows you to select the report you want to generate. SQL Diagnostic Manager provides reports for
monitoring, analyzing, and planning how to best use the SQL Server instances within your environment.
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Administration

Allows you to control access to SQL Diagnostic Manager, add custom counters for monitoring, and keep
track of key actions performed in your SQL Diagnostic Manager environment.
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View SQLDM Today

The SQLDM Today page provides a current overview of all the monitored SQL Server instances in your environment
and offers you shortcuts to the following options:

« Five most critical servers

« Five servers you recently monitored

« All active alerts in your SQL Server environment

« The most recent server status updates and coworker posts from the IDERA Newsfeed
+ Access to the SQL Diagnostic Manager web console

Access the SQLDM Today page

You can open the SQLDM Today page from the SQLDM Console menu by clicking the SQLDM Today button as
shown in the following image.
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Use SQLDM Today to view the general health of your environment

SQL Diagnostic Manager gives you a quick glance at the overall health of your environment in the Status section of
the SQLDM Today page. The main categories of data shown in this view include the following areas:

Status Summary

The Status Summary section displays the number and type of active alerts for all of your SQL Server
instances. SQL Diagnostic Manager displays a large icon that shows you at a glance the current highest
level of severity of your servers accompanied by the number of your servers in that state.

Most Critical Servers

SQL Diagnostic Manager provides a list of up to five of your most critical servers so you can quickly
access that SQL Server instance and review the issue.

Recent Servers

The SQLDM Today page provides a list of your five recently-accessed SQL Server instances, with the most
recent visit appearing at the top of the list.
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Get the most from SQL Diagnostic Manager

The Get Started tab of the SQLDM Today page provides links for you to access content in the SQL Diagnostic
Manager Trial Center including video tours that cover important features and SQLDM navigation. You can also find
Webcasts, white papers, and the SQL Server Performance Blog for additional information that you may find useful
when using SQL Diagnostic Manager.

View your recent active alerts

SQL Diagnostic Manager displays a list of your most recent active alerts on the SQLDM Today page Active Alerts tab.
While this view displays alerts for all your monitored SQL Server instances, you can view additional alert
information for a specific server instance by using the right-click context menu. This additional information
includes a real-time view and a shortcut to configure your alerts.

If you are aware of an alert and do not want to see it in your list or have it impact the associated server, you can
"snooze" or temporarily postpone the alert from appearing for a set number of minutes. When you snooze an alert,
SQL Diagnostic Manager clears the alert which no longer impacts the state of the monitored server until the snooze
period expires. To snooze an alert, right-click the specific alert, and then select Snooze Alert. Select the
appropriate number of minutes you want to alert to snooze, and then click OK.

To snooze an alert on the Active Alerts tab:

1. On the Active Alerts tab of the SQLDM Today page, right-click anywhere on the row containing the alert you
no longer want to view.

2. Select Snooze Alert.

3. Type or scroll to select the number of minutes you want the alert to snooze, and then click OK.

Use the Web Console

The SQL Diagnostic Manager web console is a web application designed to provide read-only access to the overall
status of your SQL Server environment to help diagnose any issues. The web console provides key information
simply through dashboards and high level views to a large user base such as IT, helpdesk, and DBAs. You can access
the web console from any connected browser and grant access as you deem necessary. The SQLDM Today page
provides the URL to launch the web console.

The SQL Diagnostic Manager web console is integrated with the IDERA Dashboard.

Use IDERA Newsfeed to track your SQL Server issues

The IDERA Newsfeed is a new way for you to share knowledge with other DBAs and managers regarding critical and
current SQL Server issues. To learn how to set up and use the IDERA Newsfeed.

IDERA Website | Products | Buy | Support | Community | About Us | Resources | Legal 54


http://www.idera.com
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com
http://community.idera.com
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw
http://wiki.idera.com/x/pgDKAg
http://wiki.idera.com/x/pgDKAg
http://wiki.idera.com/x/roclB
http://wiki.idera.com/x/roclB

SQL Diagnostic Manager for SQL Server

Refresh and pause views

To let you control the information refresh on a particular view, the SQLDM Toolbar includes the Refresh and Pause
buttons as shown in the following image.
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You can edit the scheduled refresh of your views for more current information. SQL Diagnostic Manager offers the
following refresh controls:

Refresh button

The Refresh button tells SQL Diagnostic Manager to immediately collect data and refresh the current
Console view. Depending on the view, the refresh could take several seconds to complete. SQL
Diagnostic Manager displays the current refresh status in the lower-right corner of the SQLDM Console.

Pause button

The Pause button tells SQL Diagnostic Manager to stop refreshing the console. If you click Pause during
a refresh, the pause occurs after the refresh completes. To continue refreshing, click Pause again.
Pausing the refresh allows you to maintain the currently-monitored state so you can see what is
happening on your SQL Server instance without incoming information overwriting the data. This feature
also gives you time to export or print the displayed statistics before retrieving the next data set.
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Filter views

On a number of views, SQL Diagnostic Manager includes filtering options ranging from ribbons allowing you to
select items shown on the view, to a Filter Settings window that provides a variety of options to customize how
SQL Diagnostic Manager presents your view.

Use the Filter options to customize your view

The Filter box contains the filtering options available for that view, meaning that the available options are not
consistent across views because of the data displayed in each view. You can select the options you want displayed
in the menu by using the Filter Settings window. Click the Filter icon in the ribbon to display the Filter Settings
window.

Every Filter Settings window in SQL Diagnostic Manager provides specific options for the current view. These
options can include true or false fields that allow you to decide whether to show a particular item, filtering fields
where you can enter an item name or even use a wildcard (%), dates and time ranges, and interval periods.

Each field in the Filter Settings window includes a description that displays at the bottom of the window when you
select the field.
Use the Group By feature to organize your view

The Group By feature allows you to group the information shown in your views. To group your information by a
column, check the Group By Box option, and then drag one or more column headings into the provided area as
shown in the following image.
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When you group data by multiple columns, be sure to select the headings in the hierarchy in which you want SQL
Diagnostic Manager to display the results. After selecting the Group By Box check box, click, hold, and drag the first
column heading (first order of grouping) into the grouping area. Next, click, hold, and drag the second column
heading (second order of grouping) into the grouping area. Continue this process until you have the data hierarchy
you want. Click the column headings to toggle sort order between ascending and descending.

You can remove a column from the grouping area by performing a click, hold, and drag of the column back into the
grid area or by right-clicking the heading, and then selecting Remove This Column.

IDERA Website | Products | Buy | Support | Community | About Us | Resources | Legal 56


http://www.idera.com
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com
http://community.idera.com
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

SQL Diagnostic Manager for SQL Server

Charts

Charts are populated from the point at which you navigate to the window with the chart. This allows you to view
real-time charts for the data point selected. Real-time viewing is dependent on your refresh interval. Once
populated, you can manipulate the type of chart you want to display and export the chart or copy it to the
clipboard to paste into other programs.

@ Inthe Server Details view, click the Maximize button on the upper-right corner of a chart to display a large
version of the chart. The Restore button returns the chart to the default view.

All time charts in the web console and desktop console have time-range drill down functionality modeled after SQL
Workload Analysis.

1. Click onyour preferred graph and hold left mouse button.
2. Dragto the left or to the right.
3. Release mouse button.

The time range selected with the previous steps is the new display history range on all the graphs displayed on
different tabs.

Understanding your chart data and refresh interval

SQL Diagnostic Manager charts provide data whether collected in real time or as part of a scheduled collection
event. When you open a view, SQL Diagnostic Manager begins populating the chart with real-time data collected on
the interval specified in the Server View Refresh field on the Console Options window (Tools > Console Options).

If you pause or leave this view and then return during the same Console session, SQL Diagnostic Manager displays
the real-time data points as previously viewed, followed by a period of data points from any scheduled collections
that occurred while you were away. The chart then returns to populating with new real-time data points, as shown
in the following image.
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The amount of time displayed in your charts is set according to the time entered in the Show data for the last field
on the Console Options window. In addition, the time entered in the Keep data for the last field is the amount of
historical data that you can scroll back to in your charts.

Customize your charts

SQL Diagnostic Manager contains charts that are populated by selecting the appropriate data items collected. Once
populated, you can manipulate the type of chart you want to display and export the chart or copy it to the
clipboard to paste into other programs.

You can personalize charts by right-clicking anywhere inside the chart and selecting Toolbar from the menu. The
chart toolbar contains the following options:
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Copy To Clipboard
The Copy To Clipboard button allows you to copy the chart to your Windows clipboard in various
formats.

Print

The Print button allows you to print the chart.

Gallery
The Gallery menu includes a number of options that allow you to change the type of chart used to
represent your data.

Anti-Aliasing

The Anti-Aliasing button smooths the lines between your data points to more easily view your data.

Palette Selector

The Palette Selector menu includes a number of color choices for you to change color scheme of your
chart.

3D/2D

The 3D/2D toggle lets you choose to view your results in three- or two-dimensional plots. Additional
options become active based on your choice and allow you to rotate your view or cluster your results on
the z-axis.

Axes Settings

The Axes Settings menu lets you choose how to view each axis, whether to display labels, and
additional properties for your view.

Point Labels

The Point Labels toggle lets you choose to view the actual data at each point.

Data Grid
The Data Grid toggle places a table below your chart that displays the data included in your chart.

Legend Box

The Legend Box toggle lets you choose to view a legend for your displayed data.

Zoom

The Zoom button allows you to zoom in on a point in your chart.

Properties

The Properties button displays additional properties for further customization of your chart.
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Monitor multiple SQL Server instances

SQL Diagnostic Manager for SQL Server

My Views allows you to group servers to provide a high-level, global view of multiple monitored servers. This view
includes basic statistics about your registered SQL Server instances and quick links to more detailed information. A
monitor displays statistics for each SQL Server instance included in the group.

Access My Views

My Views is available at all times as part of the Navigation pane as shown in the following image.
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Use the group list

SQL Diagnostic Manager updates the data shown in the thumbnails view of the group list according to the interval
entered in the Status and Alerts Refresh field on the Console Options window, accessed by clicking Tools >

Console Options. This information is collected from the last data point stored in the SQLdm Repository.

By default, the group list displays basic statistics for each of the SQL Server instances monitored by SQL Diagnostic
Manager. This information includes the following statistics for each instance:

Response Time

Refers to the time it takes for a query to go from the SQLDM Console to the SQL Server instance and

back.

User Sessions

Refers to the total number of SQL Server user sessions.
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SQL CPU Usage
Refers to average percentage of SQL Server processor usage on the computer hosting the SQL Server
instance.

SQL Memory Usage/Allocated

Refers to amount of memory in use by the monitored SQL Server instance.

SQL Disk 1/0
Refers to the number of physical reads and physical writes made by the SQL Server instance between
refreshes. If you see a high percentage of physical reads, you can improve performance by allocating
more memory to the SQL data cache.
Customize the monitors in your group list

SQL Diagnostic Manager allows you to customize the monitors displayed in group lists so that you display only
those key statistics and charts that are most important to you.

To customize a monitor:

1. Right-click a SQL Server instance in the view.
2. Select Thumbnail and select the information type you want to display on your monitor.

Instead of listing statistics for the server, SQL Diagnostic Manager displays the individual chart of the data item you
selected. To revert back, select Summary from the Thumbnail list.
Use the Server Thumbnails, Details, or Configuration Properties window

SQL Diagnostic Manager allows you to monitor multiple instances using different views, such as thumbnails of mini-
monitors, a list of instances and their important details, or a list of instances and their server properties. SQL
Diagnostic Manager defaults to the thumbnails view. To access a different view, click the appropriate button in the
upper-right corner of the window as shown in the following image.

ﬁy Visit the Trial EEFT]EE:;I;)} Show Thumbnails
Show Details

Show Server Configuration
Froperties

@ If any of the metrics are missing from this view, you may need to enable OS metrics collection.

These views list all the data collected at the last refresh for all your monitored SQL Server instances. The Details
and Server Configuration Properties views can assist you with comparing the status of a specific metric or property
between two or more of your SQL Server instances.

IDERA Website | Products | Buy | Support | Community | About Us | Resources | Legal 60


http://www.idera.com
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com
http://community.idera.com
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

SQL Diagnostic Manager for SQL Server

Add a custom view

You may want to add a custom view to the My Views list to organize your SQL Server instances into specific groups
for monitoring purposes. This is especially important if you are monitoring a large number of SQL Server instances
and want information for a specific group of SQL Server instances. If you create views before adding your

SQL Server instances to SQL Diagnostic Manager for monitoring, you can have these new instances added to your
views by selecting the new view you create and then adding the SQL Server instances.

To add a new view:

1.

N

If you want to create a new view from the File menu, click File > Create View. If you want to create a
new view from My Views, right-click within the My Views section, and then select Create View.

Type a name for the view.

Select the monitored SQL Server instances you want to include in this view.

Click Add > to move the selected instances from Monitored Instances to View Instances.

Click Create to create your new view.
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Server Configuration Properties

The Server Configuration Properties view provides the current configuration settings for each of your monitored
SQL Server instances and allows for some changes directly in this window rather than leaving this view to access
the properties page. The grid layout allows you to quickly scroll down in the column for a specific setting, and verify
that the setting is correct in all of your instances.

You can sort your results in ascending or descending order for each column by clicking the column header. Right-
click a column header to select other column options, including grouping by the selected column, hiding a column,
or opening the Group By box for additional options.

Access the Server Configuration Properties view

SQL Diagnostic Manager provides two paths to access the Server Configuration Properties view. The first access
path is by clicking All Servers, and then clicking the Show Server Configuration Properties icon on the far right.
The second access path is by right-clicking All Servers, and then clicking View All Server Properties. By default,
the All Servers view displays your monitored SQL Server instances in the thumbnail view.

Performing general tasks in this view

The Server Configuration Properties view provides the following actions by right-clicking a row, and then selecting
the task you want to perform:

Open

Opens the Dashboard view for the selected monitored SQL Server instance.

Refresh Alerts

Gathers the alert status and refreshes the tree view information for the selected monitored SQL Server
instance.

Delete

Allows you to delete the SQL Server instance from your SQLDM installation. When you select Delete, SQL
Diagnostic Manager displays a message asking whether you want to retain the collected data for the
SQL Server instance, and it also allows you to cancel out of the deletion process.

@ You cannot retrieve collected data once it is deleted from the SQLdm Repository. Use the Delete option
with care.

Collapse All Groups

Allows you to collapse the contents of a group of monitored SQL Server instances.

Expand All Groups

Allows you to expand the contents of a group of monitored SQL Server instances.

Print

Allows you to print the grid of your monitored SQL Server instances and their configured properties.
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Export To Excel

Allows you to export the grid of your monitored SQL Server instances and their configured properties to
Microsoft Excel.

Properties

Opens the Monitored SQL Server Properties window for the selected instance.

Server Configuration Properties view contents

When you select the Server Configuration Properties view, SQL Diagnostic Manager displays a grid containing each
of the settings for all of your monitored SQL Server instances. This information is updated each time the SQLdm
Collection Service runs. Some cells allow you to make changes on this view while others are managed in other
areas in SQL Diagnostic Manager, which are accessible by double-clicking the cell you want to change. SQL
Diagnostic Manager displays the Change icon in the Changed? column for the row in which you made the change.
Make sure you click Save Changes once you made the necessary change. Click Reset Changes to revert all unsaved
changes you made on this view. The Change icon helps remind you to save your changes as shown in the following
image.

H All Servers

Changed? Server Name SQL Version SQL Edition Authentication Mode * Check Server Accessibility Alert Refresh Database Statistics Refresh  Maintenance Mode
3 SIDROCTSTONSGL2014 | S0L Server 2014 RTM | Enterprise Edition (p4-bit) | S0OL Authenticatiorcsa | 00:00:50 * | D0:04:00 2 | 01:00:00 > | Notset
SIDROCTSTONSOL2014 | S0L Server 2014 RTM | Enterprise Edition (64-bit) | 50L Authenticationisa | 00:00:30 I | 0:0E:00 2 | 01:00:00 >~ Not set

The Server Configuration Properties view contains the following properties:

Active Cluster Node

Displays the name of the active cluster node on this monitored SQL Server instance. For more
information about this setting, see Configure cluster settings .

Alert Refresh

Displays the interval (in hours, minutes, and seconds) between times when the service collects
diagnostic data and raises the associated alerts. Use a value between 30 seconds and 30 minutes. Lower
values result in a faster triggered alert, but also cause more frequent refreshes, which may increase
monitoring overhead. You can modify this setting directly in this view. Click in the appropriate field,
make your change, and then click Save Changes. For more information about this setting, see Set
general server options.

Authentication Mode

Displays the authentication mode used by the SQLdm Collection Service to collect diagnostic data from
the monitored SQL Server instance. For more information about this setting, see Set general server
options.

Activity Monitor Enabled

Displays whether monitoring of non-query activities is enabled. The monitoring of non-query activities
captures autogrow events, deadlocks, and blocks. For more information about this setting, see Set
activity monitor options.

Baseline Date Range

Displays the period of time over which the server baseline is calculated. For more information about this
setting, see Set server baseline options.
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Baseline Time Period

Displays the date range over which the server baseline is calculated. For more information about this
setting, see Set server baseline options.

Changed?

Displays an edit icon to indicate that this row includes a change from the last time the data was saved.
Click Save Changes to retain any changes made in this view. Click Reset Changes to revert to the most-
recently saved server configuration properties.

Check Server Accessibility

Displays the interval (in hours, minutes, and seconds) between times when the server availability is
verified. Use a value between 30 seconds and 10 minutes. If a select 1 query cannot execute in this
timeframe, then the server is considered unresponsive. Setting your server availability check to a very
low value may result in false positive alerts. You can modify this setting directly in this view. Click in the
appropriate field, make your change, and then click Save Changes. For more information about this
setting, see Set general server options.

Database Statistics Refresh

Displays the interval (in hours, minutes, and seconds) between times when the database space-related
data is collected and associated alerts are raised. Use a value between one minute and 24 hours. Setting
your database statistics refresh to a low value may result in false positive alerts. A low setting also
causes refreshes to occur more often, which increases the monitoring overhead. In environments with a
large number of databases whose sizes do not change rapidly, setting this refresh to a long interval can
greatly reduce your monitoring footprint. You can modify this setting directly in this view. Click in the
appropriate field, make your change, and then click Save Changes. For more information about this
setting, see Set general server options.

Deadlock Monitoring

Displays the current state of deadlock monitoring, which raises alerts for deadlocked sessions on your
monitored SQL Server instance. Deadlock monitoring is supported on monitored servers running SQL
Server 2005 or greater and is dependent on enabling the monitoring of non-query activities in the
Activity Monitor window. For more information about this setting, see Set activity monitor options.

Disk Collection Settings
Displays whether the connected disk drives are discovered automatically. For more information about
this setting, see Customize disk statistics.

Error Log Alerting Enabled

Displays whether error log alerting is enabled, causing a specific error log collector to run. Error log
alerting is considered enabled if either the SQL Server Agent Log or SQL Server Error Log alert is enabled.
Note that these collectors may negatively affect performance. You can reduce the impact of error log
reading by regularly cycling the server error logs. For more information about error log alerting, see
Configure alerts.

Fragmentation Min. Table Size (KB)

Displays the minimum size, in kilobytes, a table must meet before fragmentation statistics are collected.
Use a value between 0 KB and 999999 KB. Fragmentation statistics are only gathered on tables with
clustered indexes. You can modify this setting directly in this view. Click in the appropriate field, make
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your change, and then click Save Changes. For more information about this setting, see Edit table
statistics options.
InputBuffer Limiter

Displays the limit of the executions performed by the DBCC Inputbuffer. This command retrieves the
actual input command for the Session Details view, among others. Note that on busy servers, limiting
this value can reduce monitoring impact. For more information about this setting, see Set general server
options.

Job Alerting Enabled

Displays whether job alerting is enabled, causing a specific job alerts collector to run. Job alerting is
considered enabled if one of the following alerts is enabled:

+ SQL Server Agent Job Completion

« SQL Server Agent Job Failure

+ SQL Server Agent Long Running Job (Minutes)
+ SQL Server Agent Long Running Job (Percent)

For more information about job alerting, see Configure alerts.

Last Fragmentation Collection

Displays the date and time of the most recent, successful table fragmentation collection. This timestamp
is local to the monitored SQL Server instance. For more information about this setting, see Edit table
statistics options.

Last Table Growth Collection

Displays the date and time of the most recent, successful table statistics collection. This timestamp is
local to the monitored SQL Server instance. For more information about this setting, see Edit table
statistics options.

Linked Custom Counters (Count)

Displays the total number of custom counters monitored on this SQL Server instance. For more
information about this setting, see Link or tag custom counters.

Linked Custom Counters (List)

Displays the name for each custom counter monitored on this SQL Server instance. For more
information about this setting, see Link or tag custom counters.

Maintenance Mode

Displays the occasions when this server is in maintenance mode. Options include Never, Until further
notice, Recurring every week at the specified time, and Occurring once at the specified time. For
more information about this setting, see Schedule maintenance mode.

OS Metrics Collection

Displays whether SQL Diagnostic Manager uses OLE automation or a direct connection to Windows
Management Interface (WMI) to collect operating system and disk statistics. Disabling this setting
prevents the collection of certain metrics in SQL Diagnostic Manager, but may lessen the monitoring
overhead. For more information about this setting, see Configure OS metrics.
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Preferred Cluster Node

Displays the name of the preferred cluster node on this monitored SQL Server instance. You can modify
this setting directly in this view. Click in the appropriate field, make your change, and then click Save
Changes. For more information about this setting, see Configure cluster settings.

Query Monitor Enabled

Displays whether query monitoring is enabled. The Query Monitor collects poorly-performing queries
such as SQL batches, statements, stored procedures, and triggers. Low thresholds for query monitoring
may impact performance. For more information about this setting, see Set Query Monitor options.

Query Monitor Thresholds

Displays the various threshold types for query monitoring. Note that low thresholds for the query
monitoring impacts performance. For more information about these settings, see Set Query Monitor
options.

Query Waits

Displays the date and time when the query-level wait statistics are collected or whether they are
collected indefinitely. By default, these statistics are available only when the Query Waits view is open.
Collection of query waits is a performance-intensive operation. For more information about this setting,
see Configure wait monitoring.

Query Waits Filters

Displays the filter configuration of the query-level wait statistics for this monitored SQL Server instance,
including which applications, databases, and SQL text you want to exclude from the query wait statistics
collection. Collection of query waits is a performance-intensive operation and excluding unnecessary
data can reduce the monitoring footprint. For more information about this setting, see Configure
advanced query wait options.

Replication Monitoring Disabled

Displays whether replication statistics collection is disabled. Replication monitoring can cause excess
monitoring overhead in some environments and is not necessary for all servers. You can modify this
setting directly in this view. Click in the appropriate field to make your change, and then click Save
Changes. For more information about this setting, see Disable replication statistics collection.

Server Name

Displays the name of the monitored SQL Server instance.

Session History Browser Collection Disabled

Displays whether extended session data collection is disabled, including collection of session details,
locks, and blocks. Collection of this data allows you to view past session detail, lock, and block
information, but incurs extra monitoring overhead to provide this data. This data also requires extra
space in the SQLdm Repository. You can modify this setting directly in this view. Click in the appropriate
field to make your change, and then click Save Changes. For more information about this setting, see
Set general server options.

SQL Edition

Displays the edition of SQL Server software used in this instance.
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SQL Server ID
Displays the identification number of the monitored SQL Server as used internally by SQL Diagnostic
Manager. You cannot modify this value.

SQL Version

Displays the version of SQL Server software used in this instance.

Table Fragmentation Collection
Displays the days of the week and time of day when an attempt at table statistics collection occurs. For
more information about this setting, see Edit table statistics options.

Table Growth Collection
Displays the days of the week and time of day when an attempt at table statistics collection occurs. For
more information about this setting, see Edit table statistics options.

Table Statistics Excluded Databases (Count)
Displays the total number of databases excluded from table statistic collection. For more information
about this setting, see Edit table statistics options.

Table Statistics Excluded Databases (List)
Displays the name of each database excluded from table statistic collection. For more information about
this setting, see Edit table statistics options.

Virtualization Host Name

Displays the name of the host server on which this monitored SQL Server instance is running. This field
applies only to SQL Server instances running on a virtual machine. For more information about
virtualization configuration, see Configure virtualization.

VM Name

Displays the name of the virtual machine on which this monitored SQL Server instance is running. This
field applies only to SQL Server instances running on a virtual machine. For more information about
virtualization configuration, see Configure virtualization.
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Use the SQL Diagnostic Manager web console

The SQL Diagnostic Manager web console helps users identify and diagnose problems quickly in their SQL Server
environment. The SQL Diagnostic Manager web console provides key overview information simply through
dashboards and high level views.

Access the overall status of your SQL Server environment from any connected browser. No SQL Diagnostic
Manager Desktop Console required.

Provide an easy to use web console without giving access to the entire management console.

Quickly view status of a single instance or instance groups (tags) and drill down for details.

View all active alerts in your SQL Server environment and access detailed information.

Select different sub-views to diagnose performance issues faster.

Monitor overall health of queries and drill down through advanced query views for details.

View your top values for selected metrics.
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Find answers

This documentation set includes a comprehensive online Help system as well as additional resources that support
you as you install and use the product. You can also search IDERA Solutions, available at the IDERA Customer
Service portal

View help topics
SQL Diagnostic Manager Help supports the following web browser minimum requirements:

« Internet Explorer IE 9.x+
+ Google Chrome

+ Mozilla Firefox

+ Edge Browser

Print help topics

You can print a help topic by selecting the topic in the table of contents, and then clicking the Print this topic icon
on the right side of the Help window.

Use the PDF if you want to print more than a single topic. To print, click the PDF tab, and then click the Print file
button. In the Print dialog box, select the pages you want to print before clicking Print.
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Customer support portal

The IDERA Customer Support Portal offers 24x7 worldwide support to all customers who hold a current
maintenance contract with IDERA and provides an easy and convenient way to:

« Submit or track technical support cases.

+ Search the IDERA Knowledge Base.

« Download the latest version of your IDERA products.

« Access information about your support plan and licenses.

+ Access IDERA resources such as the community site, blog, product videos, and white papers.

Access the IDERA Customer Support Portal
IDERA SQL product customers can click this link to enter the portal: https://idera.secure.force.com/

For any questions regarding access to the Customer Support Portal, contact your IDERA Sales representative.

IDERA Website | Products | Buy | Support | Community | About Us | Resources | Legal 70


http://www.idera.com
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com
http://community.idera.com
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw
https://idera.secure.force.com/
mailto:sales@idera.com

SQL Diagnostic Manager for SQL Server

Support Status
For Support Status, please see the SQL Tools Supported Versions page.
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About IDERA

At IDERA, we deliver a new generation of tools for managing, administering, and securing your Microsoft Windows
Servers, including SQL Server, PowerShell and Microsoft Dynamics. We employ numerous industry experts
worldwide who are devoted to bringing proven solutions to you, the administrator. IDERA provides solutions that
help you ensure server performance and availability and reduce administrative overhead and expense. Our award-
winning products install in minutes, configure in hours and deploy worldwide in days. IDERA is a Microsoft Gold

Certified Partner headquartered in Houston, Texas, with offices in London, UK, Melbourne, Australia, and Sao
Paulo, Brazil.
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IDERA products

Our tools are engineered to scale from managing a single server to enterprise deployments with thousands of
servers. IDERA products combine ease of use with a design that installs in minutes, configures in hours, and deploys

worldwide in days. To learn more about IDERA products, visit the IDERA website.
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Contact IDERA

Please contact us with your questions and comments. We look forward to hearing from you. For support around the
world, please contact us or your local partner. For a complete list of our partners, please see the IDERA website.

Sales 713.523.4433
1.877.GO.IDERA (464.3372)
(only in the United States and Canada)

Sales Email sales@idera.com

Support 713.533.5144
1.877.GO.IDERA (464.3372)
(only in the United States and Canada)

www.idera.com/support

Website www.idera.com
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Legal notice

IDERA, Inc. (“IDERA”) makes information and products available on this web site, subject to the following terms and
conditions. By accessing this web site, you agree to these terms and conditions. IDERA reserves the right to change
these terms and conditions, and the products, services, prices, and programs mentioned in this web site at any
time, at its sole discretion, without notice. IDERA reserves the right to seek all remedies available by law and in
equity for any violation of these terms and conditions. THIS WEB SITE MAY INCLUDE TECHNICAL OR OTHER
INACCURACIES. CHANGES ARE PERIODICALLY MADE TO THE INFORMATION HEREIN. HOWEVER, IDERA MAKES NO
COMMITMENT TO UPDATE MATERIALS ON THIS WEB SITE.

Trademark

3rdrail, Appmethod, Approve, Blackfish, C#Builder, C++Builder, Codegear, Coderage, Codewright, CopperEgg,
CopperEgg logo, Data Voyager, Datasnap, DBArtisan, Delphi, Delphi Prism, Describe, Do More Now, DT/Studio,
EMBARCADERO, EMBARCADERO logo, Embarcadero All-Access, Embarcadero Rapid SQL, Embarcadero ToolCloud,
ER/Studio, Extreme Test, Firemonkey, Interbase, J Optimizer, Jbuilder, JDataStore, Jgear, Kylix, Powerstudio,
Precise, Precise Software, RADPHP, Rapid SQL, RevealStorage, SQL Boost, SQL Compliance Manager, SQL
Diagnostic Manager, SQL Mobile Manager, SQL Safe, SQL Secure Thingbase, Thingconnect, Thingpoint, Thingware,
Turbo, Turbo C, Turbo Debugger, Turbo Pascal, Two-Way-Tools, Up.Time, IDERA, and the IDERA logo are
trademarks or registered trademarks of Idera, Inc., or its subsidiaries in the United States and other jurisdictions. All
other company and product names may be trademarks or registered trademarks of their respective companies.
Elements of this web site are protected by trade dress or other laws and may not be imitated or reproduced in
whole orin part.

Copyright

The information on this web site is protected by copyright. Except as specifically permitted, no portion of this web
site may be distributed or reproduced by any means, or in any form, without IDERA’s prior written consent.

Use of the Software

The software and accompanying documentation available to download from this web site are the copyrighted work
of IDERA. Use of the software is governed by the terms of the License Agreement, which accompanies such
software. If no license accompanies the download, the terms of the license, which accompanied the original
product being updated, will govern. You will not be able to use, download, or install any software unless you agree
to the terms of such License Agreement.

Use of web site information

Except as otherwise indicated on this web site, you may view, print, copy, and distribute documents on this web
site subject to the following terms and conditions:

1. The document may be used solely for informational, personal, non-commercial purposes;

2. Any copy of the document or portion thereof must include all copyright and proprietary notices in the same

form and manner as on the original;

The document may not be modified in any way; and

4. IDERA reserves the right to revoke such authorization at any time, and any such use shall be discontinued
immediately upon notice from IDERA.

w

Documents specified above do not include logos, graphics, sounds or images on this web site or layout or design of
this web site, which may be reproduced or distributed only when expressly permitted by IDERA.
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Warranties and Disclaimers; Liability Limitations

EXCEPT AS EXPRESSLY PROVIDED OTHERWISE IN A WRITTEN AGREEMENT BETWEEN YOU AND IDERA, ALL
INFORMATION AND SOFTWARE ON THIS WEB SITE ARE PROVIDED "AS IS" WITHOUT WARRANTY OR CONDITIONS OF
ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OR
CONDITIONS OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NON-INFRINGEMENT.

IDERA ASSUMES NO RESPONSIBILITY FOR ERRORS OR OMISSIONS IN THE INFORMATION OR SOFTWARE OR OTHER
DOCUMENTS WHICH ARE REFERENCED BY OR LINKED TO THIS WEB SITE.

IN NO EVENT SHALL IDERA BE LIABLE FOR ANY SPECIAL, INCIDENTAL, INDIRECT OR CONSEQUENTIAL DAMAGES OF
ANY KIND, OR ANY DAMAGES WHATSOEVER (INCLUDING WITHOUT LIMITATION, THOSE RESULTING FROM: (1)
RELIANCE ON THE MATERIALS PRESENTED, (2) COSTS OF REPLACEMENT GOODS, (3) LOSS OF USE, DATA OR
PROFITS, (4) DELAYS OR BUSINESS INTERRUPTIONS, (5) AND ANY THEORY OF LIABILITY, ARISING OUT OF OR IN
CONNECTION WITH THE USE OR PERFORMANCE OF INFORMATION) WHETHER OR NOT IDERA HAS BEEN ADVISED
OF THE POSSIBILITY OF SUCH DAMAGES. SOME STATES DO NOT ALLOW THE LIMITATION OR EXCLUSION OF
LIABILITY FOR INCIDENTAL OR CONSEQUENTIAL DAMAGES SO THE ABOVE LIMITATIONS OR EXCLUSIONS MAY NOT
APPLY TO YOU.

Submissions

With the exception of credit card numbers for the purchase of products and services, IDERA does not want to
receive confidential or proprietary information through its web site.

Any information sent to IDERA, with the exception of credit card numbers, will be deemed NOT CONFIDENTIAL. You
grant IDERA an unrestricted, irrevocable license to display, use, modify, perform, reproduce, transmit, and
distribute any information you send IDERA, for any and all commercial and non-commercial purposes.

You also agree that IDERA is free to use any ideas, concepts, or techniques that you send Idera for any purpose,
including, but not limited to, developing, manufacturing, and marketing products that incorporate such ideas,
concepts, or techniques.

IDERA may, but is not obligated to, review or monitor areas on its web site where users may transmit or post
communications, including bulletin boards, chat rooms, and user forums. IDERA is not responsible for the accuracy
of any information, data, opinions, advice, or statements transmitted or posted on bulletin boards, chat rooms, and
user forums.

You are prohibited from posting or transmitting to or from this web site any libelous, obscene, defamatory,
pornographic, or other materials that would violate any laws. However, if such communications do occur, IDERA
will have no liability related to the content of any such communications.

Some companies, names, and data in this document are used for illustration purposes and may not represent real
companies, individuals, or data.
Governing Law and Jurisdiction

You agree that all matters relating to your access to, or use of, this web site and these terms and conditions shall be
governed by the laws of the state of Texas. You agree and hereby irrevocably submit to the exclusive personal
jurisdiction and venue of the state courts of Texas located in Harris County, Texas, and the United States District
Court for the Southern District of Texas, with respect to such matters.

IDERA makes no representation that information on this web site are appropriate or available for use in all
countries, and prohibits accessing materials from territories where contents are illegal. Those who access this site
do so on their own initiative and are responsible for compliance with all applicable laws.

Export Control Laws

Certain IDERA products, including software, documentation, services, and related technical data, available on the
IDERA and other web sites are subject to export controls administered by the United States (including, but not
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limited to, the U.S. Department of Commerce Export Administration Regulations (“EAR”)) and other countries
including, controls for re-export under European Union, the Singapore Strategic Goods Control Act, and the import
regulations of other countries. Diversion contrary to U.S. or other applicable law of any IDERA product or service is
prohibited. Export, re-export or import of products and services may require action on your behalf prior to
purchase and it is your responsibility to comply with all applicable international, national, state, regional and local
laws, and regulations, including any import and use restrictions. IDERA products and services are currently
prohibited for export or re-export to Cuba, Iran, North Korea, Sudan, Syria, or to any country then subject to U.S.
trade sanctions. IDERA products and services are prohibited for export or re-export to any person or entity named
on the U.S. Department of Commerce Denied Persons, Entities and Unverified Lists, the U.S. Department of State's
Debarred List, or the U.S. Department of Treasury's lists of Specially Designated Nationals, Specially Designated
Narcotics Traffickers, or Specially Designated Terrorists. IDERA products and services are prohibited from use with
chemical or biological weapons, sensitive nuclear end-users, or missiles, drones or space launch vehicles capable
of delivering such weapons. By downloading or using any product from this web site, or purchasing any service, you
are acknowledging that you have read and understood this notice and agree to comply with all applicable export
control laws. You are also representing that you are not under the control of, located in, or a resident or national of
any prohibited country, and are not a prohibited person or entity. This notice is not intended to be a
comprehensive summary of the export laws that govern the products and services. It is your responsibility to
consult with a legal adviser to ensure compliance with applicable laws.

United States Government Rights

All IDERA products and publications are commercial in nature. The software, publications, and software
documentation available on this web site are "Commercial Items", as that term is defined in 48 C.F.R.§2.101,
consisting of "Commercial Computer Software" and "Commercial Computer Software Documentation”, as such
terms are defined in 48 C.F.R. §252.227-7014(a)(5) and 48 C.F.R. §252.227-7014(a)(1), and used in 48 C.F.R.12.212
and 48 C.F.R. 227.7202, as applicable. Pursuant to 48 C.F.R. §12.212, 48 C.F.R.§252.227-7015, 48 C.F.R. §227.7202
through 227.7202-4, 48 C.F.R. §52.227-19, and other relevant sections of the Code of Federal Regulations, as
applicable, IDERA's publications, commercial computer software, and commercial computer software
documentation are distributed and licensed to United States Government end users with only those rights as
granted to all other end users, according to the terms and conditions contained in the license agreements that
accompany the products and software documentation, and the terms and conditions herein.

© 2003-2018 Idera, Inc., all rights reserved.
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Copy of Support Status

The table below provides a summary of the support status for SQL Diagnostic Manager. Please contact IDERA
Customer Support for further information.

Version Full Limited End of Life Release Limited EOL Date
Support Support Support

10.2 (v) June, 2017

10.1 (v] October, 2016 12/31/2017 12/31/201
8

10.0 (v] December, 2015  12/31/2017 12/31/201
8

9.1 (v] May, 2015

9.0 (v) February, 2015

8.6 (v) October, 2014 12/31/2017 6/6/2018

8.5 (v) August, 2014 12/31/2017 6/6/2018

8.0 (v October, 2013 12/31/2017 6/6/2018

7.5 (V) October,2012  6/1/2016 12/30/201
6

7.2 (v) March, 2012 6/1/2016 12/30/201
6

7.1 0 January, 2012 6/1/2016 12/30/201
6

7.0 (v October, 2011 6/1/2016 12/30/201
6

6.6 0 February, 2011 6/1/2016 12/30/201
6

6.5 (v November, 2010 ~ 6/1/2016 12/30/201
6

6.2 (V) August, 2010

6.1 (V) December, 2009

6.0 (V) May, 2009
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Version  Full Limited End of Life Release Limited EOL Date
Support Support Support
5.7 o January, 2009
5.6 (v November, 2008
5.5 (V] May, 2008
5.0 (V) September,
2007
Pre-5.0 (v
Definitions

« Full Support. Includes access to IDERA’s SQLDM customer support website with online resources such as an

extensive knowledge-base, product documentation, technical support via phone and online case tracking,
software downloads, end of life, and product alerts. Service Packs, patches, and hotfixes are delivered for
each fully supported version of software. Licensee may have to upgrade to the latest generally available
release in order to receive the above resolution mechanisms. Please note, the forgoing is a general
representation of IDERA’s support terms and is to be used only for informational purposes.

Limited Support. Includes access to IDERA’s SQLDM customer support website with online resources such
as an extensive knowledge-base, product documentation, technical support via phone and online case
tracking, software downloads, end of life, product alerts, and access to existing product Service Packs,
patches and hotfixes. No new Service Packs, patches, or hotfixes will be provided for versions that are listed
under Limited Support. Licensees who have paid all applicable Support and Maintenance fees are eligible
for upgrading to the latest release. Please note, the forgoing is a general representation of IDERA’s support
terms and is to be used only for informational purposes.

End of Life. The process of retiring a product release. A product will reach its end of life either by
subsequent newer release (obsolescence) or IDERA Product Management has decided to discontinue a
product and no later version with the same functionality is commercially available from IDERA. Access to the
latest release is provided to a Licensee with a current Support and Maintenance contract, but no supportis
provided for End of Life products.
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Installation and deployment

You can install SQL Diagnostic Manager and SQLDM Mobile in an environment of any size.

(® Toinstall the Trial for SQL Diagnostic Manager, review the guide in the Trial installation instructions.

Get ready for your SQL Diagnostic Manager and IDERA Dashboard deployment

« Check the supported installation scenarios

« Learn about the components and architecture
« Review system requirements

« View the installation instructions

Get ready for your SQLDM Mobile or IDERA Newsfeed deployment

« Check the supported installation scenarios

« Learn about the components and architecture
+ Review system requirements

« View the installation instructions

Get ready for your SQL Diagnostic Manager Console only deployment

« Check the supported installation scenarios

« Learn about the components and architecture
« Review system requirements

«+ View the installation instructions
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Supported installation scenarios

You can install and deploy SQL Diagnostic Manager, SQLDM Mobile, and the IDERA Newsfeed to meet your unique
SQL Server environment needs. SQL Diagnostic Manager also offers a SQL Diagnostic Manager Console-only
installation in environments that already have SQL Diagnostic Manager fully installed. For additional information
about this type of installation, see deploy SQL Diagnostic Manager Console only.

The following installation scenario descriptions assume you are deploying SQL Diagnostic Manager, SQLDM Mobile,
and IDERA Newsfeed in your environment.

@ In larger environments that contain more than one SQL Diagnostic Manager installation, consider
dedicating a SQLDM Mobile deployment per each SQL Diagnostic Manager application.

@ sQL Diagnostic Manager supports monitoring virtual SQL Server instances, such as those using VMware or
other virtualization software. For additional information about how SQL Diagnostic Manager works with
virtualization, see How SQL Diagnostic Manager works with a virtual environment.

(® SQL Diagnostic Manager supports running from Amazon EC2 or Azure laa$S environments.

Typical environment
This configuration includes the following installations:

+ SQL Diagnostic Manager Console on your workstation

+ SQLDM Mobile Web site on a Web Server for smartphone access

+ SQLDM Mobile and Newsfeed Service on the same computer that hosts the SQL Diagnostic Manager services
+ SQLDM Mobile Repository and SQL Diagnostic Manager Repository on the same SQL Server instance

Clustered environment

You can install and configure SQL Diagnostic Manager to monitor virtual SQL Servers. A virtual SQL Server is a SQL
Server running on a Microsoft failover cluster managed by Microsoft Cluster Services.

For SQL Diagnostic Manager to monitor virtual SQL Servers, you need to point SQLDM at the "Virtual" SQL Server
rather than the individual members of the cluster.

You can install and configure SQL Diagnostic Manager with its core services and repository databases on a
Microsoft failover cluster managed by Microsoft Cluster Services. For more information, review Deploy SQL
Diagnostic Manager in a clustered environment.

Web farm environment

You can install SQLDM Mobile in a Web farm to make sure this site remains accessible during a failover situation.
This configuration includes the following installations:

+ SQLDM Mobile on a Web Server in the farm

+ Typical SQL Diagnostic Manager installation

+ SQLDM Mobile and Newsfeed Service on the same computer that hosts the SQL Diagnostic Manager services
+ SQLDM Mobile Repository and SQL Diagnostic Manager Repository on the same SQL Server instance
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Non-trusted environment

You can install and configure SQL Diagnostic Manager and SQLDM Mobile to monitor SQL Server instances running
in non-trusted domains or workgroups.

This configuration includes the following installations:

+ SQL Diagnostic Manager Console on your workstation in a trusted or non-trusted domain
+ SQLDM Mobile Web site on a Web Server for smartphone access
+ SQLDM Mobile & Newsfeed Service on the same computer that hosts the SQL Diagnostic Manager services,

in a trusted or non-trusted domain
+ SQLDM Mobile Repository and SQL Diagnostic Manager Repository on the same SQL Server instance, in a
trusted or non-trusted domain
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Choose your deployment strategy
Before you begin installing SQL Diagnostic Manager, it is important to consider your deployment choices.

@ You can deploy SQLDM Mobile after you have installed SQL Diagnostic Manager. For more information,
review the SQLDM Mobile architecture and components, as well as requirements.

Trial deployment

Atrial deployment installs each SQL Diagnostic Manager component on a separate, dedicated computer. The IDERA
evaluation license is fully functional and monitors up to 15 SQL Server instances anywhere on your network for a
period of 15 days. For more information, review the Trial installation instructions.

Production deployment

A production deployment installs each SQL Diagnostic Manager component on a separate, dedicated computer.
This deployment supports stable performance and availability as your environment grows and your monitoring
needs change.
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How SQL Diagnostic Manager works with a virtual environment

Virtual environments, such as those provided by Hyper-V or VMware, allow you to run multiple instances of
computers or "virtual machines" on a single, physical host server. These VMs create a virtual environment that
enables IT shops to more fully utilize the hardware they already have, allowing administrators to maintain fewer
physical servers which then consume less power, take up less real estate, and generate less heat.

While there are many advantages to using a virtual environment, there are some disadvantages. One is that a
virtual machine currently is not as fast or efficient as a standalone physical machine. Administrators must closely
monitor and manage their virtual environments because over-utilized hardware can quickly and severely impact
the performance of their servers, which are constantly waiting for physical resources to become available to
process their workloads.

SQL Diagnostic Manager includes VM monitoring to allow administrators to get a glimpse of what is going on inside
the virtual environment in which their SQL Servers are running, to make sure that their VMs and their host machines
are running at peak efficiency. This topic is a general outline of how SQL Diagnostic Manager works in a virtual
environment and includes links to other areas where you can find additional VM-specific information.

Using the hypervisor to manage resources

On the physical server hosting a virtual environment, there is a process called the hypervisor or virtualization
manager running in the background. The hypervisor manages the interactions between the virtual machines and
the physical hardware, manages resources, and then distributes the physical resources as required by each of the
VMs it is hosting.

An administrator can intentionally over commit resources on a physical host with the idea that it is unlikely that all
of the VMs need to utilize all of the resources on the host at the same time. The hypervisor is also affected by this
shift, and manages any occasion when all of the active VMs need more physical resources than is available from the
host. Note that there are ramifications for the extra processing that is occurring when the hypervisor is taxed. This
additional processing is the overhead for a virtual environment and consumes CPU, memory, and network
resources.

How SQL Diagnostic Manager collects and presents metrics involving a virtual environment

The guest operating system on a VM operates no differently than it does when running on a physical machine with
full access to all of the resources at its disposal. But the machine hosting the VM operates differently because of the
virtual environment. The physical resources of the host are shared with the other VMs on the host. Due to the
additional overhead of virtualization, and the hypervisor managing contention for resources, the metrics that the
guest OS reads as utilization of its resources are not entirely accurate as they do not take into account that
virtualization overhead, nor does it measure that it is waiting on physical resources to process its workload.

The image below shows a typical virtualized environment with VMware. In this environment, the ESX/ESXi
hypervisor on each individual host server collects the performance statistics and reports the data back to a central
vCenter Server. SQL Diagnostic Manager then collects that information from the vCenter Server in order to show
those statistics along with the other SQL related performance information.
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‘SQL diagnostic manager™

ESX/ESKi Hypervisor ESX/ESXi Hypervisor ESX/ESKi Hypervisor 'ESX/ESXi Hypervisor

VM VM VM VM VM VM VM VM VM VM V¥ VM

In virtualized environment with Hyper-V, the process of how SQL Diagnostic Manager collects and presents metrics
is slightly different from that of a VMware setup. In this environment, SQL Diagnostic Manager collects all the
required performance statistics from the Hyper-V host server and virtual machines using the WMI interface. See
Hyper-V user requirements for information on how to successfully collect host and VM metrics.
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Q SQL diagnostic manager ™

Hyper-V Host Hyper-V Host Hyper-V Host Hyper-V Host
Server Server Server Server
VM VM VM VM VM VM VMV VM VM VM VM VM

SQL Diagnostic Manager displays virtual machine and host metrics as collected from the perspective of the physical
host. In other words, these are the “true” physical metrics. Whereas, the metrics that SQL Diagnostic Manager
displays for the OS on a virtualized machine are what Microsoft Windows calculates as using without regard to any
overhead. For example, SQL Diagnostic Manager displays the OS CPU Usage at 35%, but metric displayed for the VM
CPU Usage is 38%. This discrepancy results from the additional overhead within the hypervisor used to run the VM,
and the VM is charged for the additional processing.

Link a monitored virtual SQL Server instance to the vCenter Server or Hyper-V host server

To link a monitored virtual SQL Server instance to the host server that manages your VMs, click Tools
> VM Configuration to access the VM Configuration window. SQL Diagnostic Manager displays the current
relationships between your available virtualization host servers and your monitored SQL Server instances. For
more information about linking a monitored virtual SQL Server instance to a vCenter Server or Hyper-V host server,
see Configure your virtual machine connections.

VM data collection

The VM collector connects to your virtualization host server (vCenter Server or Hyper-V host server) during the
scheduled refresh for each of your monitored virtual SQL Server instances. If the SQL Diagnostic Manager
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Management Console is open to the Overview Dashboard or any Resources view for a specific instance, data is also
collected based on the Server View Refresh setting in the Console Options page. In this situation, it is possible that
the collector connects to the virtualization host server and virtual machines every few seconds.

You can adjust the scheduled refresh rate for a monitored virtual SQL Server instance by right-clicking the instance
name, and then selecting Properties.

Differences in statistics

You may notice some difference in your statistics, such as SQL Diagnostic Manager displaying a higher
0S CPU usage than your VM CPU usage. While the hypervisor manages resources efficiently, it is possible that the
demand for physical resources is greater than what is available. For example, a guest OS on a virtual machine
submits a batch of work to a CPU. However, all of the physical CPUs are committed to other work, so there is no
physical CPU available on the host to process the work. In this situation, the VM waits for a CPU to become
available to process its work. While it is waiting, the guest OS is unaware of the wait and assumes that it is simply
taking longer for the CPU to process this batch of work, and the OS thinks it is using more CPU power than it is
actually using.

Remember that SQL Diagnostic Manager uses the additional overhead of the hypervisor to calculate the VM
metrics. In this situation, the hypervisor knows the VM is just waiting for a CPU, so it does not charge the VM for CPU
processing power while it is waiting. The result is that the guest OS reports that it is using the additional processing
power, however the hypervisor simply reports what is actually used. In this situation, your CPU usage metrics that
are reported by Windows are higher than what is reported by VMware or Hyper-V for that VM.

Available metrics related to your VMs

A monitored virtual SQL Server instance appears in the Servers pane in the same way as a monitored physical
SQL Server instances. Click the appropriate virtual instance, and SQL Diagnostic Manager displays the same
dashboard panels as for a monitored physical SQL Server instance, but also include specific metrics for the VM and
host server.

The following dashboard panels include VM- or host-related information:

« CPU panel - Includes VM and Host usage metrics. The information available in this panel comes from the
Server Details and Resources Summary views.

« Memory panel - Includes the VM Memory Usage and Host Memory Usage charts. The information available in
this panel comes from the Server Details and Resources Summary views.

+ Network panel - Includes the VM Network Usage Throughput and Host Network Usage Throughput charts.
The information available in this panel comes from the Server Details and Resources Summary views.

« VM Disk Usage panel - Includes the amount of data read from and written to disk for this VM during the
sample interval. The information available in this panel comes from the Resources Disk view.

« Host Disk Usage panel - Includes the amount of data read from and written to disk for this host server during
the sample interval. The information available in this panel comes from the Resources Disk view.

« Virtualization panel - Includes the Virtual Memory Usage and Virtual Disk Usage charts plus the CPU Ready
Wait Time gauge. The information available in this panel comes from the Server Details view.

Use the available virtualization alerts and VM-related reports to get the most information regarding your monitored
virtual SQL Server instances and host servers.

Available VM-related reports

« Virtualization Statistics Report
« Virtualization Summary Report
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Available virtualization alerts

+ Host CPU Usage Alert

« Host Memory Swap Detected alert

+ Host Memory Usage Alert

+ Host Power State Alert

« VM CPU Ready Wait Time Alert

+ VM CPU Usage Alert

+ VM Host Server Change Alert

« VM Memory Swap Delay Detected Alert
+ VM Memory Usage Alert

« VM Power State Alert

« VM Reclaimed Ballooned Memory Alert
» VM Resource Configuration Change Alert
+ VM Resource Limits Detected Alert
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Hyper-V user requirements

In virtualized environment with Hyper-V, the process of how SQL Diagnostic Manager collects and presents metrics
is slightly different from that of a VMware setup. To successfully collect Hyper-V host metrics, the user needs access
to the WMI credentials on the host server. These credentials are established on the Virtualization Host
Configuration window (Tools >VM Configuration >New or Tools >VM Configuration >View/Edit)

In addition, to successfully collect VM metrics, the user needs access to the WMI credentials on the VM. These
credentials are established under on the OS Metrics tab of the Monitored SQL Server Properties window (right-
click on the monitored instance name and select Properties).
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Trial installation instructions

This procedure guides you through SQL Diagnostic Manager Trial installation.

& The Trial does not include the IDERA Dashboard. If you wish to try it contact IDERA Sales.

Start your Trial SQL Diagnostic Manager installation

You can install SQL Diagnostic Manager on any computer that meets or exceeds the product requirements.

To start installing SQL Diagnostic Manager:

1. Run Setup.exeintheroot of the Trial installation kit.
2. Click Install SQL Diagnostic Manager on the Quick Start window.
3. Onthe Welcome window of the setup program, click Next.

Welcome to the SQL Diagnostic Manager Setup wizard

The SOL Diagnostic Manager setup wizard helps you install or upgrade
IDERA S3QL Diagnestic Manager.

This trial does not include the IDERA Web Dashboard. Fora

demonstration of SQL Diagnostic Manager with IDERA \web Dashboard,
please send email to sales@idera.com or contact your IDERL account

manager.

WARMING: This program is protected by copyright law and internationz
freahes

| Back |[ Next |[ cancel |

4. Review the license agreement. To accept this license agreement, click | accept the terms and conditions of
this License Agreement, and click Next.
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End-User License Agreement

Pleasze read carefully the following License Agreement

SOFTWARE LICENSE AGREEMENT
Idera, Inc.
2550 North Loop Freeway West
Suite 700
Houston, Texas 77052
Phone: (713) 862-5250; Fax: (713} 852-5210

BY PROCEEDING TO DOVVNLOAD, INSTALL OR USE THE SOFTWARE
1H WHICH THIS AGREEMENT 15 ELECTRONICALLY EMBEDDED OR BY
OBTAINING A LICENSE KEY FOR THIS SO0FTWARE, YOU HEREBY
ACKNOWLEDGE AND AGREE TO BE BOUND BY THE FOLLOWING
TERMS AND CONDITIONS. IF YOU DO NOT AGREE WITH THESE
TERMS AND CONDITIONS, THEN CLICK “DO NOT ACCEPT." DO NOT
INSTALL OR USE THE SOFTWARE AND DELETE THE 50FTWARE
FROM YOUR COMPUTER SYSTEM. BY INSTALLING OR USING THE
SOFTWARE OR BY CLICKING ON “ACCEPT" YOU ACKNOWLEDGE

AR A STVET TIEAT ML ACIEA § F A SEmims Tl A BRSO TR AT ST

[+] | accept the terms and conditions of this License Agreemert

5. Choose the components you want to install by selecting the respective check boxes. By default, the setup

program installs SQLDM Console, and SQLDM Repository and Services, allowing you to immediately begin
monitoring your SQL Server environment, and click Next.
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Customize your SQLdm setup

Fleasze select the SCLdm components you want to install.

[w] SQLDM Console

[+] S2LOM Services and Repository

| Back || Next |[ cancel |
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6. On the Service Account window, type the appropriate credentials in the provided fields. Click Next.

Service Account

Specify the service account for SGL Diagnostic Manager. The service
accounts will be used to collect information and to log into the applications.

Service Account for SQLDM

Domain \ UserName: | W12R2\Administrator
Password: |...............|

IDERA Website | Products | Buy | Support | Community | About Us | Resources | Legal 94


http://www.idera.com
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com
http://community.idera.com
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

SQL Diagnostic Manager for SQL Server

7. On the SQL Diagnostic Manager Repository Database screen, specify SQL Server instance and the name of
the SQLDM Repository database you want to use.

SQL Diagnostic Manager Repository Database

Pleaze provide the SQL Server instance and the name of the Repository
database for SGL Diagnostic Manager.

SGL Server Instance: |[@H
Database Mame: |5GLd.I'I'IHEDDSitDF‘_|’

Connection Credentials: By default, the setup program uses the Windows
credentials vou provided to create the repositony.

[] Use Microsoft SQL Server Authertication | Change |

ff yvou want the SQLOM Management Service to use SQL Server
authertication to connect to the SGLDOM Repository, select the following
check box:

[] Use Microsoft SQL Server Authertication

& When your SQL Server environment uses SQL Server Authentication, select the respective check
box, and click Change to enter SQL Server credentials. And, if you use Microsoft SQL Server
Authentication, a new window displays where you can type the respective SQL Server login and
password.

8. You can use the default install location or specify a different path. For your first install, we recommend using
the default location. Click Next to continue with the installation.
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Choose a destination folder

Flease provide us the destination folder where you wart to install the componentis):

SQL DM: I~ \Program Filestldera\ldera SGL diagnostic mana|

Install this application for:

® Aryone who uses this computer (all users)
(3 Oy for me {Cument User)

9. Click Install to indicate that you are ready to complete your installation with the configurations you
specified. Click Back, if you want to review or change your installation settings.
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Ready to Install

Ready to install IDERA SOL Diagnostic Manager.

Setup will grant this account access to IDERA 5GL Diagnostic Manager :

SQL DM Service Account: W12R2\Administrator

Click Install to begin the installation process. Click Back to review ar change your
installation settings. Click Cancel to exit the wizard.

| Back || Install || Cancel |

10. Click Finish to exit the IDERA SQL Diagnostic Manager Setup.
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Deploy the IDERA Dashboard and SQL Diagnostic Manager
Use the following links to prepare for your IDERA Dashboard and SQL Diagnostic Manager deployment:

+ Check the supported installation scenarios

« Learn about the components and architecture

+ Review system requirements for the IDERA Dashboard and SQL Diagnostic Manager
«+ View the installation instructions

« Login the IDERA Dashboard and SQL Diagnostic Manager web console
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Product components and architecture

The IDERA Dashboard and SQL Diagnostic Manager consist of a light, unobtrusive architecture that easily runs in
your SQL Server environment with minimal configuration. All components run outside and separate from SQL
Server processes.

« Learn about the components and architecture of the IDERA Dashboard.
« Learn about the components and architecture of the SQL Diagnostic Manager.
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IDERA Dashboard components and architecture

The IDERA Dashboard provides web and back end services, shared across multiple IDERA products. To learn more
about what the IDERA Dashboard is and how it works, see Navigate the IDERA Dashboard.

The IDERA Dashboard consists of the following components:

« Web Application Service
» Core Service
« Core Repository

IDERA Dashboard

Web Application Service SQLdm SQlLdm
Manager Plug-in Manager Plug-in

Core Views

: Views & Views &
& Widgets - - Web Console
o Widgets Widgets « - _
; ~ ~ ~r
Core Service ~ g ~p
Core ) sqlLdm sQLdm
Module Add-in Module Add-in Module
~ ~
~
~ ~
~ ~
Core Repository
—
- Senvice - Senice
- Repository - Repository

Web Application Service

The Web Application Service is a Windows service that wraps Apache Tomcat server. The Web Application Service
serves up dashboard (IDERA Dashboard) and SQLdm views and widgets that are displayed in the web console. The
Web Application Service requires three ports:

« Standard HTTP port (by default 9290)
« Monitor port (9094)
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« SSL port (9291)

Core Service

The Core Service is a C# (.NET 4.0 Framework) based Windows service that hosts dashboard and SQLDM REST APIs
that are used by the Web Application Service to configure and retrieve data. In addition, the Core Service handles
product registration, security, configuration, product data, and event aggregation.

The Core Service uses two ports, one for REST API and the other for .NET remoting:
« Core Service REST API port (by default 9292)
« .NET remoting port (by default 9293)

Core Repository

The Core Repository is a database where all dashboard configuration and aggregated data is stored. The Core
Repository database is hosted on a SQL Server instance and is accessed by the Core Service to retrieve data.
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SQL Diagnostic Manager components and architecture

SQL Diagnostic Manager consists of a light, unobtrusive architecture that easily runs in your SQL Server
environment with minimal configuration. All SQL Diagnostic Manager components run outside and separate from
SQL Server processes.

SQL Diagnostic Manager Console

Use the SQL Diagnostic Manager Console to:

+ View real-time status

« Configure alert notifications on specific metric thresholds at the server and database levels
« View historical reports

« Perform administrative functions

The SQL Diagnostic Manager Console retrieves historical information directly from the SQL Diagnostic Manager
Repository. All real-time requests use the SQL Diagnostic Manager services to poll the monitored SQL Server.
SQL Diagnostic Manager Services

SQL Diagnostic Manager has four centralized services, the Management Service, the Collection Service, the
Predictive Service, and Rest Service. These four services reside on the same computer.

The Management Service
The Management Service performs the following primary functions:

+ Provides real-time data to the SQL Diagnostic Manager Console
« Receives historical data from the Collection Service for storage in the Repository
« Raises alerts and sends alert notifications

The Collection Service
The Collection Service performs on-demand and scheduled collection from the monitored SQL Servers.

The Predictive Service
The Predictive Service is used for Alert Forecasting and performs the following primary functions:

« Calculates the Alert Forecast every hour
« Builds a forecasting model once a day

The Rest Service

SQL Diagnostic Manager Plug-in

When SQL Diagnostic Manager is registered with the IDERA Dashboard, the product plug-in module is deployed. The
SQL Diagnostic Manager plug-in consists of web views and widgets and a.NET based add-in module (SQL
Diagnostic Manager add-in). The web views and widgets are deployed in the Web Application Service of the IDERA
Dashboard, and the SQL Diagnostic Manager add-in in the Core Service of the same.

The Web Application Service dynamically loads in SQL Diagnostic Manager's views and widgets and makes them
available to web console users. The views and widgets use the SQL Diagnostic Manager add-in REST APIs to
retrieve data. Likewise, the SQL Diagnostic Manager add-in retries data from the product services and Repository.

SQL Diagnostic Manager Repository

The SQL Diagnostic Manager Repository is a centralized SQL Server database that stores collected metrics on a
scheduled basis, historical data, and alerts information. The SQL Diagnostic Manager Repository also stores
configuration information, such as the credentials used to monitor a registered SQL Server instance.
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@ sQL Diagnostic Manager 10.1 and later requires Microsoft SQL Server 2005 or above running on the
computer that hosts the SQL Diagnostic Manager Repository database for all installations.

Authentication in SQL Diagnostic Manager

SQL Diagnostic Manager uses the same types of authentication available in the SQL Server security model. When
specifying account credentials for the SQL Diagnostic Manager services, you can use Windows Authentication or
SQL Server Authentication.

When considering which authentication to use, keep in mind that SQL Server Authentication is required when no
domain trust exists between the SQL Diagnostic Manager Services computer and the computers hosting the
monitored SQL Server instances. For example, if the monitored SQL Server instances are located in an untrusted
domain or behind a firewall, you must use SQL Server Authentication to successfully deploy SQL Diagnostic

Manager. In this case, you must use the sa account or a SQL Server login that has System Administrator
permissions.

For more information about these authentication types and the SQL Server security model, see the Microsoft
document, Authentication in SQL Server.
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Product requirements

The IDERA Dashboard and SQL Diagnostic Manager consist of a light, unobtrusive architecture that easily runs in
your SQL Server environment with minimal configuration. Review system requirements for the IDERA Dashboard

and SQL Diagnostic Manager.

« Learn about the IDERA Dashboard requirements.
« Learn about the SQL Diagnostic Manager requirements.
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IDERA Dashboard and web console requirements

To successfully install the IDERA Dashboard and SQL Diagnostic Manager web console you need to comply with the
requirements described in the Software Requirements page for the IDERA Dashboard.

© The IDERA Dashboard Web Application service comes with SSL already set up. For more information on
running the IDERA Dashboard over SSL, see Run the Idera Dashboard over SSL (HTTPS).
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SQL Diagnostic Manager requirements

There are three types of SQL Diagnostic Manager installation (Trial, General, and Production). Refer to the following
list of requirements for each type of installation.

@ SQL Diagnostic Manager 10.4 requires Microsoft SQL Server 2005 or above running on the computer that
hosts the SQL Diagnostic Manager Repository database for all installations.

& Tempdb monitoring is supported on SQL Server 2005 and above servers only.

@ Torun PowerShell scripts, upgrade to PowerShell 3.0 or higher. This upgrade is required to use the
PowerShell snap-in.

Trial requirements

Consider the following requirements when installing all SQL Diagnostic Manager components on one computer.

Type Requirement

SQL Server Standard or Enterprise Edition « SQL Server 2005 SP1 or later
« SQL Server 2008 or later
« SQL Server 2008 R2
o SQL Server 2012
o SQL Server 2014
« SQL Server 2016
o SQL Server 2017
« SQL Server 2019 (Experimental support)

Hard Disk Space 200 MB for all SQL Diagnostic Manager components

Windows Permissions Your Windows Logon account includes local Administrator
permissions

SQL Server Privileges Either a Windows user account or SQL Server login that

includes System Administrator privileges on the monitored
SQL Server instances

General requirements

The following requirements apply for all SQL Diagnostic Manager components.

Type Requirement

CPU 2.0 GHz or higher
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Type Requirement

Memory 1GB

Operating System (64-bit) « Windows Server 2008 SP1+
« Windows Server 2008 R2
« Windows 7
« Windows Server 2012
« Windows 8
« Windows Server 2012 R2
« Windows 8.1
« Windows 10
« Windows Server 2016
« Windows 2019 (Experimental support)

Port Access 5166,5167,5169

Client Browser Internet Explorer 7.0 or later

Production requirements

Consider the following requirements when installing SQL Diagnostic Manager in an environment where the
components are on separate computers.

SQL Diagnostic Manager Console

Type Requirement

Disk Space 40 MB

SQL Server Your Windows login account includes Read Access to the SQL Diagnostic Manager
Permissions Repository. You can specify a SQL Server login instead.

Software Microsoft .NET 4.0 (Minimum)

Framework

Microsoft .NET 4.6.2+ (Recommended)

Monitor Resolution 1280 x 1024 with small text for the best viewing of the SQL Diagnostic Manager
Dashboard

SQL Diagnostic Manager Services

Type Requirement
Disk Space 50 MB
Collection Service Permissions For more information, review the User Creation Scripts.
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Type Requirement
Management Service Permissions =~ Sysadmin fixed server role on SQL Diagnostic Manager Repository instance

Software Framework Microsoft .NET 4.0 SP2 (Minimum)
Microsoft .NET 4.6.2+ (Recommended)

SQL Diagnostic Manager Repository

© SQL Diagnostic Manager 7.2 and later includes a repository autogrow setting at 32 MB, which is sufficient
for trial and small environments in production. Environments with larger, multi-server installations should
change the repository autogrow setting to 250 MB or higher to prevent frequent data file autogrow, which
can cause performance problems. Using percentage-based autogrow is not recommended.

Type Requirement
Disk Space 1GB to 3GB for one year of data per monitored SQL Server instance

SQL Server Standard or Enterprise Edition « SQL Server 2005 SP1 or later
« SQL Server 2008 or later
« SQL Server 2008 R2
« SQL Server 2012
o SQL Server 2014
« SQL Server 2016
« SQL Server 2017 (Windows & Linux)
« SQL Server 2019 (Experimental support)

Monitored SQL Server Instances
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Type

SQL Server Standard or Enterprise Edition

& Aws

SQL Diagnostic Manager for SQL Server

Requirement

SQL Server 2000 SP4 or later

SQL Server 2005 SP1 or later

SQL Server 2008 SP1

SQL Server 2008 R2

SQL Server 2012

SQL Server 2014

SQL Server 2016

SQL Server 2017 (Windows & Linux)
SQL Server Express 2008

SQL Server Express 2008 R2

SQL Server Express 2012

SQL Server Express 2014

SQL Server Express 2016

SQL Server Express 2017

SQL Azure

Amazon RDS

SQL Server (Experimental support)

Review the Minimum permissions to monitor an Amazon RDS instance with SQL Diagnostic Manager.

This topic provides the minimum requirements for installing SQL Diagnostic Manager. For more information about
installation requirements, view SQL Diagnostic Manager Hardware Sizing guidelines.

SQL Diagnostic Manager Management Pack and SCOM support requirements

The IDERA SQL Diagnostic Manager Management Pack for integration with SCOM is designed for System Center
Operations Manager 2007 R2 and above. For more information about SQL Diagnostic Manager MP and SCOM
installation, see Install and configure the SQL Diagnostic Manager Management Pack for SCOM.
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Minimum permissions to monitor an Amazon RDS instance

To monitor an Amazon RDS instance using SQL Diagnostic Manager, you have to create a SQL Server user on the
instance with the following minimum permissions:

Server Roles:
public, processadmin, setupadmin
Databases:

public on TempDB
sysadmin server role equivalent privileges for monitored databases

Securables:

Server Object:
Alter any connection
Alter any linked server
Alter any login
Alter any server role
Alter server state
Alter trace
Connect SQL
Create any database
Create server role
View any database
View any definition

View server state
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SQL Diagnostic Manager Hardware Sizing guidelines

The following guidelines provide an estimation of the hardware resources required to deploy SQL Diagnostic
Manager depending on the number of servers you want to monitor with SQLDM.

Installs under 20 servers

Single-server deployment - Includes the SQL Diagnostic Manager Services and the SQL Server hosting the SQLdm
Repository (clustered for redundancy).

Type

Operating System

Memory
CPU
SQLdm Repository size

SQL Server version

Requirement

Windows Server 2008R2

Windows Server 2012

Windows Server 2016

8GB

Intel® Xeon® E5-2430 2.20GHz (6 Core)

Approximately 50GB

SQL Server 2008R2 standard edition or higher

® The expected repository growth is approximately 1.5-3 GB per monitored instance for a year worth of
collected data. Monitoring 15 instances could gather approximately 45 GB over the course of a year.

Installs 20-50 servers

Single-server deployment - Includes the SQL Diagnostic Manager Services and the SQL Server hosting the SQLdm
Repository (virtualized/clustered for redundancy).

Type

Operating System

Memory
CPU
SQLdm Repository size

SQL Server version

Requirement

Windows Server 2008R2

Windows Server 2012

Windows Server 2016

16 GB

Intel® Xeon® E5-2430 2.20GHz (6 Core)

Approximately 150GB

SQL Server 2008R2 standard edition or higher

® The expected repository growth is approximately 1.5-3 GB per monitored instance for a year worth of
collected data. Monitoring 30 instances could gather approximately 90 GB over the course of a year.

Installs 51-200 servers
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Dual-server deployment - First server hosts the SQL Diagnostic Manager Services and second server hosts the SQL
Server and the SQLdm Repository database.

« Machine 1 - Hosting the SQL Diagnostic Manager services (virtualized/clustered for redundancy)
Type Requirement

Operating System = Windows Server 2008R2
Windows Server 2012
Windows Server 2016

Memory 8-16 GB

CPU Intel® Xeon® E5-2430 2.20GHz (6 Core)
+ Machine 2 - Hosting the SQL Server and the SQLdm Repository (clustered for redundancy)

Type Requirement
Operating System Microsoft Windows Server 2008R2
Windows Server 2012
Windows Server 2016
Memory 16 GB
CPU Intel® Xeon® E5-2430 2.20GHz (6 Core)
SQLdm Repository size  200-600GB

SQL Server version SQL Server 2008R2 standard edition or higher

Installs 201-300 servers
Dual-server deployment - First server hosts the SQL Diagnostic Manager Services and second server hosts the SQL
Server and the SQLdm Repository database.

» Machine 1 - Hosting the SQL Diagnostic Manager services (virtualized/clustered for redundancy)
Type Requirement

Operating System  Windows Server 2008R2
Windows Server 2012
Windows Server 2016

Memory 16 GB

CPU Intel® Xeon® E5-2450 2.10GHz (8 Core)
« Machine 2 - Hosting the SQL Server and the SQLdm Repository (clustered for redundancy)
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Type Requirement
Operating System Windows Server 2008R2
Windows Server 2012
Windows Server 2016
Memory 32GB
CPU Intel® Xeon® E5-2450 2.10GHz (8 Core)

SQLdm Repository size 600 GB or more

SQL Server version SQL Server 2008R2 standard edition or higher

Installs over 300 servers
Dual-server deployment - First server hosts the SQL Diagnostic Manager Services and second server hosts the SQL
Server and the SQLdm Repository database.

« Machine 1 - Hosting the SQL Diagnostic Manager services (virtualized/clustered for redundancy)
Type Requirement

Operating System = Windows Server 2008R2
Windows Server 2012
Windows Server 2016

Memory 32GB

CPU Intel® Xeon® E5-2450 2.10GHz (8 Core)
» Machine 2- Hosting the SQL Server and the SQLdm Repository (virtualized/clustered for redundancy)

Type Requirement
Operating System Windows Server 2008R2
Windows Server 2012
Windows Server 2016
Memory 32GB
CPU Intel® Xeon® E5-2450 2.10GHz (8 Core)
SQLdm Repository size 900 GB or more

SQL Server version SQL Server 2008R2 standard/enterprise edition

Sample installations in large environments
See the following sample customer installations for users with large environments:
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Installs 51-100 servers
Type

Number of monitored servers

Services and Repository installed on same machine

SQL Diagnostic Manager for SQL Server

In-House Use

52

Hyper-V

+ 4 quad core processors
+ 14 GB of memory
« Windows Server 2008 R2 Enterprise

Data storage and grooming options + Repository size: 120 GB

+ Retain 60 days of history

Monitoring features Monitor Windows and SQL Server performance and

error log monitoring

Type In-House Use
Number of monitored servers 90
Services machine « 2vCPU
+ 8 GB of memory
« Windows Server 2008 R2 Enterprise
Services machine « 2vCPU

+ 8 GB of memory
« Windows 2008 R2 Enterprise
« Repository: SQL Server 2008 R2

Data storage and grooming options « Repository size: 100 GB
+ Retain 60 days of history

Monitoring features Monitor Windows and SQL Server performance

Installs 201- 300 servers

Type In-House Use

Number of monitored servers 234

Services and Repository installed on same « Dell 2950

machine + 2 quad core processors

+ 16 GB of memory
« Windows Server 2003
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Type In-House Use

Data storage and grooming options » Repository size: 140 GB
« Retain 30 days of history

Monitoring features Monitor Windows and SQL Server performance and use
Query Waits for specific periods of diagnostics

Integrations Send alerts to HP Open View via a command line program
(opcmsg)

Type In-House Use

Number of monitored servers 274

Services and Repository installed on same machine + 4 quad core processors
+ 128 GB of memory
+ Windows Server 2008 R2

Data storage and grooming options + Repository size: 1.5 TB
+ Retain 365 days of history

Monitoring features Monitor Windows and SQL Server performance
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Install SQL Diagnostic Manager in silent mode

In addition to the Setup Wizard, SQL Diagnostic Manager allows you to use the Microsoft installer in silent or quiet
mode and to simplify SQL Diagnostic Manager deployment.

To run silent installation using Windows Authentication, type the following command-line in the Command Prompt
window:

"path_to_exe_file" /v"/Lxv C:\test.log
INSTANCE="SQLServerInstanceName"
REPOSITORY="SilentSLQdmDatabase"
SETUPTYPE="Typ1ical"
SERVICEUSERNAME="domain\username"
SERVICEPASSWORD="password"
SQLSERVER_AUTHENTICATION="0"
SERVICE_SQLAUTHENTICATION="Q" /quiet"

To run silent installation using SQL Authentication, type the following command-line in the Command Prompt
window:

"path_to_exe_file" /v"/Lxv C:\test.log
INSTANCE="SQLServerInstanceName"
REPOSITORY="SilentSLQdmDatabase"
SETUPTYPE="Typ1ical"
SERVICEUSERNAME="domain\username"
SERVICEPASSWORD="password"
SQLSERVER_AUTHENTICATION="1"
SQLSERVER_USERNAME="username”
SQLSERVER_PASSWORD="password”
SERVICE_SQLAUTHENTICATION="0"
SERVICE_SQL_USERNAME=”SQLServerUserName”
SERVICE_SQL_PASSWORD="SQLServerpassword” /quiet"

Select a setup type for your installation

You can choose which setup type to run by specifying Typical, Console, or Services in the SETUPTYPE field.

« The Typical setup type, the recommended option, installs the console, the SQL Diagnostic Manager services,
and the repository

« The Console setup type installs only the console.

« The Services setup type installs the SQL Diagnostic Manager services and the repository.
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How to install the IDERA Dashboard and SQL Diagnostic Manager
This procedure guides you through the installation of the IDERA Dashboard and SQL Diagnostic Manager.

& To perform a silent mode installation, see Install SQL Diagnostic Manager in silent mode.

Start your IDERA SQL Diagnostic Manager installation

You can install the IDERA Dashboard and SQL Diagnostic Manager on any computer that meets or exceeds the
product requirements.

To start installing the IDERA Dashboard and SQL Diagnostic Manager:

1. Log on with an administrator account to the computer on which you want to install SQL Diagnostic
Manager.

2. Run Setup.exe in the root of the installation kit.

3. Click Install SQL Diagnostic Manager on the Quick Start window.

4. Onthe Welcome window of the setup program, click Next.

() IDERA SCL Diagnostic Manager Setup x

Welcome to the S5QL Diagnostic Manager Setup wizard

The SQL Diagnostic Manager setup wizard helps vou install or upgrade
IDERA Dashboard and SGL Diagnostic Manager. The IDERA Dashboard
provides a comman web console for multiple IDERA products with a
consclidated view of your SAL Server environments. Click here to watch a
short video about IDERA Dashboard.

Faor help with the installation process, see the IDERA Dashboard and
SGLOM Installation instructions,

WARMING: This program is protected by copyright law and international
fresties.

Back [ Next || Cancel |

IDERA Website | Products | Buy | Support | Community | About Us | Resources | Legal 117


http://www.idera.com
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com
http://community.idera.com
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw
http://wiki.idera.com/x/VYExAw

SQL Diagnostic Manager for SQL Server

5. Review the license agreement. To accept this license agreement, click | accept the terms and conditions of
this License Agreement and then click Next.

) IDERA 50L Diagnostic Manager Setup *,

End-User License Agreement

Please read carefully the following License Agreement

SOFTWARE LICENSE AGREEMENT ~
Idera, Inc.
2850 Morth Loop Freeway West
Suite 700
Houston, Texas 77082
Phone:; (713) 862-5250; Fax: (713) 362-5210

BY PROCEEDING TO DOWNLOAD, INSTALL OR USE THE SOFTWARE
IN WHICH THIS AGREEMENT 15 ELECTROMICALLY EMBEDDED OR BY
OBTAINING A LICENSE KEY FOR THIS SOFTWARE, YOU HEREBY
ACKNOWLEDGE AND AGREE TO BE BOUND BY THE FOLLOWING
TERMS AND CONDITIONS. IF YOU DO NOT AGREE WITH THESE
TERMS AND CONDITIONS, THEN CLICK “DO HOT ACCEPT," DO HOT
INSTALL OR USE THE SOFTWARE AND DELETE THE SOFTWARE
FROM YOUR COMPUTER SYSTEM. BY INSTALLING OR USING THE
SOFTWARE OR BY CLICKING ON “ACCEPT" YOU ACKNOWLEDGE

ARIF &S FVET T AT O I A T O A IS T A BT RS TR AT T T

W

| acoept the terms and conditions of this License Agreement

el (BGaaea]
6. Choose the components you want to install by selecting the respective check boxes. By default, the setup
program installs SQLDM, and SQLDM Repository and Services, allowing you to immediately begin

monitoring your SQL Server environment. Select the IDERA Dashboard checkbox if you want a complete
installation.

(@ By default, the Management Service, Collection Service, Predictive Service, and Rest Service are
installed on the local computer where you are running the setup program.
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£ IDERA 50L Diagnostic Manager Setup X

Customize your SQLdm setup

Please select the SGLdm components vou want to install.

[] IDERA Dashboard

[] 53LDOM Consale

SQLOM Services and Repositary

| Back | Next | Cancel i

7. Click Next.

Select a Windows user account to use for the service account

SQL Diagnostic Manager uses the service account to communicate between the monitored SQL Server instance and
the SQL Diagnostic Manager Repository. The IDERA Dashboard uses this account to connect, discover, and gather
configuration information from SQL Servers in your Business environment. The installer grants the "Logon as a
Service" right to the account that you specify.

To specify a service account:

1. Onthe Service Account window, type appropriate credentials in the provided fields under which the services
run.
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£ |dera SOL Diagnostic Manager Setup >

Service Account

Specify the service account{s) for IDERA Dashboard and SGL Diagnostic
Manager. The service accounts will be used to collect information and ta log
into the applications. You can log into the IDERA Dashboard to create
additional users.

[] Use the same account for IDERA Dashboard and SGL DM

Comain % LiserMame: |W12H2‘..ﬁdminist|7:|tur |

Password: |

2. Click Next. SQL Diagnostic Manager verifies the connection before continuing.

Select service ports to use for the IDERA Dashboard

The IDERA Dashboard uses ports 9094, 9290, 9291, and 9292 for the web application and dashboard services
respectively. However, you can specify different service ports.

To specify a service port:
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1. On the Service Ports window, specify the ports you want the web application and dashboard services to use.
. IDERA SOL Diagnostic Manager Setup >

Service Ports
Specify the ports to be used by the IDERA Dashboard services.

IDERA Dashboard Core Services Port

|IDERA Dashboard Web Application Service Port

IDERA Dashboard Web Application Monitor Paort

CLRC

IDERA Dashboard Web Application 551 Port 323

ff Firewall is enabled make sure it allows TCP traffic through these ports.

| Back | _ Cancel |

2. Click Next.

(@ Verify that the Firewall allows TCP (Transmission Control Protocol) traffic through your specified ports.

Select a SQL Server instance to use for the IDERA Dashboard Repository database

The IDERA Dashboard Repository database is where the collected data, alert information, and alert configuration
settings are stored.

To specify the SQL Server instance to install the Repository database on:
1. On the Repository Database screen, specify the host SQL Server instance you want to use for the IDERA
Dashboard Repository database.
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2. Type the name for the IDERA Dashboard Repository database.
£ IDERA 50L Diagnostic Manager Setup >

IDERA Dashboard Repository Database

Please provide the SGL Server instance and the name of the Repositony
database forthe IDERA Dashboard.

SGL Server Instance: | |
Database Mame: ||dE|E|DEIShbDEII‘dH.&pDSi‘tDI}f |

Connection Credentials: By default, the setup program uses the Windows
credentials you provided to create the repositony.

[] Use Microsoft SGL Server Authentication Change

| Back | Cancel

3. If your SQL Server environment uses SQL Server Authentication, select the respective check box and click
Change to enter SQL Server credentials. By default, the IDERA Dashboard uses your Windows credentials
when connecting to the Repository database.

@ Ifyou use Microsoft SQL Server Authentication, a new window displays where you can type the
respective SQL Server login and password.

4, Click Next.

Select a SQL Server instance to use for the SQL Diagnostic Manager Repository database

The SQL Diagnostic Manager Repository is where the collected data, alert information, and alert configuration
settings are stored.

To specify the SQL Server instance to install the SQL Diagnostic Manager Repository on:

1. Type the host name and instance in the space provided.

2. If your SQL Server environment uses SQL Server Authentication, select the respective check box and click
Change to enter SQL Server credentials. By default, SQL Diagnostic Manager uses your Windows credentials
when connecting to the Repository.

3. If want the SQL Diagnostic Management Service to use SQL Server Authentication , select the respective
check box and click Change to enter SQL Server credentials. By default, SQL Diagnostic Manager uses your
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Windows credentials when connecting to the Repository.
. IDERA 50L Diagnostic Manager Setup >

SQL Diagnostic Manager Repository Database

Please provide the 50L Server instance and the name of the Repositony
database for SGL Diagnostic Manager.

S0L Server Instance: |m |
Diatabaze Name: |SG LdmRepositary |

Connection Credentials: By default, the setup program uses the Windows
credentials you provided to create the repository.

[] Use Microsoft SGL Server Authentication Change

f vou wart the SGLDM Management Service to use SGL Server
authertication to connect to the SALOM Repository, select the following
check box:

[] U=e Microsoft SGL Server Authentication Change

. Back | [ _Next || cancel |

4. Click Next.

O soL Diagnostic Manager 10.4 requires Microsoft SQL Server 2005 or above running on the computer that
hosts the SQL Diagnostic Manager Repository database for all installations.

Select an installation location and type a display name for your instance

You can use the default install location or specify a different path. For your first install, we recommend using the
default location. On the Display Name text box, type a unique name for your SQLDM instance. The display name
helps you to distinguish different instances of the same product. Click Next to continue with the installation.
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. IDERA 50L Diagnostic Manager Setup >

Choose a destination folder

Please provide us the destination folder where you want to install the component|s):

IDERA Dashboand: | C:\Program Files'Idera'\Dashboard |

SGL DM: |C:\F‘n::g|am Files‘\Idera"ldera SCL diagnostic manal

Install this application far:

(®) Anyone who uses this computer (&l users)
() Onby for me {Cument User)

Provide a unigue name for the SGL DM instance

Type a unigue name far yvour SGL Diagnostic Manager instance to be
displayed in the IDERA Dashboard, then click "Check Availabiliy™. | the
name is available, click MNext and proceed with installation.

Diisplay Mame: O |

Mote: Display name is available | Check Availability |

Back = Next  Cancel |

© Display name

Provide a unique display name for the registered SQL Diagnostic Manager instance on the IDERA

Display Name is available.

Dashboard or the installation process does not complete. Use the Check Availability option to verify the

Complete the install

The setup will grant the provided accounts access to SQL Diagnostic Manager and the IDERA Dashboard. The user
that installs the IDERA Dashboard has access to this application by default as a Dashboard Administrator. You can

choose whether you want other users to have access to the IDERA Dashboard in the Administration view.

1. Click Install to indicate that you are ready to complete your installation with the configurations you
specified. If you want to review or change any of your settings, click Back.
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¢ IDERA 50 Diagnostic Manager Setup =

Ready to Install

Ready to install IDERA Dashboard and SGL Diagnostic Manager.

Setup will grant these accounts access to IDERA Dashboard and SGL Diagnostic
Manager :

IDERA Dashboard Service Account:IDERAINFODEV whemosa
|se this account to log into the |dera Dashboard and grant other users access
from the ldera Dashboard Administration tab.

SGL DM Service Accourt IDERAINFODEVwWhemosa

Click Install to begin the installation process. Click Back to review or change your
installation settings. Click Cancel to exit the wizard.

Back | [ Install | Cancel |

2. Click Finish to exit the IDERA Dashboard Setup Wizard.
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(" IDERA 50L Diagnostic Manager Setup >

Setup wizard completed

Congratulations! |DERA Dashbeard and IDERA SGL Diagnostic Manager have
been successfully installed.

To launch the SQL Diagnostic Manager;
* (3o to Start Menu, Select Idera -» Idera SGL Diagnostic Manager Application

Ta launch the IDERA Dashboard:
* Open the ud -» hitps:/Aocalhost: 5297, from your browser

Launch Idera SGL Diagnostic Manager

When you finish the installation, the Welcome window opens allowing you to Visit the IDERA Trial Center, Add
New Servers (Recommended), Configure Default Alert Thresholds, or Start the Desktop Console.
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W |dera SOL diagnostic manager ? bt

Welcome to IDERA SQL diagnostic manager

30L Diagnostic Manager minimizes costly server downtime by proactively
alerting administrators to problems and enabling rapid diagnosis and
resolution.

Choose an option to corfigure SGL Diagnostic Manager now. These options are also available from the application
menu if you would like to configure later,

Visit the IDERA Trial Center

Visit the SCGL Diagnostic Manager Tral Center to view product videos, schedule a personalized demo,
,’ chat with IDERA engineers orto take advantage of a host of additional resources that will ensure you
: get the most from your SGL diagnostic manager tral.

__ Add New Servers (Recommended)
@d Add new S0L Servers that should be monitored by SGL diagnostic manager.

Configure Default Alert Thresholds

Corfigure the default alert thresholds that should be applied to new maonitored SQL Servers. These
@ thresholds govem notfications such as email and task creation. In addition, the desktop client
provides visual cues when metrics cross defined thresholds.

Start Console

To access the IDERA Dashboard and the SQL Diagnostic Manager web console, see Log in the IDERA Dashboard and
web console.

© \Uninstalling the IDERA Dashboard

If you wish to uninstall the IDERA Dashboard, make sure to unregister all products by clicking the Manage
Products link of the Products widget in the Administration view. For additional information, see Managing
products in the IDERA Dashboard.

Decide whether you want to deploy SQLDM Mobile

SQLDM Mobile includes the IDERA Newsfeed and several dashboard views that define your server health and
expose critical alerts. You can access the SQLDM Mobile Web application from most smartphones and mobile
devices. The IDERA Newsfeed is a revolutionary new way for DBAs and managers to collaborate, share knowledge,
and keep close tabs on your most critical SQL Server issues. With the IDERA Newsfeed, you can quickly share
information to stay informed, be more productive and shorten the time to problem resolution. For more
information, review the SQLDM Mobile architecture and components, as well as its requirements.
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Log in the IDERA Dashboard and web console

Once you have installed and configured your IDERA Dashboard and SQL Diagnostic Manager deployments, you can
login to the web console by doing the following:

1. Open your selected Browser, make sure it is compatible with the IDERA Dashboard console requirements.

2. Type the IDERA Dashboard product URL: http://[<machinename>:<port> where <machinename> is the
name of your host or machine, and <port> is the port specified during installation. The default URL is
https://<localhost>:9291 or https://<machinename>:9291.

@ The port 9290 is used for http protocol, while the port 9291 is used for https protocol.

3. When the IDERA Dashboard web console launches on your browser, use your Windows user account
<domain\user> with the respective password to log into the product.

D =R A

A | PO R e S e (e el Lo
T FA L 1A= L FErT&EnTial s
Nalmiadsername L.redentals

L

Legin

Log in using Windows Credentials

Learn Woare

© The IDERA Dashboard Web Application service comes with SSL already set up. For more information on
running the IDERA Dashboard over SSL, see Run the IDERA Dashboard over SSL (HTTPS)
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Deploy SQLDM Mobile or IDERA Newsfeed

SQLDM Mobile is a Web-based application that includes the IDERA Newsfeed technology and several dashboard
views that define your server health and expose critical alerts. You can access the SQLdm Mobile Web site from
most smart phones and mobile devices. The IDERA Newsfeed is available quickly as a tab on the SQLDM Today
page.

Use the following links to prepare for your SQLDM Mobile or IDERA Newsfeed deployment:

+ Check the supported installation scenarios

« Learn about the components and architecture
« Review system requirements

«+ View the installation instructions
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SQLDM Mobile components and architecture including IDERA Newsfeed

SQLDM Mobile is an easy-to-use, Web-based application that seamlessly integrates into your existing diagnostic
and monitoring workflow. The SQLDM Mobile Web site includes many metrics and alerts panels that let you quickly
ascertain performance issues in your environment.

SQLDM Mobile also includes the IDERA Newsfeed technology. The Newsfeed provides an easy-to-use, social-media-
based collaboration tool you can use to solve issues faster while keeping your team appraised of changing server
statuses.

Whether you are tied to your desktop, on the go, or managing remote servers, these features can fit your unique
monitoring needs.

The SQLDM Mobile architecture easily runs in your SQL Server environment with minimal configuration. All
components run outside and separate from SQL Server processes, and do not add to or modify any of your native
SQL Server files or services.

Components

IDERA Newsfeed for SQL Diagnostic Manager

The IDERA Newsfeed is a user interface that seamlessly integrates with the SQL Diagnostic Manager
Console, letting you monitor your instances and collaborate with coworkers at the same time, in real
time.

IDERA Newsfeed Platform
The IDERA Newsfeed Platform consists of the SQLDM Mobile Repository database and the SQLDM Mobile
and Newsfeed Service.

SQLDM Mobile Repository database

The SQLDM Mobile Repository (Mobile Repository) is a central database that stores your configuration
settings, comments and other activity on stories, as well as notifications. Consider deploying the Mobile
Repository to the same computer that hosts your SQL Diagnostic Manager Repository.

SQLDM Mobile and Newsfeed Service

The SQLDM Mobile and Newsfeed Service facilitates communications between the SQLDM Mobile
Repository and your SQL Diagnostic Manager application. By default, this service is installed on the same
computer where you run the SQLDM Mobile and Newsfeed setup program. Consider SQLDM Mobile and
Newsfeed Service to the same computer that hosts your SQL Diagnostic Manager services, such as the
SQLDM Management Service.

Action Provider

The IDERA Newsfeed Action Provider converts SQL Diagnostic Manager alerts about a server status and
performance metrics into notification emails that SQLDM Mobile & Newsfeed Service can send to the
appropriate people. The setup program installs the action provider on the computer hosting your SQL
Diagnostic Manager Repository.

Authentication Provider

The IDERA Newsfeed Authentication Provider is the SQL Diagnostic Manager application that the IDERA
Newsfeed Platform uses to authenticate a user when he or she signs up or logs on. The IDERA Newsfeed
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Platform leverages the application security settings as defined in SQL Diagnostic Manager, determining
which monitored SQL Server instances a given user can access.

SQLDM Mobile Web application

The SQLDM Mobile website provides access to the same monitoring and collaboration features of the
IDERA Newsfeed technology via a mobile device, such as a smartphone or iPad. The SQLDM Mobile
website also includes SQL Diagnostic Manager panels so you can quickly check server performance when
you are away from your desk.
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SQLDM Mobile and IDERA Newsfeed requirements

You can easily install SQLDM Mobile on any computer that meets or exceeds the following requirements. The
SQLDM Mobile installation includes the IDERA Newsfeed technology and these related components:

+ SQLDM Mobile Web application
+ SQLDM Mobile & Newsfeed Service
+ SQLDM Mobile Repository

For more information, review all the SQLDM Mobile components and architecture.

General requirements for all components

All SQLDM Mobile components require Microsoft .NET Framework version 4.0 or later.

Permission requirements

The SQLDM Mobile and Newsfeed Service account requires the following permissions. By default, setup program
assigns the Local System account to the SQLDM Mobile and Newsfeed Service. During install, you can input
credentials for a Windows user account or SQL Server login.

Permission Why it's required

Log on as Service Allows the SQLDM Mobile and Newsfeed Service account to
run as a service.

Read and write privileges on the SQLDM Mobile Allows the SQLDM Mobile and Newsfeed Service to receive
Repository database and maintain performance and configuration data in the
SQLDM Mobile Repository.

Port requirements

By default, the SQLDM Mobile components use the following ports.

Port Number Where Which component Why
uses it
25 Mail Server SQLDM Mobile Allows the SQLDM Mobile and

and Newsfeed Service  Newsfeed Service to send
notification emails.
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Port Number Where Which component Why
uses it
80 Web Server hosting the SQLDM SQLDM Mobile Web Allows access to the SQLDM
Mobile Website application Mobile screens via a mobile

device inside or outside your
corporate firewall. By default,
IIS uses port 80 for the local
virtual directory, so check your
Web Server settings to pick an
appropriate port for SQLDM
Mobile. You can specify a
different port during install or
later when you need to change
this configuration.

5166, 5167 Computer running the SQL SQL Diagnostic Allow communications between
Diagnostic Manger services Manager services SQL Diagnostic Manager and the

IDERA Newsfeed Platform for
signup and login authentication.

5168 Computer running the SQLDM SQLDM Mobile Allows communications between
Mobile and Newsfeed Service and Newsfeed Service  the IDERA Newsfeed and SQL
Diagnostic Manager for server
status updates.

Mobile device requirements

You can access SQLDM Mobile on any smart phone or other mobile device that meets these minimum operating
system requirements:

« Android version 2.1 or later

« i0S version 3.2 or later

« RIM (BlackBerry OS) version 6.0 or later
+ Windows Phone 7

You can run the SQLDM Mobile Web application in a native browser that supports HTML 5, such as Google Chrome,
Mozilla Firefox, or Edge Browser. SQLDM Mobile does not support Microsoft Internet Explorer 10+ or earlier.

@ Ifyou plan to use IE 9 or later to access the SQLDM Mobile Web site, make sure that you disable the
Display intranet sites in Compatibility View setting. To change this setting, click Compatibility View
Settings on the Tools menu in the IE browser window.

Web server requirements

The SQLDM Mobile Web application requires the following Web Server configuration.
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Type of requirement Minimum value
CPU 2.0 GHz

Memory 1GB

Disk space 21 MB

Microsoft Internet Information Services (11S) Version 7.0 or later

By default, IIS 7 installs with Windows Server 2008. You can
enable this role using the native Server Manager.

@ To successfully run the SQLDM Mobile Web application, make sure that Microsoft .NET Framework version
4.0 or later is installed. Also, verify the following service roles in IIS are enabled:

+ Management Tools
+ |IS Management Console

« Web Server
» Application Development
« ASP.NET (4.0 or later)
« ISAPI Extensions
« ISAPI Filters
« .NET Extensibility (4.0 or later)

« Common HTTP Features
+ Default Document
+ Directory Browsing
o« HTTP Errors
« Static Content

+ Health and Diagnostics
« HTTP Logging

+ Performance
« Static Content Compression

« Security
« Request Filtering

Repository requirements
You can install the SQLDM Mobile Repository on a computer running the following versions of SQL Server software:

« SQL Server 2005 SP1+
« SQL Server 2008

« SQL Server 2008 R2

« SQL Server 2012

« SQL Server 2014

« SQL Server 2016

« SQL Server 2017
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Keep in mind that the Repository database and corresponding SQLDM Mobile & Newsfeed Service require 19 MB of
disk space.
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How to install SQLDM Mobile and IDERA Newsfeed

This procedure guides you through the installation of SQLDM Mobile and Newsfeed. Before installation, review the
associated architecture and components. Although you can install different components on different computers,
this procedure recommends the following deployments:

« Install the Mobile and Newsfeed components on the same computer where your SQL Diagnostic Manager
services reside
« Install the Mobile web components on your corporate Web Server

@ Inlarger environments that contain more than one SQL Diagnostic Manager installation, consider
dedicating a SQLDM Mobile deployment per each SQL Diagnostic Manager application.

@ Ifyou areinterested in installing only the IDERA Newsfeed without the additional components used with
SQLDM Mobile, see How to install IDERA Newsfeed only.

Install or upgrade to SQL Diagnostic Manager 10.4

SQLDM Mobile and the IDERA Newsfeed technology are supported by SQL Diagnostic Manager 7.0 or later versions.
To successfully install and deploy SQLDM Mobile, Install or upgrade first to SQL Diagnostic Manager 10.3

Start your SQLDM Mobile and Newsfeed install

You can install the SQLDM Mobile components on any computer that meets or exceeds the product requirements.
By default, the SQLDM Mobile and Newsfeed setup program installs the SQLDM Mobile and Newsfeed Service to the
local computer.

To start installing SQLDM Mobile and Newsfeed:

1. Logon with an administrator account to the computer on which you want to install the SQLDM Mobile
and Newsfeed Service. We recommend that you install this service on the same computer that already
hosts your SQL Diagnostic Manager services.

Run Setup.exe in the root of the SQL Diagnostic Manager installation kit.

Click SQLDM Mobile and Newsfeed on the Quick Start window.

On the Welcome window of the setup program, click Next.

Review the license agreement. To accept this license agreement, click | accept the terms in the
license agreement and then click Next.

ol wn

Begin configuring your install

We recommend installing the Mobile and Newsfeed components in your SQL Diagnostic Manager environment, and
then re-running the setup program to install the SQLDM Mobile Web application on your Web Server.

You can use the default install location or specify a different path. For your first install, we recommend using the
default location. By default, the SQLDM Mobile and Newsfeed Service is also installed in the same location.

On the Custom Setup window, choose the Mobile and Newsfeed components, and then click Next.

Add the Windows credentials to use for the SQLDM Mobile and Newsfeed Service account

You can specify the Local System account or a Windows user account. Make sure that the specified account
includes the required permissions.

To specify a service account:
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1. Select the Local System account or type the appropriate credentials in the provided fields.
2. Click Test Credentials to validate the account.
3. Click Next.

Select the SQL Server instance to use for the Repository database

Store the published status updates and other configuration settings in the SQLDM Mobile Repository.

@ SQLDM Mobile requires Microsoft SQL Server 2005 or above running on the computer that hosts the Mobile
Repository database.

To specify on which SQL Server instance you want to install the SQL Diagnostic Manager Repository:

1. Select the SQL Server instance you want to use. The SQL Server menu lists SQL Server instances
provided by your domain controller. /f you do not see your SQL Server instance in the list , type the
host name and instance in the space provided.

2. Click Next.

Add the authentication credentials to create the Repository database

You can use either Windows or SQL Authentication to create the Mobile Repository database. Make sure the
specified Windows account includes the required permissions.

To specify a service account:

1. Choose the authentication that you want to use, and then type the appropriate credentials in the
provided fields.
2. Click Test Connection to validate the account can connect to the specified SQL Server instance.
3. Click Next.
Add the authentication credentials to connect to the Repository database at run time

You can use either Windows or SQL Authentication to connect to the Mobile Repository database. Make sure the
specified Windows account includes the required permissions.

To specify a service account:

1. Choose the authentication that you want to use, and then type the appropriate credentials in the
provided fields.
2. Click Test Connection to validate the account can connect to the specified SQL Server instance.
3. Click Next.
Select a location for the SQLDM Management Service

SQLDM Mobile uses its own Authentication Provider to enforce application security across your SQL Diagnostic
Manager and SQLDM Mobile deployments.

On the Authentication Provider window, specify the computer that hosts the SQLDM Management Service, and
then click Next.

Complete the Mobile & Newsfeed components install

Click Install to indicate that you are ready to complete your install with the configurations you specified.

Begin the SQLDM Mobile Web components install

We recommend installing the SQLDM Mobile Web components on your corporate Web Server. Make sure your Web
Server meets the software and port requirements.

IDERA Website | Products | Buy | Support | Community | About Us | Resources | Legal 137


http://www.idera.com
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com
http://community.idera.com
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

SQL Diagnostic Manager for SQL Server

To start installing the SQLDM Mobile Web application:

1. Logon with an administrator account to the computer on which you want to install the SQL Diagnostic
Manager Web application. We recommend that you install this application on the same Web Server
that already hosts your corporate Web site.
2. Restart the SQLDM Mobile and Newsfeed setup program and navigate to the Custom Setup window.
3. Choose the Mobile Web components, and then click Next.
Select the Web Server settings you want the SQLDM Mobile Web application to use

The setup program installs the SQLDM Mobile Web application in a unique virtual directory on your Web Server
computer. You can install the SQLDM Mobile Web application as a new Web site or add it to an existing Web site,
such as your corporate intranet.

Specify the name of the computer that hosts the SQLDM Mobile and Newsfeed Service so that you can send
communications between the SQLD< Mobile components and SQLDM.

Make sure your Web Server meets the SQLDM Mobile requirements.
To configure the Web Server settings:

1. Choose whether to install the SQLDM Mobile Web application as a new Web site.
2. Specify the name of the computer on which you installed the SQLDM Mobile and Newsfeed Service.
3. Click Next.

Complete the Mobile Web components install

Click Install to indicate that you are ready to complete your install with the configurations you specified.

IDERA Website | Products | Buy | Support | Community | About Us | Resources | Legal 138


http://www.idera.com
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com
http://community.idera.com
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

SQL Diagnostic Manager for SQL Server

How to install IDERA Newsfeed only

This procedure guides you through the installation of IDERA Newsfeed only and none of the additional components
used with SQLDM Mobile. Use this solution in a larger environment where your SQL Server team or environment is
spread across multiple locations and you need an easier, more streamlined way to troubleshoot issues. The IDERA
Newsfeed can help you capture or bookmark the team resolutions for future reference. You can implement this
option without need to allot the additional hardware and 1IS resources necessary to deploy a complete, mobile-
available solution.

Before installing Newsfeed, review the associated architecture and components.

Install or upgrade to SQL Diagnostic Manager 10.4

The IDERA Newsfeed technology is supported by SQL Diagnostic Manager 7.0 and above versions. To successfully
install and deploy IDERA Newsfeed, first install or upgrade to SQL Diagnostic Manager 10.4.

Start your IDERA Newsfeed install

Before installing Newsfeed, review the associated architecture and components. You can install the IDERA
Newsfeed on any computer that meets or exceeds the product requirements. By default, the SQLDM Mobile
and Newsfeed setup program installs the SQLDM Mobile and Newsfeed Service to the local computer.

To start installing IDERA Newsfeed:

1. Logon with an administrator account to the computer on which you want to install the SQLDM Mobile
and Newsfeed Service.

Run Setup.exe in the root of the SQL Diagnostic Manager installation kit.

Click SQLDM Mobile and Newsfeed on the Quick Start window.

On the Welcome window of the SQLDM Mobile and Newsfeed setup program, click Next.

Review the license agreement. To accept this license agreement, click | accept the terms in the
license agreement, and then click Next.

ok wnN

Begin configuring your install

You can use the default install location or specify a different path. For your first install, we recommend using the
default location. By default, the SQLDM Mobile and Newsfeed Service is also installed in the same location.

On the Custom Setup window, choose the Mobile and Newsfeed components, and then click Next.

Add the Windows credentials to use for the SQLDM Mobile and Newsfeed Service account

You can specify the Local System account or a Windows user account. Make sure the specified account includes the
required permissions.

To specify a service account:

1. Select the Local System account or type the appropriate credentials in the provided fields.
2. Click Test Credentials to validate the account.
3. Click Next.

Select the SQL Server instance to use for the Repository database

The IDERA Newsfeed Repository is where the published status updates and other configuration settings are stored.

© 5QLdm Mobile requires Microsoft SQL Server 2005 or above running on the computer that hosts the
Newsfeed Repository database.
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To specify the SQL Server instance to install the SQL Diagnostic Manager Repository on:

1. Select the SQL Server instance you want to use. The SQL Server menu lists SQL Server instances
provided by your domain controller. /f you do not see your SQL Server instance in the list, type the
host name and instance in the space provided.

2. Click Next.

Add the authentication credentials to create the Repository database

You can use either Windows or SQL Authentication to create the Newsfeed Repository database. Make sure the
specified Windows account includes the required permissions.

To specify a service account:

1. Choose the authentication that you want to use, and then type the appropriate credentials in the
provided fields.
2. Click Test Connection to validate the account can connect to the specified SQL Server instance.
3. Click Next.
Add the authentication credentials to connect to the Repository database at run time

You can use either Windows or SQL Authentication to connect to the Newsfeed Repository database. Make sure the
specified Windows account includes the required permissions.

To specify a service account:

1. Choose the authentication that you want to use, and then type the appropriate credentials in the
provided fields.
2. Click Test Connection to validate the account can connect to the specified SQL Server instance.
3. Click Next.
Select a location for the SQLDM Management Service

SQLDM Mobile uses its own Authentication Provider to enforce application security across your SQL Diagnostic
Manager and IDERA Newsfeed deployments.

On the Authentication Provider window, specify the computer that hosts the SQLDM Management Service, and
then click Next.

Complete the Newsfeed install

Click Install to indicate that you are ready to complete your install with the configurations you specified.
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How to install SQL Diagnostic Manager Console only

This procedure guides you through the installation of the SQL Diagnostic Manager Console only.

@ You must have a full installation of SQL Diagnostic Manager already running in your environment before
attempting to install the SQL Diagnostic Manager desktop client console.

Perform your install

You can install SQL Diagnostic Manager desktop client console on any computer that meets or exceeds the product
requirements.

To install SQL Diagnostic Manager Console only:

1. Logon with an administrator account to the computer on which you want to install the SQL Diagnostic
Manager desktop client console.
2. Navigate to the location where the SQL Diagnostic Manager Console file resides in the distribution
media.
3. Ifyou use an x64 operating system, run SQLDiagnosticManager-x64_c.exe. If you use an x86
O0S, run SQLDiagnosticManager_c.exe.
On the Welcome window of the setup program, click Next.
5. Review the license agreement. To accept this license agreement, click | accept the terms in the
license agreement, and then click Next.
6. Select the default installation location or specify a different path.
7. Choose whether you want any user or only the current user to access this application, and then click
Next.
8. Verify that SQL Diagnostic Manager displays Console Only as selected, and then click Next.
9. Click Install to indicate that you are ready to complete your install with the configurations you
specified.
10. Click Finish to exit the setup program.

>

Complete the post-installation steps

When you first open the SQL Diagnostic Manager desktop client console, you must complete the fields necessary to
connect to your existing SQL Diagnostic Manager Repository. It is important that you have the information
available to connect to the proper SQL Server instance and SQL Diagnostic Manager Repository database using the
proper authentication credentials.
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Deploy SQL Diagnostic Manager in a high availability group

This procedure guides you through the installation of SQL Diagnostic Manager in a high availability group. SQL
Diagnostic Manager does not support direct installations under this scenario; however, you can deploy the SQL
Diagnostic Manager Repository in one of the nodes that belongs to a specific availability group and configure an
availability group listener that serves as a global link between nodes.

© Make sure to restart the SQL Diagnostic Manager services, apply the newly-generated license using the
Manage Licenses button before attempting to apply the license directly using the Management Console or
you may encounter issues.

1. Deploy the SQL Diagnostic Manager Repository targeting a node that is part of an availability group. For
example, Node 1\Instance A.

2. Move the SQL Diagnostic Manager Repository to an availability group in the primary replica with Listener Y
and port 300 (as example). To review how to create an availability group, see Microsoft document Creating
and Configuring a New Availability Group.

3. Anew license key for Listener Y, Port 300 is required. See Capturing an availability group's listener name and
port designation to send your request to IDERA Sales.

4. Using the SQLdm Management Service Configuration wizard modify the target repository to Listener Y, port
300.

¥ IDERA 501Ldm Management Service Configuration Wizard

Specify SALdm Repository

Specify the location and credentials uzed by the Management Service to connect to the
Repositony.

"B The information you provide below iz used by the Management S ervice to connect
) _.-' to the Repository. The Management Service wiites configuration and scheduled
= collection data to the Repaositar.

— Repozitamy
Server: lM_I,IDNSSIJLDM,El'IE
[ratabaze: ISDLde epozitaryFordla

Laf L Lo

Authentication: l S0L Server Authentication

Izer Mame: Isa

Paszward: I’“"“‘“’“"1

Test | @ Successfully connected to the Beposzitony

< Back I Mest > I Cancel

5. Save changes, and then restart the SQL Diagnostic Manager services. This process takes approximately 5
minutes.
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sQLdm Collection Service (Default) Mame = I Drescription I Skatus I Startup Twpe I Log Cn As I
550U Server Analysi...  Supplies on..,  Started fAutomatic Local Syskem
Stop the service -,.",;";SQL Server Browser  Provides 5... Disabled Local Service
Rttt the SEOR: 5450L Server Integra... Pravides m... Started Automnatic Mebwork 5.,
'x‘.;J’;SQL Server Reporti... Manages, ... Started Automatic Local System
Dascripticn: & Started Automatic Local System

i... Providesth...
Collects diagnostic metrics from :
monitorsd SQL Servers,

ion S ted Aukornakic

55 50Ldm Managemen. ..

ted Aukormatic simpsonst,..
55 50Ldm Predictive A... ted Automatic simpsonst...
-E.;?ESQLu:Im Rest Servic. .. 135 ted Aubornatic simpsonst,..
-,",,;";SSDF‘ Discovery oLl Disabled Local Service
‘L) System Event Mokifi... ket ted Aukomatic Local Systemn
;F,i':";Task Scheduler all Tasks » fted Aukornatic Local Swskern
-;f:f’;TCP,I'IP MetBIOS He... — fted fAutomnatic Local Service
-Q};Telephuny Refreshi Manual Metwork. 5.,
25k Thread Ordering Se... Properties Manual Local Service
GATP AutoConnect Se... —— Marual Local Syskem
-EE:?;TF‘ YC Gateway Ser.,, =P Mariual Lacal Systerm

6. Upon opening the SQL Diagnostic Manager Console, the system recognizes that you are trying to access the
selected node without the proper license and throws an error message.

7. Click the Manage Licenses button of the error message and type the new license for Listener Y, Port 300.
Open the SQL Diagnostic Manager Console, go to Help > Manage Licenses in the Toolbar menu, and the
License Keys window displays. Type the new license key in the available space, and then click Enter.
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AlwaysOn availability group listener name and port designation

This procedure guides you through the necessary steps to capture an availability group's listener name and port
designation. This information is essential for IDERA Sales to generate a special license that allows you to host the
SQL Diagnostic Manager Repository in an availability group. As a pre-requisite the SQL Diagnostic Manager
Repository needs to be hosted in an availability group within the primary replica.

1. Within SSMS, go to node that contains the availability group that hosts the SQL Diagnostic Manager
Repository and is the primary replica.

Cibject Explorer > X
Connect> 3J 3J @ “F [#] ,_E
= |B DrA-WAMZ 0 2-MIYWE0L2ZT25PT_C5 (501 Sepver 1
Lﬁ Databases
[ Security
[ Server Objects
[ Replication
] &laaysOn High Availahility
[ Managerment
[ Integration Services Catalogs

2. Expand the AlwaysOn High Availability folder and then the Availability Groups Folder.

Cibject Explorer - ¥

Connect~ 3 @ @ "7 [&] ﬁ }
= I:.ﬂ DRA-YAMZ0T2-MIVEOL2125PT_C5 (501 Serve
[ Datahases
[ Security
[ Server Objects
Replication

AlivaysOn High Ssvailability
1 Awvailability Groups
1 Managerment

[ Integration Services Catalogs
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3. Expand the availability group that is the primary replica.

Dbject Explorer w7

Connect~ 3 & m "7 [&] g
=) LB Db SN2 2-MWNSQL20T 5P _CE {501 Ser
[ Databases

[ Security
[ Server Ohjects

[ Replication

AlwwaysDn High Zwvailability
= 3 fwailability Graups
5] AG-MIAMI (Secondany)

|E| o S0Ldra143 (Prirary) I
1 Awvailability Replicas
[ Awailability Databases
[ Awailability Graup Listeners
0 TestlAGCS (Secondany)
[ Management
[ Integration Services Catalogs

4. Expand the Availability Group Listeners Folder.

Object Bxplarer aeLIx
Connect~ % % m [ [2] &
=0 DM-NANZOT 2-NTNSOLEDZSPT_CS (301 Serve
# _d Databases
& T3 Securnty
& Tl Server Objects
% _d Replication
SR | SweaysOn High Seailability
= _d failabiliny Groups
Ll AG-MIAMI (Secondary)
= ;7 50Ldm143 (Primany)
[+ | Awvailability Replicas
¥ | Awailability Databases
| = (3 Availability Group Listeners |
L4 MiySlistener
3 0 Test1AGCS (Secondany)
% _d Management

# _d Integration Sepvces Catalogs
+ 15 SOL Server Agent

5. Right-click the listener, select Properties, and the Availability Group Listener Properties dialog Displays.
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# 3 Databases
# 3 Security
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% A Replication
= A AlwaysOn High Svailability
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% 5 AG-MIAMI (Secondary)
= G 5QLdm143 (Primang
[ Awailability Replicas
| 4 Svailability Databases
;:5 S0LdmRBepositong143
= 4 Awailability Group Listeners

BB

=

5 &% Toet] PowerShell

# [ Managernent Reparts
% 4l Integration Servis

# b S0OL Server Agen Delste..,
Refresh

Properties

SQL Diagnostic Manager for SQL Server

Send IDERA Sales the Listener DNS Name and Port designation information to obtain a new license to

host the SQL Diagnostic Manager Repository in an availability group.
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B scapt ~ [T Help
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Port:
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Configure your deployment

After initially installing SQL Diagnostic Manager, use the following configuration tasks to help you get the most out
of SQL Diagnostic Manager:

« Add your SQL Server instances

« Configure console options

« Connect to a SQL Diagnostic Manager Repository

+ Set your Repository grooming schedule

« Use tags to organize your monitoring environment
+ Use custom counters to track metrics
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Connect to the SQL Diagnostic Manager Repository

The first time you open the SQL Diagnostic Manager Management Console, SQL Diagnostic Manager displays the
Connect to SQL Diagnostic Manager Repository window. Use this window to select the SQL Server instance, SQL
Diagnostic Manager Repository database name, and enter the authentication details the SQL Diagnostic Manager
Console uses to communicate with the SQL Diagnostic Manager Repository.

The SQL Diagnostic Manager Console requires Read Access on the SQL Diagnostic Manager Repository database.
You can use either Windows Authentication or SQL Server Authentication for this connection.

Access the Connect to SQL Diagnostic Manager Repository window

You can open the Connect to SQL Diagnostic Manager Repository window from the SQL Diagnostic Manager
Console menu bar by selecting File > Connect to SQLDM Repository. The ability to connect to another Repository
is important in disaster recovery situations where you need to change the location of your SQL Diagnostic Manager
Repository.
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Add your SQL Server instances

The Add Servers wizard allows you to add the SQL Server instances you want to monitor. The Add Servers wizard
also allows you to configure all the common options you use for monitoring SQL Server collection settings and
alerts, and apply an alert template.

@ Ifyou are adding several SQL Server instances and you want to configure the same alert thresholds on
each instance, consider setting up an alert template before adding any of your SQL Server instances.

Access the Add Servers wizard

You can open the Add Servers wizard from the SQL Diagnostic Manager Console menu by selecting File > Manage
Servers, and then clicking Add in the Manage Servers window.

Other configurations that need attention when adding a virtualized SQL Server instance

If the monitored SQL Server instance you want to add resides on a virtual machine, add the instance using the Add
Servers wizard, and then access the VM configuration window to associate the instance with the correct virtual
machine and host.

@ IDERA recommends that you register individual instances in the Add Servers wizard when looking to
monitor availability replicas. Note that registering an Availability Group Listener may result in misleading
data due to the failovers between availability replicas.

About alert templates

SQL Diagnostic Manager allows you to configure generic alert settings as a template that you can apply to servers
and groups of servers in your organization. Click Tools > Alert Configuration Template and complete the required
fields to configure an alert template.

Delete a SQL Server instance

You can easily delete a SQL Server instance at any time by right-clicking the appropriate instance, and then
selecting Delete. SQL Diagnostic Manager displays a confirmation message that asks, "Would you like to retain the
data collected for the selected instance?" Click Yes and SQL Diagnostic Manager retains data for the instance and
includes it in some reports, such as the Server Inventory report. Click No and SQL Diagnostic Manager deletes the
SQL Server instance and all related data.

IDERA Website | Products | Buy | Support | Community | About Us | Resources | Legal 150


http://www.idera.com
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com
http://community.idera.com
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw
http://wiki.idera.com/display/SQLDM/Copy+View+suggested+alert+thresholds

SQL Diagnostic Manager for SQL Server

Configure authentication

The Configure Authentication window of the Add Servers wizard allows you to select the authentication credentials
SQL Diagnostic Manager uses when collecting performance and statistics information from your SQL Server
instances. You can also set encryption to secure the connection.

After selecting a connection type and encryption, click Next to continue.

Access the Add Servers wizard

You can open the Add Servers wizard from the SQL Diagnostic Manager Console menu by selecting File > Manage
Servers, and then clicking Add in the Manage Servers window.

Select a connection type

Windows Authentication is the recommended collection type as SQL Diagnostic Manager uses a number of SQL
trace statements that require a trusted connection. When you select and use Windows Authentication, the
account the SQLdm Collection Service is running as is used to connect to the SQL Server instance.

Select encryption

SQL Diagnostic Manager allows you to designate encryption methods used to encrypt data between the SQLdm
Collection Service and the monitored SQL Server instance. The options include SSL (Secure Sockets Layer) or SSL
with Trust Service Certificate.

Encrypt Connection (SSL)

The Encrypt Connection (SSL) option adds a flag in the connection properties that triggers SSL use
when the SQLdm Collection Service connects to a monitored server that uses SSL to encrypt the data
transfer. For this option to work correctly, you must configure the monitored SQL Server instance to use
SSL encryption.

Trust Server Certificate (Bypass Certificate Validation)

The Trust Server Certificate (bypass certificate validation) option is available only after you select
Encrypt Connection (SSL). This option allows you to skip certificate validation when a SQL Server
instance establishes a connection. If SSL on the monitored SQL Server instance is not configured to use a
certificate that the collection service trusts, then the connection is rejected unless you select the Trust
Server Certificate option.
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Select instances to monitor

The Select Servers to Monitor window of the Add Servers wizard allows you to select one or more of the SQL Server
instances you want to monitor using SQL Diagnostic Manager. If the name of the SQL Server instance you want to
monitor does not appear in the list, type the instance name in the space provided in the Available Servers area. You
can also designate specific ports for your SQL Server instances by entering a comma between the instance name
and port number, for example domain\instance name,port.

The Available Licenses field shows you the number of instances your current license permits SQL Diagnostic
Manager to monitor.

@ The Select Servers to Monitor window lists all the SQL Server instances provided by your domain
controller. This list can include unsupported SQL Server instances. Be sure to select only SQL Server
instances that are supported by SQL Diagnostic Manager.

Access the Add Servers wizard

You can open the Add Servers wizard from the SQL Diagnostic Manager Console menu by selecting File > Manage
Servers, and then clicking Add in the Manage Servers window.
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Select cloud or Linux provider

SQL Diagnostic Manager recognizes if any of the added instances is hosted on the cloud or Linux.

G Add Servers Wizard ? b4

Select cloud or Limux provider for the added servers

If ary of the added instances is hosted on the cloud or Linwe, select its respective provider or SGL | ‘
Diagnostic Manager recognizes it as "Maot & cloud ar Linw instance . _

Server Mame Cloud Provider
WIN-813EI007BC0 Mot a cloud or Linux instance -
Amazon RDS

Microsoft Azure

Lire

The select cloud providers for the added servers window allows you to choose a cloud provider for your monitored

SQL Server instances that are hosted on the cloud. SQL Diagnostic Manager supports Amazon RDS and Microsoft
SQL Azure.

& If you do not select a cloud provider, SQL Diagnostic Manager recognizes your SQL Server instance as
"Not a cloud instance".

@ Aws

Review the Minimum permissions to monitor an Amazon RDS instance with SQL Diagnostic Manager.

Access the Add Servers wizard

You can open the Add Servers wizard from the SQL Diagnostic Manager Console menu by selecting File > Manage
Servers, and then clicking Add in the Manage Servers window.
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Metric availability for instances hosted on the cloud

SQL Diagnostic Manager allows you to view a wide range of information collected for your monitored SQL Server
instances hosted on Amazon RDS and Microsoft SQL Azure.

& SQLDM supports monitoring of images hosted on virtualized or cloud laaS environments such as Microsoft
Azure and Amazon EC2.

To have more information on the metrics data that are available for cloud instances, select your preferred option:

+ Available metrics for Amazon RDS and Microsoft SQL Azure in SQL Diagnostic Manager.
+ Unavailable metrics for Amazon RDS and Microsoft SQL Azure in SQL Diagnostic Manager.

Available metrics for Amazon RDS and Microsoft SQL Azure in SQL Diagnostic Manager
For monitored SQL Server instances hosted on Amazon RDS

SQL Diagnostic Manager Area Collected Metrics by Amazon RDS
Overview — Details Batches
Batches Per Second
Blocked Sessions
Buffer Cache Hit Ratio
Buffer Cache Size
Checkpoint Writes
Checkpoint Writes Per Second
Client Computers
Connections
Connections Per Second
Data File Count
Data File Space Allocated
Database Count
Full Scans
Full Scans Per Second
Lazy Writer Writes

Lazy Writer Writes Per Second
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Lead Blockers

Lock Waits

Lock Waits Per Second
Log File Count

Log File Space Allocated
Log File Space Used

Log Flushes

Log Flushes Per Second
Maintenance Mode

OLE Automation Status
Open Transactions

0S Metrics Availability
Packet Errors

Packet Errors Per Second
Packets Received
Packets Received Per Second
Packets Sent

Packets Sent Per Second
Page Life Expectancy
Page Lookups

Page Lookups Per Second
Page Reads

Page Reads Per Second
Page Splits

Page Splits Per Second

IDERA Website | Products | Buy | Support | Community | About Us | Resources | Legal 155


http://www.idera.com
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com
http://community.idera.com
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

SQL Diagnostic Manager for SQL Server

Page Writes

Page Writes Per Second
Procedure Cache Hit Ratio
Read Ahead Pages

Read Ahead Pages Per Seconds
Read Write Errors

Response Time

Running Since

Server Version

Sql Compilations

Sql Compilations Per Second
Sql Memory Allocated

Sql Memory Used

Sql Recompilations

Sql Recompilations Per Second
System Processes

System Processes Consuming CPU
User Connections Percent

User Processes

User Processes Consuming CPU
WMI Service Status

Workfiles Created

Workfiles Created Per Second
Worktables Created

Worktables Created Per Second
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Sessions — Summary

Sessions — Details

Response Time
Sessions

Blocked Sessions

Lock Statistics — Average Wait Time

Lock Statistics — Deadlocks
Lock Statistics — Requests
Lock Statistics — Timeouts
Lock Statistics — Waits
Lock Statistics — Wait Time
Connection

User Session

Status

Host

Net Library

Network Address

User

Application

Database

Transaction Isolation Level
Usage

Login Time

Last Activity

Physical I/O

CPU (ms)

Memory (kb)

SQL Diagnostic Manager for SQL Server
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Open Transactions

Lock Information

Wait Time (ms)

Blocking

Blocking Count

Tempdb Usage

Version Store Elapsed Seconds
Space Used in kb (Alloc / Dealloc)
Session User Space

Task User Space

Session Internal Space

Task Internal Space

Last Command

For monitored SQL Server instances hosted on Microsoft SQL Azure

SQL Diagnostic Manager Area Collected Metrics by Microsoft SQL Azure
Overview — Details Response Time
Sessions — Summary Response Time

Sessions

Blocked Sessions
Sessions — Details Connection

User Session

Status

Host

User

Execution Context

Application
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Database

Transaction Isolation Level
Usage

Login Time

Last Activity

Physical I/O

CPU (ms)

Memory (kb)

Lock Information

Wait Time (ms)

Resource

Blocking

Blocking Count

Tempdb Usage

Version Store Elapsed Seconds
Space Used in kb (Alloc / Dealloc)
Session User Space

Task User Space

Session Internal Space
Task Internal Space

Last Command

Unavailable metrics for Amazon RDS and Microsoft SQL Azure in SQL Diagnostic Manager

SQL Diagnostic Manager allows you to view a wide range of information collected for your monitored SQL Server
instances hosted on Amazon RDS and Microsoft SQL Azure. However, the following information and metric data are
not available yet:

For monitored SQL Server instances hosted on Amazon RDS
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SQL Diagnostic Manager area Information and metric data not collected by Amazon RDS

Overview - Details Available Memory

Data File Space used

Disk Queue Length

Disk Time (Percent)

OS CPU Privileged Activity

OS CPU User Time

OS Total Processor Activity

Pages Per Second

Physical Memory

Procedure Cache Size

Processor Queue Length

Sql CPU Activity

Sql Memory Used Percent

Used Memory (Percent)

Sessions — Details Connection
Execution Context
Usage
Lock Information
Lock Information
Wait Type

Resource

For monitored SQL Server instances hosted on Microsoft SQL Azure
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SQL Diagnostic Manager area Information and metric data not collected by Microsoft SQL Azure

Overview - Details Available Memory
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Batches
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Batches Per Second

Blocked Sessions

Buffer Cache Hit Ratio

Buffer Cache Size

Checkpoint Writes

Checkpoint Writes Per Second

Client Computers

Connections

Connections Per Second

Data File Count

Data File Space Allocated

Data File Space used

Database Count

Disk Queue Length

Disk Time (Percent)

Full Scans

Full Scans Per Second

Lazy Writer Writes

Lazy Writer Writes Per Second

Lead Blockers
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Lock Waits

Lock Waits Per Second

Log File Count

Log File Space Allocated

Log File Space Used

Log Flushes

Log Flushes Per Second

Maintenance Mode

OLE Automation Status

Open Transactions

OS CPU Privileged Activity

OS CPU User Time

OS Metrics Availability

0S Total Processor Activity

Packet Errors

Packet Errors Per Second

Packets Received

Packets Received Per Second

Packets Sent

Packets Sent Per Second
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Page Life Expectancy

Page Lookups Per Second

Page Reads

Page Reads Per Second

Page Splits

Page Splits Per Second

Page Writes

Page Writes Per Second

Pages Per Second

Physical Memory

Procedure Cache Hit ratio

Procedure Cache Size

Processor Queue Length

Read Ahead Pages

Read Ahead Pages Per Second

Read Write Errors

Running Since

Server Version

Sql Compilations

Sqgl Compilations Per Second
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Sessions — Summary

SQL Diagnostic Manager for SQL Server

Sql CPU Activity

Sql Memory Allocated

Sql Memory Used

Sql Memory Used Percent

Sqgl Recompilations

Sql Recompilations Per Second

System Processes

System processes Consuming CPU

Used Memory(Percent)

User Connections Percent

User Processes

User Processes Consuming CPU

WMI Service Status

Workfiles Created

Workfiles Created Per Second

Worktables Created

Worktables Created Per Second

Lock Statistics — Average Wait Time

Lock Statistics — Deadlocks

Lock Statitstics — Requests
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Lock Statistics — Timeouts

Lock Statistics — Waits

Lock Statistics — Wait Time

Sessions — Details Connection

Net library

Network Address
Usage

Open Transaction
Lock Information

Wait Type
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User Permissions for Azure

Recommended permissions for Azure

SQL Diagnostic Manager now includes a SQL Script to create a new user for Azure SQL Database Standard and Basic
Tier with the minimum and necessary permissions for the product to function. Also, includes additional
permissions that are required for trace and xevent manipulation.

1. Use the Find/Replace function to locate and replace all references to 'SQLdmConsoleUser' with the name of

your SQLdm User.
2. Connect to the SQL Server that is hosting your SQLdm Repository database and execute the script found
under the name of RecommendedPermissionsAzure.sql in the following path:
C:\Program Files|Idera\ldera SQL diagnostic manager|\User Creation Scripts

Recommended permissions Azure replication mirroring

Also, itincludes a SQL Script to create new user for Azure SQL Database Standard and Basic Tier with minimum and
necessary permissions for the product to function. This script has additional permissions required for trace, xevent
manipulation, mirror, and replication.

1. Use the Find/Replace function to locate and replace all references to 'SQLdmConsoleUser' with the name of
your SQLdm User.
2. Connect to the SQL Server that is hosting your SQLdm Repository database and execute this script.
You can find this script under the name of RecommendedPermissionsAzureReplicationMirroring.sql in the
following path:
C:\Program Files|Idera\ldera SQL diagnostic manager|User Creation Scripts

() For more information about the characteristics of the Server admin and Azure Active Directory admin
accounts, review Controlling and granting database access to SQL Database and SQL Data Warehouse.
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Configure data collection

The Configure SQL Diagnostic Manager Collection window of the All Servers wizard allows you to set the interval at
which you want to collect diagnostic data and raise alerts, and whether you want to enable query monitoring.

The collection interval you specify refers to the time SQL Diagnostic Manager waits to collect statistical information
on your SQL Server instance. This data includes the resource, session, database and tables, query, and service
information.

The Query Monitor is a standard SQL Server trace that collects events occurring on your SQL Server instance over a
period of time.

& Enabling the Query Monitor can cause SQL Server performance degradation while it runs. Enable the
Query Monitor only when diagnosing specific query issues.

After making any changes to the collection interval or enabling the Query Monitor, click Next to continue.

Access the Add Servers wizard

You can open the Add Servers wizard from the SQL Diagnostic Manager Console menu by selecting File > Manage
Servers, and then clicking Add in the Manage Servers window.

Select a collection interval

Choosing the appropriate interval depends on your specific monitoring needs. When your SQL Server instance
performs poorly, you can decrease the collection interval so that you can track changes more often. When
monitoring a SQL Server instance that has a very heavy client load and a large number of databases, you can
increase the time period between collections to reduce the possibility of the frequent collections causing a
performance impact on your clients.

Monitoring your environment by collecting query activities

When you experience query timeouts or other performance issues, you can collect query-related activities through
the Query Monitor. Note that enabling these options can degrade performance on the monitored SQL Server
instance because of the additional data collection and storage. To help alleviate degradation, SQL Diagnostic
Manager allows you to select only those types of queries you want to monitor such as batches, statements,
procedures, and triggers. Additional threshold fields allow you to set the levels at which you consider a query as
performing poorly.

@ itisimportant to remember that once you complete your problem diagnosis, you can disable the Query
Monitor on the Monitored SQL Server Properties window by selecting the Query Monitor tab and then
clearing the Enable the Query Monitor check box.

Using advanced Query Monitor options

Query Monitor includes advanced options that allow you to filter applications, databases, and SQL text from
collection. Use semicolons (;) to separate multiple entries. You can also use the percent character (%) as a wildcard.

You can access this window by clicking the Advanced button in the Query Monitor tab of the monitored SQL Server
Properties window.
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Configure OS metric collection

The Configure OS Metric Collection window of the Add Servers wizard lets you select which type of operating
system metrics collection you want to use or whether you do not want to collect any OS metrics from a SQL Server
instance:

« Do not collect Operating System data

«+ Collect Operating System data using OLE Automation

+ Collect Operating System data using direct WMI (selected by default when adding a new SQL Server
instance)

SQL Diagnostic Manager uses OLE automation or a direct connection to the Windows Management Interface (WMI)
when collecting OS metrics and service status data on clustered SQL Servers. For additional information about
0S metrics collection, see Configure OS metrics monitoring.

@ SQL Diagnostic Manager retains your previous settings upon upgrade if OLE automation is the default for
your monitored SQL Server instance.

After selecting your method for OS metrics collection, click Next to continue.

Access the Add Servers wizard

You can open the Add Servers wizard from the SQL Diagnostic Manager Console menu by selecting File > Manage
Servers, and then clicking Add in the Manage Servers window.

Disabling OS metric collection

SQL Diagnostic Manager does not require OS metrics collection. However, if you disable this feature, SQL
Diagnostic Manager ceases to collect OS metrics and does not raise any previously-associated alerts. You can easily
enable OS metric collection at any time if you decide that you want to continue collecting these metrics.

Permissions for direct WMI collection

It is preferred that the WMI user is a local administrator on the monitored SQL Server instance. However, if you do
not want to grant administrator access, use the following steps to configure remote WMl access in Microsoft
Windows:

1. Add the user account to the Performance Log Users and Distributed COM users groups.
2. Grant privileges to WMI.

You also may need to add the WMI user account to the following policies:

« Act as part of the operating system
+ Logon asabatch job

+ Logonasaservice

« Replace a process level token

For more information about using a direct WMI connection, see the Microsoft document, Securing a Remote WMI
Connection.
Using direct WMI when the collection service is on a different domain than the SQL Server

In environments where cross-domain trust security is enforced, data from asynchronous collection is not returned
from an untrusted domain to a trusted domain. As a result, the collection service does not receive the data.
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If you select Collect Operating System data using direct WMI and the machine used for your collection service is
in a different domain than your monitored SQL Server instance, you must make some configuration changes on
your collection service machine. If you do not make these changes, change your OS metrics collection to Collect
Operating System data using OLE automation if you want OS and disk statistics plus the auto discovery of mount
points.
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Select an alert template and tags

The Select Alert Template and Tags window lets you assign an alert template and tags while you add an instance.
Alert templates allow you to configure generic alert settings to apply to your servers or groups of servers. Tags are
labels that help you organize server instances into meaningful groups.

To apply an alert template, select the appropriate template from the list. If you do not have an existing custom alert
template, you can create an alert template after you add your SQL Server instance, and then apply the template to
your server. You may select one or more existing tags from the list, or create new tags by clicking Add Tag.

If you create an instance before creating any custom alert templates, SQL Diagnostic Manager applies the default
alert template automatically. You can then create an alert template and apply it to the server once the new
template is available.

After selecting your baseline collection, click Next to continue.

Access the Add Servers wizard

You can open the Add Servers wizard from the SQL Diagnostic Manager Console menu by selecting File > Manage
Servers, and then clicking Add in the Manage Servers window.

Using tags

Tags are customizable to suit your needs. For example, you may want to view only server instances used by a
particular department (like Accounting), in a specific location, or by some other method (like SQL Server version).

You can assign multiple tags to each instance so that the instance appears in several different groups.
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Configure your virtual machine connections

The VM Configuration window allows you to associate your monitored virtual SQL Server instances with the
virtualization host server that manages your VMs and the VM on which the monitored SQL Server instance is
running.

Virtual machines appearing in the list are based on the permissions for the user account typed into the
Virtualization Host Configuration dialog box. To view a specific VM, you must have the View permission on all
parent folders.

© Remember to renew your link after changing the name of a virtual machine. Once the name change is
complete, simply open the VM Configuration window and wait until after SQL Diagnostic Manager is done
contacting the vCenter server or Hyper-V Host server to get a list of your VM names. Note that your
updated VM name already appears in the list. Click OK to save the new name to the list of VMs. If you do
not update the name, this action occurs again the next time you access the VM Configuration window.

Access the VM Configuration window

To open the VM Configuration window, select Tools > VM Configuration, or click VM Configuration from the
Manage Servers window. You can also access this window from the Virtualization tab of the Server Properties
window by clicking the VM Configuration button.

Add a host server

SQL Diagnostic Manager allows you to add a new host server through the VM Configuration window. Click New, and
then complete the access information for the server. When you complete all the available fields, SQL Diagnostic
Manager allows you to verify connectivity with this server. Click Test to make sure you typed the correct access
credentials. Click OK after a successful test.
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© Hyper-V and metrics collection

See Hyper-V user requirements for information on how to successfully collect Hyper-V host and VM
metrics.

Verify your connection to the host server

You can test the connection to your listed host servers by selecting the appropriate server from the list, and then
clicking Test. SQL Diagnostic Manager displays an icon with your current connection status. If the connection fails,
click View/Edit and verify your connection details. Make the necessary changes to access your host server, click
Test, and then click OK to save your changes after a successful test.

Associate a monitored SQL Server instance to a VM

Once you add your SQL Server instances to SQL Diagnostic Manager for monitoring, you must associate them with
their host server and virtual machine.

To associate a monitored SQL Server instance to a virtual machine:
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. Verify that the instance you want to associate to the host appears in the list.

. Click the Virtualization column for the appropriate virtual instance, and then select the associated host
server from the drop-down list.

. Click the Virtual Machine column, and then select the name of the virtual machine where this instance

resides. SQL Diagnostic Manager populates this drop-down list based on the servers on the selected host
server.

. Click Link Instances to VMs.
. Click OK to save your changes and close this window.
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Configure your VM host server connection

The vCenter Connection Configuration window allows you to add or update connection details for your virtual
machine host servers. Complete the access information for the server, and the click Test to make sure you typed
the correct access credentials. Click OK after a successful test.

Occasionally, a connection test fails. Make sure you typed accurate information in the appropriate fields, and then
click Test. If the test fails again, there may be an issue with the server to which you are trying to connect.
Access the vCenter Connection Configuration window

To access the vCenter Connection Configuration window, first access the VM Configuration window by selecting
Tools > VM Configuration, or by clicking VM Configuration from the Manage Servers window. You can also access
this window from the Virtualization tab of the Server Properties window. Once in the VM Configuration window,
click New.

vCenter Server port requirements

The vCenter Server requires that you open the ports included in the following table. For the most current list of
ports, see the VMware Knowledge Base article regarding network port requirements.

Port Description

80 Required for direct HTTP connections. Note that this port redirects requests
to HTTPS Port 443.

389 Active Directory Services for the vCenter Server group.

443 Listens for connection from the vSphere Client, vSphere Web Access Client,
and other SDL clients.

636 SSL port of the local instance for vCenter Linked Mode.

902 (UDP) Used to send data to managed hosts.

902/903 Used by the vSphere Client to display virtual machine consoles.

5989 (TCP) CIM transaction traffic (Hardware Status).

8080 vCenter Management Webservices HTTP.

8443 Secure connection for vCenter Management Webservices HTTPS.

60099 Used to stream inventory object changes to SDK clients. Firewall rules for

this port on the vCenter Server can be set to block all, except from and to
localhosts if the clients are installed on the same host as the vCenter Server
service.
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Configure console options

You can specify a number of console options in the Console Options window that affect overall product behavior.
To access the Console Options window, select Tools > Console Options from the SQL Diagnostic Manager Console

toolbar.

The following tabs are available on the Console Options window:

Console Options

General . .
@ Configure console alert notifications.
Alerts

Motifications

Wwhen would you like to display conscle alert notifications?

() Mways show console alet notfications

(@ Only show console alert notifications when a state transition occurs

(") Mever show console alert notifications
What alert statuses do you want to display?

(® Show all alert statuses
() Show Waming and Critical alerts
() Show Critical alerts only

When should SQLOM play sounds?

(® For all console notifications

() Only for critical notifications

Preview

QK Cancel

General

The General tab allows you to set how often the console refreshes data, hide the Console when
minimized, select how SQL Diagnostic Manager manages chart data, choose what colors you want SQL

Diagnostic Manager to use, and enable the Baseline view.
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Alerts

The Alerts tab allows you to limit the number of historical alerts displayed in the Alerts view, which can
improve the performance of the view when there is a large number of alerts.

Notifications

The Notifications tab allows you to configure how SQL Diagnostic Manager notifies you when alert data
crosses a threshold.
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Define common properties

The options on the General tab represent the most common properties users can change in the SQL Diagnostic
Manager Console.

Access the Console Options window General tab

You can open the General tab of the Console Options window from the SQL Diagnostic Manager Console by
selecting Tools > Console Options. The General tab is available by default.

Set your refresh intervals

The Refresh Interval refers to the amount of time the SQL Diagnostic Manager Console waits before gathering data
from the SQL Diagnostic Manager Repository. There are two types of refreshes. Each type is associated with
different SQL Console components:

Server View Refresh

Refers to the amount of time the SQL Diagnostic Manager Console waits before refreshing the currently
active view. When you first open a view, the view is refreshed with the latest data SQL Diagnostic
Manager has collected directly from the monitored SQL Server instance. You may want to lower the
amount of time between refreshes if you are trying to diagnose a specific problem that requires a shorter
interval. The interval for this field is between one and 300 seconds.

Status and Alerts Refresh

Refers to the amount of time the SQL Diagnostic Manager Console waits before polling every monitored
SQL Server instance and displaying notification pop-ups, updating the monitored SQL Server instance
tree with status changes, and updating the SQLDM Today view with status changes. The interval for this
field is between one and 60 minutes.

Hide the desktop client

The Hide when minimized toggle determines whether SQL Diagnostic Manager displays as an active application in
your Windows taskbar. When you want to open your SQL Diagnostic Manager Console again, double-click the
IDERA SQL Diagnostic Manager icon in your taskbar. Enabling or disabling this option has no effect on data
collection or the refresh rate of your currently active view.

Use chart options
Chart options allow you to determine how much data is shown in your real-time charts. The entry in the Keep data
for the last field is always greater than the entry in the Show data for the last field.

Keep data for the last

Determines the length of time data is stored in the SQL Diagnostic Manager Repository.

Show data for the last

Determines the time period displayed in real-time charts.

Use a color scheme

The Color scheme field allows you to select the background color you prefer for the SQL Diagnostic Manager
Management Console. By default, the scheme is set to Black.
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Configure the Alerts view

The Alerts tab of the Console Options window allows you to enter the number of rows you want displayed in the
historical Alerts view. While this restriction limits the historical view, there is no limit to the number of rows used for
your active alerts. The default entry is 0, which does not limit the number of rows in your historical view.

Access the Console Options window Alerts tab

You can open the Alerts tab of the Console Options window from the SQLDM Console by selecting Tools > Console
Options, and then selecting the Alerts tab.
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Configure notification settings

The Notifications tab of the Console Options window allows you to configure when and how the SQL Diagnostic
Manager Console displays alert notifications. When you select an option to show notifications, SQL Diagnostic
Manager displays a pop-up notification in your task bar each time it reaches a threshold.

To see an example of a console alert, click Preview, and the alert pop-up appears as shown in the following image.

Console Options

General

Alerts

Motifications

@ Configure console alert notifications.

When would you like to display conscle alert notifications?

() Mways show conzole alet notfications
(® Only show console alert notfications when a state transition occurs

(") Mever show console alert notifications
‘what alert statuses do you want to display?

(® Show all alert statuses
() Show Waming and Critical alerts
() Show Critical alerts only

\when should SQLOM play sounds?

(® Foral console notffications

() Only for critical notifications

Preview

oK

4 pod

Cancel

Access the Console Options window Notifications tab

You can open the Notifications tab of the Console Options window from the SQL Diagnostic Manager Console by
selecting Tools > Console Options, and then selecting the Notifications tab.

Selecting visual notifications

SQL Diagnostic Manager allows you to select when and for which alert states you receive alert notifications. You can
select from the following options regarding when you want SQL Diagnostic Manager to display notifications:
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Always show console alert notifications
Provides alert notifications occur after every refresh.

Only show console alert notifications when a state transition occurs
Limits the alert notifications you receive on refreshes to only those that change states.

Never show console alert notifications
Prevents the occurrence of all console notifications, but you continue to receive all email alerts. This
setting is dependent upon your particular needs and you can modify the alert at any point. If you receive
too many notifications, consider limiting notifications to occur only after an alert state transition.
However, if you monitor a problematic SQL Server and want to know when a threshold is met, consider
monitoring all alert states.

Select from the following options regarding which alert statuses trigger notifications:

Show all alert statuses
Display notifications for all alert state changes.

Show Warning and Critical alerts
Display notifications only when an event triggers a Warning or Critical alert.

Show Critical alerts only
Display notifications only when an event triggers a Critical alert.

Selecting audible notifications

The options in the When should SQL Diagnostic Manager play sounds section allow you to toggle whether you want
to hear an audible notification along with the alert in SQL Diagnostic Manager whenever an event triggers a critical
alert. The default For all console notifications option helps to let you know of any notification within SQL
Diagnostic Manager. Select Only for critical notifications and SQL Diagnostic Manager plays the audible
notification only when an event triggers a critical alert.
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Set your SQL Diagnostic Manager Repository grooming schedule

The Grooming Options window allows you to schedule and configure SQL Diagnostic Manager Repository
grooming. Grooming is the process of deleting metrics stored in the SQL Diagnostic Manager Repository that are
older than a given date and time. It is important to groom data from your Repository to optimize the performance
of processes such as report generation and data collection.

@ You can limit the amount of data stored in the SQL Diagnostic Manager Repository by lowering the number
of days data is stored. This is particularly important when monitoring a large number of servers or when
storing Query information at a low threshold.

Access the Grooming Options window
To open the Grooming Options window, select Tools > Grooming Options from the toolbar menu.

In the Grooming Options window you can set an specific hour or determine after how many hours you want to
groom your data and aggregate queries.

Also, you can define when your data should be groomed to save repository space, under the following options (in
days):

+ Groom standard metrics and baselines older than

« Groom Sessions, Queries, Deadlocks, Waits, and History Browser data older than
« Groom inactive Alerts older than

« Aggregate query data into daily records after

+ Groom Change Log data older than

« Groom Prescriptive Analysis data older than

« Aggregate forecasting data to daily records after

« Groom forecasting data older than
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Grooming Opticns ? >

& Depending on the amount of data collected, grooming can be a performance intensive operation. It is
L f.-' recommended that grooming be scheduled for a time when the repository is less active. This time is in the
= Repository's time zone.

The current time on the repository is 11/23/2018 10:48:34 AM.

Data Grooming Aggregation
Delete old data and perform table and index Combine older data into daily rall-up
maintenance. records to save space.

(® Oncedaiyat |03:00aM - (® Once dailyat |02:00AM -

() Every 4 hours ) Every 4 hours

when should data be groomed to save repository space?

k. The amournt of data collected and stored by SQLDM can be large depending on the number of SGL
/.-' Server instances being monitored and how often data is collected. Use the following options to tailor data
= retention to your needs.

Groom standand metrics and baselines older than 10935 5| days
Groom Sessions, Queries, Deadlocks, Waits, 1 =] 4

and History Browser data older than = s
Groom inactive Alerts older than N days
Aggregate query data into daily records after 14 15 days
Groom Change Log data older than 30 = days
Groom Prescriptive Analysis data older than 30 5| days
Aggregate forecasting data to daily records after 1095 54 days
Groom forecasting data alder than 1095 5 days

\what is the current grooming status?

Data Grooming Aggregation
Cumenthy nunning |N|:: | Cumrenthy nunning |No |
Last completed at [11/23/2018 3.00.00 AM | Last completed at |11/23/2018 2:00:01 AM |
Completion status |Suc:n::eeded | Completion status |Succeeded |
Refresh
Groom Mow Aggregate Mow Cancel

The current grooming status is shown at the bottom of the Grooming Options window, it displays the current status
of the grooming and the aggregation actions. It also displays the date and time of the latest operation, and the
current completion status. Click Refresh to get the updated information of these actions at any time.

Click the options Groom Now and Aggregate Now located at the bottom of the Grooming Options window, to
perform these actions instantly.

IDERA Website | Products | Buy | Support | Community | About Us | Resources | Legal 186


http://www.idera.com
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com
http://community.idera.com
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

SQL Diagnostic Manager for SQL Server

IDERA Website | Products | Buy | Support | Community | About Us | Resources | Legal 187


http://www.idera.com
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com
http://community.idera.com
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

SQL Diagnostic Manager for SQL Server

Use custom counters to track metrics

SQL Diagnostic Manager, by default, displays a wide variety of the most common SQL Server and Operating System
performance metrics. In addition to providing these common metrics, custom counters provide the ability to add
additional performance metrics to the SQL Diagnostic Manager Console used for historical trending, on-demand
monitoring, and schedule refresh alerting.

© Import or export a custom counter

In the IDERA community site you can share or import custom counters created by other SQL Diagnostic
Manager users.

You can find a list of operating system counters by searching for "Windows Performance Counters" on
technet.microsoft.com.

You can add the following types of metrics:

« AllWindows System Counters, including all Perfmon and WMI counters

« Any SQL Server System Counter stored in the sysperfinfo system table

« Any numerical value you would like to return from a custom SQL script

« VM and host server performance counters accessible through the host Server

@ In addition to providing all of the above counters, you can add any additional counters contained in a new
Windows or SQL Server Service Pack. This allows you the flexibility to monitor any metric that is important
to your enterprise.

Access the Custom Counters view

To open the Custom Counters view, click Administration > Custom Counters from the navigation pane.

Administration w: Custom Counters
=} Administration I Home

e Application Security

= RN =l R o ] G By Bi
2 Custom Ceunters b s M i 3 PR R
95 ; g sl Wi
%" Changelog = o

Add Edi  Delets Test  Link |lmport Export

%y Import/Export

Getting Started with Custom Counters

Create a custom counter
To add a custom counter:

1. Select Administration in the navigation pane.

2. Select Custom Counters.

3. Ifthis is your first time to access this page, click Click here to add a new custom counter now. /f
you have accessed this page before, click Add.

Click Next on the Add Custom Counter wizard Welcome page.

Select a counter type, and then click Next.

Select the counter you want to monitor, and then click Next.

Select the counter calculation type and scale factor, and then click Next.

Type a name for the custom counter, select a Category, add a Description, and then click Next.

© N0k
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9. Configure your alert settings related to the new custom counter, and then click Next.
10. Click Finish.

Using custom SQL scripts

Use custom SQL scripts to monitor metrics that are not connected to system or SQL counters, under-utilized
SQL 2005 DMVs, or metrics that are very specific to your environment, such as row count for a production table.

@ sQL Diagnostic Manager does not scrub custom SQL batches for SQL Injection protection. Use caution
when entering custom SQL scripts as it is an advanced feature. The go command is not a Transact-
SQL statement and you cannot use this command in custom SQL batches. The go command is a batch
separator for Management Studio, Query Analyzer, sqlcmb, and osql.

Locate your custom counters

Custom counters appear in the following places in the SQL Diagnostic Manager Console:

Alert Configuration window

Your new custom counters appear in the Alert Configuration and the Default Alert Configuration
windows in the Custom category. You can edit the alert thresholds, and even decide whether you want
an alert associated with the new counter.

Server Details view

The Server Details view lists all the metrics monitored by SQL Diagnostic Manager, including all your new
custom counters. You can filter this view to display only your custom counters by selecting the Custom
Counters radio-button in the Filter ribbon. You can access this window by selecting details on the Server
view or by double-clicking Custom Counters in the Servers tree.

Custom Counters table

SQL Diagnostic Manager provides a list of all your custom counters in the Custom Counters table on the
Administration window. In addition to viewing a list of custom counters, you can add a new counter, edit
a counter, delete a counter, test a counter, or link a counter to a SQL Server instance for monitoring.
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Add a custom counter

Custom counters are Windows Operating System or SQL Server metrics that are not monitored, by default, by SQL
Diagnostic Manager. In addition to Windows Operating System and SQL Server metrics, you can enter T-SQL scripts
to monitor any variable in your environment or select from a list of virtualization performance counters if you have
monitored servers hosted on a virtual machine. Once added to the SQL Diagnostic Manager interface, you can
monitor the results, view historical trending of the metric, configure alerts and receive notifications on them, and
generate reports based on collected data.

Access the Add Custom Counter wizard

You can open the Add Custom Counter wizard by clicking Administration > Custom Counters, and then clicking
Add in the Custom Counters view.
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Select counter type

The Select Counter Type window of the Add Custom Counter wizard allows you to choose the method you want
SQL Diagnostic Manager to use when collecting the counter. SQL Diagnostic Manager offers the following counter
types:

Windows System Counter

Select this option to pick from counters that include both those available in Windows System
Performance Monitor (PerfMon) and Windows Management Instrumentation (WMI) performance counter

types.
SQL Server System Counter

Select this option to pick from counters that are gathered via standard T-SQL from SQL Server.

Custom SQL Script

Select this option to enter a custom T-SQL script to monitor variables such as those which are not
connected to the operating system or SQL Server counters or metrics that are very specific to your
environment such as a row count on a particular production table. Note that your script must return a
single numeric value.

Virtual Machine Counter

Select this option to pick from counters collected using an APl from VMware or Hyper-V.

Access the Add Custom Counter wizard

You can open the Add Custom Counter wizard by clicking Administration > Custom Counters, and then clicking
Add in the Custom Counters view.
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Select Windows system counter

The Select Windows System Counter window of the Add Custom Counter wizard allows you to select the counter
you want from a list populated from those currently available on an existing monitored SQL Server instance, or you
can enter the counter information manually.

Access the Add Custom Counter wizard

You can open the Add Custom Counter wizard by clicking Administration > Custom Counters, and then clicking
Add in the Custom Counters view.

Select a counter from the list

As you select from a populated list from those currently available on an existing monitored SQL Server instance, the
next drop-down list populates (filtered by your selection). This allows you to quickly find the specific counter you
want to add to SQL Diagnostic Manager.

1. Select whether you want to populate the list with counters that are contained in PerfMon, or populate it
with every WMI counter.

Pick the SQL Server instance to populate counter information from the drop-down list.

Select the object name from the drop-down list.

Select the name of the specific counter you want to add from the drop-down list.

Select the instance from the drop-down list. The instance name is used to distinguish objects of a given type.
For example, _Total refers to all instances, a drive letter such as C: for a specific disk drive, or the name of an
application.

oD

@ Click the Details button for information on the object name and counter name you have selected.

Manually add a counter

If you have the counter information available, you can enter the information quickly by simply pasting or typing the
Object Name, Counter Name, and Instance name into their associated fields. The counter information entered must
be the exact complicated name or the counter does not work correctly.

For example, to enter the Processor object name (as seen in PerfMon), use the following programmatic name entry
depending on the system configuration:

Win32_PerfFormattedData_PerfOS_Processor

@ VYou can find custom counter programmatic names on Microsoft TechNet.
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Select SQL Server system counters

The Select SQL Server System Counter window of the Add Custom Counter wizard allows you to manually enter
counter information or select counters from a list populated from those currently available on an existing
monitored SQL Server.

If you have the counter information available, you can enter the information quickly by simply pasting or typing the
Object Name, Counter Name, and Instance name into their associated fields. The counter information entered
must be exact or the counter does not work correctly.

To select a SQL Server system counter:

1. Select the appropriate SQL Server instance from the drop-down list.

2. Select the object name.

3. Select the name of the specific counter you want to add.

4. Select the instance, if applicable. The instance name is what distinguishes it from other similar objects.

If no counters appear in the drop-down list, either the counters are not installed or they are disabled, possibly by a
recent Windows Service Pack.

Access the Add Custom Counter wizard

You can open the Add Custom Counter wizard by clicking Administration > Custom Counters, and then clicking
Add in the Custom Counters view.

How to calculate this metric

For more information about the algorithm used to calculate a specific metric, see SQL Diagnostic Manager cannot
load the performance counters needed for the statistics view pane - Solution #00000133 IDERA Solution available at
the Customer Support Portal.

Understand why the SQL Server counter grows
Many SQL Server counter values start at zero when a server starts and then grow persistently from there, including
most of the values in the sysperfinfo system table.

For example, the Buffer Manager Page Lookups/Sec counter in the value collected mode always shows the total
number of page lookups since the server was first started, while when in the value per second mode, it shows the
number of lookups per second during the monitored period.
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Provide custom SQL script

The Provide Custom SQL Script window of the Add Custom Counter wizard allows you to enter or paste a T-SQL
script for your custom counter. For more information about T-SQL scripts, see SQL Server Books Online.

Refer to the following tips when using custom SQL Scripts:

Dangerous or destructive T-SQL that is entered as a custom counter is executed as entered, which could
resultin a negative impact on the linked monitored SQL Server instances.
The go command is not a Transact-SQL statement and you cannot use this command in custom SQL
batches. The go command is a batch separator for Management Studio, Query Analyzer, sglcmd, and osql.
Custom counter scripts run at every scheduled refresh and on-demand on the Custom Counters view. For
best performance, custom scripts should run in under 30 seconds. If the script takes longer than two
minutes to execute, timeouts may occur.
Custom SQL scripts must return a single result set with a single numeric field. Additional fields or non-
numeric values result in an error.
Custom SQL scripts are displayed in Queries tab with "User Defined Counter" in their application name.
The following options are set by default for custom counter scripts. If you need to use a different value,
particularly another transaction isolation level, you should add the appropriate SET statement to the
beginning of the script.

* set transaction isolation level read uncommitted

e set lock_timeout 20000

o set implicit_transactions off

* set language us_english

e set cursor_close_on_commit off

* set query_governor_cost_Llimit 0

e set numeric_roundabort off

Access the Add Custom Counter wizard

You can open the Add Custom Counter wizard by clicking Administration > Custom Counters, and then clicking
Add in the Custom Counters view.
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Select virtual machine system counter

The Select Virtual Machine System Counter window of the Add Custom Counter wizard allows you to select the
counter you want from a list populated by those counters currently available on an existing monitored SQL Server
host server, or you can enter the counter information manually.

@ You can select virtual machine counters for both the Hyper-V and VMware server virtualization platforms.

Access the Add Custom Counter wizard

You can open the Add Custom Counter wizard by clicking Administration > Custom Counters, and then clicking
Add in the Custom Counters view.

Select the counter from the list
As you select from a populated list from those currently available on an existing monitored SQL Server host, the

next drop-down list populates (filtered by your selection). This allows you to quickly find the specific counter you
want to add to SQL Diagnostic Manager.
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Add Custom Counter [ |

Select Windows System Counter —
Select the Windows System Counter you would lilke to maonitor

® Select a counter from an existing monitored SGL Server host (Recommended)
() Manually erter counter corfigurstion
Select Counter

(®! Show only those courters available in Windows System Peformance Monitor (Perfmon) (Recommended)
() Show all Windows Management Instrumentation (WMI) counters

SQL Server: | SIDROCIDOT v|
Object Name: | PhysicalDisk b |
Counter Name: | < Select a counter > i
) < Select a counter >

Instance Name: |3, Disk Read Time

% Disk: Time

% Dighe White Time

% Idle Time

Avg. Disk Bytes/Read

Auwg. Diske Bytes/Transfer
Awg. Disk BytesWrite

Avg. Disk Queue Length

Avg. Disk Fead Queue Length
Awg. Disk sec/Read

Avyg. Disk sec/Transfer

Awg. Disk sec/Write

Avg. Disk Write Queue Length
_|Cument Disk Gueue Length
Disk: Bytes/sec

Disk Read Bytes/sec

Digk Reads/sec E
Disk Transfers/sec —

Pick the monitored SQL Server instance to populate counter information from the drop-down list.

Select the object name from the drop-down list.

Select the name of the specific counter you want to add from the drop-down list.

Select the instance (if applicable) from the drop-down list. The instance name is what distinguishes it from
other similar objects.

Ll S

Add a counter manually

If you have the counter information available, you can enter the information quickly by selecting Manually enter
counter configuration, and then simply pasting or typing the name of the object, counter, and SQL Server instance
into the associated fields. The counter information entered must be exact or the counter does not work correctly.
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Specify counter value

The Custom Counter Value window of the Add Custom Counter wizard allows you to select the type of calculation
used by your counter and set a scale factor so that your counter information displays values in their correct format.
While the Scale drop-down list displays the same scale factors available in PerfMon, you can also type in a custom
scale factor to use.
Custom Calculation Type
Choose to either have your counter display the value collected or calculate the value per second
between refreshes.
Customize Scale Factor

Select a custom scale to convert the value into a more manageable number.

Access the Add Custom Counter wizard

You can open the Add Custom Counter wizard by clicking Administration > Custom Counters, and then clicking
Add in the Custom Counters view.

Scale factor examples
The following table covers some conversion factors that allows you to precisely convert common units:

Collected Value Desired Value Scale Factor
Kilobyte Byte 1024
Megabyte Byte 1048576
Megabyte Kilobyte 1024
Gigabyte Kilobyte 1048576
Terabyte Megabyte 1048576
Terabyte Gigabyte 1024

Byte Kilobyte 0.0009765625
Byte Megabyte 0.000000953674316
Kilobyte Megabyte 0.0009765625
Kilobyte Gigabyte 0.0009765625
Megabyte Gigabyte 0.0009765625
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Collected Value

Megabyte

Gigabyte

Kilobyte

Megabyte

Gigabyte

SQL Server Page

SQL Server page

SQL Server Page

Kilobyte

Megabyte

Gigabyte

SQL Server Extent

SQL Server Extent

SQL Server Extent

Desired Value

Terabyte

Terabyte

SQL Server Page

SQL Server Page

SQL Server Page

Kilobyte

Megabyte

Gigabyte

SQL Server Extent

SQL Server Extent

SQL Server Extent

Kilobyte

Megabyte

Gigabyte

Scale Factor

0.000000953674316

0.0009765625

0.125

128

131072

0.007813

0.000007629395

0.015625

16

16384

64

0.0625

0.000061035156
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Specify counter definition

The Customize Counter Definition window of the Add Custom Counter wizard is where you name, assign to a
category, and enter a description of your new custom counter. The information entered on the Custom Counter
Definition window appears in various places in the SQL Diagnostic Manager interface.

© You cannot change the name or category of a counter once you create it.

Name

The name you give your new custom counter is the most important way to distinguish your custom
counters. You should give them a name that directly relates to the information monitored.

Category

The category you assign to your new custom counter is important for organizing your custom counters, if
you have many, on the Custom Counters window and on the Alert Configuration window.

Description

The description you give your custom counter is an important way of distinguishing your custom
counters if the name you give them does not provide enough of a difference.

Access the Add Custom Counter wizard

You can open the Add Custom Counter wizard by clicking Administration > Custom Counters, and then clicking
Add in the Custom Counters view.
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Configure alert settings for this counter

The Configure Alert Settings window of the Add Custom Counter wizard allows you to configure how SQL Diagnostic
Manager uses and monitors your new custom counter information.

Configure Alert Evaluation

This option allows you configure whether lower values are worse than higher values such as the percent
of free disk space on a drive, or higher values are worse than lower values such as the percentage of free
memory used.

Configure Alert Thresholds

The informational, warning, and critical thresholds you enter dictate the values that trigger alerts. Once
configured, you can change these values on the Alert Configuration window.

Access the Add Custom Counter wizard

You can open the Add Custom Counter wizard by clicking Administration > Custom Counters, and then clicking
Add in the Custom Counters view.

Configure a custom response when SQL Diagnostic Manager generates an alert
SQL Diagnostic Manager allows you to configure when and how alerts generate responses. You can select from the
following alert responses (providers):

« Send an email to a person or group of people

+ Logan eventin the Windows Event Log

« Enable the Query Monitor

« Execute a program or utility

+ Send an event to your Network Management tool
+ Execute a SQL Agent Job

« Execute a Script

To configure a custom response when an alert is generated, select Tools > Alert Actions and Responses from the
console toolbar.
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Edit a custom counter

The Edit Custom Counter wizard allows you to edit your custom counter settings. To edit a custom counter, select
the counter from the list on the Custom Counters window and click the Edit button.

& You cannot change the custom counter name and category once you create a Counter.
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Delete a custom counter

Deleting a custom counter from SQL Diagnostic Manager removes it from the interface and stops collection. Select
a custom counter on the Custom Counters window and click Delete to remove it from SQL Diagnostic Manager.
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Import a custom counter

Custom counters are Windows Operating System or SQL Server metrics that are not monitored, by default, by SQL
Diagnostic Manager. You can import already created custom counters from the IDERA community site through the
Custom Counter Import Wizard. Once added to the SQL Diagnostic Manager interface, you can monitor the results,
view historical trending of the metric, configure alerts and receive notifications on them, and generate reports
based on collected data.

To import a custom counter:

1. Open the Custom Counter Import Wizard by clicking Administration > Custom Counters, and then
clicking Import in the Custom Counters view.

82 Import Custormn Counter 7 e

Welcome to the Custom Counter Import Wizard

The Custom Counter Import wizard helps to import already defined (or saved)
custom counters for monitoring by SCL diagnostic manager.

Back Mext Cancel

2. Onthe Welcome to the Custom Counter Import page, click Next.

© You can also access the Custom Counter import wizard by clicking Administration > Import/
Export from the navigation pane and selecting Custom Counter in the import column.

3. Onthe Select custom counters to import page, browse for custom counters' XML files to import.
4. Onthe Summary of imported custom counters page, you can verify that the selected counters were
imported correctly or if there are any errors you can view details by clicking View validation errors or
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review any steps by clicking Back.
5. Click Finish to import the valid custom counters and exit the wizard.

© Export a custom counter

For instructions on exporting a custom counter, see Export a custom counter.
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Export a custom counter

Custom counters are Windows Operating System or SQL Server metrics that are not monitored, by default, by SQL
Diagnostic Manager. You can export and share already created custom counters in the IDERA community site
through the Actions group on the Home tab or through the Import/Export wizard.

To export a custom counter:

1. Select Administration in the navigation pane.

2. Select Custom Counters.

3. Select the custom counter you wish to export from the list and click Export in the Actions group.
4. Inthe Browse For Folder dialog box, indicate in which folder you want to save the custom counter
XML file.

In the "Selected custom counters exported to the selected directory" notification, click OK.

o

© Import a custom counter

For instructions on importing a custom counter, see Import a custom counter.

To export all your custom counters:

1. Select Administration > Import/Export and click Custom Counter in the export column.

Import Export Wizard

Theimpert/export wizard allows you to import or export alert templates, alert responses, custom reports and custem countsrs,

|$§

Import Export
| Alert Template | Alert Template
| Alart Response | Alart Response
| Custom Report | Custom Report
| Custom Counter | Custom Counter

2. Inthe Browse For Folder dialog box, indicate in which folder you want to save the custom counters
XML files.
3. Click OK in the "Custom counters exported to selected directory" notification.
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Test a custom counter

The Test Custom Counter window allows you to verify that the custom counter is what you want to collect on the
SQL Server instances you have linked it to and that the value returned is the value expected. A successful test
displays the value of the metric collected, while a failed test provides the associated failure details.

@ Common causes for failed custom counter tests include inaccurate counter information entered manually
and counters that do not exist on a particular SQL Server instance.
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Link custom counter to monitored instance

The Link Custom Counter window allows you to select the monitored SQL Server instances upon which you want
your custom counter to appear. Select Server tags from the Tags drop-down list or choose New tag from the list.

Use the Add and Remove buttons to select the SQL Server instances to link to your custom counter and click OK to
save your changes.

Automatically add a custom counter to a new registered SQL Server instance

Yes. By using links and tags, you can set SQL Diagnostic Manager to automatically add any custom counter to a
newly-registered SQL Server instance.

To set SQL Diagnostic Manager to automatically add a customer counter to a new registered SQL Server
instance:

1. Create a custom counter or import a custom counter if the appropriate counter does not exist.
2. Create atagif the appropriate tag does not exist.
3. Link a custom counter to a tag by selecting the custom counter, and then clicking Link. You can include

more than one custom counter per tag.
4. Select the tag you want to use, and then click OK. The custom counter is now associated with the tag.
5. Select the tag you just linked when adding a new SQL Server instance.
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Work with tags

Tags are customizable labels that allow you to organize and view your monitored resources in a manner best suited
to your needs. You can assign tags to monitored SQL Server instances, custom counters, and permissions.

By creating and assigning tags to different objects, you can better manage how SQL Diagnostic Manager presents
information. For example, you may create an "Accounting" tag for all SQL Server instances used by the Accounting
department. You could then copy alert configuration and assign custom counters and permissions to all the
instances labeled "Accounting."

Tags are also accessible to all users. This gives you greater freedom, allowing users to work with the same tags
across all SQL Diagnostic Manager consoles.
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Manage tags

The Manage tags window allows you to Add, Edit, and Remove Tags. For more information on tags and their
functionality, see Working with tags.

& Thiswindow is available only to SQL Diagnostic Manager Administrators.

The Manage Tags window shows a list of all existing tags. From here, you can:

« Modify the list of servers, custom counters, and permissions associated with a tag.
+ Create a new tag.
« Edit an existing tag.
« Remove a tag (Removing a tag does not delete items associated with that tag).
Access the Manage Tags window
To access the Manage Tags window:

1. Select File.
2. Select Manage Tags.
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Add a new tag

The Add Tag window allows you to create and assign a tag while adding an instance. Tags are labels that allow you
to organize server instances into meaningful groups.

Tags are customizable for your needs. For example, you may want to view only server instances used by a particular
department, in a specific location, or by some other method, such as SQL Server version. You can assign multiple
tags to each instance so that the instance appears in several different groups.

You may select one or more existing tags from the list, or create new ones by clicking Add Tag.
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Edit a tag
The Tag Properties window allows you to view and change the properties of an existing Tag. To access the Tag
Properties window, right-click a Tag and select Tag Properties.

The following information is available and editable in the Tag Properties window:

Servers
The Servers tab lists the SQL Server instances monitored by SQL Diagnostic Manager and allows you to
select or deselect the serversincluded in the tag.

Custom Counters
The Custom Counters tab allows you to choose the custom counters you want to include in your tag.

Application Security
The Application security tab allows you to select the application security permissions you want to apply

to your tag.
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User creation scripts

SQL Diagnostic Manager allows you to monitor SQL Server instances without SysAdmin rights. However, these
lowered permissions limit the availability of data.

The user creation scripts are detailed, as follows:

« Minimum permissions on premises
« Recommended permissions on premises

Minimum permissions on premises

SQL Diagnostic Manager now includes a SQL script to create new user with minimum permissions necessary for the
product to function

1.

2.

Use the Find/Replace function to locate and replace all references of 'SQLdmCollectionUser' with the SQL
user that is being used for monitoring the SQL Server instance.

Connect to the SQL Server that you want to monitor with Admin user and run this script to create the SQL
user with the minimum permissions required to view the data on most of the screens of the application.
Find the MinimumPermissionsOnPremises.sql script below:

File Modified

ﬂ MinimumPermissionsOnPremises.sql Aug 16,2018 by IDERA

Recommended permissions on premises

SQL Diagnostic Manager also includes a SQL script to create new user with minimum permissions necessary for the
product to function.

1.

2.

Use the Find/Replace function to locate and replace all references of 'SQLdmCollectionUser' with the SQL
user that is being used for monitoring the SQL Server instance.

Connect to the SQL Server that you want to monitor with Admin user and run this script to create the SQL
user with the recommended permissions to view the data on most of the screens of the application.

Find the RecommendedPermissionsOnPremises.sql script below:

File Modified

n RecommendedPermissionsOnPremises.sql Aug 16,2018 by IDERA
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Navigate the IDERA Dashboard

What is the IDERA Dashboard?

The IDERA Dashboard is a common technology framework designed to support the entire IDERA product suite. The
IDERA Dashboard allows users to get an overview of the status of their SQL Servers and hosted databases all in a
consolidated view, while providing users the means to drill into individual product dashboards for details. The
IDERA Dashboard also includes widgets that consolidate data across the products. The IDERA Dashboard supports
multiple copies of SQL Diagnostic Manager installations.

To access the IDERA Dashboard, select IDERA Dashboard from the Product menu.

IDERA Dashboard menu bar

In the IDERA Dashboard menu bar, you can perform the following actions:

+ Select the product content you want to view through the Product menu.
+ Access administration tasks through the Admin menu.
+ Access to a number of assistance topics through the Help menu.

Product menu

The Product menu allows you to quickly toggle between all of your installed IDERA products. You can customize the
default order of your products in the Product menu by selecting the Customize option from the drop-down list and
then clicking, holding, and dragging the product labels to the desired order. After selecting the order, click Save to
save the changes.

(@ Ifthe product list is long, the IDERA Dashboard displays the option More at the bottom of the menu. Click
More to expand the next products in the list.

Welcome user

The user menu, which displays Welcome <domain\username>, allows you to manage the user account (if the user
has the Product Administrator role) and log out of the IDERA Dashboard session. Click Manage Accounts to display
the Manage Users view with the current user account selected and the details displayed in the User\Group Details
pane.

Admin menu

The Admin menu provides a list of shortcuts to the views available on the Administration tab.

& famenuitemis displayed but disabled, the current user account does not have the permission necessary
to perform the associated function.
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£¥ Administration

Manage Users

Manage Instances
Manage Products

Manage Tags

Manage Licenses
Customize DBA Dashboard
Maintenance Mode

Send Notification

Help menu
The Help menu provides links to helpful areas such as the IDERA Knowledge Base or the IDERA Customer Support.

IDERA Website | Products | Buy | Support | Community | About Us | Resources | Legal 214


http://www.idera.com
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com
http://community.idera.com
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

SQL Diagnostic Manager for SQL Server

£¥ Administration
Help on this Window
Visit the Trial Center
Search knowledge base
Visit Idera Community Site
Contact Support

Other Idera products

Check for updates

System Diagnosis

Manage Licenses
About

Web Dashboard
Diagnostic Manager

Inventory Manager

Safe

IDERA Dashboard Tabs

The IDERA Dashboard is comprised of the following tabs:

o Overview
 Details view

o Alerts

o Administration

What actions can be performed in the Overview tab of the IDERA Dashboard?

In the IDERA Dashboard users can glance at their registered products overall status through the Overview tab (Click
image to view full size). This tab contains product widgets of all the products registered with the IDERA Dashboard.
By default the Overview tab contains the following widgets:

« Overall status
» |Instance status
« Active alerts list
« Instances list
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In the Overview tab, you can perform the following actions:

« Expand or collapse a widget #™.

L
+ View a widget in full size » w.

» Remove a widget X

« Filter widget information by Products and by Tags.

@ Customize the Main Navigation tab order

Users can customize the main navigation tab order of the IDERA Dashboard in the Configure Navigation

order widget of the Administration view.

@© cCustomize the Overview tab

Users can customize the Overview tab by adding, removing, and arranging widgets in the Configure
Dashboard Views widget of the Administration view.

What actions can be performed in the Details view of the IDERA Dashboard?

In the IDERA Dashboard users can select specific metrics to display in the Details view tab (Click image to view full
size). This tab contains product widgets of all the products registered with the IDERA Dashboard. By default the
Details view tab contains the following widgets:

« Products by Alerts (All Products).

« Alerts by Category (All Products).

« Top Alerts by Metric (All Products).

« Top instances by Alert Counts (All products)
« Alerts Counts (All Products).

« Top Instances by Alert Count (DM)

« Top Instances by CPU Usage (DM)

« Top Databases by Alert Counts (DM)

« Alert Counts by Category (DM)
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In the Details tab, you can perform the following actions:

« Expand or collapse a widget #*.
L
+ View a widget in full size # .

+ Remove a widget X
« Filter widget information by SQL Diagnostic Manager Repository.

© cCustomize the Details view tab

Users can customize the Details view tab by adding, removing, and arranging widgets in the Configure
Dashboard Views widget of the Administration view.

What actions can be performed in the Alerts view of the IDERA Dashboard?

In the IDERA Dashboard users can access information on all registered products current alerts and filter them based
on:

« Product
« Category
« Severity
« Metric

- Tag
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= DASHBOARD

AppEi filters: SQLdm (dm) X [ Critical X

| FILTERING

Product

-@ Alerts (27)
12 (SQLdm - dm)

7 (5QLdm - dm)

W Warning
Bl Informational
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What actions can be performed in the Administration view of the IDERA Dashboard?

In the IDERA Dashboard all products show a common Administration tab, granted the logged-in user has
administrator privileges. Selecting this tab, displays the Administration view which hosts a range of widgets for
performing administration-related actions. Click image to view full size.
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The Administration view of the IDERA Dashboard provides a central set of services related to specific actions such
as:

« Security

+ Instance registry

+ Product registry

« Tags management

« Navigation order configuration
» Dashboard views configuration
+ Notifications

+ License Management

For more information on each service and what configuration settings are available, visit each respective section.
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Managing users in the IDERA Dashboard

The Users widget of the Administration view, allows users to grant access to other team members or groups and
manage their roles. Users with administrative privileges are divided in:

« Dashboard administrators - capability to manage access to Dashboard functions as well as individual
products' functions.

+ Product administrators - capability to grant access to individual products for which they have
administrative rights.

To add new users, edit their details (name, subscription, or email address), or remove them, select Manage Users in
the Administration view.

Adding a user in the IDERA Dashboard

In the IDERA Dashboard access is granted to Windows users or groups. To add users follow these steps:

1. Click the Add User / Group option and the Add User/Group dialog displays.
MANAGE USERS

Enasid Dipliy Hame Mo Type

oo B oo e |

1 Tkl Wb 15 * [perpuge

2. Type the account name of the user you want to grant access to. You should enter a Windows username in
the following format: domain\accountname.

Type a Display name.

Select User or Group from the Account Type options.

Select the Do not timeout the browser session for this account checkbox to stay logged in.

In the Product field, you can select to add a user to the IDERA Dashboard or SQL Diagnostic Manager.

oMW

« If you select the IDERA Dashboard, in the Role field you can assign a user the Dashboard
Administrator or Dashboard guest roles.

« If you select SQLDM, in the Role field you can assign a user the Product Administrator, Product user,
or Product guest roles.

7. Click Save.

@ Ifyou want to add additional roles to the user account or group, click Add more and the Dashboard will
display additional Product and Role fields.

(@ Provide the new user with the following links to the IDERA Dashboard URL: http://<ServerName>:9290 or
http://<localhost>:9290.
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Editing a user in the IDERA Dashboard

This option allows you to edit the account name, change the email address where the user receives alerts, disable
his/her account, and add new permissions. To edit a user or group follow these steps:

1. Select one user / group from the list of users.
2. Change the necessary settings.
3. Click Save.

Removing a user from the IDERA Dashboard

This option allows you to remove a user from access to the IDERA Dashboard. To delete a user or group, follow
these steps:

1. Select one user from the list of users, click Delete.
2. Awarning that requires a confirmation displays; click Yes to remove the user or No to cancel.
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Managing products in the IDERA Dashboard

The IDERA Dashboard hosts IDERA products that register with the Dashboard. Click the Manage Products option in
the Administration view to open the respective window.

In the Manage Products window you can perform the following actions on registered products:

Edit a Product

To edit a product, select it from the Products list. The Dashboard displays the settings for the selected product on
the panel to the right. Make the necessary modifications and click Save.

MANAGE PRODUCTS
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Delete a Product

To remove a product, select it from the Products list and click Delete on the panel to the right. A confirmation
dialog displays; click Yes to remove or No to cancel.

© Ifyouwant to uninstall the IDERA Dashboard, make sure to delete all registered products before
uninstalling.

Migrate Product

Allows you to migrate the registered product to a different IDERA Dashboard. Select the product from the Products
list and click Migrate product.
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MIGRATE TO DIFFERENT IDERA DASHBOARD X

Host:

Port : g797

Dashboard Administrator:

Username:

Password :

Fill in the requested information and click Migrate.

Register a Product

Register SQL Diagnostic Manager in your IDERA Dashboard. Click Register a Product to display the configuration
settings.

When the Register a Product to IDERA Dashboard window displays, first select the product installation location
(Local or Remote) and fill out the information as follows:
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Local

. Inthe Product field enter the product name,
SQLdm (As it shows in the image below).

. Inthe Display Name field enter any name you
want. Choose a unique display name to help you
distinguish different instances of the same
product.

. Enter the Port number used by SQLdm Rest
Service. By default, the port number is 5170.

. Under Product Administrator enter your
credentials.

. Type all the requested information and

click Register.

Register a Product to IDERA Dashboard

Product Install Location
Where is it installed # Lloca {) Remote
Praduct Infarmation
Product

Display Name : dm
Port: 5170
Product Administrator Credentials

User Name: W1ZRZ\Administrato

Password: ssssasanas
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Remote

»

Register a Product to IDERA Dashbeard

Enter the Host name or IP Address.

In the Host User Name and Host Password, enter
the requested information.

In the Product Information,type the Product
name: SQLdm.

In the Display Name field enter any name you
want. Choose a unique display name to help you
distinguish different instances of the same
product.

Enter the Port number used by SQLdm Rest
Service. By default, the port numberis 5170.
Under Product Administrator enter your
credentials, and click Register.

Product Install Lacation
Where is it installed O local @ Remate

Host [Machine or IP address)

Host User Name

Host Password:

Product Information

Product; 5QLdm v
Display Hame : @ dm

Port 5170

Product Administrator Credentials
User Narme:

WI12R2\Administrator

Password: LTI R LTS

=l

(® SQL Diagnostic Manager is unregistered from the IDERA Dashboard when you uninstall it.
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Managing instances in the IDERA Dashboard

The IDERA Dashboard tracks SQL Server instances, discovered and managed by different IDERA products. The
Instances widget of the Administration view, allows users to view and manage registered instances.

To view coverage or remove registered instances that no longer exist in your SQL Server environment, select
Manage Instances in the Administration view, and the Managed Instances window displays.

MANAGE INSTANCES

SEARCH Q

Product Version Status Availabie Licenses

Stotal e s 0 per page Hit i ik

Select an instance to view its details and modify its Status.
Click Options to access the filtering options.

You can also access the Manage Instances option from the Administration drop-down on the top right corner of
the UL

¥ Administration
Manage Users
Manage Instances
Manage Products

Manage Tags

Manage Licenses

Customize DBA Dashboard
Maintenance Mode

Send Notification

Permissions for Managing Instances

« Dashboard Administrator - can add, edit, and remove instances from a product for all products.
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Dashboard Guest - can have a read-only view the instances summary and detail sections for all products.
Product Administrator - can add, edit, and remove instances from the specific product.

Product Guest -can have a read-only view of instance summary and detail sections for the specific product.
Product User - can add, edit instances summary, and detail sections for the specific product. View of
instances summary or details sections should be restricted to the specific product.
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Managing tags in the IDERA Dashboard

Tags can help you organize your managed instances and databases.Tags created and updated in the IDERA
Dashboard can be made available and used in other IDERA SQL products. This feature allows you to add, view, edit,
and delete tags and their associated instances and databases.

Click Manage Tags in the Administration tab to display the configuration window.

MANAGE TAGS
oy S
it Tag
F | T Tipe Contiet

D t i DGR (N
7ol tugs 15 - [epass s

& Global tags can be managed from the IDERA Dashboard only.

In the Manage Tags view you can add Global Tags, edit existing Global Tags, and Remove Global Tags.

Adding, editing, and removing a tag

You can add a tag and assign it to a certain instance or database by clicking Add Tag to display the configuration
panel. Type all the requested information and click Save.

To edit an existing tag, select an entry from the list to edit its settings and click Save when you are done.

To remove a tag, select it from the list and click Delete tag. The Dashboard displays a confirmation dialog, click Yes
to delete the tag.

@ Tags can be searched using filters. Available filters are: Product, Instance, and Database. Click Options,
next to the search field, to access the filtering options.
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Configure navigation order in the IDERA Dashboard

The Configure Navigation Order option of the Administration view allows you to modify the order in which the
navigation tab displays the IDERA products.

Click the Customize Main Navigation Tab Order option and a dialog displays.

x

Reset to default order]

7 IDERADASHBOARD <ZSQLBI[DEMO) i €7 SQLDM(DEMO)
& SOLDM(DE...

Close Save

Drag and drop products to the desired order and click Save.

You can also modify the order of the products from the Products drop-down menu. Click G Customize to enable
the drag and drop feature. Select a product and release it in the desired position.

= Applications
IderaDashboard

SQLBI

Click Save when you are done.
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Configure IDERA Dashboard views

The Configure Dashboard Views option allows users to customize which product widgets are shown in the
Overview and Details view tabs of the IDERA Dashboard.

Click the Customize DBA Dashboard option in the Administration tab to display the Customize DBA Dashboard
configuration panel.

Reset to default view

Hide/Show DBA Dashboard | Show DBA Dashbeard to all users »

oard hosts Add Column | Remove Column . e iz
with the i : Selectiiowss: | verview Add a widget ¥

Total Widgets: ¢

Width(3s): 33 33 34 Apply
anage Choose ancther v X
hat the ldera
to connect to Overall Status | SQLBI Manager -
ucts as well T
Settings ¥
Cancel Save

In the Customize DBA Dashboard dialog you can try the following:

Select to Hide or Show the DBA Dashboard to all users or to users with permissions in two or more products.
Select the View you want to modify (Overview or Details View).

Add or remove columns from the selected View.

Specify the column widths.

Add product widgets.

Remove widgets.

Re-arrange widgets (drag and drop).

Additionally, you can:

Modify specific settings for each widget, such as its default state (Expanded or Collapsed).
Assign another widget to a previously placed widget.
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Reset to default view

@ Tips Hide/Show DBA Dashboard | Show DBA Dashbeard to all users v

Add Column | Remove Column Solect M | Chomiaw v Add awidget ¥

Total Widgets: .
S 5 Width(ss): 33 33 34 Apply

Choose anothar v b4 x Choose another v b 4

Dverall Status | SQLBI Manager

lop Alerts By Matric | All Products Idrts | Al Products

Top Instances By Alert Counts | All Products

Default state. Alert Counts | All Products

@ Expanded

(0 Collapsed

Close Save

Cancel Save

@ Available widgets

SQL Diagnostic Manager provides the Top X Lists widgets (18) to add to the Overview or Details view tabs.
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Sending notifications in the IDERA Dashboard

The Send Notification to All Users widget of the Administration view, allows users to send a product upgrade
warning message to all users.

To send a notification:
1. Select Send Notification in the Administration view, and the Send Notification to All Users window displays:

F simpsons\administrator £¥ Administration H uelp

Configure Navigation Order
Customize the order of the products on the navigation tab.

Customize Main Navigation Tab Order

Configure Dashboard Views

Customize the objects that display on the Dashboard Views:

Customize DBA Dashboard

Send Notification to All Users

Add 3 warning message to notify all usars about product upgrades.

Specify message to inform users

= -
‘Censes action.

Send

Manage Licenses

2. Type your warning message and click Send.
3. Apreview of your warning displays. If you want to proceed, click OK.
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Navigate the web console dashboard

The SQLDM web console interface boasts an easy-to-navigate dashboard comprised of several views, sub-views,
tabs, and widgets that provide a complete synopsis of your SQL Diagnostic Manager environment. Click the image
to view full size.

F1 meraNFODEViwhermosa | %% Administration  [H Help

By Status
=y

] critical{3)
@ Ssuccessfulio)
@ /. Wamingio)
@ _ Maint. Made

On the dashboard you can find the following sections:

« Views by Status, Tags, or Critical Instances
« List, thumbnail and heatmap sub-views

« Top X Lists tab

o Alertstab

« Custom Dashboards tab

Additional options

Search

In the SQL Diagnostic Manager web console dashboard, you can search for a particular instance by
name. Use the percent (%) wildcard character if you do not remember the full name of the instance that
you are looking for.

Heatmap Calculation Configuration

The ﬁ icon, located next to the search instances option, allows you to configure the scale factors to
calculate the health index displayed in the heatmap.

Refresh

The Refresh button allows you to manually refresh displayed data.
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Use views to get an overview of your environment

In the Views section of the home tab you can see at a glance if there are any problems in your monitored SQL Server
instances and drill-down for details. Each view is expandable and information is grouped By Status, By Tags, or by
Most Critical Instances. SQL Diagnostic Manager displays this information in the panel to the right.

By Status
In the By Status view you can easily identify the status of your monitored SQL Server instances and take action.
Instances are grouped as follows:

« All Instances

. . Critical
. . Successful

. ﬂ Warning
. Maintenance Mode

If you select all instances with an OK status in the By Status view, the panel displays information only pertaining to
those instances.

By Tags

In the By Tags view, you can view the status of different tags or group of instances, and drill-down to details. For
additional information on tags, see Work with tags.

By Most Critical Instances

The Most Critical Instances view lists all the critical SQL servers in your environment and provides links to the single
instance dashboard so you can quickly review the issue. The instance with the largest number of alerts shows up at
the top of the list.

If you click any of the listed critical instances, the web console displays the single instance dashboard.
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Use sub-views to identify and diagnose issues

The web console's main dashboard is comprised of three main sub-views:

« List sub-view
o Thumbnail sub-view
+ Heatmap sub-view

These sub-views display all data collected at the last refresh for all your monitored SQL Server instances. To access

any sub-view, click the appropriate button in the upper-right corner of the dashboard as shown in the following
image:

ALL INSTANCES (7) o 2T © 2

[ pmense e [ e s
[ g || promnssasen g
[l el [Lpeoowaal e
[ proaooms

List sub-view

The list sub-view offers a means to quickly identify the status of instances, as well as the possibility to navigate to
the single instance dashboard when clicking on a specific row.

ALLINSTANCES (3 )

Grougby  -GroupBy- ¥ O= ﬂﬁ " | ﬁ S
@ allinstances{) & - Q
@ [ crizieala) Swa Healih Mert | 20 | Mew |10 | Dot | togs. | Qu. | Version Status AgentStatus | DTCSkatus | Avaital
8.5 sticeshuf) 2 000t B 0 L] ] -] ] 14010000,  Running Running Running 521910
L wa_mmgm] ”a an o -] -] [-] ] ] 1202000 5 Running UnableToM.  UnshieToM.. ©
% 37.50 A & -] -] ] (-] -] 12.0.20060.8 Running UnableTod.. LUnabisToM.. ©

The list sub-view provides you with the following SQL Server information:

SWA

Displays the SWA icon when the instance is registered in SQL Workload Analysis.

Instance Name

Displays the name of the monitored SQL Server instance.

Health

Displays the health index in percentage in a red square.
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Alert

Displays the current severity of the value of the instance.

CPU, Memory, I/O, Database, Logs, and Queries

Displays the overall health index icon for each option.

SQL Server Version

Displays the edition and version of SQL Server software used in this instance.

SQL Server Status

Displays the status of the SQL Server service such as running, stopped, and paused.

SQL Agent Status

Displays the status of the SQL Server Agent service such as running or stopped.

DTC Status

Displays the status of the Distributed Transaction Coordinator service such as running or stopped.

Available Memory (MB)

Indicates how much available memory is allocated for SQL Server.

Blocked Sessions

Displays blocked process sessions information on the SQL Server instance.

CPU Activity

Displays the percentage of CPU consumed by your SQL Server, virtual machine, and host server.

Disk Queue Length

Displays the average number of system requests that are waiting for disk access on the computer hosting the
SQL Server instance

Actions

Sort

Instances on the list sub-view are sorted by severity. To re-organize information, click a column header or
select the option to group by severity, tags, or SQLdmRepo (Group By).

Search Instance

Type the name of the instance you are looking for.
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Options
Choose the columns to display in the list view.

The Dashboard console has a new alert grid and custom filters that help you organize the list columns in your most

convenient way. Click the \ icon located next to the column name to expand the drop down menu. This menu
allows you to sort your criteria by Sort Ascending or Sort Descending, you can remove or add columns, lock and
unlock, and group the information by fields.
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Thumbnail sub-view

The thumbnail sub-view is the default view in the SQL Diagnostic Manager web console's dashboard and provides
you with a graphical replication of your monitored SQL servers. Access additional details in the single instance
dashboard by clicking on a thumbnail’s instance name or easily spot categories that have active alerts as marked
by a critical icon. Navigate to an instance’s specific category view in case it has active alerts by clicking on the
marked category icon. You can also launch the SQL Diagnostic Manager console directly from the thumbnail sub-

view by clicking the SQL Diagnostic Manager icon L )

IDERA Website | Products | Buy | Support | Community | About Us | Resources | Legal 236


http://www.idera.com
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com
http://community.idera.com
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw
http://wiki.idera.com/x/NoJfAg
http://wiki.idera.com/x/NoJfAg
http://wiki.idera.com/x/NoJfAg
http://wiki.idera.com/x/NoJfAg

SQL Diagnostic Manager for SQL Server

ALL INSTANCES (7) Search instances. | —feif | ¥ B

[ pmense e [ e s
[ s < [ prmnasasmmen s
[l el [Lpeoowaal e
[ prssmomee T

The thumbnail sub-view displays basic statistics about your SQL Servers:

SQL Server version

Displays the edition and version of SQL Server software used in this instance.

Response Time

Refers to the time it takes for a query to go from the SQL Diagnostic Manager Console to the SQL Server
instance and back.

User Sessions

Refers to the total number of SQL Server user sessions.

SQL CPU Usage

Refers to average percentage of SQL Server processor usage on the computer hosting the SQL Server instance.

SQL Memory Usage

Refers to amount of memory in use by the monitored SQL Server instance.

SQL Disk 1/0

Refers to the number of physical reads and physical writes made by the SQL Server instance between
refreshes.

In addition, the thumbnail sub-view includes CPU, Memory, I/0, and Response Time sparkline graphs for a 1 hour-
view so that users can obtain an overview of key metrics quickly.
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Category icons and actions

In the thumbnail sub-view, use your mouse cursor to hover on a category icon in the left of the thumbnail. If the
category icon contains active alerts, you can click it to access the Alerts Detail screen.

If there are no active alerts, you can click a category icon and you are directed to a specific category view in the
single instance dashboard. The table below shows the relationship between the category icons and their
corresponding views:

Icon Category

@ Sessions tab of the single instance dashboard

= Queries tab of the single instance dashboard

t& Resources tab of the single instance dashboard
T Databases tab of the single instance dashboard
FL

AT Alerts Detail screen

@ Overview tab of the single instance dashboard
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Icon Category

| Launch SWA

@ Instances in thumbnail sub-view display according to severity. This means that critical instances show up
on the top of the dashboard.

Heatmap sub-view

The heatmap sub-view provides you with a visual overall status of your SQL Server environment in the form of a
grid of color coded squares that contain a health index. Through its color scheme and health index you can easily
identify which of your monitored instances need the most attention. Each square in the heatmap sub-view
represents a monitored instance. From each square, you can access basic statistics but also drill down for details.

3 ALLmnsTances (3)

To glance at instance health information just hover over a specific square to see its health index.

[click for details)

Upon clicking a specific square, the health index displays performance line charts for CPU, Memory, 10, and
Response Time from the past hour.
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Additionally, you can:
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« Click Details to access the Overview tab of the single instance dashboard.

« Launch the SQL Diagnostic Manager console by clicking the SQL Diagnostic Manager icon L )

+ Launch SQL Workload Analysis by clicking the SWA icon

How to interpret the health index in the heat map sub-view?
The health index is a percentage value that provides an estimate of the relative health of your monitored SQL
Server. The health index is based on the following raw calculation:

Health Index Raw Calculation = Instance or Tag Scale Factor * (# Critical Alerts * Critical Scale Factor + # Warning

Alerts * Warning Scale Factor + # Informational Alerts * Informational Scale Factor)

The raw score is normalized to a range between 100% and 0%. SQL Server is healthier the closer its health index is
to 100%, and it is in critical state the closer its health index is to 0%. Use the severity factors to change the relative
weight in the calculation. Use tag and instance factors to assign instances more or less importance in the overall
heat map ranking.

To configure the Health Index Calculations:

1. Click the gearicon ®* at the upper-right corner of the All Instances section to display the Heatmap
Calculation Configuration dialog.
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|
Heatmap Calculation Configuration

The scale factors specified below are used to calculate the health index displayed in
the heat map .The total number of active aleris per severity are multiplied by their
respective factor and added to get a raw score which is normalized to a range between
0% and 100%. Use the severity factors to change the relative weight in the calculation.
Use tag and instance factors to assign instances more or less importance in the overall
heatmap ranking. IDERA recommends factor values between 0 and 10.

Alerts Scale Factors

Critical [ .0

Warning 2.0

Informational 1.0

Instances Scale Factors Disable
Tags Scale Factors Disable

Type the values that you want in the respective Alert Scale Factor field. IDERA recommends factor values
between zero and ten.

Choose an instance from the registered instances and click Add to apply a distinctive scale factor.
Choose a tag from the available tags and click Add to apply a distinctive scale factor.

Click Submit.

The heatmap sub-view displays instances according to severity. The color of the square relates to the
percentage of its health status and includes a range of colors not only restricted to green, yellow, and red.
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Navigate the web console single instance dashboard

The single instance dashboard includes an overview section for the selected monitored SQL server and specific
category views. SQL Diagnostic Manager users are able to obtain details on sessions, queries, resources, and
databases. Click image to view full size.

(@ sQL Workload Analysis

When the monitored instance it is registered in SQL Workload Analysis, the Launch SWA icon displays on
the right side of the History Range Control. Click the Launch SWA icon to be redirected to SQL Workload
Analysis.

Hat: b

Category Priariy

Hest Meminy. 5.0

ot OSR
Diata Siew:
Log Sirei

In the single instance dashboard, you can find the following sections:

« History Range Control

«+ Alert and Health Summary

+ Prescriptive Analysis Summary
« Server properties

+ Alert Timeline

« Alert Categories

« Charts
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History Range Control

SQL Diagnostic Manager also includes a new History Range Control, located at the top of the Web Console and in
the option History Browser in the Desktop Console, both can be modified and be designated a specific start time
and date as well as current snapshot.

1D =R A = squm

HOME TOP X LISTS ALERTS. CUSTOM DASHBOARDS
5 > D
cr-2k8r2 Launch SWA
Scali 8 Hours v Start Date: £ % End Date: = :
Server Properties
-ALERT AND HEALTH SUMMARY PRESCRIPTIVE ANALYSIS SUMMARY raX8a
- 27.59%% Previous Analysis Information
Sl e o— gk
7 0 Duration: i e i Clustered:; No
AR Y ARBATIC Proceasors: 0 of 0 psed
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g = Haost Memary: 1.0
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Alert and Health Summary

In this section, you find the health index, the alert status, and the user sessions from SQL Diagnostic Manager. Also,
includes shortcuts to filter data through Sessions, Queries, Resources, and Databases.

Prescriptive Analysis Summary

The prescriptive summary shows the previous analysis information and the resulting recommendations summary.
You can click any category under Recommendation Summary to be redirected to the Analyze tab in the desktop
console

Server Properties

In this section view the most important characteristics of your monitored SQL Server instance.

Instance Name

Displays the name of the monitored SQL Server instance or its friendly name assigned in the desktop
console.

@ Assign a friendly name to your instance that is meaningful to you and easy to identify.
SQL Version

Indicates the current SQL Server version including service pack and build information on this SQL Server
instance.
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SQL Edition
Indicates the current SQL Server edition, including Enterprise, Business Intelligence, or Standard,

installed on this SQL Server instance.

Running since

Indicates the timestamp associated with the most recent restart of this SQL Server instance.

Clustered

Indicates whether this SQL Server instance is part of a cluster. If it is part of a cluster, SQL Diagnostic
Manager displays the name of the active node.

Processors

Indicates the total number of processors associated with this SQL Server instance and how many of
these processors are currently in use.

Host

Indicates the name of the server hosting this SQL Server instance.

Host Memory (GB)

Indicates the total amount of memory on the server hosting this SQL Server instance.

Host OS

Indicates the current operating system on the server hosting this SQL Server instance.

Data Size

Displays the data size of the server.

Log Size

Displays the log size of the server.

Alert Timeline

This graph shows a summary of the alert categories, CPU, Memory, I/0, Databases, Logs, Queries, Services,
Sessions, Virtualization, Operational and Custom. This graph is color-coded depending on the status of the alerts
inside each category.

Alert Categories

This alerts timeline view allows you to easily identify the highest alert for your monitored SQL Server instance and
the highest alert for a specific category.

Configure the Alert Category graph, following these steps:

« Click Edit, located next to the Alert Timeline graph.
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SQL Diagnostic Manager for SQL Server

« Check or uncheck the checkboxes located under the Visible column.
« Or, reorganize the Order column with the listed numbers preferred.
« Click Save.

Charts

The single instance dashboard includes the option MANAGE GRAPHS. This option allows you to choose the
following graphs to be displayed in the overview single instance view:
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Cache

The Cache chart tracks the database and procedure processes using a buffer pool of memory on your monitored
SQL Server instance.

CPU

The CPU chart tracks the performance of the processor used by your monitored SQL Server.

Custom Counters

The Custom Counters chart displays the statistics for a selected custom counter on a monitored SQL Server
instance.

Databases

The Databases chart tracks the performance of the databases on your monitored SQL Server.

Disk

The Disk chart tracks the performance of the disk used by your monitored SQL Server.
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File Activity
The File Activity chart displays the top five database files with the highest relative activity since the last refresh.

Lock Waits

The Lock Waits chart tracks the total number waits caused when a task is waiting to acquire a lock on your
monitored SQL Server.

Memory

The Memory chart tracks the usage and availability of memory on your monitored SQL Server computer.

Network

The Network chart tracks the performance of the network connection being used by your monitored SQL Server.

Server Waits

The Server Waits chart tracks the total number and time spent on waits affecting your monitored SQL Server.

Sessions

The Sessions chart tracks the performance of the active and blocked sessions running on your monitored SQL
Server.

tempDB

The Tempdb chart tracks the status of the tempdb database on your monitored SQL Server instance.

Virtualization

The Virtualization chart tracks the performance of your virtual machine or host, depending on the selection in the
panel.

Category views

The single instance dashboard contains the Overview, Sessions, Queries, Query Waits, Resources, Databases, and
Alerts tabs where you can see metrics and information on these category views.
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From these tabs you can:

« View your SQL Server sessions information.

« View your SQL Server queries information.

« View your SQL Server query waits information.
« View your SQL Server resources information.

« View your SQL Server databases information.
« View your SQL Server alerts.

Access the single instance dashboard

SQL Diagnostic Manager provides several paths to access the single instance dashboard. The first access path is by
clicking the appropriate monitored SQL Server instance in the list, thumbnail, or heatmap sub-views. The second
access path is by clicking a specific instance from the Active Alerts panel, or the Most Critical Instances view in the
main dashboard. It is also possible to access the single instance dashboard by clicking a specific instance or
database in the Top servers by alert count, Top servers by response time, and Top databases by alerts widgets.
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View your SQL Server sessions information

The Sessions tab of the single instance dashboard allows you to quickly view key diagnostic statistics for sessions
on your SQL Server instance and contains the Overview and Session Graphs views. Click image to view full size.
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Overview

The Sessions > Overview tab contains the following information:

Session ID

» Host

« Database

« Status

« Open transactions
« Command

« Application

« Wait time (ms)
« Wait type

« Wait resources
« CPU (ms)

« CPU Delta (ms)
« Physical I/O

« Memory

» Logintime

« Last Batch

+ Blocked by

+ Blocking

«+ Blocking count
« Netaddress
Net library
Version store elapsed (sec)

@ Export

You can export sessions overview information in the following formats: PDF, XLS, or XML.

Session Graphs

The Sessions > Sessions Graphs tab contains the following charts (Click image to view full size):
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Response Time (ms)

The Response Time chart displays the response time (in milliseconds) it takes a Select SQL statement to
go to the SQL Server instance and back. This chart indicates the current speed and congestion of the
network as well as the speed with which SQL Server processes small queries.

Session Activity

The Session Activity chart displays the number of concurrent connections to the monitored SQL Server
instance over time. The total number of sessions includes the active, idle, and system sessions.

Blocked Sessions

The Blocked Sessions charts lists all the Blocked Sessions, Lead Blockers, and the Total Deadlocks for
the selected SQL Server instance. This allows you to easily view blocks as they occur.

Access the Sessions tab

SQL Diagnostic Manager provides three paths to access the Sessions tab. The first access path is by clicking on the
Response Time chart (ms) of the single instance dashboard, and you are directed to the Sessions > Overview tab.
The second access path is by selecting the Sessions tab of the single instance dashboard. You can also click on an
alert that belongs to the Sessions category in the Active alerts panel of the main dashboard.
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View your SQL Server queries information

The Queries tab of the single instance dashboard lists each event that occurs in the Query Monitor and allows you
to easily explore query data in multiple ways and get a handle of query performance in your environment.

The Queries tab provides a highly usable and customizable Main Query view along with two low-level views which
you can navigate to for root cause analysis:

« Query Signature view
+ Query Details view

The Main Query view consists of the following major components that allow you to customize your view:

+ View selection and grouping
« Filtering

« Time

» Dataview

Select the type of view that you want displayed

The View Selection of the Main Query view allows you to choose from a variety of views to explore query data. The
following views are available:

« Duration (ms)

« CPUTime (ms)

+ Reads

« Writes

« 1/O (sum of reads and writes)
« Blocking Duration (ms)

« Wait Duration (ms)

« Deadlocks

(@ Duration (ms) is the default view of the Main Query view.

Use Group By to organize your view
Once you have selected a view, use the Group By option to choose from the following type of objects for query
aggregation:

« Application

« Database

« User

« Client

+ Query Signature

(@ Application is the grouping by default in the Main Query view.

Use Filtering to customize your view

Filter options in the Main Query view allow you to focus only on the information you want to be displayed. You can
include or exclude specific applications, databases, users, SQL text, and more from the Query Monitor results
through filters. The following filter options are available:
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« Application

« Databases

« Users

« Clients

+ SQL (Include SQL text matching or exclude SQL text matching)
« Advanced Filters

Select a time period to display query data

You can choose the time period to display in the Main Query view. This selection limits the queries to only those
that run during the specified time period. You can select from a broad range of built-in time periods or specify start
and end dates, and times for the period. The Time box includes the following options:

« Last 30 minutes
o Last1hour

o Last4 hours

« Last 8 hours

» Last24 Hours

« Last 7 days

« Last30days

» Custom

(® By default only queries that start within the time period are shown. If you want to modify this behavior,
the Advanced Filters option lets you include incomplete queries or overlapping queries. For more
information, see Advanced filters of the main query view.

@ To switch to a shorter time frame, click the larger time bucket. For example, clicking a month in a monthly
graph modifies the time period to the selected month and grouping to days.

Analyze your query data

On the right-hand side of the overall view, query data is displayed based on your View, Group By, and filtering
selections. The Data view is designed to provide good visualization of the selected data and enable you to drill
down into problem areas. The Data view is composed of the following elements:

Header

Provides View, Group By, Period, and filter criteria information.

Graph

Chart area which displays the aggregated query results that meet the filtering criteria.

List

Displays data selected for the view in list form. There are several list options according to your Group By
selection in the Main Query view.

The table below shows what options you have to drill down from the graph or list and get more specific
information:
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Click the... Access the...

Application Name  Query Signature view

Database Name Query Signature view
User Query Signature view
Client Query Signature view

Query Signature Query Statement view
You can return to the higher level view by clicking » by the list name.

Access the Queries tab

SQL Diagnostic Manager provides two paths to access the Queries tab. The first access path is by selecting the
Queries tab of the single instance dashboard. You can also click the query category icon of a specific instance in the
thumbnail sub-view.
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Advanced query signature view

SQL Diagnostic Manager provides the ability to view individual SQL Statements or to view Query Signatures. Query
signatures are groupings of SQL Statements that match once their literals are stripped. A query signature broadly
defines queries and trends with a less overwhelming amount of data and allows you to diagnose a query in a
general sense.

Once you identify a potential problem signature, you can drill into individual queries that make up the signature as
needed by clicking the Lo icon.

Il

A QUERY SIGNATURE (1) Options Show Top 100 | 200 |

:E: :_:':;e Occurrences  Event Type Tetal Totatcry Total Reads Total Writes

Query ID Duration (m Time (ms)

Query Signature 1 select trp.ID Tagl... Stored Procedu 6,145 0 4 0

View SQL

Query Statement

Upon clicking the ﬂ' icon, the following context menu displays:

« View SQL. Click this option to view the underlying SQL Text for the query execution plan. In this view, you
can export and save SQL text for review

Query Details

SQL Text

Export

- SQLInventoryManager -- Co

ght & 2813-2914-2016, Idera, Inc., All
Rights Reserved. set transaction isclation level read
uncommitted; set lock_timeout #; t implicit transactions o
if @@trancount > # commit tra 1; set language us_eng G
set cursor_close_on_commit off; set query_governor_cost_limit
#; set numeric_roundabert off; set deadlock priority low; set

nocount on; use master;

if object id{#) is not null drop table #db files

[page_count] bigint, [pages used] nt ) de
nvarchar(#) declare @db_name nvarchar(#) declare db_cursor
cursor static read only for select name from sys.databases
where HAS_DBACCESS(name)=# order by database_id open db_cursor
fetch next from db_cursor into b_name while @EFETCH_STATUS =

d=# + repl

tecute (@cmd)

e but not

entry so we know about database insert into #db_
(DB_ID(@db_name), #, #, NULL, NULL) end catch end catch fetch
next from db_cursor into @db_name end close db_cursor
deallocate db_cursor select d.name, db.* from #db_files db join
sys.databases d on d.database_id = db.db_id drop table

wA FITAs o

Close

« Query Statement. Click this option to view query statements for the selected client.

For additional information on query signatures, see View the query monitor signature mode.
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Advanced query statement view

SQL Diagnostic Manager for SQL Server

SQL Diagnostic Manager provides you the ability to view individual SQL Statements or to view Query Signatures.
Query statements are presented exactly as they are collected by the Query Monitor Trace. Query statements

provide all the detail you may need to diagnose a specific problem with a query.

Once you identify a potential problem statement, you can drill into the Query Details view by clicking the ﬂ' icon.

A QUERY STATEMENT (1)

Query ID Query Name Event Type Occurrences

Query Statementl  Query #1 - gred Procedu 1

View SQL
View Execution Plan

View Execution Plan XML

View Query Columns

Options Show Top 100 | 200 |
Total Total CPU
Duration (m Time (ms) R
6,145 0 4

Upon clicking the o icon, the following context menu displays:

« View SQL

« View Execution Plan

« View Execution Plan XML
« View Query Columns
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Query Details view

The Query Details view provides various views with detailed information on each query. The Query Details view is
comprised of the following tabs:

« Plan Diagram
» Plan XML

o SQL Text

+ Query Columns

& ThePlan Diagram and Plan XML views are only available for instances running SQL Server 2008+.

Plan Diagram

The Plan Diagram is a visual representation of the query execution plan (actual or estimated) available in XML
format in SQL Server. The Plan Diagram displays a view of the tree of operations that make up a query. This tree
shows individual operation nodes, pertaining graphical execution plan icon, along with basic information such as
operator name and operation percentage of total cost. Click image to view full size.

Query Details

Plan Diagram (Actual) Plan XML (Actual) SQL Text Query Columns

Zoom In | Zoom Qut | Zoom to Fit | Export

=, m

SELECT Compute Scalar Compute Scalar Clustered Index Scan
Cost: 0% Cost; 0% isysprufiles].[clst].[f]
Cost: 100%

Close

In the Plan Diagram view you can perform the following actions:

+ Selectindividual operators and view the set of properties for each operator.
« Increase the size of the image (Zoom in).

+ Reduce the image size (Zoom out).

« Select a size for the view so that fits the current view size (Zoom to fit).
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« Exportimage of Plan Diagram.

(® Thetop three operators based on the percentage of total cost in a Plan Diagram are highlighted in yellow.

© Estimated Query Plans

SQL Diagnostic Manager displays information on whether the plan displayed is an estimated query plan or
an actual one.

Plan XML

The Plan XML tab of the Query Details window displays the actual XML of the query execution plan. It has a syntax-
highlighting (color-coded) XML viewer. Click image to view full size.

Query Details

Plan Diagram (Actual) [ Plan XML {Actual) | SOQL Text Query Columns

Export
'xml version="1.8" encoding
<ShowPlanXML Build="18.8.4608.80
<Batch5equence>
<Batch>
<Statements>
<StmtUseDb Database="[Compatibility level g@]"
StatementCompId="6@" StatementId="1"
StatementText=" use [Compatibility level 88]" StatementType="USE DATABASE"/>
<StmtSimple QueryHash="©@xDA1E28B2AB7AF338™
QueryPlanHash="8xDBSEB226ACBRGRCLC"
StatementCompId="61" StatementEstRows="2"
StatementId="2"
StatementOptmEarlyAbortReason="GoodEnoughPlanFound"
StatementOptmLevel="FULL"
StatementSubTreeCost="8.88328635"
StatementText=" select [database]=DB_ID(), [fi
[pages_used]=fileproperty([name], 'Spacelsed") from sys.database fi
<StatementSetOptions ANSI_NULLS="true”
ANSI_PADDING="true" ANSI_WARNINGS="true"”
ARITHABORT="false"
CONCAT_NULL_YIELDS NULL="true"
NUMERIC_ROUNDABORT="false” QUOTED IDENTIFIER="true"/>
<QueryPlan CachedPlanSize="24" CompileCPU="62"
CompileMemory="464" CompileTime="558"%»
<RelOp AvgRowSize="22" EstimateCPU="2e-8@7"
EstimatelD="0" EstimateRebinds="0"

B fmadafna il adl e e aa i afic s o

Version="1.1" xmlns="http://schemas.microsoft.com/sqlserver/20864/87/showplan”>

le id], [type]., [page_count]=[size],
les™ StatementType="SELECT"»

Close

In the Plan XML view you can perform the following actions:

« Export and save XML file for review in other application such as SSMS or email query execution plan to other
DBAs.

© Savethe file with .sqlplan extension to view the graphical query plan in SSMS.

SQL Text
The SQL Text tab of the Query Details window shows the underlying SQL Text for the query execution plan.
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Query Details

Plan Diagram (Actual) Plan XML (Actual) SQL Text

Query Columns

Export

-- SQLInventoryManager -- Copyright @ 2013-2014-2016, Idera, Inc., All
Rights Reserved. set transaction isclation level read
uncommitted; set lock_timeout 288@28; set implicit transactions
off; if @@trancount > @ commit transaction; set languapge
us_english; set cursor_clese_on_commit off; set
query_governer_cost_limit @; set numeric_roundabort off; set
deadlock_prierity low; set nocount onj use master;

if object id{'tempdb..#db files') is not null drop table #db files;

create table #db files{ [db_id] int, [file id] int, [type] tinyint,

[page count] bigint, [pages_used] bigint ) declare @cmd
nvarchar(4eee) declare §db_name nvarchar(256) declare db_cursor
cursor static read_only for select name from sys.databases
where HAS_DBACCESS(name)=1 order by database_id open db_cursor
fetch next from db_cursor intoc @db_name while @EFETCH_STATUS =
® begin set {cmd = W' wse [' + replace{@db_name,']',"]]1"') + "]
' +'select [database]=DB_ID(), ' +'[file_id], " +'[type], '
+'[page_count]=[size], *
+'[pages_used]=fileproperty([name], "’ 'SpacelUsed"") +'from

1 sys.database_files' begin try insert into #db_files execute
{@cmd) end try begin catch -- try sys.master_files to get size
but not space used set @cmd = N'select
[db_id]=DB_ID(N"" '+@db_nams+"''), * +'[file_id], ' +'[type],

2 +'[page_count]=[size], ' +'[pages_used] = NULL * +'from

2¢ sys.master_files ' +'where database id =

L R T L T T O T e LA

'

Close

In the SQL Text view you can perform the following actions:

« Export and save SQL text for review.
+ Access the Plan Diagram, Plan XML, and Query Columns tabs.

Query Columns

The Query Columns tab of the Query Details window shows all the referenced columns for the query execution

plan.
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X
Query Details
Plan Diagram (Actual) Plan XML (Actual) SQL Text | Query Columns

Export
Database Schema Table Column
[Compatibility_level_80] [sys] [sysprufiles] fileid =
[Compatibility_level_80] [sys] [sysprufiles] filetype
/A /A /A Derived Celumn
NJA N/A N/A Derived Column
A N/A NJA Derived Column
N/A N/A NJA Derived Column
/A /A /A Derived Coelumn
NJA N/A N/A Derived Column
A N/A NJA Derived Column
[Compatibility_level_80] [sys] [sysprufiles] size
/A /A /A Derived Coelumn =

Close

In the Query Columns view you can perform the following actions:

» Export and save information to a text file.
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Plan diagram operator properties
In the Plan Diagram view, hover over an operator to view its full set of properties such as:

« Operator Type.

» Operator Description.

« List of Properties (varies according to operator type).
+ Related Objects (varies according to operator type).

Query Details

[_Plan Diagram (Actual) ] Plan XML (Actual) SOL Text Query Columns

Zoom In | Zoom Qut | Zoom to Fit | Export

i Physical Operation Filter
{ Logical Operation Fifter
— 7= Actual Mumber of Rows FIj
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Execution plan graph operators table

Operators describe how SQL Server executes a query or a Data Manipulation Language (DML) statement. The query
optimizer uses operators to build a query plan to create the result specified in the query, or to perform the
operation specified in the DML statement. The query plan is a tree consisting of physical operators.

This is the table of descriptions to be used in the properties dialog showing the operator details in the execution
plan graphical view.

Operator Graphical execution plan Text
icon
Aggregate None The Aggregate operator is a physical or logical

operator that computes a new value using the
SQL Server functions MIN, MAX, SUM, COUNT or
AVG.

Arithmetic Expression _A The Arithmetic Expression operator computes
(B+C) a new value from existing values in a row.
Arithmetic Expression is not used in SQL
Server 2014.

Assert The Assert operator verifies a condition. The

Assert operator is a physical operator.

Assign The Assign operator assigns a value to a

variable

Asnyc Concat None The Asnyc Concat operator is used in remote
distributed queries to get output rows from
remote child nodes to send to the parent node.

Bitmap e The Bitmap operator is used to apply filtering to
101101 parallel query plans. Bitmap is a physical
operator.

Bitmap Create nich The Bitmap Create operator is a logical
I operator that shows where bitmaps are built.

=
s

=S
=)
=

Bookmark Lookup fle The Bookmark Lookup operator uses a
Qi bookmark (row ID or clustering key) to look up
the corresponding row in the table or clustered
index. Bookmark Lookup is not used in SQL
Server 2014. The Key Lookup operator also
provides this functionality.
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Branch Repartition

Broadcast

Build Hash

Cache

Clustered Index Delete

Clustered Index Insert

Clustered Index Merge

Clustered Index Scan

Clustered Index Seek

Clustered Index Update

Collapse

None

None

None
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The Branch Repartition operator is a logical
operator showing where iterators could be
executed by parallel threads.

The Broadcast operator sends the set of input
rows to multiple consumers.

The Build Hash operator indicates that a batch
has table has been built.

The Cache operator is a logical operator that
caches a single row of data. Cache is not used
in SQL Server 2014.

The Clustered Index Delete operator deletes
rows from a clustered index. Clustered Index
Delete is a physical operator.

The Clustered Index Insert operator inserts
rows into a clustered index. Clustered Index
Insert is a physical operator.

The Clustered Index Merge operator merges a
data stream and a clustered index. Clustered
Index Merge is a physical operator.

The Clustered Index Scan operator scans a
clustered index. It returns only rows matching
the WHERE clause and sorts the results based
on the ORDERED clause.

The Clustered Index Seek operator retrieves
rows from a clustered index using the seeking
ability of indexes.

The Clustered Index Update operator updates
rows in the clustered index. It only updates rows
matching the WHERE clause.

The Collapse operator merges separate
operations into a single more efficient
operation.
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Columnstore Index Scan

Compute Scalar

Concatenation

Constant Scan

Convert

Cross Join None

catchall

Cursor None

Declare

Delete

Deleted Scan

Distinct None

Distinct Sort None
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The Columnstore Index Scan operator scans
the columnstore index specified in the query
execution plan argument.

The Compute Scalar operator returns a
computer scalar value from an evaluated
expression.

The Concatenation operator returns rows
scanned from multiple inputs. This is used for
statements like UNION ALL.

The Constant Scan operator adds rows into a
query.

The Convert operator converts one scalar type
to another.

The Cross Join operator is a logical operator
that joins each row from input with each row
from another input.

The catchall operator is a placeholder icon
when an operator does not match any other
query operators.

The Cursor operator describes the execution of
a query or update that use cursor operations.

The Declare operator allocates a local variable.

The Delete operator deletes rows from an
object.

The Deleted Scan operator scans the deleted
table within a trigger.

The Distinct operator removes duplicate rows.

The Distinct Sort operator removes duplicate

rows and sorts the resulting set of rows.
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Distribute Streams

Dynamic

Eager Spool

Fetch Query

Filter

Flow Distinct None

Full Outer Join None

Gather Streams

Hash Match

Inner Join None

Insert

Inserted Scan
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The Distribute Streams operator is used to
break records from a single input to multiple
output streams in a parallel query plan.

The Dynamic operator uses a cursor to see all
changes made by others.

The Eager Spool operator stores each row in
the input to tempdb so that this cached data
can be used if the operator is rewound.

The Fetch Query operator returns rows from a
fetch issued against a cursor.

The Filter operator returns only rows that
match a filter expression.

The Flow Distinct operator removes duplicate
rows but returns each row as it is processed.

The Full Outer Join operator is a logical
operator that implements an OUTER JOIN.
Results in all matching rows from two streams
plus rows for each row in the streams that did
not have matches.

The Gather Streams operator is used to
consume multiple input streams and combine
them into a single output stream in parallel

query plans.

The Has Match operator creates a hash table
from the rows in the build input.

The Inned Join operator returns rows that
satisfy the JOIN of the first (top) input with the
second (bottom) input.

The Insert logical operator inserts input rows
into the object specified in the Argument
column.

The Inserted Scan operator scans the inserted
table.
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Intrinsic

Iterator

Key Lookup

Keyset

Language Element

Lazy Spool

Left Anti Semi Join None
Left Outer Join None
Left Semi Join None

Log Row Scan

Merge Interval

Merge Join
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The Intrinsic operator runs an internal
Transact-SQL function.

The Iterator operator is a placeholder icon used
when no match is found for the iterator
operation.

The KEY LOOKUP operator signals a lookup
using a bookmark on a table with a clustered
index.

The KEYSET operator uses a cursor that can only
see updates and not inserts.

The LANGUAGE ELEMENT operatoris a
placeholder icon when no matching language
constructs can be found.

The LAZY SPOOL operator stores each row in
the input to tempdb so that this cached data
can be used if the operator is rewound. The
rows are only copied to tempdb as they are
processed.

The LEFT ANTI SEMI JOIN operator returns rows
from the first input where there is no match in
the second input.

The LEFT OUTER JOIN operator returns rows
from the first input that satisfy the join with the
second input.

The LEFT SEMI JOIN operator returns rows from
the first input that have a match with the
second input.

The LOG ROW SCAN operator scans the
transaction log.

The MERGE INTERVAL operator merges multiple
intervals to create a minimal set of non-
overlapping intervals.

The MERGE JOIN operator performs one of the
many possible join operations.
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Nested Loops

Nonclustered Index Delete

Index Insert

Index Scan

Index Seek

Index Spool

Nonclustered Index Update

Online Index Insert

Parallelism None

Parameter Table Scan

Partial Aggregate None

Population Query
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The NESTED LOOPS operator perform the
logical operations to satisfy many join
operations that need a loop to search the inner
table for rows in the outer table.

The NONCLUSTERED INDEX DELETE operator
deleted rows from a non-clustered index.

The INDEX INSERT operator inserts rows into a
non-clustered index.

The INDEX SCAN operator scans a non-clustered
index. It returns only rows matching the WHERE
clause

The INDEX SEEK operator retrieves rows from a
non-clustered index using the seeking ability of
indexes.

The INDEX SPOOL operator copies input rows to
tempdb and builds a non-clustered index for
these rows.

The NONCLUSTERED INDEX UPDATE operator
updates rows from its input in the non-clustered
index.

The ONLINE INDEX INSERT operatoris a
physical operator indicating that an index
create, alter or drop is performed online.

The PARALLELISM operator the logical
operations of distribute, gather or repartition
streams.

The PARAMETER TABLE SCAN operator scans a
table that acts as a parameter of the query.

The PARTIAL AGGREGATE operator is a logical
operator that aggregates input rows to prevent
writing to disk in parallel plans.

The POPULATION QUERY operator populates a
cursor's work table.
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Refresh Query

Remote Delete

Remote Index Scan

Remote Index Seek

Remote Insert

Remote Query

Remote Scan

Remote Update

Repartition Streams

Result

RID Lookup

Right Anti Semi Join None
Right Outer Join None
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The REFRESH QUERY operator fetches current
data for rows.

The REMOTE DELETE operator deletes rows
from an remote object.

The REMOTE INDEX SCAN operator scans a
remote index.

The REMOTE INDEX SEEK operator retrieves
rows using a remote index.

The REMOTE INSERT operator inserts rows into
a remote object.

The REMOTE QUERY operator submits a query
to a remote source.

The REMOTE SCAN operator scans a remote
object.

The REMOTE UPDATE operator updates a
remote object.

The REPARTITION STREAMS operator creates
multiple out streams from multiple input
streams while applying a bitmap filter.

The RESULT operator is the query plan return
data.

The RID LOOKUP operator is a bookmark lookup
on a heap.

The RIGHT ANTI SEMI JOIN operator returns
rows from the second input where the is no
match in the first input.

The RIGHT OUTER JOIN operator returns rows
from the second input that satisfy the join with
the first input.

IDERA Website | Products | Buy | Support | Community | About Us | Resources | Legal 268


http://www.idera.com
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com
http://community.idera.com
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

SQL Diagnostic Manager for SQL Server

Right Semi Join None The RIGHT SEMI JOIN operator returns rows
from the second input that have a match with
the first input.

Row Count Spool E The ROW COUNT SPOOL operator returns
empty rows for each row in the input stream.

Segment The SEGMENT operator uses the value of
columns to divide the input set into segments.

Segment Repartition None The SEGMENT REPARTITION operator marks the
boundaries of regions whose iterators can be
run in parallel threads.

Sequence The SEQUENCE operator executes each input in

Befy

sequence.

Sequence Project The SEQUENCE PROJECT operator adds
columns to the input set, divides the input set
into segments and outputs one segment at a

time.

i

Snapshot The SNAPSHOT operator creates a cursor that

cant see changes by others.

Split The SPLIT operator creates a delete and insert

operation out of each update operation.

Sort E The SORT operator sorts incoming rows.
K

Spool =L The SPOOL operator saves an intermediate
g query to tempdb.

Stream Aggregate g;g The STREAM AGGREGATE operator groups rows
e by columns and calculates aggregate

expressions.

Switch m The SWITCH operator copies the appropriate
input stream to the output stream by evaluating
an expression.

Table Delete E The TABLE DELETE operator deletes rows from a
Lk table.
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Table Insert

Table Merge

Table Scan

Table Spool

Table Update

Table-valued Function

Top

Top N Sort None

UDX

Union None

Update

While

Window Spool
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The TABLE INSERT operator inserts rows into a
table.

The TABLE MERGE operator applies a merge
data stream to a heap.

The TABLE SCAN operator retrieves rows from a
table.

The TABLE SPOOL operator scans the input and
places the rows into tempdb.

The TABLE UPDATE operator updates rows in a
table.

The TABLE-VALUED FUNCTION operator
evaluates a table-valued function and stores the
resulting rows in tempdb.

The TOP operator returns only the specified
number of rows from the input.

The TOP N SORT operator returns only the
specified number of rows from the input and
sorts them.

The UDX operator implements XQuery and
XPath operations.

The UNION operator combines multiple inputs
and removes duplicates.

The UPDATE operator updates a specified
object from the rows in its input.

The WHILE operator represents a SQL while
loop.

The WINDOW SPOOL operator expands the
input rows into sets of rows that represent the
window associated with the row.
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Advanced filters of the Main Query view

Advanced filter options allow you to determine the precise Query Monitor data that is displayed. You can find the
advanced filter options at the left side of the Main Query view. Click image to view full size.
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Advanced Filters

B Include Overlapping Queries

I Include Incomplete Queries

The Advanced Filters include:
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Show SQL Statements
Includes queries that are SQL Statements. This filter is enabled by default.

Show Stored Procedures

Includes queries that are Stored Procedure calls. This filter is enabled by default.

Show SQL Batches
Includes queries that are SQL batches. This filter is enabled by default.

Include Overlapping Queries

Includes queries whose total period of execution overlaps with the selected time period. This filter is
disabled by default.

Include Incomplete Queries

Includes queries whose total period of execution exceeds the selected time period (i.e. query information
isincomplete). This filter is disabled by default.
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List view of the main query view

The list view displays all matching objects for the view selection and grouping in the Main Query view. The following
list options are available:

« Application list

« Database list

o User list

+ Client list

» Query Signature list
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Application list

The application list displays data that results from grouping by Application in the View Selection of the Main Query
view. The application list provides you with the following information by default:

« Application

« Occurrences

« Total Duration (ms)

« Average Duration (ms)

« Total CPU Time (ms)

« Total Reads

« Total Writes

« Totall/O

« Total Wait Time (ms)

+ Most Recent Completion
« Total Blocking Time (ms)
« Total Deadlocks

You can add or remove columns through the Column Chooser under Options.

Available fields: Columns:

Database Application

Avg Writes Occurrences

Avg Blocking Total

Time (ms) Duration (ms)

Avg CPU Avg
Time (ms) Duration (ms)

Reads as Total CPU
Do of list Time (ms)

ok Cancel

« Database

« Average Writes

Average Blocking Time (ms)
Average CPU Time (ms)
« Reads as % of list
Average /O

« CPU as % of list

Average Reads

Average CPU Per Second
+ Average Deadlocks

«+ Average Wait Time (ms)

© Records
You can display the top 100, 200, or all records by clicking the different Show Top options.
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Explanation: CPU as % of List

In the Main Query view, after selecting the CPU Time (ms) by Application view. The CPU as % of list metric
provides the CPU as a percentage of the values returned in the application list. For example, if you have three
applications returned with a total CPU Time (ms) of 600, then the CPU as % of list metric for each is calculated
as follows:

Application 1- CPU Time (ms): 100; (100/600) *100 = 16.7% of total application CPU.
Application 2- CPU Time (ms): 200; (200/600) *100 = 33% of total application CPU.
Application 3- CPU Time (ms): 300; (300/600) *100 = 50% of total application CPU.

The CPU as % of list metric helps to pinpoint which application in your list has the highest CPU Time
percentage (Application 3).

To drill down for additional query information, you can click the gear icon in the list and the following context menu
displays:

+ Query Signature. Click this option to view query signatures for the selected application.
+ Query Statement. Click this option to view query statements for the selected application.

(@ To access the Query Signature view, you can also click the linkable application name (e.g. Microsoft SQL
Server) in the application list.

Database list

The database list displays data that results from grouping by Database in the View Selection of the Main Query
view. The database list provides you with the following information by default:

« Database

« Occurrences

« Total Duration (ms)

« Average Duration (ms)

« Total CPU Time (ms)

« Total Reads

« Total Writes

« Totall/O

+ Average Wait Time (ms)
+ Most Recent Completion
« Average Blocking Time (ms)
+ Average Deadlocks

Additional columns are available through the Column Chooser under Options.

+ Average Writes

+ Total Blocking Time (ms)
+ Average CPU Time (ms)
« Reads as % of list

« Total Wait Time (ms)

+ Averagel/O

« Total Deadlocks

« CPU as % of list

+ Average Reads
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+ Average CPU Per Second
+ Application

To drill down for additional query information, you can click the gear icon in the list and the following context menu
displays:

+ Query Signature. Click this option to view query signatures for the selected database.
« Query Statement. Click this option to view query statements for the selected database.

© Records
You can display the top 100, 200, or all records by clicking the different Show Top options.

(@ To access the Query Signature view, you can also click the linkable database name in the database list.

User list

The user list displays data that results from grouping by the user in the View Selection of the Main Query view. The
user list provides you with the following information by default:

« Users

« Occurrences

« Total Duration (ms)

« Total CPU Time (ms)

« Total Reads

« Total Writes

+ Average Wait Time (ms)

« Most Recent Completion

+ Average Blocking Time (ms)
+ Average Deadlocks

Additional columns are available through the Column Chooser under Options:

« Database

« Average Writes

« Total Blocking Time (ms)
« Average Duration (ms)

+ Average CPU Time (ms)
+ Reads as % of list

« Total Wait Time (ms)

+ Average I/O Per Second
« Total Deadlocks

« CPU as % of list

+ Average Reads

+ Average CPU Per Second
« Application

To drill down for additional query information, you can click the gear icon in the list and the following context menu
displays:

+ Query Signature. Click this option to view query signatures for the selected user.
« Query Statement. Click this option to view query statements for the selected user.
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© Records
You can display the top 100, 200 or all records by clicking the different Show Top options.

(@ To access the Query Signature view, you can also click the linkable username in the user list.

Client list

The client list is the data displayed after you selected Group By Clients in the View Selection of the Main Query
view. The client list provides you with the following information by default:

« Clients

» Occurrences

« Total Duration (ms)

« Average Duration (ms)

« Total CPU Time (ms)

« Total Reads

« Total Writes

+ Average Wait Time (ms)
+ Most Recent Completion
« Average Blocking time (ms)
+ Average Deadlocks

Additional columns are available through the Column Chooser under Options.

« Database

« Average Writes

« Total Blocking Time (ms)
+ Average CPU Time (ms)
« Reads as % of list

« Total Wait Time (ms)

+ Average I/O Per Second
« Total Deadlocks

« CPU as % of list

+ Average Reads

+ Average CPU Per Second
« Application

To drill down for additional query information, you can click the gear icon in the list and the following context menu
displays:

« Query Signature. Click this option to view query signatures for the selected client.
+ Query Statement. Click this option to view query statements for the selected client.

© Records
You can display the top 100, 200 or all records by clicking the different Show Top options.

(® Toaccess the Query Signature view, you can also click the linkable client name in the client list.
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Query Signature list

The Query signature list is the data displayed after you selected Group By Query Signature in the View Selection of
the Main Query view. The Query signature list provides you with the following information by default:

* QueryID

+ Signature SQL Text

« Occurrences

« Event Type

« Total Duration (ms)

« Total CPU Time (ms)

« Total Reads

« Total Writes

+ Average Wait Time (ms)

+ Most Recent Completion

« Average Blocking Time (ms)
+ Average Deadlocks

+ Keep Detailed History Flag
+ Aggregated

Additional columns are available through the Column Chooser under Options.

« Database

+ Average Writes

+ Total Blocking Time (ms)
« Average Duration (ms)

+ Average CPU Time (ms)
« Reads as % of list

« Total Wait Time (ms)

+ Average I/O Per Second
« Total Deadlocks

« CPU as % of list

+ Average Reads

+ Average CPU Per Second
« Application

To research for additional query details, you can perform the following actions from this list:

« View SQL
* Query Statement

& You candisplay the top 100, 200, or all records by clicking the different Show Top options.
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View your SQL Server query waits information

The Query waits tab of the single instance dashboard allows you to analyze waits over time (Query Waits over
Time) and by duration (Query Waits by Duration), so that you can better determine where your biggest
bottlenecks are occurring and what changes could potentially have the biggest performance boost on your
SQL Server instance.

Query waits over time

The Query waits over time view provides a selectable time range for the stacked bar chart display of waits. This
view comes with various dimensions for display that allow you to further investigate any performance issues:

« Waits

« Waits Category
« Statements

« Applications

« Databases

« Clients

« Sessions

« Users

@ Access the Query waits by duration view

You can navigate to the Query waits by duration view by double-clicking any bar in this view.

Query waits by duration

The Query waits by duration view displays a horizontal bar chart of query waits by duration of the wait. This view
comes with various dimensions for display that allow you to further investigate any performance issues:

« Waits

+ Waits Category
« Statements

« Applications

« Databases

« Clients

« Sessions

« Users

@ Timerange

In the Query waits by duration view, the horizontal bar chart is filtered by the selected time range in the
Query waits over time view.

Access the query waits tab

To access the query waits enhanced views, click the monitored instance of your choice in the Home tab of the SQL
Diagnostic Manager web console, and then select the Query Waits tab.
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View your SQL Server resources information

The Resources tab of the single instance dashboard contains several views such as CPU, Memory, Disk, and Server
Waits. The Resources tab allows you to monitor the system resources on the computer hosting the SQL Server
instance as well as what is used by SQL Server.

Resource bottlenecks are often the cause of SQL Server performance problems. These bottlenecks can result from
poor database application design or point to other system processes using valuable resources needed by SQL
Server.

CPU view

The Resources > CPU tab contains several charts and a Top sessions by active CPU widget (Click image to view full
size).

| Launch swA
ol Dt

A FEOCESSON QUELIELENTTH ~

Charts

Processor Time (%)

The Processor Time chart displays the percentage of CPU time used by all processes on the computer
hosting the SQL Server instance.

Processor Queue Length

The Processor Queue Length chart displays the number of ready threads in the processor queue on the
computer hosting the SQL Server instance.

CPU Usage (%)

The CPU Usage (%) chart displays the percentage of processing power in use on the computer that hosts
the SQL Server instance over a period of time. You can select that information displays for the last 30
minutes, 1 hour, 4 hours, 8 hours, and 12 hours.
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Top Sessions by Active CPU

This widget allows you to view the top sessions of a selected SQL Server instance per CPU usage. You can
configure this widget to display additional entries by clicking the gear icon or you can expand/contract by

clicking “™ .

TOF SESSHING BY ACTIVE CPU o~
Sesslon 1D CPU Usage
&6 93,958.60 —

Memory view

The Resources > Memory tab contains the following charts (Click image to view full size).
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Charts

SQL Memory Usage (MB)

This chart displays the SQL memory usage (SQL Used) compared to what is allocated (SQL Allocated)
and the total used (Total Used).

Memory Areas (MB)

This chart displays the memory usage of the Procedure Cache, Connections, Locks, and Database.

Page Life Expectancy (sec)

This chart provides the time in seconds that a page remains in the cache or buffer pool.

Cache Hit Ratios (%)

This chart displays the hit ratios of the Buffer and Procedure cache.
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Disk view
The Resources > Disk tab contains several charts and the Top sessions by I/0 activity widget (Click image to view
full size).

Charts

Disk Reads/Second Per Disk

This chart displays the number of reads per disk per second during a sample interval. You can select
intervals of 30 minutes, 1 hour, 4 hours, 8 hours, and 12 hours.

Disk Writes/Second Per Disk

This chart displays the number of writes per disk per second during a sample interval. You can select
intervals of 30 minutes, 1 hour, 4 hours, 8 hours, and 12 hours.

Disk Transfers Per Second

This chart displays the number of disk transfers per second during a sample interval. You can select
intervals of 30 minutes, 1 hour, 4 hours, 8 hours, and 12 hours.

SQL Server Physical I/0

This chart displays the number of read and write requests sent to the physical disk the SQL Server
instance resides in. Read and write requests are classified in Checkpoint Writers, Read-Ahead Reads,

Page Writes, Lazy Writer Writes, and Page Reads.
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Top Sessions by /0 Activity

This widget allows you to view the top sessions of a selected SQL Server instance per 1/O Activity. You can
configure this widget to display additional entries by clicking the gear icon or you can expand/contract by

clicking “™ .

TOP SESSIONS BY /0 ACTIVITY o~
Session 1D Physical if0

s 1,637.00 I ==
i 27300 W =
&l 101.00 1 —
53 62.00 1

58 10.00

Server Waits view

The Resources > Server Waits tab contains a chart that display information on all waits occurring on your system

and show the time different wait types occurred and the length of time (in milliseconds) it took for the waits to
clear. Click image to view full size.
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 Launch SWa

Totsl Waits v

ALL WAITTYFES ims)

SERVER WAITS

Categry

Wait categories in the drop-down menu

Total Waits
Total waits include all the types of waits collected.
Signal Waits

Signal waits occur when a resource is now available (after a resource wait) and the task is waiting to run
again.
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Resource Waits

Resource waits occur when access to a resource is denied because the resource is in use or not available.

Server Waits panel

Below the charts, the Server Waits panel includes information on the wait category, wait type, length of
time the wait took to clear, total wait time for all the collected wait types, and a definition of the wait
type.

Available wait types

The SQL Diagnostic Manager web console displays information on the following wait types: /O, Memory,
Non-I/O Page Latch, Non-Page Latch, Transaction Log, and Other categories.

For additional information on Server Waits metrics, see Server Waits Panel.

Access the Resources tab

SQL Diagnostic Manager provides two paths to access the Resources tab. The first access path is by selecting the
Resources tab of the single instance dashboard. You can also click the resources category icon of a specific instance
in the thumbnail sub-view.
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View your SQL Server databases information

The Databases tab of the single instance dashboard contains the Summary, Tempdb, and Availability Groups views.
The Databases tab allows you to view the status of all the databases on the selected SQL Server instance, the
tempdb database, and the availability groups.

Summary view

The Databases > Summary tab lists each database on the monitored SQL Server instance and provides a large
variety of database statistics:

« Database name

« Status

« Date Created

« Last Backup

« Files

« Data File Size (MB)
« Data Unused (MB)
+ Log File Size (MB)
+ Log Used (MB)

© Multi-database selection

Select multiple databases to display as horizontal stacked bar charts.

Capacity Usage chart

You can choose to view how data or log is used on your database. The Capacity Usage drop-down list allows you to
choose data or log in megabytes or percentages. You can select one or more databases in the Databases panel to
display in the Capacity Usage chart. This chart provides information on the text, tables, indexes space, as well as
the unused space of your database.
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Tempdb view

The Databases > Tempdb tab allows you to view the status of your tempdb database on the selected SQL Server
instance. Click image to view full size.
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The Tempdb view contains the following charts:

« Tempdb Space Used over Time (MB)
« Version Store Cleanup Rate (KB/Sec)
« Tempdb Space Used by File (MB)

For information on each chart, see Get the tempdb status summary.

Availability Groups

The Databases > Availability Groups tab allows you to view the status of your availability groups on the selected
SQL Server instance. This tab lists the Availability Groups, with the following description:

« Group Name

+ Replica Name

+ ReplicaRole

« Synchronization Health
« Redo Queue

+ Redo Rate

+ Log Send Queue

« LogRate

« Database Status
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Access the Databases tab

The SQL Diagnostic Manager web console provides two paths to access the Databases tab. The first access path is
by selecting the Databases tab of the single instance dashboard. You can also click the database category icon of a

specific instance in the thumbnail view.
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View your SQL Server alerts

The Alerts tab of the single instance dashboard displays a color-coded alerts timeline view and an active alerts
panel for the selected instance.

Color-coded alerts timeline view

The color-coded alerts timeline view allows you to easily identify the highest alert for your monitored SQL Server
instance and the highest alert for a specific category. Each color in the alert timeline represents a different alert
type. See the following table for more details:

Alerttype Color  Meaning

OK Green  Thealertisin an acceptable threshold.
Warning The alert reaches a Warning threshold.
Critical Red The alert reaches a Critical threshold.

Filter your alert results in the Alerts tab by specifying a timeframe or by selecting default timeframes of 8 hours, 1
day, 5 days, or 4 weeks. Click image to display in full size view.
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You can also filter your alert results by alert category or categories’ order. Click Edit to order and select the
categories you want to display in the Alerts timeline view.
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Active alerts panel

The Alerts tab also lists all the active alerts of your monitored SQL Server instance over a period of time. The active
alerts panel provides the following information:

Alert type
Shows alert type icon: v for OK alerts, {4 for Warning alerts, and & for Critical alerts.

Time

Indicates date and time of alert inception.

Summary

Displays alert description.

Instance

Displays the name of the monitored SQL Server instance.

Category

Indicates alert category.

Additional options

In the Active alerts panel of the single instance dashboard, you can select the following additional options:

Show alert details

View additional information on a specific active alert by clicking Show Details.
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Export
Export your alerts information in PDF, XLS, and XML.

Show/Hide Alerts

Choose to show or hide active alerts.
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View your top values in the web console

The Top X Lists tab of the SQL Diagnostic Manager web console allows you to view the top values in descending
order for selected metrics across the instances and databases in your SQL Server environment. Click the image to
view full size.
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The Top X Lists dashboard contains 18 widgets that help you assess quickly the health and performance of your
SQL Server environment. You can expand widgets, drill down for details, and also configure them as follows:
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Records

Choose to display a particular number of records with a maximum of 50. Access this option through the
gear icon on the right of the widget.

On the Top X Lists dashboard you can find the following widgets:

Top servers by alerts

This widget allows you to view the instances with the highest number of alerts during the past seven days in your
SQL Server environment. This widget displays the following information:

« Instance name
o Alerts

Clicking a specific server (instance name) in the widget allows you to navigate to the Overview tab of the single
instance dashboard for that server.

Top servers by CPU usage

This widget allows you to view the instances with the highest percentage of CPU usage in your SQL Server
environment. This widget displays the following information:

« Instance name
« CPU usage in percentage

Clicking a specific instance name in the widget allows you to navigate to the Resources> CPU tab of the single
instance dashboard for that server.

Top servers by memory usage

This widget provides you with information on the top instances with the highest percentage of memory usage in
comparison to their SQL Server allocated memory. This widget displays the following information:

+ Instance name
«+ Allocated (KB)
+ Usage (KB)

Clicking a specific server (instance name) in the widget allows you to navigate to the Resources > Memory tab of
the single instance dashboard for that server.

Top Servers by response time

This widget provides you with information on the top response times in milliseconds for all instances in your
environment. Keeping a tab of the top response times helps monitor congestion in a network and the performance
of SQL Server.

This widget displays the following information:

» Instance name
« Response time in milliseconds

Clicking a specific server (instance name) in this widget allows you to navigate to the overview tab of the single
instance dashboard for that server.
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Top Servers by waits

This widget provides you with information on the top waits for all instances in their environment. This widget
displays the following information:

« Instance name
« Waits

Clicking a specific server (instance name) in the widget allows you to navigate to the Resources > Server Waits tab
of the single instance dashboard for that server.

Top servers by queries

This widget allows you to view the top instances with the highest number of queries in your SQL Server
environment. Keeping a tab of this metric in your environment lets you prevent overloading your server.

This widget displays the following information:

« Instance name
+ Queries (ms)

Clicking a specific server (instance name) in the widget allows you to navigate to the main dashboard.

Top servers by I/O

This widget provides you with information on the top 10 instances with the highest 1/0 load by SQL Physical 1/0
(reads and writes) in their SQL Server environment. Keeping tab of the I/O subsystem performance prevents
increased timeouts and response times.

This widget displays the following information:

» Instance name
« Physical I/O (per sec)

Clicking on a specific server (instance name) in the widget allows you to navigate to the Resources > Disk tab of the
single instance dashboard for that server.

Top servers by sessions

This widget allows you to view the top values of the total number of sessions by instance in your SQL Server
environment. Keeping a tab of this metric in your environment lets you monitor the system load.

This widget displays the following information:

« Instance name
« Sessions

Clicking a specific server (instance name) in the widget allows you to navigate to the Sessions > Summary tab of
the single instance dashboard for that server.

Top servers by blocked sessions

This widget allows you to view the top blocked sessions by instances in your SQL Server environment. This widget
displays the following information:

« Instance name
« Blocked sessions

IDERA Website | Products | Buy | Support | Community | About Us | Resources | Legal 296


http://www.idera.com
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com
http://community.idera.com
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

SQL Diagnostic Manager for SQL Server

Clicking a specific server (instance name) in the widget allows you to navigate to the Sessions > Overview tab of
the single instance dashboard for that server.

Top Servers by active connections

This widget provides you with information on the top number of most user connections by instance in a SQL Server
environment. This widget helps you keep on top of the load on the system and monitor bottlenecks.

This widget displays the following information:

« Instance name
o Connections

Clicking a specific server (instance name) in the widget allows you to navigate to the Sessions > Summary tab of
the single instance dashboard for that server.

Top servers by disk space utilization

This widget allows you to view the top instances with the highest percentage of disk space utilization in your SQL
Server environment. Keeping a tab of this metric in your environment, lets you monitor available and used disk
space so that there is enough space to be allocated to databases, databases backups, and any other types of files
that you may want to store on the server.

This widget displays the following information:

« Instance name
« Utilization (%)

Clicking a specific database name in the widget allows you to navigate to the Resources > Disk tab of the single
instance dashboard for that server.

Top servers by tempdb utilization

This widget allows you to view the top values of the instances with the most tempdb space utilization in your SQL
Server environment. High tempdb utilization may lead to costly performance issues. This widget displays the
following information:

« Instance name
+ Space utilization (MB)

Clicking a specific server (instance name) in the widget allows you to navigate to the Databases > Tempdb tab of
the single instance dashboard for that server.

Top sessions by CPU usage

This widget allows you to view the top values of sessions by CPU Usage in your SQL Server environment. This
widget helps you monitor the system load on your SQL Server environment. This widget displays the following
information:

» Instance name

« Session ID

* Host

« Status

« Database

« Session CPU Usage
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Clicking a specific server (instance name) in the widget allows you to navigate to the Sessions > Summary tab of
the single instance dashboard for that server.

Top queries by execution time

This widget allows you to view the top longest running queries in your SQL Server environment. Long running
queries not only consume system resources that make the server and application run slowly, but they may also
lead to table locking and data corruption.

This widget displays the following information:

» Instance name

« Database name

* Query name

« CPU time (ms)

+ Physical Reads

+ Logical Reads

+ Logical Writes

+ Query execution time (ms)

Clicking on any row in this widget allows you to navigate to the Queries > Summary tab of the single instance
dashboard for that server.

@ You can configure the Top queries by execution time widget by time frame and records to display. Click
the gear icon to select a specific number of records, and choose to display the longest running queries for
the Last 24 hours or Last 7 days. Note that the maximum amount of records the widget displays is 50.

Top databases by size

This widget provides you with information on the top databases by file size across your SQL Server environment.
Note that values represent the actual amount of data used inside a database. This widget displays the following
information:

« Database name
« Size (MB)

Clicking a specific database (database name) in the widget allows you to navigate to the main dashboard.

Top databases by growth (Last 7 days)

This widget allows you to view the top fastest growing databases by instance in your SQL Server environment.
Keeping a tab of this metric in your environment, lets you predict how large databases may grow. This widget
displays the following information:

« Database name
« Growth (MB)

Clicking a specific database name in the widget allows you to navigate to the main dashboard.
Top databases by alerts

This widget allows you to view the top instances with the highest number of database alerts in your SQL Server
environment. This widget displays the following information:
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« Database name
o Alerts

Clicking a specific database name in the widget allows you to navigate to the Databases > Summary tab of the
single instance dashboard for that server's database.

Top databases by activity

This widget provides you with information on the top databases by activity size across your SQL Server
environment. This widget displays the following information:

« Database name
« Transactions (per sec)

Clicking a specific database name in the widget allows you to navigate to the Databases > Summary tab of the
single instance dashboard for that database.

IDERA Website | Products | Buy | Support | Community | About Us | Resources | Legal 299


http://www.idera.com
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com
http://community.idera.com
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

SQL Diagnostic Manager for SQL Server

View all your alerts in the web console

SQL Diagnostic Manager includes an improved Dashboard. The Alerts tab of the SQL Diagnostic Manager web
console allows you to view all alerts for all the servers in your environment.

Alerts
e B Severity  InstEnce MEtnic Category  SOLdmRA=pository.  Advanced Filter
o 41672015 1L PM Catabase IderaDashboardRepository is not backed up for 3339553 days WHN-IOFT] LS Backup Show Detaily =
B} 1/16/20191:11PM  Daisbiase ReportServeris not hacked up for 9939058 days WA Backup Show Detatls
B 41e/20191:31PM Database modetis not backed up For 3999989 days. A Backup Show Details
a 47162019111 PM Diatabase msdb is not backed up for 9533993 days. WINLOSEVUSTOLD Nk Backup Show Detaits
B} 4/16/20121:11PM  Database master is niot backed up for 5399990 days. WIN-UCSIVUSTOLG A Backup Show Detaiis:
a 4/16/2013 1:11 FM Database ReportServerTempDE ks not backed up for 2999939 days. WIN-UDSIVUITOLG LA Backup Show Detalis
B snesnisiarev pambase sgLdmRepositony bs not backed up for 9992299 days. A Eackup Show Detslis
a 4/1E7201% 1:13 FM Database SQLinventaryManagerfepasitony s not backed Up fer 152 days NfA Backup show Detalls
Bl 4ie/nis13pM  Database ReporSenver§SQLINNA I not backed up for 9990559 days. SIDROCTSTOASQLI014 N/A Backup Shiow Detalls
Organize your alerts

Your alerts are organized under the following columns:

« Active - Organizes all your alerts that are currently active.

« Severity - Organizes all your alerts by their severity (Severity 8, Severity 4, and Severity 1).
+ Instance - Organizes all your alerts by monitored SQL Server instance.

« Metric - Organizes all your alerts by each of the metrics affected.

+ Category - Organizes all your alerts by their category.

+ SQLdmRepository - Organizes all your alerts by SQL Diagnostic Manager Repository.

« Advanced Filter

& Severity
In the new Alert grid, Severity uses the following numerical values:

+ Severity 8 = Critical
 Severity 4 =Warning
+ Severity 1 = Informational

The Dashboard console has a new alert grid and custom filters that help you organize your alerts in your most

convenient way. Click the W icon located next to the column name to expand the drop down menu. This menu
allows you to sort your criteria by Sort Ascending or Sort Descending, you can remove or add the Database,
Category, and Show Details columns, and group the information by fields.
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Alerts

Severity Instance Metric Category SQLdmRepository Advanced Filter

* - Clear Filters

summary

4/16/20191:11P| |4 SortAscending ioardRepository is not backed up for 99935935 days.

4/16/20191:11P| |2 SortDescending  leris not backed up for 9999399 days.

4/16/2018 1:11 P‘I & Database 199 days.
4162008 LRl i group by this field [EKVCICCI RN © 02Ys.

4/16/2019 1:11 P| &  Show Details 399 days.

LA

4/16/2015 1:11 PM Database ReportServerTempDB is not backed up for 35595555 days.

4/16/2015 1:11 PM Database SQLdmRepository is not backed up for 9355553 days.

4/16/2015 1:13 PM Database SQLInventoryManagerRepository is not backed up for 152 days.

Additional options

+ Access the single instance dashboard by clicking the instance name in an alert row.
+ Access the Alerts Detail screen by clicking Show Details.
« Exportyour alerts information in different formats: Excel, CSV, and HTML.

IDERA Website | Products | Buy | Support | Community | About Us | Resources | Legal 301


http://www.idera.com
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com
http://community.idera.com
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw
http://wiki.idera.com/x/NoJfAg
http://wiki.idera.com/x/VAByAg

SQL Diagnostic Manager for SQL Server

Alerts

Severity Instance Metric Category S5QLdmRepository Advanced Filter

1PM Database IderaDashboardRepository is not backed up for 9953953 days.

HTML [1PM Database ReportServer is not backed up for 9999399 days.
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Access alert details

The Alerts Detail screen in the SQL Diagnostic Manager web console provides you with detailed statistics on your
alerts.

/1, WARNING S——
" Disk Cis88.12% full
NEXT ==
Instance Name: CH-5P2010-1 Warning =
Value: 88.1197052001953 Threshold: .
Current alerttime: 9/6/16 2:35 PM Critical Threshold: 90
Metric History (Last 4 hours) 4 Hours | 24 Hours | 7 Days
Cast A Bours Minimum Value: 0
Maximum Value: 100
BO -
e
&0 -
50
40
30
20
10
o T T T T 1
07:00 AM D00 AM 0300 AM 10:00 AM
Alert Details
SQL Server instance CH-SP2010-1 - Disk C is 88.12% full.
hd SHOW CATEGORY DETAILS SHOW INSTANCE DETAILS CLOSE

On the Alerts Detail screen you can find the following information:

o Alert Name

« Instance Name

« Value

« Current alert time
+ Warning Threshold
« Critical Threshold
« Alert Details

Additional button options

Category

Click the SHOW CATEGORY DETAILS button to access first the Overview tab of a single instance and
then specific category views such as sessions, queries, query waits, resources, databases, and alerts.

IDERA Website | Products | Buy | Support | Community | About Us | Resources | Legal 303


http://www.idera.com
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com
http://community.idera.com
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

SQL Diagnostic Manager for SQL Server

Instance

Click the SHOW INSTANCE DETAILS button to access the single instance dashboard for a specific
instance.

Close

Click the CLOSE button to exit the Alerts Detail screen.

Prev

Click the PREV button to view details for a previous alert.

Next
Click the NEXT button to view details for the next alert.

Metric history
View alert history for the past 4 hrs, 24 hrs or 7 Days.

Launch SQL Diagnostic Manager

Click the SQL Diagnostic Manager icon "W to launch the SQL Diagnostic Manager Console.

Access the Alerts Detail screen

SQL Diagnostic Manager provides several paths to access the Alerts Detail screen. The first access path is by clicking
any row in the alerts roll up view of the Alerts tab. The second access path is by clicking over a category icon in the
thumbnail sub-view that contains active alerts. It is also possible to access the Alerts Detail screen through the SQL
Diagnostic Manager web console's home tab and the specific widgets it contains.
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Advanced Filter

Advanced filters allows you to create custom filters that helps you segment instances using single or multiple
conditions.

Advanced Filter dialog

Create custom filters that allow you segment instances using single or multiple conditions.
Custom Filter Name: Help
- - - AND - e
Add Filter
Cancel

+ Custom Filter Name - Enter a name for your custom filter.

Use the following fields to create your custom filters. Custom filters on IDERA SQL Diagnostic Manager have
the following structure:

v - * |lano v | @
Column Name Operator Column Value Conditional

+ Add Filter - Allow you to add an additional filter.

« Clear Filters - Clears the value of filter creation fields.

« Cancel - Cancel the creation of the filter.

« Apply Filters without Saving - Applies the current advanced filter without saving it.
« Save and Filter - Saves and applies the filter.
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Creating an Advanced Filter
To create an advanced filter follow these instructions:

1. Go totheinstance view where you want to create a filter.
2. Click Advanced Filter and select Create Filter.

Alerts

Active Severity Instance Metric Category SQLdmRepository Advanced Filter

- Y Advanced Filter « Clear Filters

LI Mo Saved Filters

a 4/16/2015 1:11 PM Database ReportServeris not backed up for 39595955 days.
a 4/16/2015 1:11 PM Database model is not backed up for 9995935 days.

3. On the Advanced Filters dialog enter a name for your filter.

Custom Filter Name: Help

Filter_1|

4. Use the drop down menus to select your desired criteria on the filter creation field.

Metric - Contains - SQL ServerCP... x -~ w || AND - (-]
Unsubscribed ... %

5. Click Save and Filter.

You can also use conditions to further refine your advanced filters. To add more filtering fields, click Add Filter.

Metric - Contains - SQL Server CP... # . AND - e
Unsubscribed ... =

Severity * || Contains - Ok % Informational x * AND - a

To remove a filter field click o .
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Create custom dashboards

The Custom Dashboards tab of the SQL Diagnostic Manager web console allows you to create and view custom
dashboards. You can define and save multiple dashboard views to compare metrics across your monitored SQL
Server instances.

HOME  TOPXLISTS  ALERTS  CUSTOM OASHBOARDS

Live  18min ¥ | Historlc From Jun2t, 2019 [ To: Junz21, 2015

Add 3 Dashboard

Add a dashboard

To add a dashboard:

Click Add a Dashboard in the Custom Dashboards view.

Type a dashboard name on the Add a Dashboard window.

Select the Default check box, if you want to set this dashboard as the default one.
Click Save.

wnN e

Add widgets to your dashboard

Customize your dashboard by adding widgets to display specific SQL Diagnostic Manager metrics. You can add a
widget at a time.

To add a widget to your dashboard:

1. Click Add a Widget in the Edit Dashboard view.
2. Type a label for your widget in the corresponding box or leave it empty for default.
3. Select a widget type.

Label: faptona - iste srapty for ceteuit

Metric: ' v

Data Source: SingleInstance ¥

[

Identifier:

Save Cancel

4. Choose a metric from the drop-down list.
5. Choose a data source from the drop-down list. Available options vary according to the type of widget
selected and include:
+ Single Instance
« Multiple Instance
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« TagName
« All Instances

6. Choose an identifier or identifiers from the drop-down list. Note that if you select the All Instances data
source option, it is not possible to assign an identifier.
7. Click Save.

Actions to perform in your Custom Dashboards View

The SQL Diagnostic Manager web console allows you to perform the following actions in your Custom Dashboards
view:

« Filter your results by time frame
« Edit your dashboard

« Remove your dashboard

«+ Duplicate your dashboard

F1 simpsonsiadministrator {4 Administration Help

lashboard 1 3 - =1
e boa Live 15 min ¥ | Histoic From: Sepd, 2016 B Too Sepd, 2016 )

Add 3 Dashboard

Dashboard 1

D5 Disk Full [Porcent)

AUT-SRLALD04S  THEL

Details

SQL Server CPU Usage [Percent)

Detalls

© Todisplay a widget in full size, click Details.

Filter results by time frame

Filter results in your dashboard by specific built-in periods from the Live list or by specific start and end dates in the
historic timeframe option.

& By default, the results timeframe is the current date.

Edit your dashboard

In the Edit Dashboard view, you can:
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+ Change your dashboard name.

+ Setyour dashboard as the default one by selecting the Default check box.

+ Select or create a dashboard tag by typing a name in the Dashboard Tags box.
+ Add a new widget, remove, or edit current widgets.

+ Place and order widgets in your dashboard by dragging and dropping them.

To access to the Edit Dashboard view, click Edit Dashboard in the Custom Dashboards view.

& Click Save after making changes in the Edit Dashboard view.

Remove a dashboard

To remove a dashboard, click Remove Dashboard and then select OK on the Confirmation window.

Duplicate a dashboard
To duplicate a dashboard, click Duplicate Dashboard.
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Custom dashboards widget types

The SQL Diagnostic Manager web console allows you to choose between the following predefined widget types for
a customized dashboard view:

Single value

Shows the single value for a specific metric and instance.
Mini-timeline

Displays the timeline and value for a specific metric and instance.

Value and timeline

Displays the value and the baseline range for a specific metric and instance.

List of Values

Displays the current value and the trend for a specific metric and instance, multiple instances, or tags.
Large timeline

Displays the timeline and the current value for a specific metric and instance, multiple instances, or
tags.
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Navigate the IDERA Newsfeed and SQLDM Mobile

The IDERA Newsfeed allows DBAs and managers to collaborate, share knowledge, and keep close tabs on their
most critical SQL Server issues. Using real-time feeds, your team can increase productivity by sharing knowledge
and expertise and staying up-to-date on the most recent issues.

Using Newsfeed, you can:

+ Collaborate with team members regardless of where you or they are located.
« Follow application alerts, server activity, and coworker comments.
+ Provide status updates as the team manages and resolves any issues.

With IDERA Newsfeed, you and your team stay informed, is more productive, and can shorten the time to problem
resolution. You can access the Newsfeed user interface from either the SQLDM Console or the SQLDM Mobile Web
application.

SQLDM Mobile helps you quickly investigate, diagnose, and correct performance and availability problems from
your mobile device. This unique Web-based application, coupled with the IDERA Newsfeed technology, helps you
stay productive and connected no matter where you or your servers are located.

With SQLDM Mobile, you can:

+ Seeyour entire SQL Server environment while “on the go”

+ View real-time dashboards to identify problem areas and get current server health
« Drill down into the details of key performance metrics and alerts

« Collaborate with team members as issues unfold

« Use any mobile device or tablet

With SQLDM real-time performance data at your fingertips, you can keep your SQL Server enterprise running
smoothly from any location.

Using the SQLDM Mobile & Newsfeed Service, SQLDM publishes status updates for each monitored server. These
updates display on the server wall and in your Most Recent feed. You can interact with each update, posting
troubleshooting information and brainstorming with coworkers. SQLDM stores all updates and their activity as
stories in the SQLDM Mobile Repository.

Next, you can access to the following information on how to start using these services:

+ Configure your Newsfeed and Mobile deployment
« Create an account and Sign Up

» IDERA Newsfeed and SQLDM Mobile Log On

» Navigate the IDERA Newsfeed Interface

+ Navigate SQLDM Mobile Dashboards

« Customize your experience

« Tips and tricks
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Configure your Newsfeed and Mobile deployment

After initially installing and setting up the IDERA Newsfeed and SQLDM Mobile, there are several tasks you can
perform to further customize and streamline your deployment.

(@ For details on the supported installation scenarios, components and architecture, system requirements,
and installation instructions see IDERA Newsfeed and SQLDM Mobile.

@ Todeploy only the Newsfeed, see Install IDERA Newsfeed only.

Suggested configuration workflow

(v] Follow these steps ...
Ensure each SQLDM application has an owner.

Verify that each SQL Server instance monitored by your SQLDM applications is
available through the Newsfeed user interface. The IDERA Newsfeed Platform
automatically creates a profile for each monitored instance so that your team can
immediately begin following them.

For each server:

« Ensure it has an owner.
« Change the default picture to a unique graphic or photo that correlates with the
server name or can be easily identified as that server.

Verify that the Repository grooming settings meet your data retention needs.

Available configuration tasks

+ Assign an owner to a server

+ Assign an owner to an application

+ Change a server or application profile

+ Change the Web Server settings for SQLDM Mobile
+ Change your account settings

+ Change the Newsfeed administrator

+ Configure how the IDERA Newsfeed Platform authenticates with SQLDM
+ Configure the IDERA Newsfeed Repository

+ Configure Mobile and Newsfeed email settings

« Invite coworkers

« Manage Users

+ Manage your profile

+ View application status
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Assign an owner to a server

Assigning an owner to a server provides a single point of contact for coworkers to call when that instance is
experiencing performance issues. Server ownership can correlate with specific job responsibilities for monitoring
your SQL Server environment.

To assign an owner using the SQLDM Console, follow these steps:

1. Inthe Newsfeed navigation pane, click SQL Servers.

In the right pane, select the server whose owner you want to change.
In the profile pane, click Info.

In the right pane, click Edit.

Use the Owner pull-down menu to select the appropriate person.
Click OK.

ouhswN

What happens when | assign server ownership to someone?

When you assign an owner to a server, the IDERA Newsfeed Platform automatically configures this user to follow
the selected instance, ensuring them to easily and quickly access the server status updates from the Most Recent
feed. The platform also updates the server profile to include the owner's contact information. After these updates
are complete, the SQLDM Mobile and Newsfeed Service sends a notification email to the previous owner stating
that the ownership has changed.

What are the benefits of server ownership?
Server ownership provides several benefits:

« Following - By owning a server, you automatically follow it.
+ Notifications - You receive notifications from SQLDM Mobile & Newsfeed Service when anyone interacts with
a server you own. To receive these notifications, change your account settings.

Who can set server ownership?

Any IDERA Newsfeed user who has SQLDM administrator rights can set ownership. To check these security settings,
identify which SQLDM installation the IDERA Newsfeed Platform is using as the authentication provider, and then
use the SQLDM Console to verify its security settings.
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Assign an owner to an application

Assigning an owner to an application provides a single point of contact for coworkers to call when SQLDM is
experiencing issues. Application ownership can correlate with specific job responsibilities for administrating your
SQLDM installations.

To assign an owner using the SQLDM Console:

1. Inthe Newsfeed navigation pane, click Applications.

In the right pane, select the application whose owner you want to change.
In the profile pane, click Info.

In the right pane, click Edit.

Use the Owner pull-down menu to select the appropriate person.

Click OK.

ouhswN

What happens when | assign application ownership to someone?

When you assign an owner to an application, the IDERA Newsfeed Platform automatically configures this user to
follow the selected application, ensuring an easily and quickly access to the application status updates from the
Most Recent feed. The platform also updates the application profile to include the contact information.

What are the benefits of application ownership?
Application ownership provides several benefits:

+ Following - By owning an application, you automatically follow it.
« Notifications - You can receive notifications from the SQLDM Mobile and Newsfeed Service about application
activity. To receive these notifications, change your account settings.

Who can set application ownership?

Any IDERA Newsfeed user who has SQLDM administrator rights can set ownership. To check these security settings,
identify which SQLDM installation the IDERA Newsfeed Platform is using as the authentication provider, and then
use the SQLDM Console to verify its security settings.
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Change a server or an application profile
You can change the server or application profile information that the Newsfeed displays .
To change profile settings using the SQLDM Console, follow these steps:

1. Inthe Newsfeed navigation pane, click either SQL Servers or Applications.

In the right pane, select the server or application whose profile you want to change.
In the profile pane, click Info.

In the right pane, click Edit.

Change the appropriate settings.

Click OK.

ouhswN
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Change the Web Server settings for SQLDM Mobile

You can change the website address and port number for the SQLDM Mobile website or specify a different host
computer for the IDERA Newsfeed Platform (Repository database and SQLDM Mobile & Newsfeed Service).

To specify new Web Server settings:

1. Startthe SQLDM Web Manager console.

2. Specify the new website address or the name of the new host computer. When typing the website address,
keep in mind the domain relationship between the IIS Server and your corporate network.

URL: PortNumberL asin |http://LABSERVER:85|, if the new website uses a port other than 80.

To ensure that SQLDM Mobile can connect to the new platform host, click Test.
4. Click Save.

w
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Change your account settings

You can change the settings associated with your IDERA Newsfeed account at any time. Use the General Settings
and Notification Settings views to update your account information or tweak your current activity notifications.

In the General Settings view, you can perform the following actions:

« Update your real name. Each Newsfeed account requires a unique, real name.

« Change the profile name that coworkers use to mention you in posts or comments using SQLDM Mobile.

« Specify a different email address. You will use this email address to log in to the Newsfeed and SQLDM
Mobile. The SQLDM Mobile & Newsfeed Service uses this email address to send you notifications.

Access your account settings

In the Newsfeed menu bar of the SQLDM Console, click Account, and then click Account Settings. To edit your
account, click Change located next to the setting you want to update.
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Change the Newsfeed administrator

By default, the IDERA Newsfeed does not have an administrator. Consider choosing the same person who is
responsible for administrating your SQLDM installation.

The Newsfeed administrator should be someone who can be contacted when important issues occur within the
Newsfeed deployment, such as SQLDM Mobile & Newsfeed losing the connection to the SQLDM Mobile Repository
database. When you specify the Newsfeed administrator, you provide the name, email, and work phone or mobile
phone.

Follow these steps to set a Newsfeed administrator:

1. Start the IDERA Newsfeed Platform Manager console.
2. Click the Administrator tab.

3. Specify the appropriate settings.

4. Click Save.
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Configure how the IDERA Newsfeed Platform authenticates with SQLDM

The IDERA Newsfeed Platform leverages the application security settings provided by SQLDM to authenticate users
when they log on to the Newsfeed or SQLDM Mobile. You can specify a different authentication provider or change
the port that the SQLDM Mobile & Newsfeed Service uses to communicate with the SQLDM Repository database.

© By default, the SQLDM Mobile & Newsfeed Service uses port 5166.

To specify new authentication provider settings:

1. Start the IDERA Newsfeed Platform Manager console, and navigate to the Authentication Provider tab.

2. Specify the name or IP address of the new host computer for the SQLDM Management Service. By default,
the Management Service is installed on the computer where you ran the SQLDM setup program.

Verify that the selected port is open.

To ensure that the SQLDM Mobile & Newsfeed Service can connect to the new host, click Test.

5. Click Save.

> w

When should | change the authentication provider settings?
You should specify new authentication provider settings when:

+ You have migrated the SQLDM services to another computer.

« You want the IDERA Newsfeed to publish status updates from a set of SQL Server instances that are
monitored by a different SQLDM installation.

«+ Your network security configuration has changed and you need to specify a different port.
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Configure the IDERA Newsfeed Repository

The IDERA Newsfeed Platform lets you pick the Repository settings that best fit your environment and monitoring
needs.

You can perform the following modifications:

« The Windows account or SQL login credentials that the SQLDM & Newsfeed Service uses to connect to the
Repository database.

« The age limit at which the Repository grooming job permanently deletes stale activity and deleted or
disabled objects.

If you have migrated the Repository to a new SQL Server instance, you can also change the name and location of
the Repository database.
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Change the grooming settings

You can set the age limits at which activity and unused objects are deleted from the Repository. For each grooming
option, specify an age from 1 to 365 days.

To set your grooming options, follow these steps:

1. Start the IDERA Newsfeed Platform Manager console.

2. Click the Repository tab.

3. Under Grooming Options, select the application age limits for activity and objects. You can specify an age
from 1 to 365 days.

4. Click Save.

The setup program installs a single grooming job that is scheduled to run on the Repository at midnight each day.
This job calculates the age of all Newsfeed activity and objects stored in the Repository, and detects whether any
instances have been removed from SQLDM. When the job finds stale active or disabled objects that are older than
the specified age limit, it deletes the corresponding data, including all associated posts, status updates, comments,
and bookmarks.

What gets groomed?

By default, the IDERA Newsfeed Platform grooms all unused objects and stale activity. You can change many of the
age limits used to determine when to groom a specific object or activity.

+ Applications that have been disabled for more than 45 days.

«+ Notifications older than 7 days.

+ Newsfeed user accounts that have been disabled for more than 45 days.

« Servers that have not been monitored by the SQLDM application for more than 45 days.
« Stories older than 30 days.

@ Ifanolder story has had recent activity, such as a new comment, within the specified age limit, the IDERA
Newsfeed Platform does not groom the story.

How often should | groom data?

How often you groom data — that is, how old you allow stories to get before deleting them from the SQLDM Mobile
Repository — depends on these factors:

Factor Why How

The number of status Based on this publication rate, you can Use the Applications tab of the
updates that have been determine how quickly the Repository IDERA Newsfeed Platform
published by the SQLDM database is growing to accommodate these Manager console to check the
application stories, and how soon you will need to delete ~ publication rate for your SQLDM

older stories to make room for future stories.  application.

The amount of activity the Because important issues typically receive Use the activity timeline to track
average story gets the most attention, and get the most activity, = bursts of activity and identify
you can gauge how long a story continues how many stories are
before it is considered "stale" by your team. responsible for these peaks.
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Factor Why How

Life-cycle of the average The age limit at which you groom a story Follow a few typical stories to

issue should be set to 2-5 business days from the see how they evolve and review
point at which an issue is typically resolved, your team's current issue

allowing ample time for your team to see the  resolution workflows.
issue, respond to it, update the story, and
note the solution.

@ To keep an ongoing record of how key critical issues were solved, encourage your team to bookmark the
corresponding stories, ensuring they will always have access to that information.
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Change the IDERA Newsfeed and SQLDM Mobile service credentials

You can specify a different Windows account or SQL login for the SQLDM Mobile and Newsfeed service to use when
connecting to the Repository database. Ensure that the account or the login meets the permissions requirements.

To specify new SQLDM Mobile & Newsfeed Service credentials:

1.
2.
3.

Start the IDERA Newsfeed Platform Manager console.

Click the Repository tab.

Under Connection, input the following settings:
« Choose the type of authentication.
« Specify the user name (for a Windows account, type domain\username).
«+ Specify the password.

. Click Save.
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Configure SQLDM Mobile and Newsfeed email settings

In order to receive notifications from the SQLDM Mobile and the Newsfeed service, you must configure how the
IDERA Newsfeed Platform should communicate with your Mail Server.

Available email settings

In the Email Settings you can perform the following changes:

Name of your Mail Server.

Port that the SQLDM Mobile & Newsfeed Service should use to communicate with the Mail Server (by default,
port 25).

How long (in seconds) the IDERA Newsfeed Platform should wait for a reply from the Mail Server before
timing out (by default, 15 seconds).

Whether the Mail Server requires authentication, and which credentials should be used for authentication.
The name and the email address that the SQLDM Mobile & Newsfeed Service should use when sending
notification emails.

To configure your email settings, follow these steps:

o

Start the IDERA Newsfeed Platform Manager console.

Click the Notification Server tab.

Specify the appropriate values.

To ensure SQLDM Mobile can connect to your Mail Server, click Test.
Click Save.
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Invite coworkers
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Manage users

In the option Manage Users, you can delete, disable, or enable a Newsfeed user account.

Delete a user account

Deleting a user account prevents the affected team member from logging on to either the IDERA Newsfeed or
SQLDM Mobile, and from receiving notification emails about server or coworker activity.

The disabled user is also queued for grooming. Depending on your settings, the grooming job permanently deletes
the account configuration, profile, and status update information from the Repository after the selected number of
days have passed.

If you enable the user before it is groomed, the IDERA Newsfeed Platform restores the account to its most recent
state. Once a user account is groomed, it cannot be re-instated. To temporarily prevent a team member from using
the IDERA Newsfeed or SQLDM Mobile, consider disabling the account instead.

You may need to delete a user when a team member has moved to another department or left the company and
when someone has violated the policies of the company.

Follow these steps to delete a user account:

1. Start the IDERA Newsfeed Platform Manager console.

2. Click the Users tab.

3. From the list of registered users, select the user you want to delete.
4. Click Delete.

Disable a user account

Disabling a user account prevents the affected team member from logging on to either the IDERA Newsfeed or
SQLDM Mobile, and from receiving notification emails about server or coworker activity.

You may need to disable a user when you are setting up and configuring the IDERA Newsfeed deployment. Also,
when a user has violated the company policies.

Follow these steps to disable a user account:

1. Start the IDERA Newsfeed Platform Manager console.

2. Click the Users tab.

3. From the list of registered users, select the user you want to disable.
4. Click Disable.

Enable a user account

Enabling a Newsfeed user allows that person to receive status updates, alerts, and other pertinent performance
data about monitored SQL Server instances in your environment. When a user is enabled, your team can interact
with this coworker and receive notifications about their activity.

By default, an account and profile are created for a user when they sign up with the IDERA Newsfeed. All new users
are automatically enabled, and can begin monitoring servers.

Follow these steps to enable a user account:

1. Start the IDERA Newsfeed Platform Manager console.
2. Click the Users tab.
3. From the list of registered users, select the user you want to enable.
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4. Click Enable.
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Manage your profile

Manage your profile by checking activity on your wall and keeping your profile information up-to-date to ensure
your coworkers can easily find you and interact with you.

To check your wall activity using the SQLDM Console, follow these steps:

1. Onthe Newsfeed menu bar, click Profile.
2. Inthe profile pane, click Wall.
3. Inyour wall, you can perform the following actions:
« Search for a specific story.
« Use the activity timeline to track communications between you and your coworkers.
Review the details of a story to see how a conversation resolved.
« Like, bookmark, or comment on a post.

4. Click OK.
To check your wall activity using SQLDM Mobile, follow these steps:

1. Onthe SQLDM Mobile home page, tap Profile.

2. From your wall, you can perform the following actions:
« Review the details of a story to see how a conversation resolved.
« Like, bookmark, or comment on a post.

3. Use the posts filter to show all posts or only your shared posts.
To change your profile using the SQLDM Console, follow these steps:

1. Onthe Newsfeed menu bar, click Profile.
In the profile pane, click Info.

In the right pane, click Edit.

Change the appropriate setting.

Click OK.

arwN
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View application status

In the IDERA Newsfeed Platform Manager, you can check the status and other properties of the SQLDM application
you registered with the IDERA Newsfeed.

You can view the following properties:

« The date and time of last published status update.

« The total number of status updates that have been published by SQLDM.
« The number of servers being monitored by SQLDM.

« The number of coworkers who are following this application.

Follow these steps, to view your application status:

1. Start the IDERA Newsfeed Platform Manager console.
2. Click the Applications tab.
3. Toensure the displayed properties are current, click Refresh.
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Create an account and Sign Up

IDERA Newsfeed lets you take advantage of its monitoring and collaboration features from within the SQLDM
Console or the SQLDM Mobile application on your mobile device. The signup process includes creating your
Newsfeed account and completing your profile.

Both the IDERA Newsfeed feature and SQLDM Mobile use your Newsfeed account for login authentication. After you
have signed up, you can immediately begin interacting with coworkers and checking your servers per your SQLDM
application security level. To better understand your security level, contact your SQLDM administrator.

@ When you sign up with the IDERA Newsfeed, your account is automatically set up to follow your own posts.
This inclusion allows you to see your posts in the context of the Most Recent feed, just as your posts
appear to your coworkers.

Sign up via the SQLDM Console
Use the SQLDM Console to sign up with the IDERA Newsfeed.

1. Inthe navigation pane of the SQLDM Console, click Newsfeed.
2. Under Sign Up in the right pane, type the following information:
« Your first and last name.
« The email address you want the SQLDM Mobile & Newsfeed Service to use when sending you
notifications.
« The nickname or Profile Name you want your coworkers to use when mentioning you in their posts or
comments.

Click Sign Up.
4, Onthe Complete Your Profile window, specify your current title and preferred contact information, and then
click Save & Continue.

w

@ You can also upload a photo to help your coworkers easily identify you in their feeds or find you
when searching for your comments and posts.

5. Onthe Follow Servers window, choose which monitored SQL Server instances you want to follow, and then
click Save & Continue.

6. On the Follow Coworkers window, choose which coworkers you want to follow, and then click Save
& Continue

7. The Newsfeed pane displays the Welcome window, from which you can complete additional customizations.

Sign up via SQLDM Mobile
You can sign up and create your Newsfeed account from the SQLDM Mobile Web application.

1. Using your desktop or mobile Internet browser, go to the SQLDM Mobile Web application. The default Web
address or URL for SQLDM Mobile is: // MyWebServer/SQLdm.
2. On the login view of SQLDM Mobile, click Sign Up.
3. On the Sign Up view, type the following information:
+ Your first and last name.
+ Your current title and preferred contact information.
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+ The email address you want the SQLDM Mobile & Newsfeed Service to use when sending you
notifications.

« The nickname or Profile Name you want your coworker to use when mentioning you in their posts or
comments.

+ The credentials you want to use for your Newsfeed account.

Click Log On.

In the servers view, choose which monitored SQL Server instances you want to follow, and click OK.
In the coworkers view, choose which coworkers you want to follow, and click OK.

SQLDM Mobile creates your Newsfeed account and then displays its home page.
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IDERA Newsfeed and SQLDM Mobile Log On

You can log on to the IDERA Newsfeed from within the SQLDM Console or to SQLDM Mobile from your mobile
device. The default Web address or URL for SQLDM Mobile is: //MyWebServer/SQLdm.

When you log on to SQLDM Mobile, the SQLDM Management Service validates your email address against the
address specified for your Newsfeed account and then validates your password against the credentials of your
SQLDM account. SQLDM Mobile does not store your password. In environments that use Windows authentication,
SQLDM Mobile impersonates your user account when connecting to the SQLDM Repository database. In
environments that use SQL Authentication, SQLDM Mobile uses the provided username and password. When the
Repository connection succeeds, the SQLDM Mobile Log In is authenticated and remains in use until you log off
from SQLDM Mobile.

© To get amore streamlined experience with the IDERA Newsfeed, such as directly linking to an ongoing
story from a notification email, choose to keep yourself logged on.

To log on to the IDERA Newsfeed within SQLDM:

1. Inthe navigation pane of the SQLDM Console, click Newsfeed.

2. Inthe Email text box at the upper right corner, type the email address you specified when you signed up
with the IDERA Newsfeed.

3. ClickLogIn.

To log on to SQLDM Mobile using your Mobile device:

1. If you want to connect through a VPN:
a. Connect to your corporate network or Intranet using your Windows credentials.
b. Type the SQLDM Mobile URL in the address bar of your mobile browser.

2. If you want to connect without a VPN, type the SQLDM Mobile URL in the address bar of your mobile
browser.
3. Onthe Log On window, type the:
« Email address you specified when you signed up with the IDERA Newsfeed.
+ Password of the Windows account you use when accessing SQLDM.

4. TapLogIn.
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Navigate the IDERA Newsfeed Interface

The IDERA Newsfeed is a new way for DBAs and managers to collaborate, share knowledge, and keep close tabs on
your most critical SQL Server issues.

In the following list, you can find some basic components that can help you understand more about the
terminology used in IDERA Newsfeed:

« Activity Timeline
+ Application

« Coworker

« Comment

+ Followers

o Like or Unlike
« Mention

+ My Bookmarks
« My Directory
« My Favorites
» Post

« Profiles

« Server

« Status Update
« Story

« Walls

Activity Timeline

An activity timeline is a chronological graph that displays in the SQLDM Console, at the top of your Most Recent
feed as well as on the walls of servers, your SQLDM application, and coworkers. It shows how many stories have
been created over time, as well as when stories have caused the most interaction, allowing you to quickly identify
the highest and lowest points of activity.

How can the activity timeline help me diagnose issues?

By identifying when activity spikes happened, you can discern when and where you should focus your attention.
You can then drill down to the corresponding stories that occurred at specific points in time by selecting suspicious
spikes in the timeline.

The activity timeline also lets you easily discover historical patterns, such as a repeating server issue, or return to a
past event to see how it was resolved.

How do | browse activity on the timeline?

Choose whether you want to browse activity by day, month, or year, and then use the forward and backward
arrows to scroll through the corresponding timeline.

How do | pick a specific point in time?

When you hover over or tap on the activity timeline graph, a horizontal bar displays, pinpointing the exact pointin
time for which you are seeing activity. To change this point in time, select the bar and move it to the appropriate
time.
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Application

An application is a tool, such as SQL Diagnostic Manager, that provides alerts and other event information about
servers to the IDERA Newsfeed. This information is processed into status updates in your feed and on the wall of
your server. To better understand the relationship between an application and its managed servers, learn how the
IDERA Newsfeed works.

How do | see a list of all available applications?

In the Newsfeed navigation pane of the SQLDM Console, click Applications.

How do | see information about my application?

You can view information about your SQLDM application from the profile of an application or the Applications tab
in the IDERA Newsfeed Platform Manager console.

From the info tab of the profile, you can see general information such as:

« The profile name of the application, which you can use to mention the application in your posts and
comments.

« Who is responsible for administrating this application, the application owner.

« Who is following this application, the followers.

From the Applications tab in the IDERA Newsfeed Platform Manager console, you can view statistics such as:

« Date and time of the last published status update, the recent activity.
+ The total number of updates published since install.
« The number of SQL Server instances monitored by this SQLDM application.

How do | get to a wall of an application?

In the Newsfeed navigation pane of the SQLDM Console, click Applications, and then click the name of the SQLDM
application whose wall you want to view. You do not have to follow the application to view its wall.

How do | follow an application?

In the Newsfeed navigation pane of the SQLDM Console, click Applications, and then click Follow for each SQLDM
application you want to follow.

Why should | follow an application?

Some applications, such as SQLDM, provide status updates and system alerts about the health of their
components. For example, SQLDM will alert you when it detects an issue that involves the Collection Service or if
the Repository was recently offline. Following an application lets you track these status updates from your feed.

Comment
Comments allow you to interact with an active story. Use comments for the following actions:

+ Update the status of a server to provide new troubleshooting data or confirm a previously applied fix.
« Assign a task to your coworker.
« Ask your coworkers questions about an application alert.

To add your comment to a story, select Comment in the story summary.

Whenever you click Like in a comment, your coworker is notified giving them the opportunity to respond.
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Coworker

A coworker is a teammate, manager, or coworker who has signed up with the IDERA Newsfeed. You can send
invitations to anyone inside your SQL Server organization who also uses SQL Diagnostic Manager.

How do | see a list of all my coworkers?

In the Newsfeed navigation pane of the SQLDM Console, click Coworkers.

Does it matter where my coworkers are located?

No. Coworkers can be located in any geographic location, and own servers that you are responsible for monitoring.

How can | interact with my coworkers?
You can interact with your coworkers by:

+ Follow coworkers so you can see their posts in your Most Recent feed.

« Ask your coworker a question by posting on their wall.

« Comment on posts shared by your coworkers.

+ Reply to comments coworkers have posted on stories.

+ Keep up-to-date when your coworker profile contact information changes.
» Taga coworker, mention them in a comment or post.

How do | get to a coworker's wall?

In the Newsfeed navigation pane of the SQLDM Console, click Coworkers, and then click the name of the coworker
whose wall you want to view. You do not have to follow the coworker to view their wall.

How do | follow a coworker?

In the Newsfeed navigation pane of the SQLDM Console, click Coworkers, and then click Follow for each coworker
you want to follow.

Why should | follow a coworker?

Follow a coworker if you want to see their posts and related activity in your feed.

Followers

Followers are those coworkers who are following you or the servers you own. In turn, you can follow any coworker,
server, or application whose posts and status updates interest you. Following someone or something makes it easy
to keep up with recent activity and collaborate on specific issues.

When you choose to follow someone or something, you automatically begin to see their posts and status updates in
your Most Recent feed. From the feed, you can easily:

« Comment on posts and status updates from the people and servers you are following.
« Like the posts and comments shared by your coworkers.
« Bookmark stories originated by your coworker or by a server.

Each profile lists who is following that person or that server. You can always view stories, post questions, or post
announcements to walls, even though you are not following them. You can choose to follow specific stories without
following that coworker or server.
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Why do | see my own posts in my feed?

When you sign up with the IDERA Newsfeed, your account is automatically set up to follow your own posts. This
inclusion allows you to see your posts in the context of the Most Recent feed, just as your posts will appear to your
coworkers.

How do | follow someone or something?

In the Newsfeed navigation pane of the SQLDM Console, click either Coworkers, Application , or SQL Servers.
Then, click Follow located next to the name of the person or server you want to follow.

How do | see who is following me?

In the SQLDM Console, navigate to the Newsfeed, and click See All located next to Followers in the right pane. To
go to a specific person's wall, click the appropriate thumbnail profile picture.

How do | review the things and people | am following?

From the SQLdm Console, navigate to the Newsfeed, and then click See All next to Following in the right pane. To
go to a specific wall, click the appropriate thumbnail profile picture.

How do | follow specific stories?

You can follow specific stories shared by servers you are not following. You can also ignore specific stories shared
by the servers you are following.

From the SQLDM Console, navigate to the wall of the server whose story you want to follow, find the story, and then
click Follow in the story summary.

Like or Unlike

When you give a like to a post of a coworker you are following shares, it means that this information is important to
you and you agree with the idea or the assessment.

To like a story, select Like in the story summary or tap Like on the action menu of the Wall view.

When you like a post, your coworker may be notified of your action, giving them the opportunity to respond. If you
want to change your assessment later, you can select or tab Unlike the story.

Mention

You can tag a coworker or server in your post or comment by mentioning that person or thing. Mentioning a
coworker lets you notify him or her of a task that needs to be done or a question you have. Mentioning a server lets
you point out a problem, or draw correlations between similar events on different servers.

Mention someone or something can also have the following effects:

+ Notifies your coworker that he or she has been mentioned, giving him or her the opportunity to respond.

+ Notifies the owner of the server about your post or comment.

« Displays the corresponding story when coworkers search for posts or comments about a particular server or
person.

To mention a coworker or server, type [@|and then the name of the person or the name of the computer. The feed
will automatically match the name to available coworkers and servers, refine the match criteria as you type. An
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available coworker is any person who has a Newsfeed account whereas an available server is any server that is
being managed by an application.

You can mention someone or something "inline", in the context of the comment or post you want to make.

My Bookmarks

A bookmark is a story that you consider important and you want to keep track closely as it evolves. Bookmarking
helps you perform the following actions:

« Set specific stories aside for quick and easy access.
« Create a list of the top servers or issues you want to track today or this week.
+ Keep a permanent copy of the selected story.

When you bookmark a story, it is copied to the Bookmarks view. The IDERA Newsfeed Platform does not groom
bookmarked stories. Using bookmarks, you can keep an ongoing, historical record of mission-critical issues and
their solutions.

You can bookmark any story displayed in your Most Recent feed or on the wall of a coworker or server you are
following.

How do | bookmark a story?

To copy a story to your Bookmarks view, select Bookmark in the story summary. A copy of the story remains in
your feed. Bookmarked stories are not groomed.

How do | use the Bookmarks view?

You can interact with your Bookmarks view in much the same way you interact with your feed. Your bookmarked
stories are listed in chronological order, displaying the most recently updated story first.

You can scroll through your bookmarks, review updates, and add your comments. You can also remove a bookmark
from this view by selecting Remove Bookmark in the story summary.

How do | get to the Bookmarks view?

In the Newsfeed navigation pane of the SQLDM Console, click Bookmarks.

How do | remove stories from the Bookmarks view?
To remove a story from your Bookmarks view, select Remove Bookmark in the story summary.

A copy of the story remains in your feed until the next grooming job starts.

My Directory

Your directory is a list of all the applications, servers, and coworkers registered with the IDERA Newsfeed. You can
use the directory to go directly to the wall of the person or server you are following.

In the SQLDM Console, the directory is integrated into the Newsfeed pane. In SQLDM Mobile, the directory is a
unique view. In either interface, you can browse the listings or search for the specific people and things you want to
find.

How do | get to my directory?

In the Newsfeed navigation pane of the SQLDM Console, click SQL Servers, Coworkers, or Applications.
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My Favorites

Favorites are those people and things you already follow but want easy access to their walls. By marking a
coworker or server as a favorite, the IDERA Newsfeed Platform creates a shortcut to that person or thing so that you
no longer need to search for them or use your directory to look them up.

In the SQLDM Console,shortcuts to your favorites are listed in Newsfeed navigation pane. In the SQLDM Mobile
interface, shortcuts to your favorites are displayed on the SQLDM home page.

@ Consider limiting your favorites list to important people and servers, such as your team members and the
mission-critical instances for which you are responsible.

How do | get to my favorites?

In the Newsfeed navigation pane of the SQLDM Console, click the appropriate person or thing from your favorites
list.

How do | change my favorites?

From the Newsfeed navigation pane of the SQLDM Console, click Edit Favorites, and then choose the appropriate
action for each person or thing in the list.

My Most Recent feed

Your Most Recent feed is a real-time aggregation of stories initiated by the people and things you are following,
including the latest interactions and updates. You can access this feed from both the SQLDM Console and SQLDM
Mobile.

@ You can declutter your feed by unfollowing a story that is no longer important to you.

How many stories can | read at one time?

In the SQLDM Console, the Most Recent feed displays a total of 200 stories, from most recent to oldest, in lists of 20
stories at a time. You can interact with a story from within the feed by clicking one of the actions or links available
in the story summary.

What is the story summary?

The story summary provides a succinct synopsis of the story's evolution and activity, including the original post or
status update, a count of how many comments and updates have been made so far, as well as links to more
information and the actions you can take.

From most stories, you can:

« Like the story.

« Expand the comments and updates to see the full history of the story (in SQLDM Mobile, tap the story to see
details).

« Change whether the story is bookmarked (in SQLDM Mobile, this is available from action menu on the Story
details view).
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« Comment the post or the story.
+ Delete your comments.

How does the Most Recent feed work?

By default, the Most Recent feed lists all of the most recent posts and status updates shared by the people and
things you are following. This feed represents the state of your enterprise as of now.

You can filter the Most Recent feed to focus on stories for people, applications, or servers. You can also use the
activity timeline to focus the feed on what happened during a particular point in time.

How do | get to my feed?
Log in to IDERA Newsfeed from the SQLDM Console. By default, the Most Recent feed displays in the right pane.

My Notifications

Notifications keep you up-to-date on the latest activity initiated by the people and things you follow, even when
you are not logged in to the IDERA Newsfeed or SQLDM Mobile.

You can control what information you get and how you get it. Edit your notification settings to choose which
activities are important to you and whether you want to receive an email when the SQLDM Mobile & Newsfeed
Service sends you the corresponding notification.

To customize which notifications you receive, click Edit Settings in My Notifications view or change your Account
Settings.

When do | receive notifications?

You receive notifications based on the notification settings you have enabled. By default, the SQLDM Mobile
& Newsfeed Service generates notifications for most types of activity. Each time the specified activity happens, the
service notifies you in "real time" by updating the My Notifications view and sending you an email.

Note that several notification settings rely on you, or someone else, to interact with a post or status update.

How do | use the My Notifications view?

Use My Notifications view to review notifications that have accumulated over the last 7 days. This view summarizes
your notifications per type of activity per day. Most notifications will include links to the servers and coworkers who
initiated the activity.

How do | get an email notification?

In the Newsfeed navigation pane of the SQLDM Console, click Notifications and then click Edit Settings. On My
Notification Settings view, enable email notifications.

@ By default, the SQLDM Mobile & Newsfeed Service is configured to send you email notifications. If you are
not receiving notifications when you think you should, verify the IDERA Newsfeed Platform configuration.

How do | view notifications when | don't have email enabled?

In the Newsfeed navigation pane of the SQLDM Console, click Notifications.
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Why am | getting 2 emails for each server alert?

Depending on your SQLDM alert configuration and your IDERA Newsfeed notification settings, you may receive
more than one email that notifies you about a server alert. To avoid duplicate emails about the same alert
notification, change one of these settings:

« Disable all email notifications.

+ Deselect the Posts a status update for something you own notification setting for application activity.

+ Modify the Send an email to Alert Response setting in SQLDM by either disabling this action or changing the
target recipients.

Post

A post is an announcement or status update that is shared by a coworker, or shared by you about a coworker or
server. All posts shared by coworkers you follow are displayed in chronological order, from most recent to oldest, in
your Most Recent feed.

You can like, bookmark, or comment on any post in your feed. This interaction is considered activity. When a post
has activity, it becomes a story that has a specific beginning (the original post) and end (the resolution). Previous
stories and their activity can be tracked using the activity timeline available at the top of your feed and the wall of
the coworker.

Profiles

Each profile consists of a wall and an information page, providing a centralized location that displays all the data
about a specific person or thing.

Each server, application, and coworkers has a profile. From their profiles, you can:

« See who owns a particular server or application.

« Change the profile settings for an application or server.
« Look up an email address or a mobile phone number.

« Verify the name of an application.

Application Profile

An application profile consists of its wall and an information page, providing a centralized location that displays all
the data about a specific application.

The application profile lets you:

+ See who owns this application.

« Review stories and status updates posted to its wall.
+ Change the profile settings for the application.

« Verify the name and owner of an application.

Coworker Profile

A coworker profile consists of its and an information page, providing a centralized location that displays all the data
about a specific person with whom you work.

The coworker profile lets you:

« Review stories posted to his or her wall.
« Verify contact information, such as email addresses and phone numbers.
+ Look up the coworker's profile name so you can mention him or her when using SQLDM Mobile.
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My Profile

Your profile consists of your wall and an information page, providing a centralized location that displays all the
data about you.

Your profile lets you:

« Review stories that you and your coworkers have posted on your wall.
« Change your profile picture.

« Update your contact information, such your mobile phone number.

« Update your company information.

To update other data, such as your email address or the profile name that coworkers use to mention you in SQLDM
Mobile, change your account settings.

Server Profile

A server profile consists of its wall and an information page, providing a centralized location that displays all the
data about a specific server.

The server profile lets you:

+ See who owns this server.

« Review stories and status updates posted to its wall.

« Change the profile settings for the server.

« Verify the name of the server and owner.

« Check virtual machine properties (when applicable — this data is available in the SQLDM Console Newsfeed
pane and in SQLDM Mobile on tablet devices).

Server

Aserver is a SQL Server instance that is monitored by a SQL Diagnostic Manager (SQLDM) application.

How do | see a list of all monitored instances?

In the Newsfeed navigation pane of the SQLDM Console, click SQL Servers.

Does it matter where my servers are located?

No. Servers can be located in any geographic location. Within the IDERA Newsfeed or SQLDM Mobile, you can access
any server that you would normally be able to monitor using the SQLDM Console.

How can | interact with a server?
You can interact with your monitored servers by:

« Following servers so you can see their status updates in your Most Recent feed.

+ Announcing (un)scheduled maintenance activities on the wall of the server so that coworkers know when
the server will be unavailable.

« Commenting on server status updates to share your latest findings about an issue.

« Marking the server as a favorite so you can easily and quickly access it.

+ Keeping up-to-date when the profile information of a server changes

« Tagging a server by mentioning it in a comment.
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How do | get to a servers wall?

In the Newsfeed navigation pane of the SQLDM Console, click SQL Servers, and then click the name of the SQL
Server instance whose wall you want to view. You do not have to follow the server to view its wall.

How do | follow a server?

In the Newsfeed navigation pane of the SQLDM Console, click SQL Servers, and then click Follow for each
SQL Server instance you want to follow.

Why should | follow a server?

Follow a server if you want to see its status updates and related activity in your feed. To get notified about specific
alerts and events concerning the server, assign yourself as the server owner.

Status Updates

A status update is an event, alert, or other message published by an application for a server it is managing. All
status updates published by applications about servers you follow are displayed in chronological order, from most
recent to oldest, in your Most Recent feed. As more information about the event or alert is collected, the application
updates the original status.

You can bookmark or comment on any status update in your feed. This interaction is considered activity. When a
status update has activity, it becomes a story. Previous stories and their activity can be tracked using the activity
timeline available at the top of your feed.

Story

A story is a post or status update that is experiencing activity. Stories track the life cycle of a post, from its origin to
the last activity. For example, when a coworker has commented on a post, or a server has a new status update
about the same alert, those activities are added to the story and displayed in chronological order under the original
post. As this activity continues, the story is updated to reflect its current state.

Stories display both in your Most Recent feed and on the corresponding server and coworker walls. In your feed,
you will see only those stories originated by the applications, coworkers, and servers you are following. You can
also choose to follow specific stories shared on the walls of coworkers and monitored servers you are not following.

You can like, comment on, or bookmark any post or server status update.

Over time, stories are groomed from the SQLDM Mobile Repository. You can configure the age limit at which to
groom old stories.

Walls

Walls display chronological lists, from most recent to oldest, of shared posts and status updates.
Each server, application, and coworker has a wall. From their walls, you can:

+ Share an announcement or ask a question.

« Find a specific story.

« Track activity bursts along the Activity Timeline.
+ Follow or unfollow this person or thing.

« Add this person or thing to your favorites.

« See who is following this person or thing.

+ See who and what your coworkers are following.
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+ Use Helpful Links to complete your profile or follow coworkers.

Application Walls

An application wall shows the activity for a specific application. Use the wall to scroll through a chronological list of
status updates, from most recent to oldest, that have been shared by this application. You can also use the wall to
communicate to anyone following the application.

The application wall lets you:

« Share an announcement or ask a question about this application.

« Find a specific story initiated by the application or someone following the application.
« Track bursts of application activity along the Activity Timeline.

« Follow or unfollow this application.

« Add this application to your favorites.

« See who is following this application.

« Use Helpful Links to complete other tasks.

Coworker Walls

A coworker wall shows the activity for a specific coworker. Use the wall to scroll through a chronological list of
posts, from most recent to oldest, that have been shared by this person. You can also use the wall to communicate
to anyone following this person.

The coworker wall lets you:

« Share an announcement or ask a question about this person.

« Follow or unfollow this person.

« Follow a story this person shared.

« Find a specific story shared by a specific person.

« Track bursts of activity about this person along the Activity Timeline.
« Add this person to your favorites.

+ See who is following this person.

« See who and what this person follows.

« Use Helpful Links to invite other coworkers to join the conversation.

My Wall

Your wall shows the activity initiated by you. Use the wall to scroll through a chronological list of posts, from most
recent to oldest, that have been shared by you and anyone who has posted to your wall. You can also use the wall
to communicate to anyone following you.

Your wall lets you:

« Share an announcement or ask a question of your followers.

« Find a specific story initiated by you or a coworker who posted to your wall.
+ Track your activity bursts along the Activity Timeline.

+ See whois following you.

+ Review who and what you are following.

+ Use Helpful Links to invite other coworkers to join the conversation.

Server Wall

A server wall shows the activity for a specific server. Use the wall to scroll through a chronological list of status
updates, from most recent to oldest, that have been shared by this server. You can also use the wall to
communicate to anyone following the server.
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The server wall lets you:

« Share an announcement or ask a question about this server.

« Find a specific story shared by the server or someone following the server.
« Follow or unfollow this server.

« Follow a story this server initiated.

« Unfollow a story, removing it from your Most Recent feed.

« Track bursts of server activity along the Activity Timeline.

« Add this server to your favorites.

+ See who is following this server.

« Use Helpful Links to complete other tasks.
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Navigate SQLDM Mobile Dashboards

SQLDM Mobile helps you diagnose and fix SQL Server performance issues at any time from your smart phone or
other mobile devices.

Here, all the options that are available to you through SQLDM Mobile dashboards:

 Active alerts

+ Database details and databases dashboard
+ Home Page

« Key resource metrics

+ My servers

« SQLDM Dashboard

« Session

» SQL Server Agent

Active alerts

SQLDM Mobile tracks the active alerts for the SQLDM operations you are monitoring. The Active Alerts view provides
a summary of each active alert so you can easily triage the corresponding performance issues. The alert summary
includes the alert name and description, as published by SQLDM.

To get to the Active Alerts view for each section, tap the Dashboard tab and tap the alert area you want to review.
The following alerts are displayed this dashboard:

« Operational Active alerts.
» Queries Active alerts.

« Services Active alerts.

+ Logs Active alerts.

o Custom Active alerts.

@ Allthe active alerts displayed in the SQLDM Mobile are arrange by severity.

To see alert details, such as the affected SQLDM component and the complete alert message, tap the active alert for
more information.

You can get the server profile view by tapping the Dashboard tab and then tap the status of active alert you want to
explore.

Database details and databases dashboard

Database details
The Database view displays key performance metrics for the selected database, such as:

« Type of database (user or system) and its status

« Total number of sessions connected to this database

« Total number of user tables in this database

« Size of the database data file versus the amount of disk space available for it to grow, and the percentage of
free space used

« Size of the database log file versus the amount of disk space available for it to grow, and the percentage of
free space used
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« When the oldest open transaction started
« When the last backup of this database occurred
+ Any alerts that SQLdm has generated about this database

The Databases view lists all of the user and system databases hosted by the selected SQL Server instance, and
provides a status summary for each database that includes the overall health and total number of connected
sessions.

You can swipe this list to quickly assess the health of the server or search for a specific database whose
performance concerns you.

To see more performance metrics about a database, tap the appropriate database in the list.

Database dashboard

The databases view lists all of the user and system databases hosted by the selected SQL Server instance, and
provides a status summary for each database that includes the overall health and total number of connected
sessions.

You can swipe this list to quickly assess the health of the server or search for a specific database whose
performance concerns you.

To see more performance metrics about a database, tap the appropriate database in the list.

Home Page

The Home Page provides shortcuts to the key features available in SQLDM Mobile, as well as quick access to your
favorite coworkers and servers.

To access to your home page, log in to SQLDM Mobile and tap Home on the action menu in the upper right hand
corner of your screen.

In the Home Page you can perform the following actions:

« Assess the health of your servers.

« Get the latest updates from your Most Recent feed.

« View notifications about recent activity.

« Check for updates on bookmarked stories.

+ Use the directory to discover which people and things are registered to SQLDM Mobile.
« Go to your wall to post a status update.

« See what is happening with your favorites.

Key resource metrics
The Resources view gives you access to the key metrics you need to monitor for optimal resource performance.

You can view the current value of these metrics or plot them from now up to 12 hours in the past. These charts can
help you identify performance patterns or unexpected peaks in activity.

« 30 minute period, with a data point every 5 minutes.
« 1hour period, with a data point every 10 minutes.
« 12 hour period, with a data point at each refresh interval (by default, every 6 minutes).

@© Some resource metrics are OS metrics. To successfully monitor OS metrics, ensure OLE Automation is
enabled on the monitored SQL Server instance and in the SQLDM Console.
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Summary

The Summary filter presents key metrics representing the most important performance indicators across all
resources. When this server is a virtual machine (VM), the Summary filter displays the CPU and memory usage
consumed by the VM workload.

« Response Time (in milliseconds)

« CPU Usage
+ SQL Server usage (percentage)
+ Total usage (percentage)

« Memory Usage
« Used by SQL Server (in kilobytes)
« Allocated by SQL Server processes (in kilobytes)

« Disk Busy (percentage)
VM CPU Usage (percentage)
« VM Memory Usage (percentage)

CPU Metrics

The CPU filter presents key metrics representing the most important performance indicators for the processors on
this server.

» CPU Usage
« SQL Server (percentage)
+ Total (percentage)

+ Processor Queue Length (size)
« Processor Time
« Privileged (percentage)
« User (percentage)

« Call Rates
« Compiles (number of, per second)
« Re-Compiles (number of, per second)
« Batches Received (number of, per second)

Disk Metrics

The Disk filter presents key metrics representing the most important performance indicators for the physical disk
on this server.

« SQL Server Physical I/0
« Page Reads (average number per second)
« Page Writes (average number per second)
« Checkpoint Writes (average number per second)
« Lazy Writer Writes (average number per second)
+ Read Ahead Pages (average number per second)

« SQL Server Physical I/0 errors (number of)

« Disk Reads Per Second (number of)

« Disk Transfers Per Second (number of)

« Disk Writes Per Second (number of)

« Disk Milliseconds Per Read (average time spent per disk read, in milliseconds)

« Disk Milliseconds Per Transfer (average time spent per transfer operation, in milliseconds)

« Disk Milliseconds Per Wait (average time spent waiting for process to finish, in milliseconds)
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Memory Metrics

The Memory filter presents key metrics representing the most important performance indicators for your server
memory.

« Memory Usage
« Used by SQL Server (in kilobytes)
« Allocated by SQL Server processes (in kilobytes)
 Total Used (percentage)

« Paging (number of paging operations per second)
Buffer Cache Hit Ratio (percentage)

« Procedure Cache Hit Ratio (percentage)

« Page Life Expectancy (in seconds).

Session Metrics

The Session filter presents key metrics representing the most important performance indicators for sessions
connected to this server.

« Response Time (in milliseconds)

« Active Sessions (number of)

+ Blocked Sessions
+ Block Sessions (number of)
+ Lead Blockers (number of)
« Total Deadlocks (number of)

+ Packets Sent (number of)
« Packets Received (number of)
« Batches Received (number of)

My Servers

The My Servers view shows a summary of all the monitored SQL Servers you monitor and their current health.
Critical servers are marked with a red X while servers in good health are marked with green checks. This helps you
to identify which instances are in critical state and focus your attention on the servers that they need inmediate
attention.

(@ Use the filter control to group your servers by severity or by the servers you are following.

You load this view by default when you log on to SQLDM Mobile using either a mobile devide or your smartphone.
Also, you can access this view from the SQLDM Mobile home page by tapping My Servers. Then, tap an individual
server to access its dashboard.

Server dashboard charts

The Charts version of the Dashboard tab on the Server view is modeled after the Server Overview in the SQLdm
Console. This duplication allows you to track the same performance metrics from the same charts whether you are
at your desktop or away from your environment. Consistent monitoring is key to understanding the true
performance and status of your SQL Server instances.

These charts are grouped, per performance category, into the following dashboards:

« Cache
« CPU
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« Databases
« Disk

o Lock Waits
« Memory

« Network

« Server Waits
« Sessions

To get more information about the metrics in a specific chart, tap the chart to drill down to the associated, detailed
views. On the server profile view, tap the Dashborad tap. The charts version loads by default on tablet devices and
on your desktop browser. To get to the traditional Server Dashboard tap the status link located next to the server
status.

(@ The chart server view is not available on small form devices such as smart phones.

Server dashboard status

The Status version of the Dashboard tab on the Server view provides a quick synopsis of the health of the server you
are monitoring. From this view, you can:

» See the overall server status (as of the last refresh date and time).

« View a summary of active alerts.

« Choose to see specific alerts by severity.

+ Get health status of key performance metric areas, such as sessions and memory.

« Choose to see specific performance metrics by area.

« Review the server properties, such as the host operating system, how many databases are managed by this
server, the corresponding virtual machine properties (when applicable), and whether OS metrics are being
collected by SQLDM for this server.

On the server profile view, tap the Dashboard tab, the status version loads by default on smar phone devices. On
other devices, such as tablets and desktop browser tap the Status link on the Dashboard tab.

You can check the current alert status without waiting until the next shedule refresh. In the action menu, tap the
Refresh Alerts option.

SQLDM Dashboard

The SQLDM Dashboard view in SQLDM Mobile displays the overall health of the servers monitored by your SQLDM
application. You can assess server health by its status or by alphabetical order.

Each server summary display the three most recent alerts. Simply, tap the server summary to open the server
dashboard view. To get to the SQLDM dashboard from your directory, tap the SQL Diagnostic Manager icon.

Sessions
The Session view displays the following information about the session you selected:

« The user and application that initiated the session.
+ The start time of the session.

+ The date and time of the last activity in the session.
« The last SQL statement executed by this session.

@ Inthis view, you can kill a user session to prevent ongoing or escalating performance issues.
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Sessions by type

The sessions view displays sessions per the selected type and provides a summary of their current status. Each
session summary includes the following metrics:

+ Session ID

« Name of the database user whose credentials are being used to execute statements or operations on this
server

« Name of the database being used by this session

« Name of the application or job that initiated this session

+ Total amount of I/O - disk reads and writes — initiated by actions taken during this session

» Total amount of CPU time required to process actions taken during this session

« Total amount of memory that is allocated to this session

The following are the type of sessions you can view:

+ All active sessions

+ All blocked sessions

+ All blocking sessions

+ Any session that is caught in a blocking chain
+ Top 10 sessions consuming the most CPU

+ Top 10 sessions consuming the most 1/0

+ Top 10 sessions consuming the most memory
+ Top 10 sessions that are waiting for a resource

Also, you can access to the black chain view. This view displays a hierarchical list of the order in which session are
blocked. The list starts with the lead blocker abd expands the subsequently blocked sessions. In this way, you can
see the relationships between blocking and blocked sessions and determine how extensive is the block.

Tap the blocked or blocking session you want, to view more details.

@ InSQLDM Mobile, session performance metrics, including the number of sessions, are collected and
displayed in real-time as you navigate from view to view. The connection lifespan of a session is typically
brief, that may cause discrepancy between sessions.

Sessions Dashboard
The Dashboard tab on the Sessions view presents the most important performance indicator for sessions.

You can view the current value of these metrics from now up to 24 hours in the past. This allows you to identify
performance patterns or unexpected peaks in activity.

« 30 minute period, with a data point every 5 minutes

« 1hour period, with a data point every 10 minutes

« 12 hour period, with a data point at each refresh interval (by default, every 6 minutes)
« 24 hour period, with a data point at each refresh interval (by default, every 6 minutes)

Metrics available from this dashboard tab include:

« Response Time (in milliseconds)
« Clients (number of clients connected)
« Sessions

« Active Sessions (number of)

« Idle Sessions (number of)

+ System Sessions (number of)
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« Block sessions
« Blocked Sessions (number of)
+ Lead Blockers (number of sessions that are the lead, or head, of a blocking chain)
« Total Deadlocks (number of)

Sessions details

The Details tab on the Sessions view provides a launch-pad-like interface that lets view more details about a
session.

« Active User Sessions - Lists all active sessions initiated by database users on this server, providing a
performance summary for each session and a link to detailed session properties. From that view, you can
also kill a user session.

+ Blocked - Lists all blocked sessions on this server, providing a performance summary for each session and a
link to detailed session properties. From that view, you can also kill the blocked session.

« Blocking - Lists all blocking sessions on this server, providing a performance summary for each session and
a link to detailed session properties. From that view, you can also kill the blocking session.

«+ Blocking Chain - Displays the hierarchical relationship between the blocking sessions and the blocked
sessions, from the session that started this blocking chain to the most recently blocked session affected by
it.

« Top CPU Consumers - Lists the 10 sessions that are consuming the most processing resources on this
server, providing a performance summary for each session and a link to detailed session properties. From
that view, you can also kill the session.

« Top I/0 Consumers - Lists the 10 sessions that are creating the highest 1/0 load on this server, providing a
performance summary for each session and a link to detailed session properties. From that view, you can
also kill the session.

+ Top Memory Consumers - Lists the 10 sessions that have allocated the most SQL Server memory on this
server, providing a performance summary for each session and a link to detailed session properties. From
that view, you can also kill the session.

« Top Waiting Sessions - Lists the 10 sessions that have been waiting the longest time (in seconds) for a
resource to become available to execute their statements or commands.

SQL Server Agent

The SQL Server Agent tab on the Services view displays the overall status of the SQL Server Agent as well as a status
summary for each job. Swipe down the list to quickly see which jobs are currently running, which are scheduled to
run later, and which have failed.

You can filter the list to show only those jobs that are running or have failed, or search for a specific job. You can
also stop or restart the SQL Server Agent from this tab.

The Agent Job view provides detailed information about the job properties, the status of its last run, and its
performance history. You can also stop or restart the selected job from this view.

Tap the job you want to see detailed Agent Job information.
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Customize your experience

You can customize your IDERA Newsfeed experience to match your management style and monitoring needs.
The following features are available for customization:

» Add servers and coworkers to the SQLDM Mobile home page.
+ Follow the people and the servers you want.
« Use notifications to keep you up-to-date about specific server or coworker activity .

Add servers and coworkers to the SQLDM Mobile Home Page

By adding servers and coworkers to your favorites list, you create shortcuts from the SQLDM Mobile home page to
their walls. These shortcuts give you quick and easy access to recent status updates and posts from your mobile
device when you are out of the office or stuck in a meeting. With SQLDM Mobile, no matter where you are, you can
stay up-to-date about mission-critical SQL Server instances throughout your environment.

To add favorites using the IDERA Newsfeed:

1. From the Newsfeed navigation pane of the SQLDM Console, click Edit Favorites.
2. For each server or coworker you want to add, click Favorites.

To add favorites using SQLDM Mobile:

1. Onthe SQLDM Mobile home page, tap Directory.

2. Filteryour list to show either Coworkers or SQL Servers.

3. Tap the name of the person or thing you want to add as a favorite.
4. On the action menu of the Wall view, click Add Favorite.

Change who and what you follow

Changing who and what you follow can completely change your IDERA Newsfeed experience. When you follow
specific servers or coworkers, the IDERA Newsfeed Platform publishes their status updates and posts in your Most
Recent feed. By selecting the instances you need to monitor and those coworkers with whom you frequently
interact, you can ensure your feed contains the most relevant information you need to perform daily tasks and
catch unexpected issues before they become crises.

How do | follow someone or something?

In the Newsfeed navigation pane of the SQLDM Console, click either Coworkers or Applications or SQL Servers,
and then click Follow next to the name of the coworker, application, or server you want to follow.

How do | stop following someone or something?

In the Newsfeed navigation pane of the SQLDM Console, click either Coworkers or Applications or SQL Servers,
and then click Unfollow next to the name of the person or thing you no longer want to follow.

Change your Notification Settings

When configuring your notification settings, identify the type of activity about which you want to receive
notifications, and then enable the corresponding notification settings.
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Ensure you get notified when specific activity occurs

Your Goal

Track all activity on a critical issue

Get a play-by-play account of how your

team is resolving an active issue

Learn about activity on a server you

own

Get an answer to your question about a

specific issue

Know when a coworker's contact

information or profile name changes

Confirm that your coworkers agree

with your suggestion

Your Activity

Bookmark the related story

Comment on the related story

Own a server

Comment on the related story

Follow the coworker

Comment on the related story

Ensure someone else gets notified

Your Goal

Start a conversation

Assign an issue to a team member

Ask your coworker a question
about a server
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Your Activity

Post to your coworker's wall.

Mention your coworkerin a
comment you add to a story.

Either mention your coworkerin a
post you add to the server's wall, or
mention the serverin a post you add
to your coworker's wall.

SQL Diagnostic Manager for SQL Server

Notification Settings You Should
Enable

Comments on a story you have
bookmarked

Comments after you comment on a
story

Comments on a post on the wall of
something you own

Mentions something you own in a
post or comment

Posts a status update for something
you own

Comments after you comment on a
story

Profile changes for people you
follow

Likes your post or comment

Notification Settings Your
Coworker Should Enable

Posts on your wall.

Mentions you in a post or
comment.

Posts on the wall of something
you own.

Mentions you in a post or
comment.

Mentions something you ownin a
post or comment.
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How do | change my notification settings?

To change which notifications you receive, click Edit Settings in the My Notifications view in the SQLDM Console.

How do | disable notification emails?

Deselect the Enabled checkbox for the Send notifications to setting on the My Notifications view in the SQLDM
Console. When this setting is disabled, the SQLDM Mobile & Newsfeed Service will no longer send you notification
emails about activity for the people and things you follow. You can continue to review your most recent
notifications using the My Notifications view.
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Tips and tricks

There are several ways you can use SQLDM Mobile with IDERA Newsfeed to make your life as a SQL Server DBA
easier. The following tips and tricks can interest you:

« Announce maintenance plans

« Ignore specific stories

+ Search for the stories you want

+ Inform your coworkers about your server status
» Use bookmarks to track critical servers

« Kill a session remotely

« Run queries to fix issues on remote servers

« Start or stop a service remotely

Announce maintenance plans
You can easily announce upcoming maintenance plans for a monitored SQL Server instance.

« Announce a server maintenance - you can post in a server wall, mentioning key coworkers who can be
affected, in the wall of your team leader, mentioning the server, or you can post to your own wall,
mentioning the server and key coworkers.

« Announce an application maintenance- You can post on the application wall or on the wall of your team
leader, mentioning the application.

Who gets notified?
Your Action Who Gets Notified
Post to the wall of the server,mentioning key The server owner and the coworkers you mentioned.
coworkers.
Post to the wall of an application. The application owner.
Post to the wall of your team leader, mentioning the The team leader and the server owner.
server.
Post to the wall of you team leader, mentioning an The application owner.
application.
Post to your own wall, mentioning the server and key The server owner and the coworkers you mentioned.
coworkers.

Ignore specific stories

You can easily ignore specific stories by unfollowing them. Unfollowing a story removes the story from you Most
Recent Feed. You can unfollow a story even though you are following the server or person who initiated the story.

How do | ignore specific stories?

Find the story in you Most Recent Feed and then click the X next to the story summary.
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How do | follow a story later?

If the ignored story becomes important later and you want to follow it again, click Follow in the story summary on
the application, server, or the wall of your coworker. Also, you can bookmark a story, so you can access it later.

Search for specific stories

To search a specific story, you can easily revisit performance issues and see how they were resolved. You can search
for current and past stories even if they were originated by servers or coworkers you are not following. Also, you can
use the activity timeline to find stories that occurred on specific dates, or use bookmarks to track stories.

How do | access the Search feature?

In the SQLDM Console, the Search feature is available at the top of each view of the IDERA Newsfeed interface.

Inform your coworkers about your server status

You can easily warn your coworkers about a critical server status by mention them in a comment on the related
status update from the server, post to their walls, or post to the server wall and mention your coworker in the post.

Use bookmarks to track critical servers
Following the actions you can perform when bookmarking a specific story:

+ Quickly access to a critical issue without having to scroll through your Most Recent Feed.
« Compile an informal to-do list of issues you want to track over the course of the day or period of time.
« Keep and ongoing, historical record of important issues and their solutions.

When a story is bookmarked, it is permanently saved so you can always return to it later. You can configure the
IDERA newsfeed to send you notifications when activity occurs on a bookmark.

(® The bookmarked stories are not groomed.

Kill a session remotely
You can use SQLDM Mobile to kill a session that is currently connected to a remote SQL Server database.
Following are the steps to kill a session:

1. Navigate to the Dashboard tab for the affected server.

Under Areas, tap Sessions.

On the Sessions view, tap the Details tab.

On the Details tab, click the type of session you want to kill.

On the Sessions view, swipe or search for the specific session, and then tap it.
On the Session view, click Kill Session.

I

Run queries to fix issues on remote servers

You can use SQLDM Mobile to run custom, ad-hoc queries on remote SQL Server instances. SQLDM Mobile also
provides several default query templates that perform common administrative tasks on the target database.
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The custom queries that you run frequently in your environment, you can save them as templates to rerun later. All
query templates can be used by any SQLDM Mobile user. Creating query templates also lets your team easily use
approved queries that have been tested and optimized for your environment.

Run a query
To run a query, specify the following parameters, and then tap Run Query.

+ Select target SQL Server instance

+ Select target database (SQLDM Mobile will run your query against the master system database, by default)
« Choose appropriate query template (optional)

« Limit result set to a specific number of rows

When can | run a query?

You can access the Run Query feature from the action menu on any server view in SQLDM Mobile, letting you
immediately address a performance issue or resolve an alert.

Does SQLDM Mobile log the queries that are run against monitored servers?

Yes. SQLDM records every query you run in the application event log. Each log entry includes the following
information:

« Version of the browser that sent the query

+ Date and time when the query was run

» Whether the query belongs to a sequence of batches
« T-SQL code used in the query

Can | use the GO keyword in my query?
Yes. The GO keyword is supported by the Run Query feature.

What is a query template?

A query template is a T-SQL script saved to the SQLDM Mobile Repository. You can use the default query template
to get started, and then later save your own query templates for customized troubleshooting and issue resolution.

SQLDM Mobile provides the following default template:
Template name What it does?

Backup History Checks when the most recent backup occurred on each database hosted
by the selected SQL Server instance, and then calculates how many days
have passed since that operation was run. Both values are returned, along
with the name of the corresponding database.

How do | create a query template?
You can save your own query template that contains a T-SQL script you frequently use.

1. Type the appropriate T-SQL code into the query text box.
2. Tapthe Template pull-down menu, and then tap the Save As template option.
3. Type a new name, and then tap Save.
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Can | delete a template | no longer need?

Yes. Use the Template pull-down menu to select the template you want to delete, and then tap the Delete
template option.

Start or stop a service remotely

You can use SQLDM Mobile to start or stop a SQL Server Agent service that is located on a remotely monitored
server.

@ When the selected service is running on a virtual SQL Server instance (A SQL Server instance hosted by a
Windows Server cluster), you cannot stop or start the service using SQLDM. Instead, use the native
Microsoft SQL Server tools to manage this service.

Follow these steps, to stop or start a service:

1. Navigate to the Dashboard tab for the affected server.
Under Areas, tap Services.

On the Services view, tap the SQL Server Agent tab.

Under Agent Status, move the toggle to either Stop or Start.

Hwn
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Monitor SQL Server Performance

SQL Diagnostic Manager allows you to analyze the performance of your monitored SQL Server instances from My
Views and from the Dashboard view.

See the general status of all your monitored SQL Server instances

The SQL Diagnostic Manager Today view allows you to view the status of all your monitored SQL Server
instances, including a listing of all your active alerts.

Get the configuration properties of all your monitored SQL Server
instances

The Server Configuration Properties view allows you to view the important configuration settings for all
of your monitored SQL Server instances. While you manage these settings in different areas of SQL
Diagnostic Manager, you can see a current list of all of your instances and their properties settings in one
view.

Get an overview of a group of SQL Server instances

My Views allows you to monitor either specific groups of SQL Server instances, or all groups. This
overview includes monitors that allow you to view several important specifics, see at-a-glance if there
are any problems, and drill down to detailed metrics for each component on the SQL Server instance.

Get an overview of a specific SQL Server instance

The Dashboard view provides a graphical representation of the activity on your SQL Server instance. This
dashboard allows you to diagnose issues that are inter-related, using quick links to see the associated
details and review possible solutions to specific issues.

Interact with the selected SQL Server instance using IDERA Newsfeed

On each server view, you can interact with the selected SQL Server instance by either:

+ Viewing the server profile
+ Posting to the server's wall
+ Following the server

For more information, see the IDERA Newsfeed Help.

Launch SQL Workload Analysis

SQL Diagnostic Manager allows you to launch SQL Workload Analysis in context of your monitored SQL
Server instance from both, the desktop client and the IDERA Dashboard.

Theicon located on the top-right side of the SQLDM desktop console screen is available
when your instance is registered in SQL Workload Analysis as well.
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Launch SQL Workload Analysis

SQL Diagnostic Manager allows you to launch SQL Workload Analysis in context of your monitored server from the
desktop console and the web console. SQL Workload Analysis dashboard displays trending database activity and
top utilizing SQL statements, logins, machines, and programs. SWA provides a granular breakdown of the SQL
Sever wait states with easy drill-down isolate problems quickly. View real-time and historical data to help tune
queries and actionable recommendations to improve performance. For more information, see the SQL Workload
Analysis Online Help.

Launch SQL Workload Analysis

In the desktop console, the Launch SWA icon is located on the top-right side of your monitored server screen.

& SQL Diagnostic Manager only displays the Launch SWA button for those instances that are registered in
SQL Workload Analysis.

In the list view of the web console, the listed instances are well identified with the SWA icon when they are
registered in SQL Workload Analysis.
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Time-based drilldown in SQL Diagnostic Manager

In both Windows Client and IDERA Dashboard, select any time range on any graph available, zoom in for more
detail, and isolate that time range as you navigate to other graphs.

To select anytime range, follow these steps:
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« Click the graph (Use any graph in the SQLDM desktop console or SQLDM web interface).
+ Hold the left mouse button on the time position that is needed.
« Dragit to the left or to the right, and release the button.
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Monitor instances

The Overview tab contains the following views:

« Dashboard view where you can see an overview of the instance.

« Details view that lets you create charts with the specific data items you need.

« Configuration view that allows you to view the configuration information of your SQL Server.
« Active Alerts view where you can see all outstanding alerts for this instance.

+ Timeline view where you can see a timeline of events as they occurred on this instance.

Access the Overview tab

SQL Diagnostic Manager provides two paths to access the Overview tab. The first access path is simply by clicking
the appropriate monitored SQL Server instance. The Overview tab is the default view when you first click an
instance. The second access path is used when you are on a different tab within an instance. In this situation, click
the Overview tab.
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Navigate to your SQL Server instances

The Server tree contains all the SQL Server instances for the selected view, and allows you to drill down to the
specific SQL Server components. Selecting these components opens corresponding views, providing detailed
information.

The Server tree also displays tags, which are a way of labeling and organizing servers.The tree shows the defined
tags and highlights when servers within the tag are in an alert state. Select a tag to show a filtered view of the
servers within that tag.

View alerts on the Server tree

SQL Server instances in the Server tree also display status icons. When a SQL Server instance is associated with a
warning or critical metric icon, use your mouse cursor to hover over the server name to view the top three
associated alerts. This feature allows you to prioritize your SQL Server instances and the work that you need to
perform.

Refresh your alerts

A full refresh of alerts excluding table fragmentation occurs in the following circumstances even if longer collection
intervals are defined:

« When the collection service starts

» When the collection service receives a new workload, such as redirecting the Management Service to a new
Repository

« When you add a SQL Server for collection

« When a SQL Server resumes from Maintenance Mode

« When a user selects Refresh Alerts

This refresh does not cause collection of non-alertable data, nor cause collection of anything that is disabled.

Overview tab features
When you select a SQL Server instance in the Server tree, the Overview tab opens.

The Overview tab contains the following options:

Dashboard
The Dashboard view is where you can see a graphical representation of the most important metrics for
the selected SQL Server instance.

Details
The Details view lets you view the values of each data item collected and create charts with the specific
data items you need.

Configuration
The Configuration view allows you to view and control the operational configuration of the monitored
SQL Server instance.

Active Alerts

The Active Alerts view allows you to view and control the active alerts as of the most recent data
collection.
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Timeline

The Timeline view allows you to view all alerts and maintenance mode events as well as the first
monitored event for the selected SQL Server instance.

Other Servers tree features

By right-clicking a SQL Server instance in the Servers tree you can perform the following actions:

Open

Opens the Dashboard view for the selected monitored SQL Server instance.

Refresh Alerts
Gathers the alert status and refreshes the tree view information for the selected monitored SQL Server
instance.

Delete

Allows you to delete the SQL Server instance from your SQL Diagnostic Manager installation. When you
select Delete, SQL Diagnostic Manager displays a message asking whether you want to retain the
collected data for the SQL Server instance, and it also allows you to cancel out of the deletion process.

@ You cannot retrieve collected data once it is deleted from the SQL Diagnostic Manager Repository. Use the
Delete option with care.

Maintenance Mode
Allows you to take an individually monitored SQL Server instance offline for scheduled maintenance or
other reasons.

Configure Baseline

Allows you to configure the performance baseline for the selected SQL Server instance.

Apply Alert Template

Allows you to select an existing alert template to apply to the selected SQL Server instance.

Configure Alerts

Allows you to specify the alert criteria for each collected metric on the selected SQL Server instance.

Snooze Alerts

Allows you to snooze all the alerts for the selected SQL Server instance instead of selecting the snooze
feature for each alert individually.

Resume Alerts

Allows you to resume any alerts set to snooze on the selected SQL Server instance.

Properties

Allows you to view and edit the collection properties of your SQL Server instance.
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Get the SQL Server performance overview

The Dashboard view contains a graphical representation of the activity on your SQL Server instance. This view not
only displays the status of your SQL Server instance, but it allows you to diagnose where problems originate.

The Dashboard view is made up of panels, which include additional information for specific metrics in chart form.
Hover your mouse cursor over an area within a chart on which you want to get actual statistics. Click a specific
metric to drill down for more detailed information. By using the options in the menu available when you right-click
over an area, you can configure alerts, view associated help topics and details, print, save the image, or export the
dashboard to Microsoft Excel as a . csv file.

You can also customize your Dashboard view to show only those panels that are important to your monitored
SQL Server instance. SQL Diagnostic Manager also allows you to save your customized view on a per-instance basis
or use the same view for all of your instances. For more information about customizing your Dashboard view, see
Customize your Dashboard view.

Access the Dashboard view

You can open the Dashboard view of the SQL Diagnostic Manager Overview tab by selecting the appropriate
SQL Server instance, and then clicking Overview > Dashboard.

Dashboard view

The Dashboard view is organized with panels that display all the key metrics collected by SQL Diagnostic Manager
by category.

The available data panels for the Dashboard view include:

Cache

The Cache panel tracks the database and procedure processes using a buffer pool of memory on your
monitored SQL Server instance, and includes the following charts and gauges:

» Page Life Expectancy
+ Areas
« Hit Ratios

CPU

The CPU panel includes key CPU metrics for your SQL Server instance and the computer that hosts the
instance. The metrics displayed in CPU include the following charts and gauges:

« Usage
+ Processor Queue Length
+ Call Rates
Custom Counters
The Custom Counters panel tracks selected custom counters for your monitored SQL Server instance.
You must have at least one custom counter to view data in this panel.
Databases

The Databases panel includes key metrics covering the health of the databases on your monitored SQL
Server instance. The metrics displayed in Databases include the following charts and gauges:
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Transactions/sec
Log Flushes/sec
Reads/sec

» Writes/sec

1/0 Stall ms/sec

Disk
The Disk panel includes key metrics that monitor the health of the disk of your monitored SQL Server
instance. The metrics displayed in Disk include the following charts and gauges:

« Latency
+ Throughput
« SQL Server Physical /0

File Activity

The File Activity panel includes the top five database files with the highest relative activity since the last
refresh of your monitored SQL Server instance. You can select different metrics and display results for all
files, or a single database, disk, or file. The available metrics include:

» Reads/sec
» Writes/sec
« Transfers/sec

Lock Waits

The Lock Waits panel tracks the total number waits caused when a task is waiting to acquire a lock on
your monitored SQL Server.

Memory

The Memory panel includes key Memory metrics for your SQL Server instance and the computer that
hosts the instance. The metrics displayed in Memory include the following charts:

« SQL Server Usage

+ SQL Server Paging

« VM Memory Usage

« Host Memory Usage

Network

The Network panel tracks the performance of the network connection being used by your monitored
SQL Server, and includes the following charts and gauge:

+ SQL Server Throughput

+ VM Network Usage Throughput

+ Host Network Usage Throughput
« Response Time

Server Waits

The Server Waits panel tracks the total number and time spent on waits affecting your monitored SQL
Server.

Sessions

The Sessions panel includes session-specific data items. The metrics displayed in Sessions include the
following chart and gauge:
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« Activity & Blocking
+ Clients

Tempdb

The Tempdb panel tracks the status of the tempdb database on your monitored SQL Server instance,
and includes the following charts and gauge:

« Tempdb Space Used
« Tempdb Contention
« Version Store Cleanup Rate

Virtualization

The Virtualization panel tracks the performance of the host server that manages your virtual machines
and the VM on which the monitored SQL Server instance is running, and includes the following charts
and gauge:

« Virtual Machine Memory Areas
* VM Host Memory Areas
Virtual Machine Disk Usage
VM Host Disk Usage

CPU Ready

Understand the Dashboard colors

The following colors are associated with a status for each of the provided panels.

Gray

Indicates the status of the data is normal, or within the thresholds assigned to the metric.

Blue

Indicates the status of the data is at an informational level based on your settings.

Yellow

Indicates the status of the data is at a warning level, or outside the threshold of normal but not yet at the
critical status.

Red

Indicates the status of the data is at a critical level and requires immediate action.

Blank metrics on the Dashboard

If a metric on the Dashboard has no value, or displays as blank, SQL Diagnostic Manager is not able to collect the
corresponding counter. Causes of this situation include:

« The SQL Diagnostic Manager Console has not captured the metrics. It can take up to two refreshes for this
capture to occur.

+ OS metrics are disabled. SQL Diagnostic Manager requires direct WMI or OLE automation to collect data.

« If using OLE automation, those procedures are unavailable. SQL Diagnostic Manager is unable to locate
required OLE automation stored procedures.
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« If connecting to WMI directly, the WMI Service is not running. SQL Diagnostic Manager requires that the WMI
service is running on the computer that hosts the SQL Server instance in order to collect OS metrics.
« The counters do not exist on this SQL Server instance.

You can enable OS metrics monitoring to track the performance of the computers on which your monitored SQL
Server instances are hosted.

Refresh your Dashboard data

The Dashboard view is refreshed according to the time set in the Server View Refresh field on the Console Options
window, which is accessible by clicking Tools > Console Options.

Understanding your chart data and refresh interval

SQL Diagnostic Manager charts provide data whether collected real-time or as part of a scheduled collection event.
For additional information about how SQL Diagnostic Manager displays your chart data, see Charts.

IDERA Website | Products | Buy | Support | Community | About Us | Resources | Legal 370


http://www.idera.com
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com
http://community.idera.com
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw
http://wiki.idera.com/x/dQA1
http://wiki.idera.com/x/EQA1

SQL Diagnostic Manager for SQL Server

Customize your Dashboard view

The Dashboard view is customizable per monitored SQL Server instance by selecting the panels that are important
to view for that instance. You can customize your Dashboard view for the selected SQL Server instance or as the
default for all SQL Server instances added to SQL Diagnostic Manager.

Using the Panel Gallery

When you install SQL Diagnostic Manager, a default Dashboard view is applied to all your SQL Server instances. The
Panel Gallery allows you to alter your view so that you can monitor the most important metrics. To access the Panel
Gallery, select your preferred SQL server instance from the Servers pane and then click Customize. Once in the
Dashboard Designer, click a panel in the Panel Gallery for SQL Diagnostic Manager to display additional information
about that panel.

Designing a Dashboard view

When you design a Dashboard view, select the metric panels that display the current status and the best
information for your selected SQL Server instance. SQL Diagnostic Manager allows you to create multiple designs,
you can create one design with panels specifically for SQL Server 2000 instances and another design for SQL Server
2005 instances. It allows you to create designs that show the most important panels to monitor when certain
events trigger alerts.

SQL Diagnostic Manager allows you to choose from several different layouts of columns and rows for your
dashboard design. You can then drag and drop panels from the Panel Gallery to the actual location in the layout
where you want that panel to reside. You can also click, hold, and drag panels to re-arrange their location. When
you drag a panel to another position and release the mouse button, the panel you moved switches locations with
the existing panel. For example, your design includes the CPU panel in the upper left corner and the Sessions panel
in the lower right corner. Click, hold, and drag the Sessions panel to the upper left corner, and then release. Note
that the Sessions panel is in the upper left corner and the CPU panel is now in the lower right corner. For more
information on available designs, see Design a dashboard view.

SQL Diagnostic Manager includes several options for you to use as your Dashboard view. You can also create a
design using the available panels, and save the design for other people in your environment to use as their
Dashboard view. For more information on available designs, see Select a dashboard design.

Saving a design

Once you are pleased with the selection and positioning of your panels, you can save your design. In the Dashboard
Designer, click Save. SQL Diagnostic Manager allows you to name this design, which is then displayed in the
Dashboard Gallery. For additional information about saving a dashboard design, see Save a dashboard design.

Understanding how you can apply a dashboard design

SQL Diagnostic Manager allows you to use a design for a single session of the SQL Diagnostic Manager Management
Console, apply a design to a specific monitored SQL Server instance, or apply the layout to any other SQL Server
instance including those you add later. You can use a custom Dashboard view in the following situations:

One-time use

SQL Diagnostic Manager allows you to view a custom layout of your Dashboard view for a single session
of the SQL Diagnostic Manager Management Console. For example, an event in one of your instances
triggered an alert. You want to watch the metric that includes statistics relating to this alert, so you
access the Panel Gallery in the Dashboard Designer. Drag the panel displaying the alert-related statistics
to the top-left corner of your layout, and then close the Dashboard Designer. SQL Diagnostic Manager
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displays a message that you made changes to the current design. Click No to use this design only until
you close this session of the SQL Diagnostic Manager Management Console.

SQL Diagnostic Manager keeps that panel in the position of your Dashboard view until you close the SQL
Diagnostic Manager Management Console session. Even after accessing other areas within SQL
Diagnostic Manager, when you return to your Dashboard view, the same panel appears in the same
location.

When you no longer want that panel foremost in your Dashboard view, simply close the SQL Diagnostic
Manager Management Console knowing that the default Dashboard view for that instance appears the
next time you access SQL Diagnostic Manager.

Set as the default design for one or more instances

While the default Dashboard view includes panels that are important to your monitored SQL Server
instances, the panels may not be in the order in which you want or this design does not include all of the
panels you want to view. If there are no existing designs you want to use, access the Panel Gallery to
select and move the panels you want to the positions that most suit your needs.

When you are done with your design, click Save to make sure you can use this design again. Type a
unique name for this design, verify that this SQL Server instance appears in the Selected Servers area.
You can add any other SQL Server instances, select the name of the instance, and then click Add > to
move the instance to the Selected Servers area. Once your list of selected instances is complete, click
OK.

Each time you access the Dashboard view for this instance, SQL Diagnostic Manager displays the
information using this design.

You can also select an existing dashboard design as the default for one or more monitored SQL Server
instances. On the Server Overview tab, click Customize to open the Dashboard Designer, and click
Select a Dashboard. Scroll through the available designs and select the one you want to use for the
monitored instance. Click Select and each time you access the Dashboard view for this instance, SQL
Diagnostic Manager displays the information in this design.

Set as the default design for all new or unassigned instances

SQL Diagnostic Manager allows you to select a design to use as the default for all new or unassigned
monitored SQL Server instances so that you have a consistent format across all of your monitored
SQL Server instances. When saving a dashboard design, check the Use this dashboard as my default
for new or unassigned servers check box.

Available panels

« Cache panel

« CPU panel

+ Custom Counters Panel
« Databases panel

+ Disk panel

« File Activity panel

« Lock Waits panel

+ Memory panel

+ Network panel

+ Server Waits panel
« Sessions panel

« Tempdb panel

« Virtualization panel

IDERA Website | Products | Buy | Support | Community | About Us | Resources | Legal 372


http://www.idera.com
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com
http://community.idera.com
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw
http://wiki.idera.com/x/UwA1
http://wiki.idera.com/x/VAA1
http://wiki.idera.com/x/VQA1
http://wiki.idera.com/x/VgA1
http://wiki.idera.com/x/VwA1
http://wiki.idera.com/x/WAA1
http://wiki.idera.com/x/WQA1
http://wiki.idera.com/x/WgA1
http://wiki.idera.com/x/WwA1
http://wiki.idera.com/x/XAA1
http://wiki.idera.com/x/XQA1
http://wiki.idera.com/x/XgA1
http://wiki.idera.com/x/XwA1

SQL Diagnostic Manager for SQL Server

IDERA Website | Products | Buy | Support | Community | About Us | Resources | Legal 373


http://www.idera.com
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com
http://community.idera.com
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

SQL Diagnostic Manager for SQL Server

Design a Dashboard view

Throughout the day, your monitored SQL Server instances can go through a number of situations including
triggered alerts requiring immediate attention. Some events result in multiple alerts, each needing you to keep a
close eye on as a resolution is put into place. To help you monitor your SQL Server instances, SQL Diagnostic
Manager provides a default Dashboard view that includes commonly-monitored metrics for the selected SQL Server
instance.

You can improve the Dashboard view by customizing your view to include those panels most important to you. A
customized Dashboard view can help you keep your monitored SQL Server instances from triggering alerts by
providing you real-time coverage of crucial metrics.

You can view your current Dashboard view by making the appropriate changes, and then closing the Panel Gallery
pane for a full view of your design. Click Panel Gallery to toggle the display of the Panel Gallery selection pane. You
can also close the Panel Gallery by clicking the close icon in the upper right corner of the pane.

Identify which Dashboard panels you want to include

In the Panel Gallery, each panel includes a brief description and a link to access additional information about that
panel. To view the description, click the panel for which you want to view details. SQL Diagnostic Manager also
displays a sample graphic showing the kinds of charts and data available in the panel. Click More info in the
description to access the help topic specifically for that panel.

Note that you can use the same panel more than once in your Dashboard design. Because some panels in the Panel
Gallery provide drop-down selections for you to select metrics or other filters, you can use the same panel more
than once in your Dashboard. This feature is handy when using panels such as the Databases panel because it
allows you to have one Databases panel displaying a selected metric and another Databases panel displaying a
different metric. You can so the same with the Disk panel to view the same metrics for different disks at the same
time.

Manage your Dashboard view
To change your current Dashboard view:

1. Select the appropriate SQL Server instance from the Servers pane.

2. Click Customize. Notice that you are now in the Dashboard tab. SQL Diagnostic Manager displays this
tab when you use the Customize feature.

3. Ifyou want to change the number of panels to display in your view, click Select Layout, and then
select the number of columns and rows.

4. Using a drag-and-drop method, move the panels you want to include from the Panel Gallery to the
location within the view where you want that panel to reside. You can place the same panel more than
once in your view. This feature is important on panels that allow you to select different metrics, such as
the Databases panel which offers different measurements per second.

5. Click Close Designer once you select and move panels to where you want them to reside.

6. On the confirmation message, click Yes to use this design again or apply it to additional SQL Server
instances, or click No to use this design for only this session of the SQL Diagnostic Manager
Management Console. For additional information about saving a dashboard design, see Save a
dashboard design.
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Select an existing dashboard design

SQL Diagnostic Manager includes a default Dashboard view and multiple designs with installation. If you want to
change your view, you can select each panel specifically for a custom view or you can select from existing layouts
that you or another user in your environment created. This feature allows you to share designs as templates that
each user can use to save, and then apply to their monitored SQL Server instances.

Select an existing design for your Dashboard view
To use an existing design for your Dashboard view:

1. Select the appropriate SQL Server instance from the Servers pane.

2. Click Customize. Notice that you are now in the Dashboard tab. SQL Diagnostic Manager displays this
tab when you use the Customize feature.

3. Click Select a Dashboard.

4. Scroll through the displayed designs until you find the one you want to use. Click the arrows to scroll
through the available designs. Click All Dashboards to view designs other users in your environment
created and made available for use. This feature allows you to "share" a design that you find effective.
Click Select when you find the design you want to use. SQL Diagnostic Manager returns you to the
Dashboard Designer using your selected design. You can then save this design to use for this
SQL Server instance or click Close Designer to use this design only during this session of the SQL
Diagnostic Manager Management Console. For additional information about saving a dashboard
design, see Save a dashboard design.

Delete a Dashboard layout

If you created a layout that you no longer want anyone to use, you can delete that layout from your gallery. Simply
click Select a Dashboard, scroll to the layout you want to delete, and then click Delete. You cannot delete any of
the layouts supplied with your SQL Diagnostic Manager installation.
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Save a dashboard design

There are two options when saving a design for your Dashboard view. Check Use this dashboard as my default for
new or unassigned servers if you want SQL Diagnostic Manager to use this design for all new SQL Server instances
and for existing instances that do not have a designated default Dashboard view.

To save a dashboard design:

1.
2.

In the Dashboard Designer, click Save.

Type the name you want for your new design. If you use the name of the existing design, SQL
Diagnostic Manager displays a message alerting you to the existing design. You can then type a
different name or use the same name, replacing the existing design with this new format.

Verify that the correct monitored SQL Server instance appears in the Selected Servers area. You can
apply this design to additional instances by selecting the instance, and then clicking Add > to move the
instance from Available Servers to Selected Servers.

Check Use this dashboard as my default for new or unassigned servers, if you want SQL Diagnostic
Manager to use this design as the default Dashboard view for all of your new monitored SQL Server
instances and any instance that does not currently have a designated default design.

Click OK.

IDERA Website | Products | Buy | Support | Community | About Us | Resources | Legal 376


http://www.idera.com
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com
http://community.idera.com
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

SQL Diagnostic Manager for SQL Server

Cache panel

The Cache panel tracks the database and procedure processes using a buffer pool of memory on your monitored
SQL Server instance. Unexpected spikes in the buffer and procedure cache may alert you to check that you have
enough memory for the current pool to function properly. Chronically high cache metrics may indicate the need for
server maintenance, query tuning, or index updates to better handle the ongoing workload. For additional
information, see Manage your procedure cache.

If the database cache size seems to be too small for optimal performance and there is very little available memory
on the system, adding more memory to the system may increase performance. If there is a lot of available memory
on the system and the database cache size is not growing beyond a certain point, the database cache size may be
capped at an artificially low limit. Increasing this limit may increase performance.

Page Life Expectancy chart

The Page Life Expectancy chart provides the time in seconds that a page remains in the cache or buffer pool. The
longer your page stays in the cache, the more likely the chance that SQL Server finds that data quickly without a
read of physical media and minimize processing resource use. Use the Page Life Expectancy alert to warn you of
issues.

Areas chart

The Areas chart displays the usage in megabytes of each type of cache in use.
Metric Why it is important
Database Indicates the amount of system memory (in MB) used by the database

cache manager to hold commonly-used information from the database
file(s) to prevent file operations.

Free A low amount of free cache indicates a higher risk of performance
issues.

Procedure Cache Indicates the amount of space used to store query plans.

Other Indicates the amount of space used by other processes.

Cache Hit Ratios gauge

The Cache Hit Ratios gauge displays the hit rates of the Buffer and Procedure cache in this SQL Server instance.
Use the Procedure Cache Hit Ratio (Percent) alert to warn you of issues.

Available alerts

+ Page Life Expectancy alert
« Procedure Cache Hit Ratio (Percent) alert
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CPU panel

The CPU panel tracks the performance of the processor used by your monitored SQL Server. Unexpected spikes in
CPU usage and call rates may warn you about the beginning of a serious performance issue. Chronically high CPU
metrics may indicate the need for server maintenance, query tuning, or index updates to better handle the ongoing
workload. For additional information, see how to get your CPU performance details.

Usage chart

The CPU Usage chart displays the percentage of processing power in use on the computer that hosts the SQL
Server instance over a period of time. The CPU view on the Resources view allows you to track your CPU usage over
a period of time, along with other key CPU statistics. For additional information about how SQL Diagnostic Manager
works with virtual machines and collects metrics, see How SQL Diagnostic Manager works with a virtual
environment.

Metric Why it is important

SQL usage A higher SQL usage can indicate that SQL Server is spending too much
time processing queries.

Total usage A high total CPU usage can indicate that this server does not have enough
resources to adequately process its current workload.

VM usage A high virtual machine usage can indicate that the processor power
allocated to this VM is insufficient for its current workload.

Host usage A high host server usage indicates the processing power on this host is
insufficient to handle the workload of the currently active VMs.

Processor Queue Length gauge

The CPU Processor Queue Length gauge displays the current value of the processor queue length metric. Use this
metric to determine how much work is waiting on this server. A high processor queue could indicate a blocking
session or other performance issues.

Call Rates chart

The CPU Call Rates chart breaks down the processor workload into the number of batches, compilations, and
transactions completed each second, giving you a detailed view of which activities are resource-intensive.

Metric Why it is important

Batches/sec A high throughput rate can indicate a higher risk of network, CPU, and
resource issues as the SQL Server performance degrades.

Compiles/sec A high number of compilations (greater than 100 per second) can
indicate a high server workload or that there is more recompilation
overhead than necessary.
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Metric Why it is important

Re-Compiles/sec A high re-compilation rate can indicate excessive re-compilation
overhead.

Transactions/sec A high rate of transactions can indicate a higher risk of resource issues,

such as blocks or locks, due to the heavier workload.

Differences in statistics

You may notice some difference in your statistics, such as your OS CPU usage being higher than your VM CPU usage.
While the hypervisor manages resources efficiently, the demand for physical resources may be greater than what it
has to provide. For example, a guest OS on a virtual machine submits a batch of work to a CPU for execution.
However, all of the physical CPUs are committed to other work, so there is no physical CPU available on the host to
process the work. In this situation, the VM has to wait for a CPU to become available to process its work. While it is
waiting, the guest OS is unaware of the wait and assumes that it is simply taking longer for the CPU to process this
batch of work, and the OS thinks it is using more CPU power than it is actually using.

Remember that SQL Diagnostic Manager uses the additional overhead of the hypervisor to calculate the VM
metrics. In this situation, the hypervisor knows the VM is just waiting for a CPU, so it does not charge the VM for CPU
processing power while it is waiting. The result is that the guest OS reports that it is using the additional processing
power.

Available alerts

» Host CPU Usage (Percent) Alert

o OS Processor Time (Percent) Alert

« OS Processor Queue Length (Count) Alert
+ SQL Server CPU Usage (Percent) Alert

+ VM CPU Usage (Percent) Alert
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Custom Counters panel

The Custom Counters panel displays the statistics for a selected custom counter on a monitored SQL Server
instance. At least one custom counter must exist on the selected instance for this panel to display any data. Custom
counters allow you to include more performance metrics than are provided by SQL Diagnostic Manager. For
additional information about custom counters, see Use custom counters to track metrics.

Any alerts affecting the Custom Counters panel depend on the selected custom counter and alert threshold
settings.
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Databases panel

The Databases panel tracks the performance of the databases on your monitored SQL Server. Unexpected spikes in
database usage may warn you about the beginning of a serious performance issue. This feature offers a number of
different metric sets based on your preference, which allows you to view your database transactions, log flushes,
reads, writes, or 1/O stalls. For each metric set, you can view a list of your top 100 databases sorted by current usage
of that metric, and a bar representing the relative size of the associated database. A trends chart displays the same
data over a period of time for only your top five databases. For additional information, see Get the database status
summary.

Transactions chart (per second)

The Transactions/sec chart displays the number of transactions per second occurring on the databases on your
SQL Server instance.

Log flushes chart (per second)

The Log Flushes/sec chart displays the number of log flushes performed per second and usually matches the
number of transactions per second. If you experience a disk bottleneck, review to see if your log flushes greatly
outnumbers your transactions.

Reads chart (per second)

The Reads/sec chart displays the number of reads per second performed by the databases on your SQL Server
instance.

Writes chart (per second)

The Writes/sec chart displays the number of writes per second performed by the databases on your SQL Server
instance.

I/0 stall chart (ms/sec)

The 1/O Stall ms/sec chart displays the total time per second (in milliseconds) that the databases on your SQL
Server instance were waiting on an I/O to complete. Chronically high I/O stall metrics may indicate a disk
bottleneck.
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Disk panel

The Disk panel tracks the performance of the disk used by your monitored SQL Server. Unexpected spikes in
latency, throughput, or SQL Server 10 may warn you about the beginning of a serious performance issue.
Chronically high disk metrics can signify an insufficient 10 subsystem, or excessive or inefficient 10 activity on the
server. Use the Disk view on the Resources tab to track several key disk statistics over a period of time. For
additional information, see Get the disk performance details.

Latency chart

The Disk Latency chart plots the average time (in milliseconds) required to complete disk reads and writes,
tracking the disk |0 speed over time.

Metric Why it is important

Average Disk ms/Read Higher disk read times impact the ability of SQL queries to retrieve
data from your databases.

Average Disk ms/Write Higher disk write times impact the ability of SQL queries to update
your databases, from simple text column modifications to dropping
tables.

Throughput chart

The Disk Throughput chart plots the number of disk reads and writes over time.

Metric Why it is important

Disk reads/sec A high number of disk reads may indicate that the SQL Server is
executing poorly-performing queries.

Disk writes/sec A high number of disk writes may indicate that the SQL Server is
running low on allocated memory.

SQL Server Physical I/0 chart

The SQL Server Physical 1/O chart breaks down the SQL Server throughput into its key component pieces, giving
you a detailed view of how well SQL Server is processing your data requests and updates.

Metric Why it is important

Checkpoint writes A high number of checkpoint writes may indicate that pages are not
written to disk quickly enough for optimal performance.

Lazy writer writes A high number of lazy writer writes may indicate that the SQL Server
is running low on allocated memory. .
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Metric Why it is important

Page Reads A high number of page reads may indicate that the SQL Server is
executing inefficient queries or that you should optimize the
database indexes.

Page Writes A high number of page writes may indicate that the SQL Server is
executing inefficient queries or that you should optimize the
database indexes.

Read ahead reads A high number of read ahead reads may indicate that you should tune
your query execution plan or that you should defragment the disk.

Available alerts

» Average Disk Milliseconds Per Read Alert
« Average Disk Milliseconds Per Write Alert
 Disk Reads (Per Second) Alert
« Disk Writes (Per Second) Alert
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File Activity panel

The File Activity panel displays the top five database files with the highest relative activity since the last refresh.
Available metrics allow you to view the top Reads/sec, Writes/sec, and Transfers/sec activity for all files or a
selected database, disk, or file. Unexpected spikes in the amount of file activity may warn you of ineffective or
excessive indexing or out-of-date statistics. For additional information, see View file activity.

I/0 stall chart (ms/sec)

The 1/0 Stall ms/sec chart displays the total time per second (in milliseconds) that the SQL Server processes were
waiting on an I/0O to complete. Chronically high 1/0 stall metrics may indicate a disk bottleneck.

Reads chart (per second)

The Reads/sec chart displays the number of physical reads per second the disk sub-system is performing to bring
SQL Server database pages into the data (buffer) cache. If the reads rate is excessive for a long period of time,
consider taking action to avoid performance issues.

Reads KB chart (per second)
The Reads KB/sec chart displays the size of the physical reads per second the disk sub-system is performing to
bring SQL Server database pages into the data (buffer) cache.

Total KB chart (per second)

The Total KB/sec chart displays the total size of activity per second across all databases on the monitored instance.

Writes chart (per second)

The Writes/sec chart displays the number of physical database writes per second the disk sub-system is
performing. If the writes rate is excessive for a long period of time, consider taking action to avoid performance
issues.

Writes KB chart (per second)

The Writes KB/sec chart displays the size of the physical database writes per second the disk sub-system is
performing.

Transfers chart (per second)

The Transfers/sec chart displays the total number of transfers per second across all databases on the monitored
instance. Transfers are the sum of reads and writes. A higher transfer rate indicates a higher risk of resource issues.

When the File Activity panel displays no data

There are circumstances under which the File Activity panel does not display any data. For example, when you lose
connection to the Collection Service or SQL Diagnostic Manager Repository. Another reason is the lack of collection
data points. On new instances, file activity collection occurs once per hour by default. By increasing the length of
time shown on the desktop client views, you may be able to see more data points. You can modify the timeframe of
data displayed in SQL Diagnostic Manager by clicking Tools > Console Options while in the File Activity view and
changing the Keep data for the last and Show data for the last values.

You also can change the database collection interval and grooming options to help you see more data points. Use
the Collect and alert on database metrics field in the General tab of the Monitored SQL Server Properties window
to manage your database collection. For grooming options, use the Groom Sessions, Queries, Deadlocks, Waits,
and History Browser data older than field in the Grooming Options window.
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@ Decreasing the collection interval and grooming your data less often can result in performance issues and
require additional storage space in your Repository.

Activity for a new monitored SQL Server instance

The File Activity panel displays results based on activity since the last refresh. You must have two
collections to create a point on the graph, three collections to create a line. By default, the database
collection interval is set at one hour, which means that the File Activity panel does not show a point until
an hour after adding the instance unless you perform a manual refresh. You can refresh and collect data
by clicking the Refresh button in the SQL Diagnostic Manager Management Console menu bar.

Activity when using the History Browser

The History Browser allows you to view the state of your SQL Server instance at the time a snapshot
occurs, which is every six minutes by default. When using the History Browser with the File Activity panel,
note that data may appear in one snapshot but not in others because no file activity occurred during
that interval. Remember that file activity data does not appear for the first two hours of monitoring a
SQL Server instance because the metrics are based on the activity since the last database refresh.
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SQL Diagnostic Manager for SQL Server

Lock Waits panel

The Lock Waits panel tracks the total number waits caused when a task is waiting to acquire a lock on your
monitored SQL Server. Unexpected spikes in the number of lock waits may warn you about the beginning of a
serious performance issue. Chronically high lock wait numbers may indicate the need for server maintenance,
query tuning, or index updates to better handle the ongoing workload. For additional information, see Analyze
locked sessions.

Lock Waits chart

The Lock Waits chart displays the number of waits and the request type occurring.

Metric Why it is important
Database Indicates the time waiting for a database lock.
Extent Indicates the time waiting for an extent lock.

File SQL Server 2005 and above only

HoBT SQL Server 2005 and above only

Key SQL Server 2000 only

Key/RID SQL Server 2005 and above only

Metadata SQL Server 2005 and above only

Object SQL Server 2005 and above only

Page

RID SQL Server 2000 only

Table SQL Server 2000 only
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Indicates the time waiting for a file lock.

Indicates the time waiting for a Heap or BTree lock.

Indicates the time waiting for a key lock.

Indicates the time waiting for a key or RID lock.

Indicates the time waiting for a metadata lock.

Indicates the time waiting for an object lock.

Indicates the time waiting for a page lock.

Indicates the time waiting for a relative identifier (RID) lock.

Indicates the time waiting for a table lock.
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SQL Diagnostic Manager for SQL Server

Memory panel

The Memory panel tracks the usage and availability of memory on your monitored SQL Server computer.
Unexpected spikes in memory usage can warn you about the beginning of a serious performance issue. Chronically
high memory metrics may indicate the need for server maintenance, query tuning, or other diagnostics to better
handle the ongoing workload. Use the Memory view on the Resources tab to track key memory statistics over a
period of time. For additional information, see Get memory performance details.

SQL Server Usage chart

The SQL Server Usage chart compares the amount of memory allocated and used by SQL Server to the total
memory consumed by a computer.

Metric Why it is important

SQL allocated Indicates how much available memory is allocated to SQL Server from the
operating system (SQLOS). Compare this metric to how much memory is
actually being used by SQL Server.

SQL used Indicates how much memory is currently used by SQL Server from the total
allocated (SQL allocated) to this application. A higher SQL memory
percentage indicates that you may have poorly performing queries or a
fragmented database.

Total used Indicates how much physical memory is used by the operating system (SQL
Server and other applications). A higher total memory percentage indicates
that the overall workload of the SQL Server computer is too intensive for the
available resources.

SQL Server Paging chart

The SQL Server Paging chart plots the number of swapped pages per second, over time, as calculated by the
memory paging metric.

VM Memory Usage chart

The VM Memory Usage chart compares the amount of memory allocated and used by SQL Server to the total
memory consumed by this virtual machine. For additional information about how SQL Diagnostic Manager works
with virtual machines and collects metrics, see How SQL Diagnostic Manager works with a virtual environment.

Metric Why it is important
Active Indicates the amount of memory actively used by this virtual machine.
Ballooned Indicates the amount of memory temporarily reclaimed by the host system for

use in other areas. A higher ballooned value indicates that the host server is
under memory pressure. Review your load balancing for the host server.
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Metric

Consumed

Granted

Swapped

Host Memory Usage chart

SQL Diagnostic Manager for SQL Server

Why it is important

Indicates the amount of memory consumed by this virtual machine. This value
does not include shared memory or overhead memory for this VM.

Indicates the amount of physical memory granted by the host to this virtual
machine.

Indicates the amount of memory swapped to disk by the hypervisor.

The Host Memory Usage chart compares the amount of memory allocated and used by SQL Server to the total
memory consumed on this host server. For additional information about how SQL Diagnostic Manager works with
virtual machines and collects metrics, see How SQL Diagnostic Manager works with a virtual environment.

Metric

Active

Ballooned

Consumed

Granted

Swapped

Available alerts

Why it is important

Indicates the amount of memory actively used by all of your VMs on this host
server.

Indicates the amount of memory temporarily reclaimed by all of your VMs on
the host system for use in other areas. A higher ballooned value indicates that
the host server is under memory pressure. Review your load balancing for the
host server.

Indicates the amount of memory consumed by all of your VMs on this host
server. This value does not include shared memory or overhead memory for
these VMs.

Indicates the amount of physical memory granted by the host to all of your
VMs.

Indicates the amount of memory swapped to disk by the hypervisor.

+ Host Memory Usage (Percent) Alert
« 0/S Memory Usage (Percent) Alert

+ O/SPaging Alert

+ SQL Memory Usage (Percent) Alert
+ VM Memory Usage (Percent)
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SQL Diagnostic Manager for SQL Server

Network panel

The Network panel tracks the performance of the network connection being used by your monitored SQL Server.
Unexpected spikes in packet rates and response times may warn you about the beginning of a serious performance
issue. Chronically high network metrics may indicate excessive network traffic or a high server workload, which
may require you to move some monitored instances to other computers to free up network resources and balance
the workload.

SQL Server Throughput chart

The SQL Server Throughput chart plots how many packets this SQL Server sends and receives over time.

Metric Why it is important
Packets received/sec A consistently high rate may indicate that the packet size is too small.

Packets sent/sec A consistently high rate may indicate that the packet size is too small.

VM Network Usage Throughput chart

The VM Network Usage Throughput chart plots how much data this virtual machine transmits and receives in KB/
second over time. For additional information about how SQL Diagnostic Manager works with virtual machines, see
How SQL Diagnostic Manager works with a virtual environment.

Metric Why it is important

Transmitted KB/sec A consistently high rate may indicate that data throughput is
saturated. Investigate load balancing your network traffic.

Received KB/sec A consistently high rate may indicate that data throughput is
saturated. Investigate load balancing your network traffic.

Host Network Usage Throughput chart

The Host Network Usage Throughput chart plots how much data this host server transmits and receives in KB/
second over time. For additional information about how SQL Diagnostic Manager works with virtual machines, see
How SQL Diagnostic Manager works with a virtual environment.

Metric Why it is important

Transmitted KB/sec A consistently high rate may indicate that data throughput is
saturated. Investigate load balancing your network traffic.

Received KB/sec A consistently high rate may indicate that data throughputis
saturated. Investigate load balancing your network traffic.
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SQL Diagnostic Manager for SQL Server

Response Time gauge

The Response Time gauge displays the time (in milliseconds) SQL diagnostic manager currently needs to send a
simple SQL command to the SQL Server instance, have it processed, and receive the returned result set. This value

corresponds to the SQL Server Response Time metric.

Available alerts

« SQL Server Response Time Alert
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SQL Diagnostic Manager for SQL Server

Server Waits panel

The Server Waits panel tracks the total number and time spent on waits affecting your monitored SQL Server.
Unexpected spikes in the number of server waits may warn you about the beginning of a serious performance issue.
Chronically high server wait times may indicate the need for server maintenance, query tuning, or index updates to
better handle the ongoing workload. For additional information, see View server waits.

@ Server Waits chart data is not available for monitored servers using SQL Server 2000. For SQL Server 2000
users, SQL Diagnostic Manager monitors lock waits.

Server Waits chart

The Server Waits Chart displays the overall wait time for key areas on your monitored SQL Server instance.

Metric Why it is important

I/0 Indicates the amount of input and output occurring on your SQL Server instance. A
consistently high rate may indicate a higher risk of performance issues as the SQL
Server processes wait for I/0O to become available.

Locks Indicates the wait time caused by locks on databases hosted by this SQL Server
instance.

Log Indicates the wait time related to database transaction logs.

Memory Indicates all wait time related to memory operations.

Signal Indicates that a SQL Server process is waiting for CPU time after the associated

resources became available for processing.

Other Indicates all lock waits not included in other categories and not excluded from
monitoring.
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SQL Diagnostic Manager for SQL Server

Sessions panel

The Sessions panel tracks the performance of the active and blocked sessions running on your monitored SQL
Server. Unexpected spikes in the number of concurrent blocked sessions may warn you about the beginning of a
serious performance issue. Chronically high blocked and deadlocked sessions are a significant performance
concern. For additional information, see Get sessions performance summary.

Activity & Blocking chart

The Activity and Blocking chart shows the total number of active sessions on your monitored SQL Server instance
and any blocking or deadlocks that may occur between sessions.

Metric Why it is important
Active Indicates the number of active sessions on the SQL Server instance.
Blocked Sessions Indicates the number of sessions on the SQL Server instance being

blocked by other sessions holding requested locks.

Lead Blockers Indicates sessions that block at least one session, which can then
block other sessions.

Total Deadlocks Indicates the total number of deadlocks on the SQL Server instance. A
deadlock has no lead blocker and is circular in nature.

Client Computers gauge

The Client Computers gauge displays the total number of unique client computers connected to the SQL Server
instance.

Available alerts

« Blocked Sessions Alert
+ Client Computers Alert
« Total Deadlocks Alert
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SQL Diagnostic Manager for SQL Server

Tempdb panel

The Tempdb panel tracks the status of the tempdb database on your monitored SQL Server instance. Unexpected
spikes in the use of tempdb usage and space may warn you to allocate additional space to prevent tempdb issues
from causing a performance issue on your server. For additional information, see how to get the tempdb status
summary.

@ Problems with tempdb can cause an entire SQL Server instance to become inoperable.

Tempdb Space Used chart

The Tempdb Space Used chart provides different views of how your database is used over time based on the object
type. Tempdb can fill up quickly when you are low on disk space and or have a low maximum size for database
growth. In environments where read committed snapshot isolation is in use, long running transactions may also
cause rapid growth in tempdb.

Metric Why it is important

Internal Indicates the amount of tempdb space used by internal objects.
Mixed Indicates the amount of tempdb space used by mixed extents.
User Indicates the amount of tempdb space used by user objects.

Version Store  Indicates the amount of tempdb space used by the version store.

Tempdb Contention chart

The Tempdb Contention chart provides the latch wait time for the allocation pages of your tempdb. These latch
waits are associated with performance degradation for the related queries. Latch contention is usually an
indication that you should create additional tempdb data files or if you already have multiple files, make
adjustments so they are equally sized. For more information about tempdb contention, see Monitor your tempdb
database.

Metric Why it is important
GAM Page Indicates the latch wait time for the global allocation map pages of tempdb.
PFS Page Indicates the latch wait time for the page free space pages of tempdb.

SGAM Page Indicates the latch wait time for the shared global allocation map pages of tempdb.
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SQL Diagnostic Manager for SQL Server

Version Store Cleanup Rate

The Version Store Cleanup Rate gauge displays the current version store cleanup rate and the version generation
rate of the data rows necessary to support snapshot isolation. Maintaining a cleanup rate above or equal to the
generation rate helps you avoid filling up tempdb. Note that long-running snapshot isolation transactions prevent
cleanup of older entries in the tempdb version store, causing growth which can affect performance and cause
tempdb to run out of space. When interpreting this gauge, note that version store cleanup occurs only once per
minute while generation may be ongoing. For more information about tempdb version store, see Monitor your
tempdb database.

Available alerts

+ Tempdb Contention Alert
« Version Store Generation Ratio Alert
« Version Store Size Alert
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SQL Diagnostic Manager for SQL Server

Virtualization panel

The Virtualization panel tracks the performance of your virtual machine or host, depending on the selection in the
panel. Unexpected spikes in virtual memory or disk usage may warn you about the beginning of a serious
performance issue indicating the need for server maintenance to better handle the ongoing workload. For
additional information about how SQL Diagnostic Manager works with virtual machines and collects metrics, see
How SQL Diagnostic Manager works with a virtual environment.

@ Note that you can customize your Dashboard view to include two Virtualization panels and add one for
your virtual machine and the other for your host.

Virtual Memory Usage chart

The Virtual Memory Usage chart displays the amount of memory allocated and used by SQL Server to the total
memory consumed on this VM or host server. The Resources > Memory view allows you to track your usage over a
period of time, along with other key memory statistics. For additional information about how SQL Diagnostic
Manager works with virtual machines and collects metrics, see How SQL Diagnostic Manager works with a virtual
environment.

Metric Why it is important

Active Indicates the amount of active memory used by this virtual SQL Server
instance.

Ballooned Indicates the amount of ballooned memory on this virtual SQL Server
instance. A spike in this value alerts you of the low memory status of the
host.

Consumed Indicates the amount of memory consumed by this virtual SQL Server
instance.

Granted Indicates the amount of memory granted to this virtual SQL Server instance.

Swapped Indicates the amount of swapped memory on this virtual SQL Server
instance. A spike in this value alerts you of the low memory status of the
host.

CPU Ready Wait Time gauge

The CPU Ready Wait Time gauge displays the current gauge value of the vCPU Ready Time metric available on the
Server Details view. Use this metric to determine the length of time that virtual CPU in your virtual machine is
waiting on a physical CPU on your host to become available. A spike in this value may indicate over committed
physical CPUs on the host server.

Virtual Disk Usage chart

The Virtual Disk Usage chart displays the amount of data read from and written to disk for the VM or host server
during the sample interval. The Resources > Disk view allows you to track your usage over a period of time, along
with other key disk statistics.
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SQL Diagnostic Manager for SQL Server

Metric Why it is important

Disk Read A high number of disk reads may indicate that the VM or host server is
executing poorly-performing queries.

Disk Write A high number of disk writes may indicate that the VM or host server is
running low on allocated memory.

Available alerts

+ Host Memory Swap Detected Alert

+ VM CPU Ready Wait Time (ms) Alert

« VM Memory Swap Detected Alert

+ VM Reclaimed/Ballooned Memory (KB) Alert

IDERA Website | Products | Buy | Support | Community | About Us | Resources | Legal 396


http://www.idera.com
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com
http://community.idera.com
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw
http://wiki.idera.com/x/mwE1
http://wiki.idera.com/x/ngE1
http://wiki.idera.com/x/oQE1

SQL Diagnostic Manager for SQL Server

Get the SQL Server performance details

The Details view displays a list of properties for the selected SQL Server instance, a list of the collected metrics and
their characteristics, and provides a chart for you to graphically display metrics selected from the displayed list. For
each metric, SQL Diagnostic Manager displays the current value, value range for reference, alert status, metric
category, thresholds for each alert, and whether the metric is a custom counter. To add a metric to the Details
chart, check the check box in the chart column for the appropriate metric.

© Allfields highlighted in the State column are associated with alerts. Right-click any of these metrics and
select Configure Alerts to edit the associated thresholds.

Access the Details view

You can open the Details view of the SQL Diagnostic Manager Overview tab by selecting the appropriate SQL Server
instance, and then clicking Overview > Details .

SQL Server instance properties area

The following properties are displayed for the selected monitored SQL Server instance.

Version

Indicates the current SQL Server version including service pack and build information on this SQL Server
instance.

Edition

Indicates the current SQL Server edition, including Enterprise, Business Intelligence, or Standard,
installed on this SQL Server instance.

Running

Indicates the timestamp associated with the most recent restart of this SQL Server instance.

Clustered

Indicates whether this SQL Server instance is part of a cluster. If it is part of a cluster, SQL Diagnostic
Manager displays the name of the active node.

Processors

Indicates the total number of processors associated with this SQL Server instance and how many of
these processors are currently in use.

Host

Indicates the name of the server hosting this SQL Server instance.

Host OS

Indicates the current operating system on the server hosting this SQL Server instance.
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SQL Diagnostic Manager for SQL Server

Host Memory

Indicates the total amount of memory on the server hosting this SQL Server instance.

Databases

Indicates the current number of databases on this SQL Server instance.

Data Size

Indicates the current size of the data on this SQL Server instance.

Log Size

Indicates the current size of the log files on this SQL Server instance.

VM Name

Indicates the name of the virtual machine on which this monitored SQL Server instance is running.

Virtualization Host Server
Indicates the name or IP address of the virtualization host server on which this virtual machine is
running.

Host Memory

Indicates the total amount of memory on the host server on which this virtual machine is running.

Host Physical Processors
Indicates the total number of physical processors associated with the host server on which this virtual
machine is running.

Host Logical Processors

Indicates the total number of logical processors associated with the host server on which this virtual
machine is running. The number of logical processors is different from the number of physical
processors only if the CPU on the host server supports Hyper-Threading.

Understanding your chart data and refresh interval

SQL Diagnostic Manager charts provide data whether collected real time or as part of a scheduled collection event.
For additional information about how SQL Diagnostic Manager displays your chart data, see Charts.
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SQL Diagnostic Manager for SQL Server

Monitor SQL Server configuration settings

The Configuration view allows you to view the SQL Server configuration settings for the selected SQL Server
instance. When diagnosing problems with SQL Server performance it is helpful to see how it is configured. In

addition, SQL Diagnostic Manager offers the ability to edit some configuration settings, depending on the option
selected.

Access the Configuration view

You can open the Configuration view of the SQL Diagnostic Manager Overview tab by selecting the appropriate
SQL Server instance, and then clicking Overview > Configuration.

To edit a configuration setting:

Select an option from the list.

Click the Edit Value hyperlink in the Details pane.
Enter the new value.

Click OK.

el
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Edit your configuration value

The Edit Configuration Value window allows you to enter a new value for the selected SQL Server instance
configuration option. Any change to the selected value does not take effect until you restart the selected SQL Server

instance.

Access the Edit Configuration Value window

You can access the Edit Configuration Value window by selecting an option, and then click the Edit Value option
located in the Details pane.

IDERA Website | Products | Buy | Support | Community | About Us | Resources | Legal 400


http://www.idera.com
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com
http://community.idera.com
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

SQL Diagnostic Manager for SQL Server

View active alerts for this instance

The Active Alerts view allows you to view a list of all the active alerts as of the last data collection. Click any alert in
the list to view details at the bottom of the window.

Access the Active Alerts view

You can open the Active Alerts view of the SQL Diagnostic Manager Overview tab by selecting the appropriate
SQL Server instance, and then clicking Overview > Active Alerts.

Available actions

The Active Alerts view includes the 12-Hour Forecast option to display the likelihood an alert is generated at a given
time during the day, broken down into two-hour segments. This information helps you know on which areas you
should concentrate your focus to avoid problems within your SQL Server environment.

In addition to providing the ability to see all your active alerts in a single window, the Active Alerts view allows you
to perform the following functions via the right-click context menu for each alert:

« Open the Real Time view for more information on the metric that caused the alert.

« Open the Historical view to review the history of the metric that caused the alert. The Show Historical View
option is not available for all alerts.

+ Open the Show Details view for more information on the metric that caused the alert. The Show Details
View option is not available for all alerts.

» Open the SQL Diagnostic Manager online help to the topic for the selected alert.

+ Clear the selected alert or clear all alerts of the selected type for this SQL Server instance. The Clear Alert
and Clear All Alerts of this Type for this Instance options are not available for all alerts.

» Open the alert configuration for the metric.

+ Snooze the alert for a set period of time.

+ Collapse or expand all of the displayed alert groups. This option is available only when you use the Group
By Box functionality.

+ You can also print, export results to Microsoft Excel, and copy the alert information to your Clipboard for
additional use.
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Get a 12-hour forecast of alert activity

Using current and historical data, SQL Diagnostic Manager uses statistical analysis to estimate the likelihood that
an event generates a particular alert. This forecasting lets you proactively focus on certain areas in your SQL Server
environment and prevent problems from occurring.

SQL Diagnostic Manager begins building forecasting models once you receive three critical or warning alerts for a
given metric.

The 12 Hour Forecast is separated into two-hour segments. Each two-hour segment displays the chance of an alert
occurrence. Click the associated percentage chance to see the alert forecast details. This window displays the alerts
that may occur over the two-hour time segment.

12 Hour Forecast icons

Icon Description

0 OK - There is a low chance (less than 20%) that a warning or critical alert occurs in the
two-hour time segment leading to the forecast time.

] Warning - There is a moderate likelihood (less than 50%) that a critical alert occurs, or a
high likelihood (50% or higher) that a warning alert occurs, in the two-hour time
segment leading to the forecast time.

é:] Critical - There is a very high likelihood (50% or higher) that a critical alert occurs in the
two-hour time segment leading to the forecast time.
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Alert forecast details

The Alert Forecast Details window displays the Server, Alert Metric, the likelihood the alert occurs, and the type of
alert expected in the two-hour window leading up to this forecast time. To sort the list, click any column heading.
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Snooze alerts

You have the ability in SQL Diagnostic Manager to snooze or pause all alert generation for a specified period of time.
For example, you can snooze a specific alert through the Active Alerts tab. Right-click the alert that you no longer
want to view, and then select Snooze Alert.

If you want to pause multiple alerts at the same time, you can mass snooze alert generation. To mass snooze, right-
click a specific instance, and then select Snooze Alerts. This option is also accessible when right-clicking a specific
tag, using certain server views, and when using the Tools menu.

This feature is important if you are working on known issues and you want to avoid unnecessary alert traffic.

@ The Resume Alerts option allows you to resume any alerts set to snooze.
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View past performance

The History Browser is intended to provide information pertaining to the state of your SQL Server instance at the
time a standard snapshot is taken. You can use this information to diagnose and resolve issues to keep the issue
from happening again. The History Browser allows you to select a historical snapshot collected by the standard
refresh and view the data that was collected using almost all the SQL Diagnostic Manager real-time views.

By default, Session details and inactive alerts are stored for 31 days while standard metric information is stored for
365 days. You can edit these options on the Grooming Options window.

Access the History Browser

To access the History Browser, click the History Browser button on a supported view, such as Overview
> Dashboard. For more information, click History Browser Range.

Select a specific snapshot in time in the History Browser
To select a specific snapshot:

1. Open the History Browser.

2. Select the date from the calendar. You can also select the time range to filter the number of snapshots
displayed.

3. Select the corresponding snapshot from the Historical Snapshots list.

@ The icons next to each of the snapshots represent the highest level of alert thresholds violated. These
icons can help you identify a specific snapshot. In addition, you can hover over snapshots in the list to see
the most critical alerts associated with the snapshot.

Return to Real-Time mode

To return to Real-Time mode, either click the You are currently viewing a historical snapshot. Click here to
switch to Real Time Mode text at the top of the window you are viewing historical data or click the associated text
on a non-supported view.

Alerts with associated views that support historical snapshots

On the Alerts view, some of the alerts allows you to retrieve the associated view at the time the alert was activated.
To access this view, right-click the alerts, and the click Show Historical View in the Details pane.

The following table displays a list of alerts that provide an associated view in SQL Diagnostic Manager.

Alert Associated View
Average Disk Milliseconds Per Read Resources
Average Disk Milliseconds Per Transfer Resources
Average Disk Milliseconds Per Write Resources
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Alert

Blocked Sessions (Count)

Blocking Session Wait Time (Seconds)

Client Computers (Count)

Databases Read/Write Errors Occurred

Disk Reads Per Second

Disk Transfers Per Second

Disk Writes Per Second

Host CPU Usage (Percent)

Host Memory Usage (Percent)

Oldest Open Transactions (Minutes)

0S Average Disk Queue Length (Count)

0S Average Disk Queue Length Per Disk (Count)

OS Disk Time (Percent)

OS Disk Time Per Disk (Percent)

0S Memory Usage (Percent)

0S Paging (Per Second)

OS Privileged Time (Percent)

0S Processor Queue Length (Count)

OS Processor Time (Percent)

Associated View

Sessions

Sessions

Sessions

Databases

Resources

Resources

Resources

Resources

Resources

Sessions

Resources

Resources

Resources

Resources

Resources

Resources

Resources

Resources

Resources

SQL Diagnostic Manager for SQL Server
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Alert Associated View
Page Life Expectancy Server

Session CPU Time (Seconds) Sessions

SQL Server CPU Usage (Percent) Resources

SQL Server Memory Usage (Percent) Resources

SQL Server Response Time (Milliseconds) Sessions
Tempdb Contention (ms) Databases

User Connections (Percent) Sessions

VM CPU Usage (Percent) Resources

VM Memory Usage (Percent) Resources

Views that support historical snapshots

Users may notify you of SQL Server problems that have happened in the past. Using the History Browser, you can go
back to a point in time and view the state of your system and also compare system states at different points in time.

The following views support historical snapshots:

« Overview > Dashboard

« Overview > Details

« Overview > Active Alerts

« Sessions>Summary

« Sessions > Details

« Sessions > Locks

+ Sessions > Blocking

+ Queries > Signature Mode

» Queries > Statement Mode

« Queries > Query History

« Queries > Query Waits

» Resources>Summary

« Resources>CPU

» Resources > Memory

« Resources > Disk

+ Resources > File Activity

« Resources > Server Waits

« Databases>Tempdb Summary
« Databases > Availability Group
« Analyze > History
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History Browser Range

The History Range Control is located at the top of the Web Console and in the option History Browser in the Desktop
Console. Both can be modified and be designated a specific start time and date as well as current snapshot.

Follow these steps to configure the History Range of your SQLDM Desktop Console and web console:

In the desktop console, click History Browser.

Under the calendar select the option Select History Range.

The History Browser Range window opens.

Select the range from the drop down list scale, these options are the following: 4 Weeks, 5 Days, 1 Day, 5
hours, 8 hours, 4 hours, 1 hour, 15 minutes, and Custom.

When selecting Custom, the user needs to select a Start Date/Time and End Date/Time.

Click OK.

Stort Dot (01212017

= Packets Gent = Packets Received Client. = Total Deadlocks
Computers  — Biocked Sessions
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Pause alerts and decrease collection

Maintenance Mode allows you to temporarily stop alert generation and the collection of performance metrics for
the selected SQL Server instances. Using Maintenance Mode on one instance does not prevent the collection of
performance metrics and notifications for those instances that are not in Maintenance Mode.

& Ifyou open a SQL Diagnostic Manager dashboard for an instance that is in Maintenance Mode, real-time
data collection will be attempted.

@ Itis possible to enable or disable maintenance mode on several SQL Server instances, see About Mass
Maintenance Mode.

Uses for putting a SQL Server instance into Maintenance Mode

Enable Maintenance Mode before you begin any regularly scheduled maintenance or testing on a monitored
SQL Server instance. You can also enable Maintenance Mode when you need to bring a SQL Server instance offline
for unplanned diagnostics.

Be aware that the total number of monitored SQL Server instances allowed by your license includes monitored
instances that are in Maintenance Mode.

Bring the SQL Server back online in SQL Diagnostic Manager

Disabling Maintenance Mode allows SQL Diagnostic Manager to resume performance statistics collection and alert
generation for the selected SQL Server instance. Before you enable Maintenance Mode, make sure you complete all
maintenance and testing on the target SQL Server instance.

If you have a SQL Server instance in Maintenance Mode and are ready to bring it back online in SQL Diagnostic
Manager, click Maintenance Mode on the Server Overview tab.
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Configure SQL Diagnostic Manager monitoring properties

The Monitored SQL Server Properties window allows you to edit the SQL Diagnostic Manager monitoring settings
for the registered SQL Server instance. To access the Monitored SQL Server Properties window, right-click a
SQL Server instance from the Server tree and select Properties.

The Monitored SQL Server Properties window includes the following tabs:

General

Displays common properties such as the data collection interval, credentials, and encryption options.

Baseline Configuration

Allows you to set the date range and time used to calculate a performance baseline for the monitored
SQL Server instance.

Query Monitor

Allows you to enable or disable query monitoring, and set the options for the Query Monitor.

Activity Monitor

Allows you to enable or disable monitoring of non-query activities, and set the options for the Activity
Monitor.

Replication

Lets you disable replication statistics collection to conserve system resources.

Table Statistics

Allows you to select the time and days SQL Diagnostic Manager collects table statistics on your
SQL Server instance. In addition, you can select the minimum size table needed for SQL Diagnostic
Manager to rebuild the index.

Custom Counters

Allows you to link custom counters to the monitored SQL Server instance.

Maintenance Mode

Allows you to enter the maintenance schedule for your server. This allows you to turn off alerts and
notifications for the time periods when you know the server is unavailable.

OS Metrics

Allows you to select how you want your operating system data collected, whether through
OLE automation or direct WMI. You can also choose to not collect OS data.
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Disk Drives

Allows SQL Diagnostic Manager to alert on disk drives and database space calculations for the
monitored SQL Server instance.

Cluster Settings
Lets SQL Diagnostic Manager trigger an alert whenever a cluster is running on a non-preferred node

within a clustered environment.

Wait Monitoring

Allows you to collect and view wait statistics in the hopes of diagnosing any bottleneck on your system.

Virtualization

Displays the name of the host server on which the selected monitored SQL Server instance is running.

Analysis Configuration

Allows you to schedule a prescriptive analysis of your monitored SQL Server instance.
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Set general server options
The General tab of SQL Diagnostic Manager allows you to edit the most common property settings such as:

+ Associate tags with an instance

+ Select a diagnostic data collection interval

+ Assign a friendly name to your SQL Server instance
+ Collect extended session data

+ Assign data collection credentials

+ Select encryption options

Access the General tab

You can access the General tab of the Monitor SQL Server Properties window by right-clicking the appropriate
monitored SQL Server instance, and then selecting Properties.
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Menitored SOL Server Properties - SIDROCTSTO2,5CL2014 ? >

" General T

I;}@ Change the most commaon properties for this monitored SAL Server.

Baseline Configuration

Query Manitor \hich tags should be associated with this SGL Server?
Activity Menitor £ Click here to choose tags > -
Replication
How often should diagnostic data be collected for this SQL Server?
Table Statistics
Custom Counters Collect diagnostic data and raise alets (max 30 minutes):
Maintenance Mode Alert i the server is inaccessible (max 10 minutes):
05 Metrics Caollect and alert on database metrics (max 24 hours):
Dizk Drives

] ‘wfant to give a friendly name for this SQL Server?
Cluster Settings

wiait Monitoring
Virtualization wiould you like to collect extended session data for this SQL Server?

Lnalysis Configuration Collect esxtended session data, including session details, locks and blocks
[] Limit executions of DECC Inputbufferta: 500 =
‘what credentials should be used when collecting data from this SQL Server?

() Windows Authertication
(® 50L Server Authentication

Login name: |sa |

Password: |||-|----------- |

Advanced Encryption Options
[] Encrypt Connection {55L)
Trust Server Cerificate (bypass cerificate validation)

Test

QK Cancel

Associate tags with an instance

The tag field allows you to select a tag to add your server to or add a new tag. Tags help you organize server
instances into meaningful groups.
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Select a diagnostic data collection interval

The data collection interval is the amount of time SQL Diagnostic Manager waits between each collection of data on
the selected SQL Server instance. You can set a different interval for each of the following functions:

Collect diagnostic data and raise alerts (max 30 minutes)

The interval between times that the SQLDM Collection Service collects diagnostic data and raises the
associated alerts. Lower values cause SQL Diagnostic Manager to raise alerts more quickly, but also
cause more frequent refreshes, which increases your monitoring overhead.

Alert if the server is inaccessible (max 10 minutes)

The server availability verification interval is the amount of time SQL Diagnostic Manager waits between
verifying availability on the selected SQL Server instance. If the connection test collector does not
complete within the time specified in the Alert if the server is inaccessible (max 10 minutes) field, the
SQL Server instance is considered unresponsive. Setting this field to a very low value can result in false
positive alerts.

Collect and alert on database metrics (max 24 hours)

The interval between times that the SQL Diagnostic Manager Collection Service collects database space-
related data and raises the associated alerts. Lower values cause SQL Diagnostic Manager to raise alerts
more quickly, but also cause more frequent refreshes, which increases your monitoring overhead. In
environments with a large number of databases whose sizes do not change rapidly, setting the database
data collection to a long interval can greatly reduce the monitoring footprint.

By default, SQL Diagnostic Manager collects diagnostic data every six minutes and database data every 60 minutes.
Consider the following factors before selecting your data collection interval:

Data collection purpose

If your goal with this data collection is to identify broad trends and alert on critical downtime, then a
longer refresh interval is appropriate. If you are closely monitoring your SQL Server instance for minute-
by-minute changes, use a shorter duration.

Data collection frequency

When diagnosing specific problems or when working with a problematic SQL Server instance, a short
interval lets you capture enough data to diagnose the issue. In most situations, the default interval
provides sufficient data for your diagnostic needs. Note that SQL Server instances used only occasionally
may require less monitoring attention.

Notification of existing or potential problems

Remember that a lower collection interval results in SQL Diagnostic Manager raising alerts more quickly,
but also increases your monitoring overhead. This is true when any setting causes more frequent
refreshes.

System resource impact

Although SQL Diagnostic Manager limits the amount of system resource impact when collecting data,
short collection times on SQL Server instances with large amounts of data could potentially cause
system performance degradation. Using the default interval should meet your data collection needs
while limiting any system resource impacts.
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Space needed for the SQL Diagnostic Manager Repository
A lower collection interval results in more frequent refreshes which are all stored in the SQL Diagnostic
Manager Repository. Make sure you have enough available space to accommodate these lower settings.
Data spikes

SQL Diagnostic Manager averages most metrics over the timeframe between collections. More-frequent
data collection causes increased movement in averages because of short-duration events. For example,
a 15-second CPU spike has a greater effect on a one-minute refresh than on a six-minute refresh. You can
use alert smoothing to reduce the impact of data spikes on a per-alert basis.

Assign a friendly name to your SQL Server instance

SQL Diagnostic Manager allows you to assign a friendly name to your monitored SQL Server instance that is
meaningful to you and easy to identify. SQL Diagnostic Manager displays the friendly name in the server tree of the
desktop client and in the web console.

Collect extended session data

The extended session collection data includes important session information, such as details, locks, and blocks. If
this information is important to you, make sure the Collect extended session data, including session details,
locks, and blocks check box is selected.

(® The extended session collection data gathers all the executing sessions, the idle sessions and all the
outstanding locks; regardless of their blocking status. This information includes tempdb usage data which
is used to populate the session list in the tempdb view.

Limit the number of DBCC Inputbuffer executions

You can limit the number of executions performed by the DBCC Inputbuffer, which retrieves the actual input
command for the Session Details view, among others. Note that on busy servers, decreasing the Limit executions
of DBCC Inputbuffer to value can reduce monitoring impact.

Data collection credentials

SQL Diagnostic Manager uses the specified credentials to collect data from the monitored SQL Server instance. You
can choose to use either Windows authentication or SQL Server authentication.

Windows authentication

Windows Authentication uses the security of the operating system to create a trusted connection only if
the account matches a security account defined in SQL Server. This security account must have
sufficient permissions on the monitored instance to collect data and OS metrics.

SQL Server authentication

Select this option to use the credentials of a specific SQL Server account.

Select encryption options

SQL Diagnostic Manager allows you to designate encryption methods used to encrypt data between the Collection
Service and the monitored SQL Server instance. You can choose to use SSL or SSL with Trust Service Certificate.
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Encrypt Connection (SSL)

This option sets a flag in the connection properties that is used when the collection service connects to a
monitored server that specifies that SSL (Secure Sockets Layer) is used to encrypt the data between the
collection service and the monitored SQL Server instance. For this option to work correctly, configure
the monitored SQL Server instance to support encryption.

Trust Server Certificate (Bypass Certificate Validation)

This option is available only when the Encrypt Connection (SSL) is selected. This option allows you to
skip the certificate validation when a SQL Server instance establishes a connection. If SSL on the
monitored SQL Server instance is not configured to use a certificate that the collection service trusts, the
connection is rejected unless the Trust Server Certificate option is selected.
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Configure server baseline options

The Baseline Configuration tab of the Monitored SQL Server Properties window allows you to configure your server
baseline options. SQL Diagnostic Manager calculates a baseline out of a pool of collected data based on the
selected period and collection interval, and is represented by mean, standard deviation, minimum, maximum, and
count statistics.

Some benefits of using this feature include:

Effective alert thresholds - SQL Diagnostic Manager uses the baseline to provide alert recommendations
which you can use to set effective alert thresholds.

Effective baseline periods - Use the Baseline Visualizer to clearly visualize when to establish baseline
periods.

Alerting and recommendations - Enable alerting based on baseline violations.

Multiple baselines - Define and schedule multiple baselines per server.

Quick propagation of baselines - Apply baselines to more than one instance.

Baseline display in metric graphs - View relevant baseline in effect in various metric graphs of the
Resources tab.

User accounts with the View privilege can access the Baseline Configuration window, but cannot make any
changes. User accounts with the Modify privilege can make changes to the baseline configuration of their
monitored SQL Server instances.

Access the Baseline Configuration tab

You can access the Baseline Configuration tab of the Monitor SQL Server Properties window by right-clicking the
appropriate monitored SQL Server instance, and then selecting Baseline Configuration.
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SQL Diagnostic Manager for SQL Server

Monitored SOL Server Properties - SIDROCTSTO2\S0L2014 ? *
General EmEr| . .
|ﬁ Configure a performance baseline for your monitored SQL Server.
Baseline Configuration
Query Monitor what date range should be used to calculate the performance baseline for this senver?

Activity Monitor & You should select a date range that represents the typical operation of your monitored SQL

'Server. This baseline wil be used to offer recommendations to help you better configure your

Replication = alerts in the future.

Table Statistics i®) Dynamic (calculates a dynamic baseling based on the last 7 days of collected data)
Custom Counters (") Custom

Maintenance Mode From: | 12/25/2018 v| To | 1242019 - Manage Baseline
0% Metrics

Disk Drives ‘which days and time peniod within those days should be used to calculate the baseline?
Cluster Setfings Baseline Name  Default

\wait Monitoring ] Sun Man Tue Wed Thu Fi [ Sat

Wirtualization
From: |DE:DD AN - | To: |D5:DD P - |

Analysis Configuration

‘Would you like to apply this baseline configuration to other SQL Servers?

Apphy Baseline Configuration

QK Cancel

Select a baseline period

The baseline period you specify should represent a typical operation of the monitored SQL Server instances to
which this baseline applies.
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SQL Diagnostic Manager for SQL Server

Dynamic
Calculates a dynamic baseline based on a moving window of the past seven days of collected data.

Custom
Allows you to set a specific time range that does not change.
Select days and time periods

SQL Diagnostic Manager allows you to select the date range used to calculate the performance baseline for one or
more selected SQL Server instances. The day and time period fields allow you to select the days and times on which
to base your alert baseline calculations. These settings apply to both the Automatic and Custom baseline
selections.

© When your SQL Server instances are not busy, clear the days and times to remove them from the
calculation and provide a more realistic and accurate baseline.

Add multiple baselines

SQL Diagnostic Manager allows you to add and schedule multiple baseline periods in addition to the default one.
Open the Add baseline window by clicking the Manage Baseline button. For more information, see Schedule
multiple baselines.

Apply the baseline to more than one instance

You can apply the baseline configuration from a specific server to additional instances not included when you
originally created the baseline configuration.

To add a baseline configuration to additional instances:
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SQL Diagnostic Manager for SQL Server

1. Click Apply Baseline Configuration to display the Select Monitored SQL Server Instances dialog.

Select Monitored SOL Server Instances ? *

Select the SQL Server instances you wish to apply the baseline configuration ta.

Awvailable Servers: Added Servers: 0

SIDROCTSTONSGL2014 (12.0.2000.8)
WIN-813EI007BG0 (14.0.1000.165)

Cancel

2. Select the appropriate instances from the Available Servers list, and then click Add > to move them to
the Added Servers list.

3. Click OK to confirm your selection and allow SQL Diagnostic Manager to apply this configuration to
other instances.

@ When verifying your baseline configuration changes for more than one instance in the Change Log view,
note that instance property changes are logged only once. In comparison, baseline configuration changes
are logged as many times as the number of instances affected by the change.

Metrics used in baseline calculations

SQL Diagnostic Manager uses the following metrics when calculating a baseline for a monitored SQL Server
instance:

«+ Available Memory

« Batches Per Second

+ Blocked Sessions

« Buffer Cache Hit Ratio

« Buffer Cache Size

« Checkpoint Writes Per Second
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Client Computers

Data File Count

Data File Space Allocated
Data File Space Used

Data File Space Used (Percent)
Database Count

Disk Queue Length

Disk Time (Percent)
Distribution Latency

Host CPU Usage

Host CPU Usage MHz

Host Disk Device Latency
Host Disk Kernel Latency
Host Disk Queue Latency
Host Disk Read

Host Disk Total Latency
Host Disk Usage

Host Disk Write

Host Memory Swap In Rate
Host Memory Swap Out Rate
Host Memory Active

Host Memory Ballooned
Host Memory Consumed
Host Memory Granted

Host Memory Usage

Host Net Received

Host Net Transmitted

Host Net Usage

Full Scans Per Second

Lazy Writer Writes Per Second
Lock Waits Per Second

Log File Count

Log File Space Allocated

Log File Space Used

Log File Space Used (Percent)
Log Flushes Per Second
Logins Per Second

Oldest Open Transaction (Minutes)
Open Transactions

OS CPU Privileged Activity
OS CPU User Time

0S Memory Used (Percent)
OS Total Processor Activity
Packet Errors Per Second
Packets Received Per Second
Packets Sent Per Second
Page Life Expectancy

Page Lookups Per Second
Page Reads Per Second
Page Splits Per Second

Page Writes Per Second
Pages Per Second

Physical Memory

SQL Diagnostic Manager for SQL Server
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Procedure Cache Hit Ratio
Procedure Cache Size
Processor Queue Length

Read Ahead Pages Per Second
Replication Latency (Seconds)
Replication Subscribed
Response Time

SQL Compilations Per Second
SQL CPU Activity

SQL Memory Allocated

SQL Memory Used

SQL Recompilations Per Second
System Processes

System Processes Consuming CPU

Table Lock Escalations

Tempdb GAM Wait Time Milliseconds
Tempdb PFS Wait Time Milliseconds
Tempdb SGAM Wait Time Milliseconds

Tempdb Size

Tempdb Size Percent
Undistributed Transactions
Unsubscribed Transactions
Used Memory (Percent)

User Connections (Percent)
User Processes

User Processes Consuming CPU
Version Store Generation
Version Store Size

VM CPU Ready

VM CPU Swap Wait

VM CPU Usage

VM CPU Usage MHz

VM Disk Read

VM Disk Usage

VM Disk Write

VM Memory Active

VM Memory Ballooned

VM Memory Consumed

VM memory Granted

VM Memory Swap In Wait

VM Memory Swap Out Rate
VM Memory Swapped

VM Memory Usage

VM Net Received

VM Net Transmitted

VM Net Usage

Workfiles Created Per Second
Worktables Created Per Second

SQL Diagnostic Manager for SQL Server
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SQL Diagnostic Manager for SQL Server

Apply baseline to multiple instances

SQL Diagnostic Manager allows you to set a baseline configuration for a monitored SQL Server instance, and then
apply that same baseline to other instances. Simply select the appropriate instances from the Available Servers

list, and then click Add > to move them to the Added Servers list. Click OK, and then SQL Diagnostic Manager
applies this configuration to the other instances.
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SQL Diagnostic Manager for SQL Server

Use the baseline visualizer

The Baseline Visualizer of SQL Diagnostic Manager provides better visualization of the performance of your
monitored SQL Server instance.

'R - ~ - F o | e Iy 35 o = "
- Sessions E Cuieries " O l‘T Databases o Senvices E Logs ¥ Analyze

Configuration  Active Timefine History  Previous MNext Baseline
Alerts Browser Snapshot Snapshot Visualizer

Histary

To access the Baseline Visualizer:

1. Click Baseline Visualizer in the Overview tab of a specific SQL Server instance.

Chooss Metric
|05 Disk Time v
Chocss No OF Weeks L]
[+ v e
L]
@ neekl
B . . » L] ® . @ e
8 2 ® o
< @ wiesk3
L]
| @ ‘eeks
o
Monday Tussday Wadneaday Thuraday Friday Saturday Sunday

2. Inthe Baseline Definition Visualizer window, select a metric and the number of weeks you wish data to be
returned for the baseline definition.
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Schedule multiple baselines

SQL Diagnostic Manager for SQL Server

SQL Diagnostic Manager allows you to define and schedule any number of baseline periods in addition to the

default one.
Monitored SOL Server Properties - SIDROCTSTO2\S0L2014 ? *

General BEET| . .

|ﬁ Configure a performance baseline for your monitored SQL Server.
Baseline Configuration
Query Monitor what date range should be used to calculate the performance baseline for this senver?
Activity Monitor @Bk ou should select a date range that represents the typical operation of your monitored SGIL

o L /.'Senrer. This baseline wil be used to offer recommendations to help you better configure your
Replication = dlerts in the future.
Table Statistics i®) Dynamic (calculates a dynamic baseling based on the last 7 days of collected data)
Custom Counters (") Custom
Maintenance Mode From: | 12/25/2018 v| To | 1/24/2019 v| | Manage Baseline
05 Metrics
Disk Drives ‘which days and time peniod within those days should be used to calculate the baseline?
Cluster Setfings Bazeline Mame Default
\wait Monitoring ] Sun Man Tue Wed Thu Fi [ Sat
Yirtualization
From: |DE:DD AM - | Ta: |D5:DD P - |
Analysis Configuration
‘Would you like to apply this baseline configuration to other SQL Servers?
Apphy Baseline Configuration
o] Cancel
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SQL Diagnostic Manager for SQL Server

To add a new baseline:

1. Click Manage Baseline to display the Manage Baseline window.

Baseline Mame |Ch:mse appropriate option from the dropdown

‘\what date range, days and ime peﬁud'mlﬁn those days should be used to calculate the
performance baseline for this server?

® Dynamic (calculates a dynamic bassline based on the last 7 days of collected data)
() Custom

Eon |&-‘13_.-':nna v| To: |a_.-'13;2ma v|

[]Sun [« Mon [ Tue [v] Wed [#] Thu [« Fi [] Sat

From: | 08:00 AM To: | 05:00 PM

\what date range should be used to apply baseline for this server?
(1S [IMon [JTue [IWed []The []F []Sat

From: | D8:00 AR To: |05:00-PM

“ Deleta

2. Type a name in the Baseline Name field.

3. Select Dynamic to use the default options or select Custom to set the date range, the days, and the
time period to calculate the baseline performance for the server.

4. Select the days and time period to schedule when to apply baseline to the server.

5. Click Add to save the created baseline, click Edit to edit the baseline, or click Delete.

6. Click Save.

@ Thebaseline period you specify should represent a typical operation of the monitored SQL Server
instances to which this baseline applies.

IDERA Website | Products | Buy | Support | Community | About Us | Resources | Legal 427


http://www.idera.com
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com
http://community.idera.com
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

SQL Diagnostic Manager for SQL Server

© sQL Diagnostic Manager allows only one baseline in effect at any time.

To edit a baseline:

1. Click Manage Baseline to display the Add baseline window.

2. Select the baseline you want to update from the Baseline Name list.
3. Modify days and time period as desired.

4. Click Save.

& When you schedule a new baseline, the changes are applied to the next day or when the baseline is
refreshed (test this behavior when the feature is available).
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SQL Diagnostic Manager for SQL Server

Enable baseline thresholds

SQL Diagnostic Manager allows users to enable alerts when the following metrics are outside their established
baseline thresholds:

« Availability Group Estimated Data Loss (Seconds)
« Availability Group Estimated Recovery Time (Seconds)
« Availability Group Log Send Queue Size (KB)

« Availability Group Redo Queue Size (KB)

« Availability Group Redo Rate (KB/sec)

« Availability Group Synchronization Performance (Seconds)
« SQL Server Data Used (Percent)

+ SQL Server Log Used (Percent)

« OS Average Disk Queue Length (Count)

« OS Disk Time (Percent)

« OS Memory Usage (Percent)

« OS Paging (Per Second)

«+ OS Privileged Time (Percent)

« OS Processor Queue Length (Count)

« OS Processor Time (Percent)

« 0OS User Time (Percent)

+ Page Life Expectancy

« Procedure Cache Hit Ratio

« SQL Server CPU Usage (Percent)

+ SQL Server Memory Usage (Percent)

« Non-Distributed Transactions (Count)

« Unsubscribed Transactions (Count)

« Unsubscribed Transactions (Seconds)

+ Blocked Sessions (Count)

« Client Computers (Count)

«+ Oldest Open Transaction (Minutes)

« SQL Server Response Time (Miliseconds)

« User Connections (Percent)

« VM CPU Usage (Percent)

To enable baseline thresholds:

1. Right-click a monitored SQL Server instance and select Configure Alerts.
2. Inthe Alert Configuration window, click the Baseline Thresholds Enabled (as percentage of
baseline) check box.
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SQL Diagnostic Manager for SQL Server

| Group by metic categary [f:mﬁmam

Enabled ¥ Metric 2w || _ '
g Wl | Availabilty Group Estimated Data Loss (Seconds) |
Category:

|Daabase5 |

= Caiegnm Backup (1
Days since Iast backup

Description: | The time period in seconds that data is not
- e 1 synchronized to the secondary replica. Value
ek oS . " reflects the time difference of the last commit

Availability Group Estimated Reco... between the primary and secondary replicas.

Availability Group Log Send Queu...

Availability Group Preferred Replica

Availability Group Redo Queue Siz...

Mvailability Group Redo Rate (KB/s...

Availability Group Role Change

Availability Group Synchronization...

Availability Group Synchronization..,

Data File Autogrow [¥7 Informational 50

Database Full {Percent) ¥ Warning 100
Database Full [Size) | Critical 120
Database Read/Write Errar Occurr...

Database Status

Filegroup Space Full (Percent) Baseline Thresholds Enabled
{as percentage of baseline)

Filegroup Space Full (Size)

| -
T o rann e - L

Soply Tempiate | |C|‘-:ale Tempiate | | Corfigure Baseline... | |
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SQL Diagnostic Manager for SQL Server

Baseline display

SQL Diagnostic Manager allows users to view the baseline in effect in various metric graphs of the Resources tab.

ry : ; = B -, 5
':. Overview ' Sessions E [T« Resources [T Databases Tx Services & Logs = Analyze

Processor Dueuelength (=

W Total I ~@- Baseline-Processor Queue Length |

1:10:00 PM 1:15:00 PM 1:20:00 PM 1:25:00 PM 1:30:00 PM 1:35:00 PM

View baseline in effect in the following graphs:
In the Resources > CPU view:

» CPU Usage
+ Processor Queue Length
« Processor Time

In the Resources > Memory view:

» SQL Memory Usage

« Paging

« Cache Hit Ratios

+ Page Life Expectancy (sec)

In the Resources > Disk view:

+ Disk Busy Per Disk
+ Average Disk Queue Length Total
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SQL Diagnostic Manager for SQL Server

Set query monitor options

The Query Monitor is a standard SQL Server trace that collects all the events that occur on your SQL Server instance
over a period of time. You can enable this option if you experience query timeouts or other performance issues.

(@ By default, the Query Monitor option is not enabled.
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SQL Diagnostic Manager for SQL Server

Monitored S0L Server Properties - SIDROCTSTO\SOL2014 ? X

G [
Ener \_I:% Customize the Query Monitor.

Baseline Configuration

Query Monitor Wwould you like to enable the Query Monitar? ~

Activity Monitor @B The Queny Monitor collects and detects queries that are perfarming over specified

Replication /.-'threshnlds. helping you discover worst perfoming queries.

Table Statistics
Custom Counters Enable the Guery Manitor
Maintenance Mode

05 Metrics
Select what data to collect

Disk Drives
Collect query data using Queny Stare (SGL Server 2016 and up only)

Cluster Settings Enabling GQuery Store on the databases is required for collecting the data.

wiait Monitoring
i® Collect query data using extended events (SQL Server 2008 and up only)

Virtualization Enabling actual queny execution plans collection can have a significant peformance
. ) ) overhead. IDERA recommends using this feature only when troubleshooting or monitoring
Analysis Configuration specific problems for shaort periods of time. You can also use estimated query plans.

[] Collect Actual Guery Plans (SGL Server 2008 and up only)
Collect Estimated Queny Plans Onhy
i) Collect query data using SQL Trace

Types of poorly-performing gueries to capture

Capture 5QL batches

Capture SGL statemerts

Capture stored procedures and tiggers
Define Poory-Performing Thresholds

Duration {miliseconds): 5000 =
Logical disk reads: 0 =
CPU usage (miliseconds): 0 =
Physical disk writes: 0 =
Select Top |75 % Plansby |Duration (milliseconds) -
W
oK Cancel

The Query Monitor window allows you to enable or disable query monitoring using the Enable the Query Monitor
check box. You can also select the settings that are used:

+ Query data using Query Store
+ Query data using extended events
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SQL Diagnostic Manager for SQL Server

 Capturing poorly-performing queries

Query data using Query Store

Collect query data using Query Store for instances running SQL Server 2016 or higher.

@ sQL Diagnostic Manager does not change Query Store selections at this time. Try the IDERA Query Store
Optimizer for more on Query Store improvements.

Query data using extended events

You can select to collect query data using Extended Events (Collect query data using extended events radio button)
or SQL Trace (Collect query data using SQL Trace radio button). For instances running SQL Server 2008 or higher,
the Query Monitor uses by default Extended Events. First introduced in SQL Server 2008, Extended Events provide a
new mechanism to capture information about events inside the Database Engine and diagnose performance
problems. This functionality is highly efficient and lightweight. For more information about using Extended Events,
see the Microsoft document, Extended Events.

& To capture query data for monitored pre-SQL Server 2008 instances, enable the SQL Trace collection
option. Enabling this option can degrade performance on your SQL Server.

To collect query execution plans, click Collect query data using extended events (SQL Server 2008 and up only)
in the Query Monitor window. By default, this option enables the collection of estimated query plans only. If you
would like to collect actual query plans instead, select the Collect Actual Query Plans (SQL Server 2008 and up
only) check box.

© Enabling actual query execution plans collection can have a significant performance overhead, so IDERA
recommends using this feature only when troubleshooting or monitoring specific problems for short
periods of time. You can also use estimated query plans.

Capturing poorly-performing queries
The types of poorly-performing queries to capture include:

« SQL batches
« SQL Statements
«+ Stored procedures and triggers

You can also define specific poorly-performing thresholds such as duration, logical disk reads, CPU usage, physical
disk writes, and select up to 1000 plans defined by these thresholds.

Diagnosing specific performance issues

Select the events that help you best diagnose the specific issues occurring with query performance on your
SQL Server instance. For example, you may want to monitor queries taking a long time to complete, requiring
heavy CPU usage, and causing a large number of logical disk reads or physical disk writes, which indicates a
memory issue.

SQL Diagnostic Manager uses tracing to locate and flag worst-performing T-SQL. SQL Diagnostic Manager cannot
display binary data in a readable format. If you captured DTS packages, you may see unreadable characters in the
Command field of the Tree View. Capturing DTS data may also adversely affect the performance of the SQL Server
or Data Warehouse you are monitoring.
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SQL Diagnostic Manager for SQL Server

Access the Query Monitor tab

You can access the Query Monitor tab of the Monitored SQL Server Properties window by right-clicking the
appropriate SQL Server instance, and then selecting Properties. Click Query Monitor when SQL Diagnostic
Manager displays the Monitored SQL Server Properties window.
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SQL Diagnostic Manager for SQL Server

Configure advanced query monitor options

The Advanced Query Monitor Configuration window allows you to supply filtering criteria such as including or
excluding specific applications, databases, and SQL text from the Query Monitor Trace collection. Filtering allows
you to improve the results you see in the Query Monitor view and reduce the impact of the Query Monitor trace on
your server.

@ You can also configure these options directly from the new advanced query views in the SQL Diagnostic
Manager web console. See View your SQL Server queries information.

Access the Advanced Query Monitor Configuration window

You can access the Advanced Query Monitor Configuration window (click image to view full size) by right-clicking
the appropriate monitored SQL Server instance, and then selecting Properties. Click Query Monitor when SQL
Diagnostic Manager displays the Monitored SQL Server Properties window, and then click Advanced.
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SQL Diagnostic Manager for SQL Server

Advanced Query Monitor Configuration ? x

e

ZF Supply additional Query Maonitor filtering criteria.

Which applications would you like to include or exclude?

Exclude: [SQL Server Profiler]; [SQLAgent®]; [SALDMO%%]; [SQLProfiler]

Include:

use semicolons to separate names; use % for wildcards

Which databases would you like to include or exclude?

Exclude:

Include:

use semicolons to separate names; use % for wildcards

Wwhich SQL text would you like to include or exclude?

Buclude:

Include:

use semicolons to separate names; use % for wildcards

Include SQL Diagnostic Manager queries in the results?
Exclude SQL Diagnostic Manager queries

OK || Cancel

@ When using Query Monitor filtering, take into account that Exclude takes precedence over Include.
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Using Query Monitor exclusion filtering

Excluding data from your Query Monitor trace helps filter out information that is not important for the task at hand.
SQL Diagnostic Manager allows you to filter specific applications, databases, or SQL text and also exclude the SQL
Diagnostic Manager queries from the results. When adding multiple items to exclude, use a semi-colon (;) between
items of the same type. You can also use a percent character (%) as a wildcard.

To exclude data from your Query Monitor trace while in the Queries view:

1. Onthe Queries view for the server you want to exclude data from, press the Configure Query Monitor
button.

2. Click Advanced.

3. Enteryour filter information in the Exclude fields, using (;) to separate items and (%) as a wildcard.

4. Click OK.

Using Query Monitor inclusion filtering

SQL Diagnostic Manager allow you to set Query Monitor inclusion filters. You can choose the applications,
databases, and SQL text you want to include in the Query Monitor trace and SQL Diagnostic Manager stores only
queries that match these inclusion filtering criteria. When adding multiple items to include, use a semi-colon (3)
between items of the same type. You can also use a percent character (%) as a wildcard.

To include data in your Query Monitor trace while in the Queries view:

1. Onthe Queries view for the server you want to include data in, press the Configure Query Monitor
button.

2. Click Advanced.

Enter your filter information in the Include fields, using (;) to separate items and (%) as a wildcard.

4, Click OK.

w
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Set activity monitor options

The Activity Monitor window allows you to enable or disable monitoring of non-query activities. If you enable the
Activity Monitor, you can select the settings that are used.

The types of non-query events to capture include:

« Capture Deadlocks (SQL 2005+)
» Capture Autogrow
« Capture Blocking (SQL 2005+)
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Monitored SCL Server Properties - SIDROCTSTO2\SCL2014 ? >

General

\_lﬁj Customize the Activity Maonitor.

Baseline Configuration

Query Monitor \ould you like to enable the Activity Maonitor?

Activity Monitor Gl The Activity Monitor captures non-guery related activities and events that could impact your

. Imonitored SGL Server such as blocking events.
Replication .~

Table Statistics
Enable the Activity Monitor

() Use Bdended Everts (SQL Server 2012 +)
(® lse S0L Trace

Custom Counters
Maintenance Mode
05 Metrics

Disk Drives

Cluster Seftings Types of SAL Sever activities to capture

‘izt Monitoring
Capture deadlocks (SQL 2005+)

Capture Autogrow
Analysis Configuration Capture Blocking (SGL 2005+)

Virtualization

Blocked Process Threshold {seconds); |3 =

/¢, Waming: Maodifying the Activity Monitor Blocked Process Threshold automatically
changes the Blocked Process Threshold value on the monitored SGL Server
instance.

QK Cancel

Non-query activities data collection

You can select to collect non-query activities data using Extended Events (Use Extended Events radio button) or
SQL Trace (Use SQL Trace radio button). For instances running SQL Server 2012 or higher, the Activity Monitor uses
by default Extended Events. First introduced in SQL Server 2008, Extended Events provide a new mechanism to
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capture information about events inside the Database Engine and diagnose performance problems. This
functionality is highly efficient and lightweight. For more information about using Extended Events, see the
Microsoft document, Extended Events.

& To capture non-query activites for monitored pre-SQL Server 2008 instances, enable the SQL Trace
collection option. Note that enabling this option can degrade performance on your SQL Server.

Capturing deadlocks

Capturing deadlock information allows the associated deadlock alert to provide details on deadlocked processes
on the Alerts view. Deadlock monitoring is supported on monitored instances running SQL Server 2005 or greater
and is dependent on the Activity Monitor. To access this information, check Enable the Activity Monitor and
Capture deadlocks (SQL 2005+) in the Activity Monitor window. Details provided include:

« SPID

« Hostname

+ Login Name

« Client Application
« Database

« Status

o Wait Time

« Wait Resource

« Transaction Count
« Input Buffer

« Lock Object

« Lock Mode

« Lock Owners

« Lock Waiters

Capturing autogrow events

Capturing autogrow information allows the associated autogrow alert to provide information about log and data
growth on the Alerts view. To access this information, check Enable the Activity Monitor and Capture Autogrow
in the Activity Monitor window.

Capturing blocking events

Capturing blocking information allows the associated blocked alert to provide details on blocking and blocked
sessions on the Alerts view. Blocking monitoring is supported on monitored instances running SQL Server 2005 or
greater and is dependent on Activity Monitor. To access this information, check Enable the Activity Monitor and
Capture Blocking (SQL 2005+) in the Activity Monitor window. Key details provided for blocking and blocked
sessions include:

Blocking process details:

« Session ID

« Hostname

» User Name

« Application

« Database

« Last Batch Started
« Transaction ID

« Open Transactions
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Blocked process details:

« Session ID

« Hostname

» User Name

« Application

« Database

« Last Batch Started
« Transaction ID

« Open Transactions
« Wait Resource

Blocked process threshold
SQL Server 2005+ includes a

new SQL Server Profiler event, the Blocked Process report. This event helps identify

blocking issues and provides relevant information to solve these issues. In SQL Diagnostic Manager, you can take
advantage of this feature by setting the blocked process threshold value according to your needs. To access the

Blocked Process Threshold

option, enable Capture Blocking (SQL 2005+) in the Activity Monitor window. Note

that when this option is enabled, the blocked process threshold value is automatically set to 5 (seconds) but can be

modified as desired.

General
Baseline Configuration

Query Monitor

Activity Monitor

Replication

Table Statistics
Custom Counters
Maintenance Mode
05 Metrics

Dizk Drives
Cluster Settings
‘wait Momitoring
Wirtualization

Analysis Configuration

—[\::| Customize the Activity Monitor.

Would you like to enable the Activity Momitor?

& The Activity Monitor captures non-guery related activities and events that could impact your
J.-'rnu:un'rtu:ured SQL Server such as blocking events.

Enable the Activity Monitor
(® Use Bxdended Events (SOL Server 2012 4
() Use 5GL Trace

Types of SQL Sever activities to capture
Capture deadlocks (SQL 2005+)
Capture Autogrow
Capture Blocking (SQL 2005+)

ry

Elocked Process Threshold (seconds); |2 =

P, Waming: Modifying the Activity Monitor Blocked Process Threshold automatically
changes the Blocked Process Threshold value on the monitored SGL Server
instance.

Since collecting information about blocked processes in SQL server is resource-intensive, IDERA recommends to set
the blocked process threshold value to at least 5 (seconds) or your deadlock monitor runs constantly. For more
information on this topic, see the Microsoft document Increase or Disable Blocked Process Threshold.
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@ Modifying the Activity Monitor's blocked process threshold automatically changes the blocked process
threshold value in your monitored SQL Server instance.

Access the Activity Monitor tab

You can access the Activity Monitor tab of the Monitored SQL Server Properties window by right-clicking the

appropriate SQL Server instance, and then selecting Properties. Click Activity Monitor when SQL Diagnostic
Manager displays the Monitored SQL Server Properties window.
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Disable replication statistics collection

The gathering of replication statistics can require a significant amount of system resources. The Replication tab of
the Monitored SQL Server Properties window provides the option to disable the collection of replication statistics
and conserve system resources.

Collecting replication statistics requires plenty of system resources, especially when your publisher or distribution
queues contain a large number of items. You can easily enable this feature when you need replication statistics,
and then disable it once you've collected enough data.

Access the Replication tab

You can access the Replication tab of the Monitor SQL Server Properties window by right-clicking the appropriate
monitored SQL Server instance, and then selecting Properties. Click Replication when SQL Diagnostic Manager
displays the Monitored SQL Server Properties window.
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Edit table statistics options

SQL Diagnostic Manager lets you collect statistics and perform trend analysis over time. Table Statistics allow you
to designate the days and times SQL Diagnostic Manager collects table growth and reorganization statistics.
Because statistics collection can negatively impact performance, SQL Diagnostic Manager allows you to designate
an individual Table Statistics collection time for the SQL Server instances. Configure a time you know the instance
is utilized less than normal.

In addition, you can limit the amount of performance impact by utilizing the following:

« Limit reorganization to databases over a set size, which eliminates the reorganization of small, rarely-used
tables.

« Exclude non-essential databases from collection by clicking Select Databases to Exclude and selecting the
appropriate databases.
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Monitored SOL Server Properties - SIDROCTSTO24,S0L2014 ? x
General . - .
Customize table statistics collection.
Baseline Configuration 1
Query Menitor \when would you like to collect table statistics?
Activity Monitor Ml Collecting table statistics is a performance intensive operation that should only oceur during
o ! lperiods that your server is not doing production work. These times are local to the monitored
Replication == 50L Serverinstance.
~ Table Statistics

Collect table statistics between and 6:00 AM
Custom Counters
Maintenance Mode ‘what days would you like to collect table statistics?
05 Metrics (] Sun Man Tue Wed Thu Fi [] Sat
Disk Drives ) o ) ) o o

‘what is the minimum table size for collecting table recrganization statistics?
Cluster Settings
) . [a000 5
Wit Monitoring Table Size (Kilobytes): =
Wirtualization would you like to exclude databases from having table statistics collected?
Analysis Configuration Select Databases to Exclude
\when was the last successful table statistics collection?

Last table growth collection: 27572015 3:03:02 AM

Last table fragmentation collection:  2/5/2019 3.02:57 AM

Times are local fo the monfored 5GL Senverinsfance.

oK Cancel
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Access the Table Statistics tab

You can access the Table Statistics tab of the Monitor SQL Server Properties window by right-clicking the
appropriate monitored SQL Server instance, and then selecting Properties. Click Table Statistics when SQL
Diagnostic Manager displays the Monitored SQL Server Properties window.

Schedule table statistics collection

Table Statistics collection is a resource-intensive process. Schedule your collection time for non-peak hours to
reduce the possibility of your users experiencing decreased performance.

@ The SQL Diagnostic Manager Collection Service may not include fragmentation data for a particular table
for any of the following reasons:

« Table statistics collection has not occurred.

+ The database hosting the table is excluded from collection.
« The table size does not meet the minimum size threshold.
+ The database hosting the table is not accessible.

« Thetableis locked.
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Select a database to exclude from table statistics collection

SQL Diagnostic Manager allows you to exclude non-essential databases from table growth statistics collection.
Excluding a database from collection avoid clutter and unnecessary growth in your Repository. To exclude a
database, select the appropriate database from the available list, and then click OK. You can exclude more than
one database at a time.

Access this list of databases for exclusion

If you want to exclude one or more of your databases from table statistics collection, access the Server Properties
dialog for that monitored SQL Server instance by right-clicking the instance and selecting Properties. Click the
Table Statistics tab, and then click Select Databases to Exclude.
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Link custom counters

The Custom Counters tab allows you to select the metrics you want to explicitly link to the selected SQL Server
instance or a group of instances using tags. Note that SQL Diagnostic Manager displays a counter linked through a
tagin gray text. You cannot remove this type of counter until you remove the tag from the instance.

Access the Custom Counters tab

You can access the Custom Counters tab of the Monitor SQL Server Properties window by right-clicking the
appropriate monitored SQL Server instance, and then selecting Properties. Click Custom Counters when SQL
Diagnostic Manager displays the Monitored SQL Server Properties window.

Linking a custom counter

To link a custom counter to a selected monitored SQL Server instance, access the Custom Counters tab for that
instance. Select one or more counters in the Available Counters list, and then click Add > to move the counters to
the Linked Counters list. Use Shift+click or Ctrl+click to select more than one counter. Click Test if you want to test
the counters. After your test is complete, click OK.

Testing a linked custom counter

SQL Diagnostic Manager allows you to test the selected custom counters against your SQL Server instances. When
linking the counter, click Test. Check the box for all custom counters you want to test, and then click Test. SQL
Diagnostic Manager indicates that it is running the test, and displays additional information in the Result column
when the test is complete. Click Done to exit the Test Custom Counters window. Be sure to click OK after testing the
link or SQL Diagnostic Manager does not save your updates.
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Schedule maintenance mode

Maintenance mode allows you to temporarily stop alert generation and performance metric collection for the time
period that your SQL Server instance is offline. This pause allows you to perform necessary maintenance on a
SQL Server without causing SQL Diagnostic Manager to send numerous misleading alerts.

Access the Maintenance Mode tab

You can access the Maintenance Mode function by right-clicking the appropriate monitored SQL Server instance,
and then selecting Maintenance Mode. This will prompt three command options: Enable, Disable, and Schedule.

The Enable command puts the SQL Server instance into maintenance mode, stopping alert generation and
collection of some performance metrics.

The Disable command allows SQL Diagnostic Manager to resume performance statistics collection and alert
generation for the selected SQL Server instance.

The Schedule command prompts the monitored SQL Server Properties dialog, where under the Maintenance Mode
tab it is possible to select a specific maintenance mode setting.

@ A different way to access the Maintenance Mode function is by right-clicking the monitored SQL Server
instance, and then selecting Properties. Click Maintenance Mode when SQL Diagnostic Manager displays
the Monitored SQL Server Properties window.

About mass maintenance mode

Users looking to apply maintenance mode modifications to a large number of servers at once can run the
Maintenance Mode command by right-clicking on the following: Server Tree, a specific tag, a particular server view
and Tools.
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Available maintenance mode settings

Maonitored SOL Server Properties - SIDROCTSTO2\S0L2014 ? X

General o : . .
RQ Customize maintenance mode settings.

Baseline Configuration

& Maintenance Mode allows you to temporarily stop alert generation and the collection of
|performance metrics for the time period that your SGL Server instance will be offline.

Guery Monitor

Activity Monitor
Replication when should this server be in maintenance mode?
Table Statistics ® Never
Custom Counters () Until further notice

 Maintenance Mode () Recuming every week at the specified time
05 Metrics () Recuming every month at the specfied time
Disk Drives (") Occuming once at the specified time

Cluster Settings
‘nfait Monitoring
Yirtualization

Analysis Configuration

QK Cancel

You can choose from the following options when setting a monitored SQL Server instance to maintenance mode:
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Never

The server is never in maintenance mode and always generates alerts.

Until further notice

The server is in maintenance mode and does not generate alerts until this setting is changed.

Recurring every week at the specified time

Set the server to enter maintenance mode at regular intervals, for the day, time, and duration you select.

Recurring every month at the specified time
Set the server to enter maintenance mode at regular intervals, for the month, time, and duration you
select.

Occurring once at the specified time

The server enters maintenance mode at a specified date and time, and leaves maintenance mode at a
specified date and time.
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Configure OS metrics monitoring

SQL Diagnostic Manager allows you to enable either OLE automation or direct Windows Management Interface
(WMI) procedures for monitoring OS metrics.

& fyour SQL Server instance includes enabled Lightweight Pooling, SQL Diagnostic Manager cannot collect
0S metrics information.

If SQL Diagnostic Manager cannot provide OS metrics, a message displays on the Dashboard and Services Summary
views providing more information.

@ When SQL Diagnostic Manager cannot collect OS Metrics due to the disabled collection, a bar displays a
link to enable OS metric collection procedures for your SQL Server version.

CPU UsageSQL Diagnostic Manager collects metrics that track the performance of the computers that host your
monitored SQL Server instances. These metrics are the following:

+ Processor Queue Length

« Memory Paging

« Total Memory Usage

» SQL Server Memory Usage
+ Disk Queue Length

OS Metrics tab

You can access the OS Metrics tab of the Monitor SQL Server Properties window by right-clicking the appropriate
monitored SQL Server instance and selecting Properties. When SQL Diagnostic Manager displays the monitored
SQL Server Properties window, click OS Metrics option from the left side tab options.

Once the right-side Properties window displays the OS Metrics configuration options, you find the following options
of how the OS metrics are being collected:

« Do not collect Operating System metrics: OS metrics collection is not required in SQL Diagnostic Manager.
However, if you disable this feature, SQL Diagnostic Manager ceases to collect OS metrics and does not raise
any previously-associated alerts. You can easily re-enable OS metric collection at any time if you decide that
you want to continue collecting these metrics.

+ Collect Operating System metrics using OLE automation: Change your OS metrics collection to use OLE
automation if you want OS and disk statistics, plus the auto discovery of mount points.

( Advantages of using OLE automation
The advantages of using OLE automation are the following:

1. You do not require any additional ports to be opened, since the standard SQL communication port
is sufficient.

2. SQL Diagnostic Manager uses the SQL Server service account permissions to capture WMI metrics.

3. And, uses SQL Authentication.
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& When using OLE automation you must enable this option; also, OLE automation opens up possibilities for
a sysadmin to run queries to reach outside SQL, although you must be a sysadmin to run these queries, it
may not be the best option for some environments.

+ Collect Operating System metrics using direct WMI: Select to collect your OS Metrics using WMI.

(® Advantages of using direct WMI
The advantages of using WMI are the following:

1. You do not require additional SQL Server configuration adjustments.
2. You do not require SQL Server to gather the performance data because the collection service
reaches directly to WMI.

& When using direct WMI you must have RPC port 135 opened for WMI request initiation access. You must
have permissions configured on each SQL instance to allow for remote access to WMI, using a Windows
account. Other high-end ports opened may be required in firewall to allow WMI to communicate. The
following article explains how to set a fixed port for WMI: Setting Up a Fixed Port for WMI

+ Required permissions for direct WMI collection

Itis preferred that the WMI user is a local administrator on the monitored SQL Server instance. However,
if you do not want to grant administrator access, use the following steps to configure remote WMI access
in Microsoft Windows:

1. Add the user account to the Performance Log Users and distributed COM users groups.
2. Grant privileges to WMI.

You also may need to add the WMI user account to the following policies:

« Act as part of the operating system
« Logon asa batch job

« Logon as aservice

« Replace a process level token

For more information about using a direct WMI connection, see the Microsoft document, Securing a
Remote WMI Connection.

+ Configure WMI to run out-of-process

Edit your specific registry settings to allow WMI to run out-of-process. To edit these registry settings,
perform the following steps:

1. Inthe cd image of the SQL Diagnostic Manager install, open Scripts folder.
2. Copy the SQLdmoutofprocoleautomation.reg file onto each of your monitored SQL Server instances.
3. Runthis file on each of your monitored SQL Server instances.

+ Configure WMI timeouts

SQL Diagnostic Manager allows you to configure the WMI timeout value. In some environments,
customers may experience WMI timeouts when their machine is too busy to respond in a timely manner.
Although WMI timeouts should not be ignored and often point to an environmental issue, you can
control this value when the behavior displayed is normal in your environment. The default WMI timeout
value in SQL Diagnostic Manager is of 90 seconds to reduce the number of intermittent errors.

To configure the WMI timeout value:
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NAvigate to the SQL Diagnostic Manager install directory

Open SQLdmCollectionService.exe.Config

Modify the <CollectionService> node under the <Services> node
Add wmiQueryTimeOut="300" as a parameter to this node

Save and close file

Restart the collection service

IS

Sample configuration entry:
<Services>
<CollectionService instanceName="Default" servicePort="5167"
managementServiceAddress="Server" managementServicePort="5166"
heartbeatIntervalSeconds="180" wmiQueryTimeOut="300"/>

</Services>

Issues you may encounter before SQL Diagnostic Manager begins collecting OS Metrics:

The following issues require user action before SQL Diagnostic Manager can begin collecting OS metrics:

OLE Automation Procedures Disabled: Select the Collect Operating System data using OLE Automation
option to enable OLE Automation procedures.

OLE Automation Procedures Unavailable: The stored procedures associated with OLE Automation are
missing on the SQL Server instance. SQL Diagnostic Manager cannot capture OS metrics until these stored
procedures are available on the SQL Server instance.

WMI Service Not Running: The WMI Service on the monitored SQL Server instance may not be running. SQL
Diagnostic Manager cannot collect OS metrics until this service is started.

Lightweight Pooling Enabled: This is an advanced feature used in symmetric multiprocessing
environments in SQL Server. SQL Diagnostic Manager cannot collect OS metrics until this option is disabled
on your monitored SQL Server instances.
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Customize disk statistics

Disk drive statistics collection provides the ability for SQL Diagnostic Manager to alert on disk drives and database
space calculations. By default, SQL Diagnostic Manager attempts to auto-discover local disk drives on monitored
instances. In some environments, the auto-discovered list may be incomplete or incorrect. The Customize disk
drive statistics collection window allows you to turn off the auto-discover feature and manually add the drives for
drive statistics collection.

@ sQL Diagnostic Manager populates the disk drive list using operating system metrics from a WMI call even
if your collection is configured to use OLE automation. SQL Diagnostic Manager requires you to enter
credentials to connect directly to WMI. This functionality lets SQL Diagnostic Manager quickly discover
mount points while the OLE automation does not provide such information.

Access the Disk Drives tab

You can access the Disk Drives tab of the Monitor SQL Server Properties window by right-clicking the appropriate
monitored SQL Server instance, and then selecting Properties. Click Disk Drives when SQL Diagnostic Manager
displays the Monitored SQL Server Properties window.

Incomplete disk drive list

SQL Diagnostic Manager automatically discovers local disk drives on your monitored instances. Sometimes this list
is incomplete or contains drives that are not related to SQL Server. If you need to modify this list, clear the Discover
disk drives check box, and then type the drive information including mount points, if necessary, into the Available
disk drives field. Select the appropriate drive or drives and then click Add to move the drive information to the
Selected disk drives box. Click OK.
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Configure cluster settings

If you have a clustered environment, SQL Diagnostic Manager can trigger an alert whenever a cluster is running on a
non-preferred node. The preferred cluster node is the "active" node in a cluster. By default, the preferred cluster
node is the first node added when deploying SQL Diagnostic Manager in your clustered environment.

Access the Cluster Settings tab

You can access the Cluster Settings tab of the Monitor SQL Server Properties window by right-clicking the
appropriate monitored SQL Server instance, and then selecting Properties. Click Cluster Settings when SQL
Diagnostic Manager displays the Monitored SQL Server Properties window.
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Configure wait monitoring
SQL Diagnostic Manager allows you to collect and view wait statistics on the selected SQL Server instance. Wait

statistics offer one of the best means in diagnosing the reason a bottleneck is occurring on your system.

& Query Store

Query Store is now an option for query plan collection and monitoring. Query Store must be enabled on
the monitored instance, along with Query Monitor and Query Waits.

@ sQL Diagnostic Manager does not change Query Store selections at this time. Try the IDERA SQL Query
Store Optimizer for more on Query Store improvements

IDERA Website | Products | Buy | Support | Community | About Us | Resources | Legal 458


http://www.idera.com
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com
http://community.idera.com
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

SQL Diagnostic Manager for SQL Server

Monitored SQL Server Properties - SIDROCTSTO2\SCL2014 ? *

General —

h] Configure Wait Monitoring
Baseline Configuration =
Query Manitar ‘what is the current status of the query-level wait collector?

Activity Menitor & The querydevel wait collector can be started either by the scheduled refresh or by opening the

IQuery Waits view. Stopping the collector here will not prevent the collector from being restarted

Replication = the view remains open.
Table Statistics
Custom Counters Gueny-Level Wait Collector Status: Mot Running Refresh
Maintenance Mode What data should be excluded from query wait collection?
05 Metrics
Filters apply to both scheduled and on-demand collection. Fiter Options...

Disk Drives
Cluster Settings Collect guery-level wait statistics historically?

g T e 8 Hevel wait itaring i bled at all times, but by default devel wait statisti
\/zit Monitoring |_ ystemdevel wait monitoring is enabled at all times by default quenevel wa istics are

,.-'nnh.r available in real time. Enable scheduled or continuous collection and storage of wait statistics
Virtuslization —  below. This collection may impact performance on some systems. Schedule times should be
gpecified in the monitored server’s time zone.

Analysis Configuration
[] Collect query wait statistics (SQL 2005+ only)

Collect at a specified time and duration
Server Time: 2/820159 255 PM

Start Time: |i 1/25/2019 v| |i£'| 1AM -

Duration {hh:mm):

Collect indefinitehy
Use Btended Events (SQL 20012+ anly)
Use CQuery Store (SAL 2017+ only)

QK Cancel

The Wait Monitoring tab of the Monitored SQL Server Properties window allows you to configure how SQL
Diagnostic Manager collects wait statistics.

« View, start, stop, and refresh the query-level wait collector.
+ Collect query-level wait statistics historically and set the time to collect them.
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© Overly complex filters of SQL Text using Extended Events can cause high loads on the monitored instance
due to a known Microsoft defect.

When to use wait monitoring

Wait Monitoring helps you diagnose congestion or blocks on your system. You should enable Wait Monitoring for

the time period required to diagnose specific issues you experience. When your diagnosis is complete, disable Wait
Monitoring.

Access the Wait Monitoring tab

You can access the Wait Monitoring tab of the Monitor SQL Server Properties window by right-clicking the
appropriate monitored SQL Server instance, and then selecting Properties. Click Wait Monitoring when SQL
Diagnostic Manager displays the Monitored SQL Server Properties window.
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Configure advanced query wait statistics options

The Advanced Query Wait Statistics Configuration window allows you to filter out applications, databases, SQL text
from the Query Waits Statistics collection, and exclude specific SQL Diagnostic Manager queries as well as limit the
number of rows to be collected at a time. Filtering allows you to improve the results you see in the Query Waits view
and reduce the impact of the Query Wait trace on your server.

© Overly complex filters of SQL Text using Extended Events can cause high loads on the monitored instance
due to a known Microsoft defect.

Access the Advanced Query Wait Statistics Configuration window

You can access the Advanced Query Wait Statistics Configuration window by right-clicking the appropriate
monitored SQL Server instance, and then selecting Properties. Click Wait Monitoring when SQL Diagnostic
Manager displays the Monitored SQL Server Properties window, and then click Filter Options.

@ When using Query Wait filtering, take into account that Exclude takes precedence over Include.

Using Query Wait filtering

Excluding data from your Query Waits Statistics collection helps filter out information that is not important for the
task at hand. SQL Diagnostic Manager allows you to filter specific applications, databases, SQL text and also
exclude the SQL Diagnostic Manager queries from the results or limit the number of rows to be collected at a time.
When including multiple items to exclude, use a semi-colon (;) between items of the same type. You can also use a
percent character (%) as a wildcard.

To exclude data from your Query Wait Statistics collection while in the Queries view:

1. Onthe Queries Waits view for the server you want to exclude data from, press the Configure button.
2. Click Filter Options.

3. Enteryour filter information in the provided fields, using (;) to separate items and (%) as a wildcard.
4. Click OK.
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Configure virtualization

The Virtualization tab of the Monitored SQL Server Properties window displays the name of the host server on
which the selected monitored SQL Server instance is running. If this is not the correct host server, click
VM Configuration to make the necessary changes to connect to the appropriate virtual machine.

Access the Virtualization tab

You can access the Virtualization tab of the Monitor SQL Server Properties window by right-clicking the appropriate
monitored SQL Server instance, and then selecting Properties. Click Virtualization when SQL Diagnostic Manager
displays the Monitored SQL Server Properties window.
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Monitor sessions

The Sessions tab contains the following views:

« Summary view where you can view charts for each Sessions statistic. The following charts display in the
Summary tab:
+ Response Time
« Sessions
« Lock Statistics: Average Wait Time, Deadlocks, Requests, Timeouts, Waits, and Wait Time
+ Blocked Sessions

« Details view that lets you create charts with the specific data items you need.
+ Locks view that allows you to create charts based on each lock present on your SQL Server.
« Blocking view where you can create charts specific to all the Blocking sessions.

The Sessions tab provides the following options:

« The ability to diagnose performance bottlenecks caused by blocking or locked sessions.
« The ability to trace specific sessions to see why the session may be blocking or locked.
« The ability to kill sessions to improve system performance.

Access the Sessions tab

SQL Diagnostic Manager provides two paths to access the Sessions tab. The first access path is by clicking the
appropriate monitored SQL Server instance, and then clicking the Sessions tab. The second access path is by
expanding the Servers tree, and then clicking Sessions for the appropriate instance.

Alerts associated with the Sessions tab

The following alerts are associated with the Sessions tab:

Blocked Sessions (Count)

The number of sessions blocked by other sessions holding requested locks.

Blocking Session Wait Time (Seconds)

The amount of time (in seconds) that a SQL Server session is blocking other sessions.

Client Computers (Count)

The number of unique client computers connected to the instance.

Deadlock

Refers when two processes are waiting for a resource held by the other process.
Oldest Open Transaction (Minutes)

Displays the longest amount of time between a transaction using a Being Transaction statement and the
corresponding Commit Transaction or Rollback Transaction statement, in minutes.
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Query Monitor Events (Count)

The number of queries captured by Query Monitor on the monitored SQL Server instance during the last
scheduled refresh.

Session CPU Time (Seconds)

Provides the CPU time (in seconds) used by a SQL Server sessions.
SQL Server Response Time (Milliseconds)
Calculates the sum of the response time (in milliseconds) to send a batch of SQL statements to the

server, process the query, and return the results to the SQL Diagnostic Manager Console.

User Connections (Percent)

The percentage of user connections allowed that are currently used.
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Get sessions performance summary

The Sessions Summary view displays real-time charts that allow you to quickly view key diagnostic statistics for
sessions on your SQL Server instance. Click any chart in this view to see detailed information on the chart. The
Sessions Summary tab includes the Response Time, Sessions, Lock Statistics, and Blocked Sessions charts.

Access the Summary view

You can open the Summary view of the SQLDM Sessions tab by selecting the appropriate SQL Server instance, and
then clicking Sessions > Summary.
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Response Time chart

The Response Time chart displays the response time (in milliseconds), you can see the specific time and response
time of any data point in the chart by hovering your mouse over it.

The Response Time chart indicates the current speed and congestion of the network as well as the speed with
which SQL Server processes small queries. Unusually high response times could indicate the need to upgrade
server or network hardware.

Sessions chart

The Sessions chart displays the number of concurrent connections to the monitored SQL Server instance over time.
The total number of sessions includes the Active, Idle, and System sessions.

You can see the specific metric value for a given time by hovering your mouse over the chart.

Lock Statistics chart

The Lock Statistics chart provides a breakdown of the various lock types taken by SQL Server in the last refresh. The
Lock Statistics chart offers, by using the drop-down menu, charts that include information on the Average Wait
Time, Deadlocks, Requests, Timeouts, Waits, and Wait Time.
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You can see the specific time and statistic on any data point on the Lock Statistics for a given time by hovering your
mouse over the chart.

Blocked Sessions chart

The Blocked Sessions charts lists all the Blocked Sessions, Lead Blockers, and the Total Deadlocks, in real-time, for
the selected SQL Server instance. This allows you to easily see blocks as they occur.

You can see the specific time and number of blocked sessions at a given time by hovering your mouse over the
chart.

@ Right-click any of the Summary Sessions graphs to enable the Toolbar option. This toolbar helps you set
different configurations, like copying the graph to clipboard, changing the type of graph, or the color
palettes, and printing. Change the view of the graph to 3D/2D, rotated view, rotate around Y-axis, rotate
around X-axis, clustered Z-axis, change the axes settings, add point labels, data grid, or a legend box. Also,
you can access to other graph Properties.
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Get sessions performance details

The Sessions Details view provides an in-depth analysis of sessions running on your monitored SQL Server instance.
You can view a wide range of information from performance details to open transactions and configured options or
track process activity at the statement level. Individual sessions appear in the top portion of the window.

Right-click any session in the list to View Locks, Show Query History, Trace Session, Kill Session, Print the
associated statistics, or Export statistics to Microsoft Excel.

When you select a session, SQL Diagnostic Manager displays the statistics for that session in the Details section at
the bottom of the window. This section includes in-depth information regarding the session Connection, Usage,
Lock, and Tempdb usage.

Access the Details view

To open the Details view of the SQL Diagnostic Manager Sessions select the the appropriate SQL Server instance,
and then click Sessions > Details.
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Analyze locked sessions

On the Locked Sessions view, you can see which problem locks are causing data availability problems and
unacceptable responses. By combining the information provided on the Problem Locks view (including the type of
Lock) with the Lock Statistics: Waits chart on the Sessions Summary tab, you can pinpoint, correct, or reschedule
automated applications that cause extensive row, table, or database locking.

Use the drop-down list in the chart title to select charts that include:

« Average Wait Time

» Deadlocks

» Requests

« Timeouts

« Waits

« Wait Time information

You can right-click any of these charts and either print, save as image, or export them to Microsoft Excel. In
addition, you can select Toolbar for advanced customization options such as changing the chart color scheme and
the type of chart shown.

Access the Locks view

You can open the Locks view of the SQL Diagnostic Manager Sessions tab by selecting the appropriate SQL Server
instance, and then clicking Sessions > Locks .

Available SQL Server lock objects

The Lock Statistics chart includes the following objects:

AllocUnit

Represents a lock on an allocation unit.

Application

Represents a lock on an application-specific resource.

Database

Represents a lock on a database, including all objects in the database.

Extent

Represents a lock on a contiguous group of eight pages.

File

Represents a lock on a database file.

HoBT

(Heap or BTree) Represents a lock on a heap of data pages, or on the BTree structure of an index.

Key

Represents a lock on a row in an index.
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Latch

Represents a lock on a latch.

Metadata

Represents a lock on a piece of catalog information, also called metadata.

Object

Represents a lock on an item such as a table, stored procedure, or view, including all data and indexes.
The object represents anything that has an entry in sys.all_objects.

Page

Represents a lock on an 8 KB page in a database.

RID

(Row ID) Represents a lock on a single row in a heap.

Table

Represents a lock on a table.
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Analyze blocked sessions

The Blocking view provides a blocking tree, along with the lead blockers, for the selected SQL Server instance. A
lead blocker is a session that blocks at least one session, which can then block other sessions.

@ You can use the History Browser to view past performance and go back to the point in time to view the
sessions involved with the blocking alerts you receive.

Navigate through the blocking tree to find sessions that cause blocks, and then either trace sessions to find out
what is causing the blocks or stop the session to have it removed. To trace a blocked session or lead blocker select
it from the list and click Trace Session. To stop a blocked session, or lead blocker, select it from the list, and
click Kill Session.

@ Deadlocks have no lead blockers and are circular in nature. For this reason, SQL Diagnostic Manager does
not display deadlocks in the Blocking Tree but does display instances of deadlocks in the Blocking Chart.
In addition, SQL Diagnostic Manager does not count self-blocking sessions as blocked or blocking
sessions.

Access the Blocking view

You can open the Blocking view of the SQL Diagnostic Manager Sessions tab by selecting the appropriate
SQL Server instance, and then clicking Sessions > Blocking.

Trace Session

When you click Trace Session, the Session Trace window opens. The Session Trace provides session statistics and
information including the following:

+ Overview of the session, including the CPU Time, Row Count, Lock Wait Timeout, Physical Reads and Write
metrics.

« Last Command executed.

« Allthe SQL Server statements.

Blocking chart

The Blocking chart displays the number of blocked sessions, lead blockers, and total deadlocks at a given point in
time. The total deadlocks represent the total number of deadlocks that have occurred since the last time the pane
was refreshed.

You can right-click the chart and either print, save as image, or export this data to Microsoft Excel. In addition, you
can select Toolbar for advanced customization options, such as changing the chart color scheme and the type of
chart shown.

Blocking Sessions Report

The Blocking Sessions Report (Block Reports) displays blocking and blocked sessions’ information. To access the
Blocking Sessions Report in the Alert view, select the Show Block Details option in the right-click context menu. You
can also access the same information on the Blocking View by selecting a specific SQL Server instance, pointing to
Sessions, and then selecting the Blocking ribbon.

Key information provided for blocking and blocked sessions includes:

IDERA Website | Products | Buy | Support | Community | About Us | Resources | Legal 470


http://www.idera.com
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com
http://community.idera.com
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw
http://wiki.idera.com/x/EQA1
http://wiki.idera.com/x/EQA1
http://wiki.idera.com/x/EgD0Ag

SQL Diagnostic Manager for SQL Server

Blocking Process Details:

« Session ID

« Host Name

» User Name

« Application

« Database

« Last Batch Started
« Transaction ID

« Open Transactions

Blocked Process Details:

« Session ID

« Host Name

« User Name

« Application

« Database

« Last Batch Started
« Transaction ID

« Open Transactions
« Wait Time (ms)

« Wait Resource

This feature allows you to export statistics in XML format.

@ To retrieve the blocking sessions report for SQL Diagnostic Manager, select the "Non-Query
activities>Capture Blocking (SQL 2005+)" check box in the Activity Monitor Tab.

Deadlock Sessions Report

The Deadlock Sessions Report (Deadlock Reports) displays deadlock sessions information. To access the Deadlock
Sessions Report in the Alert view, select the Show Block Details option in the right-click context menu. You can
also access the same information on the Blocking View by selecting a specific SQL Server instance, pointing to
Sessions, and then selecting the Blocking ribbon.

Key information provided for deadlock sessions includes:

Deadlock Process Details:

« Session ID

« Status

* Host Name

» User Name

« Execution Context

« Application

» Database

« Last Batch Started

« Last Batch Completed
 Last Transaction Started
« Transaction ID

« Transaction Name

« Open Transactions

« Wait Time (ms)
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« Wait Type
« Wait Resource

This feature allows you to export statistics in XDL format.

@ To retrieve the deadlock sessions report for SQL Diagnostic Manager, select the "Non-Query
activities>Capture deadlocks (SQL 2005+)" check box in the Activity Monitor Tab.
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Monitor query performance

Query Monitor is a useful SQL Server tool that allows you to log and analyze queries. Query Monitor allows you to
establish criteria for the queries you wish to capture, and filter those results to analyze the queries returned. Use
the Query Monitor when diagnosing poor query performance on your SQL Server instance. You should monitor
queries if your SQL Server instance performance is poor, as a way to diagnose potential query issues.

@ To explore query data in multiple ways and get a handle on queries in your system, try our New advanced
query views of the SQL Diagnostic Manager web console.

Access the Queries tab

SQL Diagnostic Manager provides two paths to access the Queries tab. The first access path is by clicking the
appropriate monitored SQL Server instance, and then clicking the Queries tab. The second access path is by
expanding the Servers tree, and then clicking Queries for the appropriate instance.

Use the Queries tab

The Queries tab lists each event that occurs in the Query Monitor. For each event, among other details, SQL
Diagnostic Manager lists the SQL text associated, start and end times, application, user information, and client
computer associated with the event. Fields with SQL text hold 255 characters of text. To view the full SQL text, right-
click the field and then select the appropriate option.

SQL Diagnostic Manager automatically assigns a name to each of your queries starting with Query 1. The name
provides context to your query when switching from Signature Mode, Statement Mode, Query History, and Query
Waits views.

(@ Query names are not persistent. The names are different on different desktops and in different sessions on
the same desktop.

The Event Occurrences chart at the bottom of the view displays the number of T-SQL statements, stored
procedures, and SQL batches captured in the trace.

© Right-click any column heading to pick additional columns to display.

The Sigma (Z) character indicates that the data in this row is at least partially composed of aggregated data. This
means that the data is condensed into a day-length summary and some precision about the individual statements,
client computers, and users is suppressed. Rows in this view with the Sigma character may include a mix of
aggregated and non-aggregated data.

Understand the difference between Signature Mode and Statement Mode

Signature and Statement modes are two different ways to group and view your queries. You can toggle between
each mode to see the differences.

Signature Mode (default Queries view)

All active queries are automatically reduced to the signatures (parameters are stripped) and grouped
accordingly.

IDERA Website | Products | Buy | Support | Community | About Us | Resources | Legal 473


http://www.idera.com
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com
http://community.idera.com
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw
http://wiki.idera.com/x/hQDKAg
http://wiki.idera.com/x/hQDKAg
http://wiki.idera.com/x/gwDKAg
http://wiki.idera.com/x/gwDKAg
http://wiki.idera.com/x/hwDKAg
http://wiki.idera.com/x/hwDKAg
http://wiki.idera.com/x/hAA1
http://wiki.idera.com/x/hAA1
http://wiki.idera.com/x/OoJfAg
http://wiki.idera.com/x/OoJfAg
http://wiki.idera.com/x/OoJfAg
http://wiki.idera.com/x/OoJfAg

SQL Diagnostic Manager for SQL Server

@ You can also view signatures in the Advanced query signature view of the SQL Diagnostic Manager web

console.

Statement Mode
All queries are presented exactly as they are collected by the Query Monitor Trace.

Use Filter Settings to customize your view

Use the Filters section of the Signature Mode, Statement Mode, and Query History views to pick the time range,
what to include in the table, and even specific applications, client computers, databases, SQL text, and users to

view.

You can access advanced filters by clicking the Filter button. These options include the ability to filter out specific

applications, databases and SQL text from your query collection.

@ The Include incomplete queries filter in the Signature Mode and Statement Mode views is disabled by
default. If you would like to include data with null values in these views, select the Include incomplete

queries check box in the Filters section.

@ You can hide and unhide the Filter and List areas of the Query Monitor views in the ribbon.
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View the query monitor signature mode

The Query Monitor Signature Mode view includes all active query information, automatically reduced to the
signatures and grouped accordingly. Note that the parameters are stripped.
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© If you want to prevent certain queries from appearing on the Query Monitor views, click Configure Query
Monitor > Advanced and enter the applications, databases, or SQL text you want to exclude from the
Query Monitor collection. You can also configure these options directly in the SQL Diagnostic Manager web
console.

The Query Monitor Signature Mode view is the place to start when investigating query performance. It broadly
defines queries and trends with a less overwhelming amount of data and allows you to diagnose a query in a
general sense. Once you identify a potential problem, you may want to view the statement mode view to see why a
query is experiencing performance problems for a particular user, and then to the query history to see how the
query performs over time and the associated trends.

The Signature Mode view is displayed as follows:

« Filter - Use Query filters to narrow the results to only those that most interest you. Do this by selecting the
Date Range - Begin and End, the Application, User, Database, Client, and the SQL Text you want to include or
exclude from your results.

+ Charts - The primary focus of the Signature Mode view is in the charts. The cart type drop-down allows you
to pick a chart type: Average CPU, Average Reads, Average Writes, Average Waits, Deadlocks, Blocking, CPU
Per Second, and 1/0 Per Second. Also, you can choose to view the type of chart by the following categories:
By SQL Text, By Application, or By Database.

« Event Occurrences - It lists each occurrence of the query and the associated statistics, such as the Event
Type, CPU Time (ms), Reads, Writes, SQL Text, Application, Avg. Duration (ms), Database, Avg. CPU Time,
Reads as % of List, Avg. Writes, CPU as % of List, Writes as % of List, Avg. I/O Per Sec, Avg. Wait Time (ms),
Avg. CPU Per Sec, Avg. Reads, Occurrences, Most Recent Completion, Avg. Blocking Time (ms), and Avg.
Deadlocks.
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SQL Diagnostic Manager for SQL Server

In the Event Occurrences, each listed query has the option to view the Query Details, click & to open the Query

-
Details window (if the icon @ is not colored, it means that there is no plan collected).

@ sigma (Z) character

The Sigma character indicates that the data in this row is at least partially composed of aggregated data.
This means that the data is condensed into a day-length summary and some precision about the
individual statements, client computers, and users is suppressed. Rows in this view with the Sigma
character may include a mix of aggregated and non-aggregated data.

& Inthe Signature Mode view, right-click any of the listed queries under the Event Occurrences list and click
Show Query Text to open the SQL Text window opens (In this window run a Query Diagnosis and receive a
list of performance recommendations).

@ Understanding cell colors

Red in the column indicates that the data in that row represents 20% or more of the total data displayed in
the list, while yellow indiscated that the data in the row represents 5%or more of the total data displayed
in the list.

IDERA Website | Products | Buy | Support | Community | About Us | Resources | Legal 476


http://www.idera.com
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com
http://community.idera.com
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw
http://wiki.idera.com/x/zBCEBg
http://wiki.idera.com/x/2AFJAw

SQL Diagnostic Manager for SQL Server

View the query monitor statement mode

The Statement Mode view includes queries that are presented exactly as they are collected by the Query Monitor
Trace.
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@ Ifqueries appear on the Query Monitor views that you never want to appear, click Configure Query Monitor
> Advanced and enter the applications, databases or SQL text you want to exclude from the Query Monitor
collection.

The Statement Mode view is where you go to drill-down into a specific execution of a particular query. Whereas the
signature mode view provides a filtered look at your queries, the Statement Mode view provides all the detail you
may need to diagnose a specific problem with a query. Once you find the problem query, History mode allows you
to track the query over time and view trends.

The Statement Mode view is displayed as follows:

« Filter - Use Query filters to narrow the results to only those that most interest you. Do this by selecting the
Date Range - Being and End, Application, User, Database, Client, and the SQL Text you want to include or
exclude from your results.

« Charts - The primary focus of the Statement Mode view is in the charts. The charts type drop-down allows
you to pick a chart type to display: Average Duration, Average CPU, Average Reads, Average Writes, Average
Waits, Deadlocks, Blocking, CPU Per Second, and I/O Per Second. Also, you can choose to view the type of
charts by the following categories: By SQL Text, By Application, By Database, By User, and By Client.

« Event Occurrences - It lists each occurrence of the query and associated statistics, such as the Event Type,
CPU Time (ms), Reads, Writes, SQL Text, User, Application, Duration (ms), Database, Avg. CPU Time (ms),
Avg. Writes, Avg. I/O per sec, Wait Time (ms), Avg. CPU Per Sec, Avg. Reads, Start Time, End Time, Blocking
Time (ms), Deadlocks, Client, and Speed.

In the Event Occurrences, each listed query has the option to view the Query Details, click & to open the Query

Details window (if the icon L is not colored, it means that there is no plan collected).
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SQL Diagnostic Manager for SQL Server

@ sigma (Z) character

The Sigma character indicates that the data in this row is at least partially composed of aggregated data.
This means that the data is condensed into a day-length summary and some precision about the
individual statements, client computers, and users is suppressed. Rows in this view with the Sigma
character may include a mix of aggregated and non-aggregated data.

& Inthe Signature Mode view, right-click any of the listed queries under the Event Occurrences list and click
Show Query Text to open the SQL Text window opens (In this window run a Query Diagnosis and receive a
list of performance recommendations).

@ Understanding cell colors

Red in the column indicates that the data in that row represents 20% or more of the total data displayed in
the list, while yellow indiscated that the data in the row represents 5%or more of the total data displayed
in the list.
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View the query history

SQL Diagnostic Manager for SQL Server

Query History allows you to track the performance of a query over time. To access the Query History view, select the
query you want to see on the query statement mode or signature mode view in the graph. You can also access the
Query History view by right-clicking a session on the Session Details view or a Statement on the Query Waits view
and selecting Show Query History.
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Access the Query History view

1/23/2019 10:30:00 AM

SO Tt

select newid() 23 Quid, table_indexes.databas ..

select newid) 23 guid, table_indexes databas.. |
seleck newidl) 23 guid, Sl irdeses databas.. |
select newid() 35 guid, table_indexes.databas . IE

16000 g ___

- 12000

172342019 1

BOOD

0:40:0

Apphication

Idera S0 Worklosd..
Idera 50L Worklosd
Idera 50L Workload.
Idera SO Workioad.,

1/23/2019 13:20:00 AM

Duration (ms)  Database

1/23/207% 10:30:00 &AM

Avg, CPU
15650 master
6575 master
5234 master

9933 master

1/23/2018 10:40:

T 200 - IERES
Time (ms] | Awg. Writes
132
1701
1765
1312

You can open the Query History view of the SQL Diagnostic Manager Queries tab by selecting the appropriate
SQL Server instance, and then clicking Queries > Query History.

View Query History

1. Use the drop-down menu on each chart to view the history of each of the metrics associated with the query:
Average Duration, Average CPU, Average Reads, Average Writes, Average Waits, Deadlocks, Blocking, CPU
Per Second, and I/O Second.

2.
3.

Click View SQL Text to see the associated query text.
Click Aggregate History to keep an aggregated history for the selected query.

Use Query filters to narrow the results to only those that most interest you. Do this by selecting the data and time
range, the application, user, database, workstation and even the SQL text you want to include or exclude from your

results.

Event Occurrences is a list of each occurrence of the query and the associated statistics, such as the duration, CPU
time, reads, writes, and associated SQL text. Click the Maximize window icon to view a larger version of this list.
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SQL Diagnostic Manager for SQL Server

@ If Query Monitor is disabled but Activity Monitor is enabled, SQL statements appearing in the Event
Occurrences grid come from the Blocking Session collector. The collector only populates the following
fields: Occurrence, SQL text, Event Type, and Deadlocks.

(@ sigma () character

The Sigma character indicates that the data in this row is at least partially composed of aggregated data.
This means that the data is condensed into a day-length summary and some precision about the
individual statements, client computers, and users is suppressed. Rows in this view with the Sigma
character may include a mix of aggregated and non-aggregated data.

@ Understanding cell colors

Red in the column indicates that the data in that row represents 20% or more of the total data displayed in
the list, while yellow indiscated that the data in the row represents 5%or more of the total data displayed
in the list.

IDERA Website | Products | Buy | Support | Community | About Us | Resources | Legal 480


http://www.idera.com
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com
http://community.idera.com
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

SQL Diagnostic Manager for SQL Server

View query waits

The Query Waits view displays the queries on your SQL Server instance with the longest wait times. By default, the
chart at the bottom of the view displays the query waits over time and allows you to further investigate based on
Statements, Applications, Databases, Clients, Sessions, and Users.

By analyzing these waits you can better determine where your biggest bottlenecks are occurring and what changes
could potentially have the biggest performance boost on your SQL Server instance.

You can select to view query waits as the waits appear over time or by duration of the wait, color coded by query.
The chart includes each of the following wait type categories: Backup, 1/0, Lock, Memory, Non-I/O Page Latch, Non-
Page Latch, Transaction Log, and Other.

Access the Query Waits view

To pen the Query Waits view of the SQL Diagnostic Manager Queries tab, select the appropriate SQL Server
instance, select Queries, and click Query Waits.
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Monitor resources

The Resources tab allows you to monitor the system resources on the computer hosting the SQL Server instance as
well as what used by SQL Server.

Resource bottlenecks are often the cause of SQL Server performance problems. These bottlenecks can result from
poor database application design or point to other system processes using valuable resources needed by SQL
Server.

Access the Resources tab

SQL Diagnostic Manager provides two paths to access the Resources tab. The first access path is by clicking the
appropriate monitored SQL Server instance, and then clicking the Resources tab. The second access path is by
expanding the Servers tree, and then clicking Resources for the appropriate instance.

Alerts associated with the Resources tab

The following alerts are associated with the Resources tab:

Disk Reads / Seconds Per Disk

The number of disk reads per second, per disk.

Disk Transfers / Seconds Per Disk

The number of disk transfers per second, per disk.

Disk Writes / Seconds Per Disk

The number of disk writes per second, per disk.

OS Average Disk Queue Length

The average number of both read and write requests queued for all the disks on the computer hosting
the SQL Server instance.

OS Disk Time (Percent)

Indicates the percentage of elapsed time that all the disks were busy servicing read and write requests
on the SQL Server computer.

OS Memory Usage (Percent)

Indicates the percentage of total memory used on the SQL Server computer.

OS Paging (Per Second)

Indicates the page fault rate for all processes on the SQL Server computer.
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OS Privileged Time (Percent)

Indicates the percentage of CPU time used by all processes on the computer hosting the SQL Server
instance, executed in Privileged mode.

OS Processor Queue Length

Is the number of ready threads in the processor queue on the computer hosting the SQL Server instance.

OS Processor Time (Percent)

Indicates the percentage of CPU time used by all processes on the computer hosting the SQL Server
instance.

OS User Time (Percent)

Indicates the percentage of CPU time spent by all processes, on the computer hosting the SQL Server
instance, executing in User mode.

Page Life Expectancy

The number of seconds a page stays in the buffer pool without references.

Procedure Cache Hit Ratio (Percent)

The ratio of procedure cache hits to procedure cache lookups.This indicates when an execution plan is
reused from memory as opposed to compiled from disk.

SQL Server CPU Usage (Percent)
Indicates the percentage of the total CPU used by the SQL Server instance.

SQL Server Memory Usage (Percent)

Indicates the percentage of total memory used by SQL Server.
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Get the resource performance summary

The Resources Summary tab displays real-time charts that allow you to quickly view key diagnostic statistics for
monitoring the resources for the selected SQL Server instance and computer on which it resides. The Resources
Summary tab is especially useful in determining resource bottlenecks. For more details, click any of the charts to
navigate to the associated tab.

Access the Resources Summary view

You can open the Summary view of the SQL Diagnostic Manager Resources tab, select the appropriate SQL Server
instance, select Resources, and click Summary.

Use the CPU Usage chart

The CPU Usage chart helps you determine the amount of strain your SQL Server instance is putting upon the CPU.
This is an important factor in analyzing poorly-performing SQL Server instances. Click this chart to open the CPU,
which contains more charts and information on your CPU resources.

@ QL Serveris the primary process consuming CPU on the computer hosting your instance. If this is the
case and the total CPU usage is consistently higher than 80 percent, the computer requires your attention.
High usage may indicate the need to upgrade your CPU or add more processors.

Use the Call Rates chart
The Call Rates chart helps you determine why you have high CPU usage. The Call Rates chart displays the following
metric statistics:
Batches
Displays the rate at which SQL Server issues SQL Statement batches.

Compiles

Displays the rate at which SQL Server compiles SQL Statements into the Procedure Cache.

Re-Compiles

Displays the rate at which SQL Server recompiles stored SQL Statements into the Procedure Cache.

© If the number of re-compiles is consistently higher than 10, or the number of compiles is high, you may
need to tune your queries. Consider running the Query Monitor as a way of diagnosing query performance
issues. You can enable the Query Monitor on the Query Monitor tab of the Monitored SQL Server Properties
window.

Transactions

Displays the number of SQL Statement transactions affecting the Procedure Cache.

IDERA Website | Products | Buy | Support | Community | About Us | Resources | Legal 484


http://www.idera.com
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com
http://community.idera.com
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw
http://wiki.idera.com/x/EQA1
http://wiki.idera.com/x/EQA1
http://wiki.idera.com/x/EQA1
http://wiki.idera.com/x/EQA1
http://wiki.idera.com/x/EQA1
http://wiki.idera.com/x/EQA1
http://wiki.idera.com/x/bQA1
http://wiki.idera.com/x/bQA1

SQL Diagnostic Manager for SQL Server

Use the Memory Usage chart

The Memory Usage chart allows you to analyze the way in which your SQL Server instance uses memory. The chart
provides the amount of memory allocated to SQL Server, the memory currently used by SQL Server, and the total
amount used on the host computer.

@ Ifthe SQL Used metric is consistently high compared to the amount of physical memory on the computer
where the SQL Server instance resides, it may indicate that you need more physical memory.

Use the Cache Hit Ratios chart

The Cache Hit Ratios chart allows you to view how often a request is serviced by the buffer and procedure cache.

@ An acceptable Buffer Cache and Procedure Cache percentage is 90 percent or higher. If this number is
consistently lower, analyze your memory settings and add more memory if necessary.

Use the Disk Busy chart

Use the Disk Busy chart to analyze bottlenecks in your file system.

@ If your Disk Busy is consistently over 90 percent you may need to use a faster disk drive, move files to an
additional disk or server, or add disks to a RAID array to improve your SQL Server performance.

Use the SQL Server Physical /0 chart

The SQL Server Physical I/0 chart allows you to view the number of pages read from, and written to, the physical
disk.

The SQL Server Physical I/0 chart displays the following reads and writes:

Checkpoint Writes

Save time during recovery by creating a point at which all dirty pages are guaranteed written to disk.

Lazy Writer Writes

Create more available buffers for the system by clearing all unnecessary buffers.

Page Reads

Are disk writes where the requesting session must wait for the disk write operation to finish.

Page Writes

Are disks writes where the requesting session must wait for certain operations to finish.

@ If the number of reads and writes approaches the limits of the 1/0 capacity of the computer the SQL Server
instance resides, consider reducing the values by tuning your application or database, increasing the /0
capacity of your hardware, or adding memory.

IDERA Website | Products | Buy | Support | Community | About Us | Resources | Legal 485


http://www.idera.com
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com
http://community.idera.com
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw
http://wiki.idera.com/x/EQA1
http://wiki.idera.com/x/EQA1
http://wiki.idera.com/x/EQA1
http://wiki.idera.com/x/EQA1
http://wiki.idera.com/x/EQA1
http://wiki.idera.com/x/EQA1
http://wiki.idera.com/x/EQA1
http://wiki.idera.com/x/EQA1
http://wiki.idera.com/x/EQA1
http://wiki.idera.com/x/EQA1
http://wiki.idera.com/x/EQA1
http://wiki.idera.com/x/EQA1
http://wiki.idera.com/x/EQA1
http://wiki.idera.com/x/EQA1

SQL Diagnostic Manager for SQL Server

Read Ahead Reads

Are part of a process in which SQL Server predicts what pages a session requires next and writes them to
memory in advance.

Understanding your chart data and refresh interval

SQL Diagnostic Manager charts provide data whether collected real-time or as part of a scheduled collection event.
For additional information about how SQL Diagnostic Manager displays your chart data, see Charts.
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Get CPU performance details

The CPU tab displays key CPU statistics that are updated according to your refresh interval. These statistics can
help you determine the cause to any performance bottlenecks that are occurring on your SQL Server instance.

Access the CPU view

To open the CPU view of the SQL Diagnostic Manager Resources tab, select the appropriate SQL Server instance,
select Resources, and click CPU.

CPU tab charts

The following charts are available in the CPU tab:

CPU Usage
Displays the percentage of a CPU consumed by your SQL Server, virtual machine, and host server. On
multi-processor computers, CPU time used by SQL Server is derived from the processors available for
use by SQL Server.

Processor Queue Length
Displays the number of threads in queue for processor time on the computer that hosts the monitored
SQL Server instance.

Processor Time

Displays the percentage of elapsed time that is used by processor executing code in privileged mode.

Call Rates

Displays the rate of SQL Server batch statements, SQL compiles into procedure cache, and SQL Server
recompiles of statements stored in the procedure cache.

Understanding your chart data and refresh interval

SQL Diagnostic Manager charts provide data whether collected real-time or as part of a scheduled collection event.
For additional information about how SQL Diagnostic Manager displays your chart data, see Charts.
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Get memory performance details

The Memory tab displays the dynamic memory currently in use by SQL Server as well as how that memory satisfies
the requirements of SQL Server components. For example, you can see what percentage of the total allocated
memory is currently used by the procedure cache. You can control the amount of memory SQL Server uses by either
setting a fixed memory value or setting minimum and maximum memory usage values.

Static structures, like procedure headers, use the amount of memory derived from subtracting the sum of the
graphed sections displayed on the Memory tab from the total allocated memory, also provided on the Memory tab.

Access the Memory view

To open the Memory view of the SQL Diagnostic Manager Resources tab, select the appropriate SQL Server
instance, click Resources, and select Memory.

Memory tab charts

The following charts are available on the Memory tab:

SQL Server Memory Usage
Displays the SQL Memory Usage by what is used by SQL Server compared to what is allocated and the
total used.

VM/Host Memory Usage

Displays the memory usage by your virtual machine and host as a percentage of total memory available.

Paging

Displays the memory pages per second.

SQL Server Memory Areas

Displays the memory usage of the Procedure Cache, Connections, Locks, Database, Optimizer, Sort,
Hash, and Index.

VM Memory Areas

Displays the amount of memory allocated to and used by SQL Server to the total memory consumed on
this virtual machine.

Host Memory Areas

Displays the amount of memory allocated to and used by SQL Server to the total memory consumed on
this host server.

Cache Hit Ratios

Displays the hit ratios of the Buffer and Procedure cache.

Buffer Cache
Displays the buffer cache used by Free and Active pages.
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Procedure Cache

Provides the amount of allocated memory used by dynamic and static stored procedures. Included in
this value is the memory used by server side cursors and plans. From the total memory allocated to
SQL Server, the pinned tables, open objects, connections, locks, and free buffer values are subtracted.
The remainder is divided between procedure and data cache.

Page Life Expectancy (sec)

Provides the time in seconds that a page remains in the cache or buffer pool.
Understanding your chart data and refresh interval

SQL Diagnostic Manager charts provide data whether collected real-time or as part of a scheduled collection event.
For additional information about how SQL Diagnostic Manager displays your chart data, see Charts.
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Get disk performance details

The Disk tab allows you to view key statistics on the way your disks are used on the computer hosting your SQL
Server instance. This allows you to analyze your disk performance for any performance bottlenecks that may be
occurring.

Disk information is displayed in four charts that display the drives the computer on which the SQL Server instance is
located. You can pick which four charts you view by selecting from the drop-down list at the top of each chart. You
can select from the following charts:

© You must have OS metrics enabled to show the information in the charts on the Disks tab.

Access the Disk view

To open the Disk view of the SQL Diagnostic Manager Resources tab, select the appropriate SQL Server instance,
click Resources, and select Disk.

Disk tab details

Disk Busy Total

Displays the percentage of time during the sample interval that the disk was not idle for all the
disks(combined) on the server that the SQL Server instance resides.

Disk Busy Per Disk

Displays the percentage of time during the sample interval that each disk was not idle.

Average Disk Queue Length Total

Displays the average length of the disk queue during the sample interval for all disks (combined) on the
server that the SQL Server instance resides.

Average Disk Queue Length Per Disk

Displays the average length of the disk queue during the sample interval for all disks (individual) on the
server that the SQL Server instance resides.

SQL Server Physical I/0

Displays the number of read and write requests sent to the physical disk the SQL Server instance
resides.

SQL Server Physical I/O Errors

Displays the number of errors sent from the physical disk the SQL Server instance resides.

Disk Reads/Second Per Disk

Displays the number of reads per disk per second during the sample interval.

Disk Transfers/Second Per Disk

Displays the number of transfers per disk per second during the sample interval.
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Disk Writes/Second Per Disk

Displays the number of writes per disk per second during the sample interval.

Average Disk ms/Read Per Disk

Displays the average length of time (in milliseconds) for a disk to read during the sample interval.

Average Disk ms/Transfer Per Disk

Displays the average length of time (in milliseconds) for a disk transfer during the sample interval.

Average Disk ms/Write Per Disk

Displays the average length of time (in milliseconds) for a disk write during the sample interval.

VM Disk Usage

Displays the amount of data read from and written to disk in KB per second for this virtual machine
during the sample interval. For additional information about how SQL Diagnostic Manager works with
virtual machines and collects metrics, see How SQL Diagnostic Manager works with a virtual
environment.

Host Disk Usage

Displays the amount of data read from and written to disk in KB per second for the host server during the
sample interval. For additional information about how SQL Diagnostic Manager works with virtual
machines and collects metrics, see How SQL Diagnostic Manager works with a virtual environment.

Understanding your chart data and refresh interval

SQL Diagnostic Manager charts provide data whether collected real-time or as part of a scheduled collection event.
For additional information about how SQL Diagnostic Manager displays your chart data, see Charts.
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Get disk size details

The Disk Size tab allows you to view key statistics on the way your disks are used on the computer hosting your SQL
Server instance. This allows you to analyze your disk performance for any performance bottlenecks that may be
occurring.

@ You must have OS metrics enabled to show the information in the charts on the Disks tab.

Access the Disk Size view

You can open the Disk Size view by selecting the appropriate SQL Server instance, and then clicking Disk Size in the
Views group of the Resources tab. Click image to view full size.
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Disk Size tab details include:

« Drive Name

« Total Size (MB)

+ Used (MB)

+ Free Disk (MB)

« SQL Data Used (MB)
« SQL Data Free (MB)
+ SQL Log (MB)

« Other Files (MB)

Current Disk Usage chart

The Disk size tab includes a chart that displays the current disk usage. The drop-down list allows you to choose to
view the data in megabytes or percentages.
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Understanding your chart data and refresh interval

SQL Diagnostic Manager charts provide data whether collected real-time or as part of a scheduled collection event.
For additional information about how SQL Diagnostic Manager displays your chart data, see Charts.

@ You can print, export to Excel, or save the Current Disk Usage chart image.
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View file activity

The SQL Diagnostic Manager File Activity allows you to view the relative activity of your database files, on a file-by-
file basis. Each database file is listed in a column that represents the disk or mount point on which the files reside.
At the top of each column the overall Reads, Writes, and Transfers per second are listed. Click an individual file to
expand it and view a graph and the activity data specific to that file.

For each database file, the following information is provided:

Reads and Writes Per Second

The numbers listed are the average number of reads and write operations per second over the period between
collections. Collection times are configured on the Server Properties window.

Activity lights
Read (green) and Write (blue) lights flash with activity.

Activity graph

A bar graph under the file name displays the recent trend of reads and writes per second. This graph expands when
you double-click the file. The expanded Activity graph displays the activity trend for the amount of time specified
on the Console Options window (Tools > Console Options).

Activity data
The arrows and the associated data represent the amount of data activity occurring on the file and whether the

amount of activity is rising or falling relative to the previous data point.

@ Right-click a disk column to Expand/Collapse all files for a database, Expand/Collapse all files on a disk,
Navigate to Disk view, or Navigate to the Disk Files view.

Access the File Activity view

To open the File Activity view of the SQLDM Resources tab, select the appropriate SQL Server instance, click
Resources, and select File Activity.

Database Files + Remaining Disk Files

Database Files + Remaining Disk Files chart depicts the activity of all the non-SQL database files and files not
included in the File Activity window.

Use the filter to display vital database activity

The filters at the top of the File Activity window allow you to limit the amount of data to that data which is most
important to you.

@ Foran accurate filter, use the percent (%) wildcard character in the File Path Like or File Name Like field
if you do not include the entire name.
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Filter Drive

Use the Drive drop-down to select the drives to display on the File Activity window. You can also enter a
file path in the File Path Like field to select a subset of drives. This field accepts the percent (%) wildcard
character.

Filter Database

Use the Database drop-down to select the databases to display on the File Activity window. You can also
enter a file name in the File Name Like field to select a subset of databases. This field accepts the
percent (%) wildcard character.

File Type
Check the boxes of the file types to display on the File Activity window.

Sort By

Select to sort by Database Name, File Name, Reads Per Second, or Writes Per Second.

Sort Direction

Further, sort your data by selecting Ascending or Descending order.
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Manage your procedure cache

The Procedure Cache view allows you to view each item cached, the size, and the SQL text associated. Graphs
below the cache listing provide you with a breakdown of the key Procedure Cache statistics that can help you
analyze performance bottlenecks on your SQL Server instance.

The Usage column displays the number of times the associated cache object is used since inception. The
References column displays the number of other cache objects referencing the associated cache object, with "1" as
the base.

Access the Procedure Cache view

You can open the Procedure Cache view of the SQL Diagnostic Manager Resources tab by selecting the appropriate
SQL Server instance, and then clicking Resources > Procedure Cache.

Procedure Cache tab charts

The following charts are available on the Procedure Cache tab:

Cache Size by Object Type
Displays the amount of the procedure cache used by various objects including:

« Adhoc Query

« Check Constraint

« Default Constraint
« Extended Procedure
+ Prepared Statement
+ Replication Procedure
+ Rule

« Stored Procedure

« System Table

« Trigger

« UserTable

« View

Object Types

« Use the drop-down button to select either Hit Ratio, Object Count, or Use Rate.

» Hit Ratio offers a chart of the cache hit ratios of the individual object types in memory through
the last 25 refreshes. For example, you can view the hit ratio of the extended procedure object.

+ Object Count displays the number of objects using the procedure cache. Use Rate displays the
rate at which each of the object types is used in the procedure cache.
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View server waits

The Server Waits view allows you to see all of the waits affecting server performance. By correlating the areas of the
SQL Server instance that are waiting with other statistics, it is possible to narrow down possible causes of the waits.
All waits occurring on your system are displayed in a graph that shows the time the wait happened and the length
of time it took for the wait to clear. You can filter the graph by the wait type to view how a particular wait is
affecting your server. Below the graph, SQL Diagnostic Manager displays a table that includes the wait category,
wait type, length of time the wait took to clear, total wait time for all the collected wait types, and a definition of the
wait type.

Server waits are always collected. History mode for this view is available.

Access the Server Waits view

You can open the Server Waits view of the SQL Diagnostic Manager Resources tab by selecting the appropriate
SQL Server instance, and then clicking Resources > Server Waits.

Available wait types

You can filter the view by Backup, 1/0, Lock, Memory, Non-1/0O Page Latch, Non-Page Latch, Transaction Log, and
Other.

Available wait categories

You can select from the following wait categories:

Total Waits

Total waits include all the types of waits collected.

Signal Waits

Signal waits occur when a resource is now available (after a resource wait) and the task is waiting to run
again.

Resource Waits

Resource waits occur when access to a resource is denied because the resource is in use or not available.
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Monitor databases

SQL Diagnostic Manager allows you to monitor your database backups, restores, table sizes, table row counts,
configurable options, and replication status. SQL Diagnostic Manager provides a graphical analysis of the used,
unused, and index disk space of the database. You can also view the size and structure of database tables. SQL
Diagnostic Manager provides a list of data size, text or image size, index page size, and the number of table rows,
making reorganization and index creation decisions easy.

The following concepts are important to understand when using the Databases tab:

Percentage of Database/Log Full

The %Data Full and %Log Full columns on the Database Summary and Database Files views refer to the
current space used as a percentage of the potential maximum available space. The larger the number
the closer you are to running out of space. These columns can have associated alert thresholds.

Potential Maximum Available Space

The Data Potential Growth and Log Potential Growth columns on the Database Summary and
Database Files views refer to the currently allocated space plus the available expansion space.

Available Expansion Space

Available Expansion Space refers to the available disk space that files can grow into as determined by
the growth settings for the files, the location of the files, and the free space on those disks.

Multiple database files as well as files from other databases can potentially compete for space on the
same disk. For example, if the data and log files for several databases are on the same disk and the data
file of one database expands, the available expansion space for all database files on the disk is
immediately reduced.

Access the Databases tab

SQL Diagnostic Manager provides two paths to access the Databases tab. The first access path is by clicking the
appropriate monitored SQL Server instance, and then clicking the Databases tab. The second access path is by
expanding the Servers tree, and then clicking Databases for the appropriate instance.

Alerts associated with the Databases tab

The following alerts are associated with the Databases tab:

Database Full (Percent)

Percentage of the allowable disk space for the database currently used by the sum of data, text, and
index. Allowable disk space for the database is calculated by taking into account the current allocated
space, auto-growth settings, and available disk space.

Database Read/Write Error Occurred

Failure to read from or write to the hard disk.
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Database Status

Multiple types of Database Status alerts exist.

Index Row hits (Percent)

Number of row hits that part of a clustered index or an entire non-clustered index returns, providing an
indication of index effectiveness.

Log Full (Percent)

Percentage of the allowable disk space for the database currently used by the transaction log. Allowable
disk space for the database is calculated by taking the current allocated space, auto-growth settings,
and available disk space.

Table Fragmentation (Percent)

Percentage of pages that are fragmented in each table in the database.
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Get the database status summary

The Database Summary tab allows you to view the status of all the databases on the selected SQL Server instance.
Along with the database status table, the Summary tab includes charts that provide options for viewing the
capacity usage and recent trends of your databases. You can select multiple databases in the list using click+Shift
and click+Ctrl to compare several databases.

@ The status column can help you quickly identify databases that have associated alerts and need your
Attention.

The Database Summary tab lists each database on the monitored SQL Server instance. The Database Summary tab
displays a large variety of database statistics and is an important way to get an overview of the health of your
databases. This information gives you a good indication as to how the data is configured in your database, such as
comparing the volume of your table data compared to your indexes, or the size of your log files.

Access the Database Summary view

You can open the Summary view of the SQL Diagnostic Manager Databases tab, select the appropriate SQL Server
instance, click Databases, and select Summary.

Database Summary tab charts
The Database Summary tab includes charts that display capacity usage and recent trends information for your
database.
Capacity Usage
You can choose to view how data or the log is used on your database. The drop-down list allows you to
choose to view the data or log in megabytes or percentages. For more information, click inside the chart
to open the Database Files tab.

Recent Trends

You can choose to view how your database or group of databases are used currently by selecting either
active sessions, transactions per second, data size, log size, or log flushes from the drop-down list.
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Monitor AlwaysOn Availability Groups
The AlwaysOn Availability Groups view allows you to monitor availability groups, availability databases, and

availability replicas.

@ If you have configured the AlwaysOn Availability Groups feature on your SQL 2012 Server, SQL Diagnostic
Manager automatically recognizes the availability databases and starts to monitor them.

AlwaysOn Availability Groups are part of an integrated solution, introduced in SQL Server 2012 with the goal of
achieving the highest level of data availability and disaster recovery for organizations. Availability Groups grant
DBAs the ability to automatically or manually failover a group of databases as a single unit with support for up to
four secondary replicas. For additional information on availability groups, see the Microsoft document, Overview of
AlwaysOn Availability Groups (SQL Server).

Access the AlwaysOn Availability Groups view

To open the AlwaysOn Availability Groups view click the appropriate monitored SQL Server instance, select
Databases, and click Availability Group.

Database AlwaysOn Availability Groups statistics

In this view, you can see the health of all your availability groups, availability databases and monitored availability
replicas.The database table provides the following information for each availability group (as seen in the view by
default):

Database Name

Displays the name of the availability database.

Group Name

Displays the name of the availability group for which the connected server instance hosts a replica.

Replica Name

Displays the name of the server instance that hosts the availability replica.

Failover Mode

Displays the failover mode for which the availability replica is configured. The possible failover modes
are automatic or manual.

Availability Mode

Describes if data synchronization will use either the synchronous-commit or asynchronous-commit
availability mode.

Replica Role

Indicates the current role of the availability replica. Possible values are primary or secondary.

Synchronization Health

Displays database synchronization state in the availability group. Possible values include: not healthy,
partially healthy, and healthy.
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Redo Queue Size (KB)
Displays the amount of log records from log files in KB that need redoing in the secondary replica to
complete synchronization.

Redo Rate (KB/s)
Rate in KB per second at which log records are redone in the secondary database to complete
synchronization.

Log Send Queue Size (KB)

Amount of log records in KB needed to ship to the secondary replica to complete synchronization.

Log Send Rate (KB/s)
Indicates the rate in KB per second at which log records are being sent to the secondary replica to
complete synchronization.

Listener DNS Name

The network name of the availability group listener.

Listener IP Address
The IP address reserved for the availability group listener. If the nodes of your Windows cluster are on
different subnets you will need an IP address for each of those subnets.

Failover Readiness
Indicates whether the secondary database is synchronized with the corresponding primary database.
Possible values include: True (the database is marked as synchronized and is ready for a failover) and
False (the database is not synchronized and not ready for a failover).

Synchronization Database Status
Indicates whether the availability database is currently synchronized with the primary replica. Possible
synchronization states are: not synchronizing, synchronizing, synchronized, reverting, and initializing.

Database Status
Description of the database state of the availability replica. Possible values include: online, restoring,
recovering, recovery_pending, suspect, emergency, and offline.

Suspended Status

An AlwaysOn availability database is suspended. Possible values are true or false.

Last Hardened Time
Indicates the time when the log-block identifier was received for the last hardened LSN on the secondary
replica.

Operational Status

Indicates the current operational state of the secondary replica. Possible state values include: pending
failover, pending, online, offline, failed, failed no quorum, and NULL.
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Connection Status
Indicates whether a secondary replica is currently connected to the primary replica. Possible values
include: connected and disconnected.

Synchronization Performance (s)

Indicates the time in seconds it takes to synchronize between the primary and secondary replicas.

Estimated Data Loss (s)

Indicates the time difference in seconds of the last transaction log record in the primary replica and
secondary replica. If the primary replica fails, all transaction log records within the time window will be
lost.

Estimated Recovery Time (s)

Indicates the time in seconds it takes to redo the catch-up time. The catch-up time is the time it will take
for the secondary replica to catch up with the primary replica.

Additional columns available through the Column Chooser:

Database ID

Identifier of the database, unique within an instance of SQL Server.

FileStream Send Rate (KB/s)

Indicates the rate of the FileStream in KB per second at which transactions are being sent to the
secondary replicas.

Group ID
Unique identifier (GUID) of the availability group.

Last Connect Error#

Number of the last connection error.

Last Connect Error Description

Description of the last connection error.

Last Connect Error Time

Timestamp of the last connection error.

Listener Port

The TPC port used by the availability group listener.

Replica ID

Identifier of the availability replica within the availability group.

@ VYou can hide and unhide additional columns in the Availability Groups table by right clicking on any
header in the grid and selecting a column from the Column Chooser dialog.
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Availability Groups charts

The AlwaysOn Availability Groups view includes charts that display the queue size and transfer rates of different
availability groups.

Queue Size chart

Provides users with graphical details about queues in the AlwaysOn Availability Groups feature. This
chart is a stacked bar chart for the "Log Send Queue Size" and "Redo Queue Size."

Transfer Rates chart

Provides users with graphical details about data transfer rates for redo and logs. This chart is a line chart
for the "Log Send Rate" and "Redo Rate."

Availability Groups alerts

To view a list of all available alerts, see Metric alerts.

Understand the view colors

The AlwaysOn Availability Groups view uses a color-based alert system. The following colors are associated with a
status and action within SQL Diagnostic Manager:

Color Alert Status Action

Green OK Acceptable threshold where SQL Diagnostic Manager
does not generate an alert.

Blue Informational Informational threshold where SQL Diagnostic Manager
generates an informational alert.

Warning Warning threshold where SQL Diagnostic Manager
generates a warning alert.

Red Critical Critical threshold where SQL Diagnostic Manager
generates a critical alert.
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Get the tempdb status summary

The Tempdb Summary tab allows you to view the status of your tempdb database on the selected SQL Server
instance. These charts include options for viewing your current capacity usage and recent trends of your files over
time. These statistics appear in the Database Statistics report.

The Tempdb Summary tab displays a list of sessions currently using tempdb along with their cumulative usage and
tempdb space. These statistics help you get an overview of the health of your tempdb database and gives you a
good indication whether you have enough space allocated or whether tempdb issues are causing a performance
problem on your server.

Access the Tempdb Summary view

You can open the Tempdb Summary view of the SQL Diagnostic Manager Databases tab, select the appropriate
SQL Server instance, click Databases, and click Tempdb Summary.

Tempdb Summary tab charts

The Tempdb Summary tab includes charts that display capacity usage and recent trend information for your
tempdb database.

Toggle between the Version Store Cleanup and Tempdb Contention charts by using the drop-down list available to
the right of the chart title.
Tempdb Space Used by File

You can choose to view how each file is using space on your tempdb database, displayed in megabytes.

Tempdb Space Used Over Time
You can choose to view how your database is used over time based on object type by comparing charts
that offer metrics for the Space Used and Space Allocated.

Version Store Cleanup Rate
The tempdb database version store collects data rows necessary to support snapshot isolation. This
chart helps you see the current cleanup rate to avoid filling up tempdb.

Tempdb Contention

The Tempdb Contention chart displays latch wait time (in milliseconds) for the allocation pages of
tempdb. The three tracked allocation page types are:

+ Page free space (PFS)
+ Global allocation map (GAM)
+ Shared global allocation map (SGAM)

Latch contention of this sort is usually an indication that you should create more tempdb data files. In some
situations, using Trace Flag 1118 may also alleviate tempdb contention.
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Monitor your tempdb database

SQL Diagnostic Manager allows you to monitor your tempdb database with a number of charts and alerts to help
you avoid costly performance issues caused by a full tempdb. The tempdb system database is a workspace used to
hold temporary user objects, results created through queries and sorts, and other objects created by the SQL Server
Database Engine. Because of the large amount of data stored in tempdb, users can run out of disk space, which
causes the entire server and all of its databases to become unresponsive. SQL Diagnostic Manager seeks to resolve
some of these issues by providing a monitoring solution that features a series of tempdb-specific charts, views, and
alerts.

The tempdb system database, along with the Master, Model, and MSDB databases, is provided by default with SQL
Server and is a shared resource available to all users connected to a single SQL Server instance. Each time you start
SQL Server, it re-creates tempdb based on the Model database. Tempdb can fill up quickly when you are low on
disk space or have a low maximum size for database growth. Certain workloads may cause excessive space usage
or create contention in tempdb, which can affect performance on the entire server.

@ Tempdb monitoring is supported on SQL Server 2005 and above servers only.

Tempdb version store

The tempdb version store collects the data necessary to support row versioning. Each time a data value changes, a
new version of the row is created and stored for as long as the oldest active transaction needs to access it. Once the
row version is no longer needed it is removed from tempdb by a cleanup job which runs once per minute. As a
result, long-running transactions prevent cleanup of older entries into the tempdb version store, causing growth
which can affect performance and cause tempdb to run out of space.

Tempdb contention

Tempdb resource contention or waits is usually the result of heavy use on too few tempdb files and occurs when
the system attempts to allocate pages. The tempdb contention chart displays latch wait time (in milliseconds) for
the allocation pages of tempdb. The three tracked allocation page types are:

« Page free space (PFS)
+ Global allocation map (GAM)
« Shared global allocation map (SGAM)

Latch contention of this sort is usually an indication that you should create more tempdb data files. In some
situations, using Trace Flag 1118 may also alleviate tempdb contention.

Available alerts
Tempdb includes the following specific alerts:

« Data File Autogrow

+ Log File Autogrow

« Longest Running Version Store Transaction (Minutes)
» Session Tempdb Space Usage (MB)

+ Tempdb Contention (ms)

« Version Store Generation Ratio

« Version Store Size (MB)
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Monitor database configuration settings

The Database Configuration view allows you to view the configuration settings of the databases on the selected
SQL Server instance. This view contains a single grid that includes the configuration settings for all databases on
the selected SQL Server instance.

@ The columns displayed on the Database Configuration view differ between SQL Server 2005 and SQL
Server 2008 instances.

You can use the Database Configuration view to analyze configuration differences between databases or databases
with incorrect configuration settings.

@ Ifyou experience database issues, the Database Configuration view can help you determine if the problem
is caused by configuration errors.

Access the Configuration view

To open the Configuration view of the SQL Diagnostic Manager Databases tab, select the appropriate SQL Server
instance, click Databases, and select Configuration.

Null values in the Collation and Version columns

If the database is not started and AUTO_CLOSE is set to ON, these columns are set to null until the database is
started.
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View database status

SQL Diagnostic Manager allows multiple simultaneous status indicators for each individual database, very similar
to what you see in Microsoft SQL Server Management Studio. You can see the status of a database in the Servers
tree by expanding the associated Server tree. The status displayed matches what is shown in Microsoft SQL Server

Management Studio in all cases where Management Studio displays a status.

Database alerts and statuses

The following alerts and statuses are associated with Database status:

Default Status Level Alert/Status Description

OK Normal Everything is okay and the database is operating
normally.

OK Standby The database is in standby mode.

OK Read Only The database is in read-only mode.

OK Single User The database is in single-user mode.

OK Restore Mirror Restoring the database mirror.

OK Undetermined No information is available one this database.

OK Cleanly Shut Down The database is shut down and needs no
recovery.

OK DBO Use Only The database is in a dbo-use mode
(restricted_user).

Warning Restoring Restoring the database.

Warning Recovering Recovering the database.

Warning Recovery Pending The database recovery is not yet begun.

Warning Offline The database is offline.

Critical Suspect The database integrity is suspect.

Critical Emergency Mode The database is in emergency mode.
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Default Status Level Alert/Status Description

Critical

Inaccessible The SQLdm Monitoring Service is unable to open
the database. A serious issue such as a disk
failure can cause an inaccessible database.

Change the default alert status level

Alerting is based on the most critical status associated with a database at the time of collection.

@ Note that for certain metrics, using the informational alert means that you no longer receive a warning or
critical alert for events generated by that metric. Please review the situation before setting up an
informational alert.

To change the default alert status level:

1.

aorwn

Right-click any server in the Servers tree.

Select Configure Alerts.

Select Database Status from the list of alerts.

Double-click any of the values on the Configuration tab.

Edit each alert to associate it with the desired alert status level.
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