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Monitor, audit and alert on SQL Server user activity and data
changes

« Track and manage SQL Server database compliance quickly and easily.

« Audit servers, databases, and sensitive data to see who did what. when, where, and how.

« Monitor and alert on suspicious activity to detect and track potential problems.

« Satisfy audits with configurations and reports for multiple regulatory guidelines requirements.
+ Reduce impact on audited servers via a lightweight data collection mechanism.

« Web-based dashboard simplifies visibility and reporting for auditors and reviewers.
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SQL Compliance Manager Release Notes

Designed in partnership with major auditing firms and leading security experts, IDERA SQL
Compliance Manager provides a powerful auditing and compliance solution for Microsoft SQL
Server users. SQL Compliance Manager is a secure, lightweight auditing and reporting solution
for Microsoft SQL Server designed to meet the needs of enterprise-scale SQL Server
implementations. SQL Compliance Manager provides unparalleled auditing and reporting
services that help you meet the stringent requirements of today's internal and external security
standards.

To get a quick glimpse into the newest features, fixed issues, and known issues in this release of
SQL Compliance Manager, review the following sections of the Release Notes:

Learn about key new features in this release
Review issues fixed by this release

Review previous features and fixed issues
See known issues
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New features and fixed issues

IDERA SQL Compliance Manager provides the following new features and fixed issues.

© IDERA, Inc. customers have the sole responsibility to ensure their compliance with the
laws and standards affecting their business. IDERA, Inc. does not represent that its
products or services ensures that customer is in compliance with any law. It is the
responsibility of the customer to obtain legal, accounting, or audit counsel as to the
necessary business practices and actions to comply with such laws.

5.6 New Features

General

Capture Logout Events

Currently SQL Compliance Manager captures Logins and Failed Logins, with SQL CM version 5.6
users have the ability to capture Logouts as a separate tracking option for their registered
servers and for their configured Server Level Privileged Users.

Default Audit Configuration Settings

SQL Compliance Manager provides users with the capability to set up a single Server default
setting and a single Database default setting. Allowing users to set up newly added Servers and
Databases with their exact desired settings. Users also have the ability to apply those default
settings to already registered Servers and Databases. By default, SQL CM provides users with the
Idera Default Settings, which are a set of basic settings to help users start auditing from the
moment a Server is registered. For more information about this feature, see Default Audit
Settings

Add Databases Automatically

SQL Compliance Manager version 5.6 provides users with the ability to enable their Server
Instances to automatically add any new database that is created on an audited server. For more
information about this feature, see Registered SQL Server Properties - Advanced tab.

Configurations Clarifications

Compliance Manager version 5.6 improved the configurations setting to help users have a clear
understanding of what is being audited at Server level and what is being audited at Database
level. With the implementation of a new logic that shows items checked and unavailable for
deselection at the Database level since those items are already selected at the Server level.

@ Please note that it is possible that with the setting inheritance you may collect more

data, to avoid doing so, please review your settings to ensure that all items all collected
as you expect.
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Server Level Trusted Users

SQL Compliance Manager version 5.6 allows users to configure Trusted Users at Server level.
Trusted Users designated at Server level will apply across all databases in the selected server,
giving users a greater control over who is monitored at what level. For more information, see
Trusted Users at Server level.

Sensitive Columns Auditing

SQL Compliance Manager version 5.6 updated the Sensitive Column functionality in order to
alert users if Pll data is selected or altered. To know if such data has been accessed, users can
choose to collect information for Select Only, Selects and DML or for All Activity.

Web Console Updates

SQL Compliance Manager version 5.6 removed all the configuration settings from the Web
Console, to help users have a greater control over who can change audit data while still allowing
granted users to view the information being audited. Centralizing the setting configurations to
the Desktop Console only, makes the Web Console a place where Auditors and Executives can
easily use Reports and Alerts to see the information that they need to see.

Log File

SQL Compliance Manager version 5.6 includes a new Log file that keeps track of the product’s
versions and upgrades. The new Log file, found in the SQL CM installation folder, help users

track the timelines for upgrade versions.
Non-sysadmin

SQL Compliance Manager version 5.6 provides users with the ability to register a non-sysadmin
role with permission to run the Compliance Manager Agent and permission to access the trace
files.

Increase the number of threads processed

SQL Compliance Manager version 5.6 added the option to adjust the number of threads that can
be used to process trace files at a time.
Regulatory Guidelines

GDPR Regulation

SQL Compliance Manager version 5.6 added the General Data Protection Regulation

(GDPR) guideline to the selectable list of regulatory guidelines, providing users with the option
to select GDPR guideline and comply with their auditing needs. For more information about this
feature, see Comply with Specific Regulations.

Reports

Configuration Check Report

SQL Compliance Manager version 5.6 implemented the Configuration Check Report, which
allows users to compare the settings configured on the registered servers and databases with
the previously defined default settings. This report allows users to quickly identify where
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settings may vary from what is defined as the default settings as well as to identify the
differences in the configurations across your registered servers and databases. For more
information about this feature, see Available Reports.

Regulation Compliance Check Report

SQL Compliance Manager version 5.6 implemented the Regulation Compliance Check Report,
which allows users to review the configurations set for all registered servers and databases and
determine if settings comply with the selected Regulatory Guideline. This report compares the
server and database configured settings to the predefined settings for any IDERA supported
Regulation Guideline. For more information about this feature, see Available Reports.

5.6 Fixed Issues

Installation and Configuration issues

+ SQL Compliance Manager version 5.6 resolved the issue where the Compliance Manager Windows Console
rebooted after installing or upgrading the SQL Server 2012 Native client version.

+ Resolved an issue where SQL Compliance Manager recorded Create/Drop index events as “Alter User Table”
events.

+ SQL Compliance Manager version 5.6 implemented updates in the Sensitive Column functionality which
resolved the issue where Sensitive Column events were not displayed if accessed from a view.

+ Resolved an issue where SQL Compliance Manager was not capturing BAD auditing information when two
objects with the same name exist in the same schema.

+ SQL Compliance Manager version 5.6 resolved the issue where SQL Statements for DDL activities was not
getting captured.

+ SQL Compliance Manager version 5.6 resolved the issue which did not allow users to remove a database
from the Administration pane.

+ Resolved an issue where users were able to register active audited databases to archived SQL Servers.

« Resolved an issue where the Capture SQL statements for DDL activities and Security Changes option
could not be selected unless the Database Definition (DDL) option was saved first.

« Resolved the issue where no events got captured for traces performed by non-privileged users.

+ Resolved the issue where using encrypted credentials to deploy SQL Compliance Manager performing a
silent installation returned an authentication error message.

+ Resolved the issue where SQL Compliance Manager was not able to process alerts when a Group of users is
set as a Privileged User.

For more information about new features and fixed issues in versions 5.5.x, see Previous new
features and fixed issues.
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Previous features and fixed issues

This build of IDERA SQL Compliance Manager includes many fixed issues, including the following
updates.

5.5.1 New features
There are no new features in this release

5.5.1 Fixed issues

Administration issues

» IDERA SQL Compliance Manager 5.5.1 process version 4.5 traces files. After upgrading the Collection Server
to version 5.5.1, the agent must be upgraded to the same version. Once both the Agent and the Collection
Server upgrades are complete, SQL Compliance Manager will process trace files. For more information,
see Upgrade to this build.

» Resolved an issue in which the SQL Compliance Manager Collection Server was not processing trace files, or
was processing them slowly, causing backlog files to get accumulated in the Collection Trace Directory in
large transactional databases.

» IDERA SQL Compliance Manager 5.5.1 installation no longer fails if TLS 1.0 is disabled and if SQL Server 2012
Native Client is not available.

» IDERA SQL Compliance Manager 5.5.1 no longer shows the "Violation of PRIMARY KEY constraint" error nor
terminates the statement when performing an archive of a highly transactional database.

« Integrity check runs for archived databases performed through stored procedures.

« IDERA SQL Compliance Manager 5.5.1 installation no longer fails due to an error setting up permissions if the
username used special characters (e.g.",", space characters, etc.).

« IDERA SQL Compliance Manager 5.5.1 supports user names longer than 20 characters as well as special
characters for the user's password, such as £.

5.5.0 New features

Includes updated and new regulation guidelines

IDERA SQL Compliance Manager 5.5 includes updates on PCI DSS and HIPAA regulation
guidelines templates. It also includes new sets of regulation guidelines, allowing users to
perform data audits according the corresponding security rules.

The new regulation guidelines are the following:

« Defense Information Security Agency (DISA STIG)

« North American Electric Reliability Corporation (NERC)
« Center for Internet Security (CIS)

 Sarbanes-Oxley Act (SOX)

« Family Educational Rights and Privacy Act (FERPA)

For more information about this feature, see Comply with specific Regulations.
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Auditing available via SQL Server Audit Logs

IDERA SQL Compliance Manager 5.5 includes the ability to track your alerts via SQL Server Audit
Logs for Agents running on SQL Server 2017 or above. Users can now decide if they want to track
events via Trace Files, Extended Events (SQL Server 2015 and above) or Audit Logs (SQL Server
2017 or above). This new feature is supported in both the Web console and the Windows
Management Console.

For more information about this feature, see Using SQL Server Audit Logs.

Includes a Row Count feature

IDERA SQL Compliance Manager 5.5 includes the row count feature which captures and reports
on the frequency that users access Event types and SQL Statements, alerting database
administrators about suspicious behavior.

@ As part of the row count functionality in SQL Compliance Manager 5.5 and above, we are
now capturing Statement Completed instead of Statement Start. In some cases, if a SQL
statement is run but not executed (e.g. SET SHOWPLAN_XML), SQL Compliance Manager
may pick up those events.

For more information about this feature, see Control data access - Row count.

Enable SQL Extended Events Auditing from the Windows Management Console

SQL Extended Events auditing can now be enabled from both the Web Console and the Windows
Management Console.

For more information about this feature, see Using SQL Server Extended Events.

Supports SQL Server 2017

IDERA SQL Compliance Manager 5.5 now supports installation of the Database Repository for
Collection Server, deployment of the SQL Compliance Manager Agent, and auditing events for
SQL Server 2017.

For more information, see Software requirements.

Supports Windows Server 2016

The user can install IDERA SQL Compliance Manager 5.5 and deploy the SQL Compliance
Manager Agent in Windows Server 2016.

For more information, see Software requirements.
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Allows users to create Sensitive Column data sets

IDERA SQL Compliance Manager 5.5 allows users to create Sensitive Column data sets that can
be monitored as a group of sensitive information. Users can also add Sensitive Column data sets
to any regulation guideline applied in servers or databases.

For more information, see Sensitive Column window.

BAD Alerts

IDERA SQL Compliance Manager 5.5 allows users to add Host Name, Login, and Before-After
data values to the alert message templates.

Agent Deployment method

IDERA SQL Compliance Manager 5.5 allows users to see the agent deployment method in the
Registered SQL Servers window of the Administration view.

Allows users to install or upgrade on a non default drive

IDERA SQL Compliance Manager 5.5 allows users to install and/or upgrade in a non default drive
path.

5.5.0 Fixed issues

Administration issues

+ Audit thresholds appear enabled in the ReportCard even after removing and/or archiving an instance.

+ SQL Compliance Manager 5.5 no longer fails to reach the Collection service on the active node after a
successful failover in a clustered environment.

+ Resolved the issue preventing SQL Scripts files with Supplementary Characters to work on the Collation SQL
Server.

+ Resolved the issue causing unexpected behavior during the manual upgrade of the SQL Compliance
Manager Agent on a remote machine.

« Resolved an issue causing overwritten permissions on the Agent Trace folder after deploying the SQL
Compliance Manager Agent.

Auditing issues

+ SQL Compliance Manager Agent no longer recreates stored procedures every second.

+ Resolved an issue in which SQL Compliance Manager was not showing Before-After data when enabling
capture DML events using Extended Events.

+ Resolved an issue causing DDL Events to display twice for the same event.

+ Resolved an issue in which SQL Compliance Manager was not saving changes made in privileged users when
applying regulation guidelines.

+ Resolved the issue preventing the user to capture SQL Statements for DDL and Security changes.

+ Resolved the issue preventing the capture of Before-After Data when using Extended Events auditing to
capture DML events.
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Reporting issues

« Email notifications for Event Alerts now display the date and time in the Collection Server time zone.
+ SQL Compliance Manager alerts users about the limit of SQL Statements when exporting reports.
+ Resolved an issue preventing users to view and report on audit data or see events.

5.4.2 New features

O IDERA SQL Compliance Manager 5.4 and later depend on certain Microsoft components
that did not ship with SQL Server versions prior to SQL Server 2012 SP1. If you are
installing SQL Compliance Manager's Collection Service on a Repository running on
SQL Server 2012 or below, you must install these components manually. For more
information about this process, see Important installation steps for SQLCM 5.4.x and
above.

Supports TLS 1.2 with SQL CM 5.4.2

IDERA SQL Compliance Manager 5.4.2 includes support for Transport Layer Security (TLS)
version 1.2. The TLS protocol provides encryption, authentication, and data privacy and
integrity when transferring information over a network, including VPN, VOIP, and instant
messaging.

5.4.2 Fixed issues

Administration issues

+ Resolved an issue causing both Primary and Secondary nodes to list the AlwaysOn database as Secondary.
+ Resolved an issue preventing email from working for certain servers and types of events.

Auditing issues

+ Resolved an issue preventing audit of the Availabiity Group listener if a non-default port is used.
« Database-level Privileged User Auditing settings are no longer overwritten by instance-level Privileged User
Auditing settings.
+ Resolved the following integrity check issues:
« users received an integrity check issue message although the scheduled integrity checks all passed
« SQL Server startup events caused an integrity check failure
+ Integrity checks didn't match the Audit events in the SQLCM Repository

« Resolved an issue causing the database name to return blank for Login Events in some places.

+ SELECT statements no longer appear as UPDATE statements.

+ Resolved an error that occurred when the eventld reached the max limit of Integer. The error was, "Cannot
insert duplicate key row in object 'dbo.Events' with unique index 'IX_Events_eventld'.

+ No longer generates the Column Value Changed Data alert twice for Before-After auditing events.

+ Resolved an issue causing an error when updating a table that contains an image and the table name
contains a hyphen.

+ The default Events view now displays data for a single day rather than 30 days.

+ Resolved an issue preventing the proper function of the Exporting/Importing Database DML Filter audit
settings.
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Archiving issues

+ During archiving, users no longer receive a "Violation of PRIMARY KEY" error during archiving.

Reporting issues

+ Resolved an issue that prevented users from running the DML Activity (Before-After) report.

5.4.0 New features

© IDERA SQL Compliance Manager 5.4 depends on certain Microsoft components that did
not ship with SQL Server versions prior to SQL Server 2012 SP1. If you are installing SQL
Compliance Manager's Collection Service on a Repository running on SQL Server
2012 or below, you must install these components manually. For more information
about this process, see Important installation steps for SQLCM 5.4.x and above.

Improves archiving through the availability of SQL Server Extended Events

IDERA SQL Compliance Manager 5.4 includes support for event handling with SQL Server
Extended Events. This optional feature is available for use in auditing instead of using SQL
Trace. Running Extended Events offers a performance improvement over the default SQL Trace
audit event gathering system and is available for instances running SQL Server 2012 and later.
For more information about using the Extended Events option, see Using SQL Server Extended
Events.

Includes new Sensitive Column Search

Included in this release is integration with a free tool from IDERA called SQL Column Search.
Available from the IDERA SQL Compliance Manager Instance Details view, this feature allows
you to search tables and columns on a targeted database to discover the location of sensitive
data needing to be audited. For more information about using the Sensitive Column Search,
see Sensitive Column Search window.

Offers SQL Compliance Manager Windows Console functionality in the Web
Console

The following features previously available only through the IDERA SQL Compliance Manager
Windows Console now are available in the Web Console as well:

» Importing sensitive columns
« Importing audit settings including instance and database templates
« Exporting audit settings including instance and database templates

Includes updated regulatory guideline templates

IDERA SQL Compliance Manager includes a number of regulatory guideline templates for
customer use. IDERA SQL Compliance Manager 5.4 includes updates for these templates. For
more information about this feature, see Comply with specific regulations.
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5.4.0 Fixed issues

Installation and upgrade issues

« Enabled Capture Transaction Status for DML Activity no longer replaces SQL statement values with
variables.

+ This release resolves an issue that prevented auditing when two tables has the same name but different
schema

« Anerror no longer occurs while updating the audit configuration file due to duplicate database IDs.

« Improves Collection Server performance while processing trace files.

« Corrects an issue preventing the Collection Trace directory from being created when the user chooses a non-
defaultinstallation path.

« IDERA SQL Compliance Manager 5.3 now supports SQL Compliance Manager Agent silent installation.

+ Resolves an issue causing heartbeat alerts for instances after they are archived.

« Resolves an error that appeared when a user added privileged users while applying a custom Audit
Collection Level.

« Fixed an error causing the collection of non-audited database data when Capture SQL statements for DML
and SELECT activity is enabled.

+ Before-After data now works during an update when auditing selected columns.

+ Non-AlwaysOn Availability Group databases can no longer be added to an AG server for auditing.

« Resolves an issue causing an invalid object name error with 'sys.dm_os_window_info' for SQL Server 2005
agents.

5.3.1 New features
Supports SQL Server 2016

IDERA SQL Compliance Manager 5.3.1 and later support audited and collection servers
using Microsoft SQL Server 2016. For more information about supported platforms,
see Software requirements.

5.3.1 Fixed issues
There are no fixed issues in this release.

5.3.0 New features

Expanded the SQL Compliance Manager Web console to provide a richer set of
capabilities online

IDERA SQL Compliance Manager 5.3 continues to build on the work developed by prior versions
to bring a richer set of capabilities to the web console. New web capabilities include:
« an ability to set up notifications for auditing thresholds; allowing a user to set up a threshold and select the
delivery method such as email, Windows event log, or SNMP traps.
+ additional views such as the Enhanced Audited Database, Enhanced Alert, and New Logs views.

« the ability to export views to PDF, CSV, and XML formats.
« additional new widgets that show different activities and audited SQL Server instances.

Integration with IDERA Dashboard 2.2

IDERA Dashboard integration began with SQL Compliance Manager 5.0, which centralizes the
common administration, tasks, and views across all IDERA SQL products. This release of SQL
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Compliance Manager expands this integration by supporting IDERA Dashboard 2.2, which
includes the following widgets specific to SQL Compliance Manager:
« SQL Compliance Manager Audited Instances Widget. Displays a list of audited SQL Server instances.

« SQL Compliance Manager Enterprise Activity Report Card. Displays your SQL Compliance Manager
enterprise activity in a line graph.

For more information about using SQL Compliance Manager widgets within the IDERA
Dashboard, see Overview tab.

Limited Support for SQL Server 2016

IDERA supports installation of SQL Compliance Manager 5.3 on Microsoft SQL Server 2016 with
limited technical support. Full technical support is available a short period after SQL Server 2016
is generally available.

5.3.0 Fixed issues

General

+ Resolved an issue that did not properly update group permissions after modification and honored group
settings over the individual user account in some situations.
« Improved Permissions Check functionality to prevent false or inconsistent results.

Installation

+ Renamed the SQL Compliance Processing database
from SQLCompliance.Processingto SQLComplianceProcessing.

« Corrected an issue preventing the ... button from properly working in the Add SQL Compliance Manager
Agent Service window on Windows 2012/2012 R2 installations.

Licensing

« Resolved an issue causing users with AlwaysOn Availability Groups to receive a message that the maximum
number of servers is reached while they actually had less than that limit.

Services

« Improved the Collection Service performance to be able to process a substantially large number of trace
files.

Auditing

+ SQL Compliance Manager now can log events that are accessed through a view.

« Sensitive column traces no longer include events from databases not configured for sensitive column
auditing.

+ Resolved an issue that prevented SQL Compliance Manager from discovering and auditing new users added
to the list of Trusted Users / Privileged Users within a domain group without manually updating the audit
settings.

» Exported audit settings now include database level privileged users.

5.0.0 New features
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Fully supports the SQL Server AlwaysOn Availability Groups feature

SQL Compliance Manager 5.0 now allows DBAs to monitor their availability groups, availability
replicas, and availability databases through AlwaysOn Availability in SQL Server 2012 and
newer. AlwaysOn automatically switches auditing from the primary to the secondary replica in
the event of failure as well as failback to primary when it comes back online. This advantage
prevents a loss of audit data trail in the event of failure.

Support for this feature also comes with:

+ An Availability Group Statistics report that allows you view the historical health of your availability groups,
availability replicas, and availability databases.

« An Availability Group Topology report that allows you to view the current topology of your availability
groups configuration.

« Monitoring of key metrics specific to the AlwaysOn Availability Groups feature.

« Queue Size and Transfer Rates charts.

For additional information on SQL Compliance Manager and the AlwaysOn Availability Groups
feature, see Enable automatic failover using AlwaysOn Availability Groups.

Offers a technology preview of a new web-based SQL Compliance Manager
Dashboard

Along with the integration of the IDERA Dashboard, SQL Compliance Manager 5.0 includes a
preview of a newly-designed web console that offers quick views of key audit trail activities on
your SQL Servers from any web browser. Identify key compliance issues quickly and provide an
easy access point to non-DBAs without giving them access to the entire Management Console.

Added integration with the IDERA Dashboard

SQL Compliance Manager 5.0 now integrates with the IDERA Dashboard, a common technology
framework designed to support the IDERA product suite. Users are able to obtain an overview of
the status of their SQL Servers and hosted databases all in a consolidated view and navigate to
individual product dashboards for details. The IDERA Dashboard provides a central set of
services for managing users, product registry, instance registry, aggregated alerts across IDERA
applications, a central web server, and tags for grouping instances. For more information about
the IDERA Dashboard, see Navigate the IDERA Dashboard web console.

Moved to the Windows .NET 4.0 framework

SQL Compliance Manager 5.0 supports Microsoft Windows operating systems using .NET 4.0.
Note that .NET 4.0 or later must be installed on the audited server. For more information about
requirements, see Software requirements.

5.0.0 Fixed issues

« Active Trace is now properly cleared when necessary.

« Achange to the SQL Compliance Manager login filter settings from minutes to seconds fixes an issue that
allowed new user events such as failed login attempts to be missed in reports.

« You can now view Reports in .CSV format.
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« SQL Compliance Manager 5.0 includes an update that clarifies alert email triggers when users to have two
alert rules for Sensitive Columns.

+ SQL Compliance Manager no longer displays conflicting data by including a fix that forces the collection of
object names while processing trace file records.

+ Regular user accounts are no longer able to capture SQL text used in admin activities without enabling
additional options.

« When you have multiple columns selected for a particular table in Before-After Data (BAD), SQL Compliance
Manager no longer labels events that update other columns as BAD events.

+ SQL Compliance Manager now includes descriptions for ALTER ANY SCHEMA and ALTER ANY USER in the
tracejob.cs file.

+ The permissions check process is updated in SQL Compliance Manager 5.0 to avoid any issues when
performing a check.

« Eventtypes 158 and 258 now include expanded details that display when these types of events occur.

+ SQL Compliance Manager Integrity Check now properly tracks and reports on deleted rows.
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Known issues

IDERA strives to ensure our products provide quality solutions for your SQL Server needs. The
following known IDERA SQL Compliance Manager issues are described in this section. If you
need further assistance with any issue, please contact Support.

General Issues

Import Database settings with DML/SELECT filters, flips import settings.

When users import database audit settings and apply those settings to multiple databases, the
imported settings apply only to some databases. If user imports and applies the audit settings
to the same databases again, the configuration settings get flipped, applying the import settings
to the databases it did not apply to before while deleting the settings from the ones it previously
applied them to.

SQL Compliance Manager Object Activity Report renders all data on a single page.

When the Object Activity Report is run, the report displays all the collected data in a single page.

SQL Compliance Manager traces are getting collected on the Passive nodes of an
Availability Group.

When a primary node becomes a secondary node, the Stored Procedure does not get disabled
for the secondary node and the trace files keep gathering. This causes an accumulation of trace
files on the secondary node.

Follow the steps below for the workaround to stop trace files from generating on the secondary node:

1. Launch Trace Manager from the SQL Compliance Manager Desktop Console. SQLCM Menu-bar>Tools>Trace
Manager.
2. Enterthe SQL Server Instance name and click the Connect button.

& When working on a secondary node of an Availability Group, use the secondary “s
instance name.

w

In the SQLcompliance Stored Procedures field, make sure to check the “_" and “_” options.
Click the “Drop SQLcompliance Stored Procedures” button.
5. Inthe Registered Traces field, from the list of running traces, select the entries related to the SQL CM traces.

>

& Use thefile path to determine the traces related to SQL CM. Or check the Agent
Properties for the audited instances to verify the trace directory file path.

6. Once the desired registered trace is selected, click the Stop button. Select the record again and click the
Close button.
7. Repeatsteps 5 and 6 for the remaining SQL CM traces.
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Invalid stored procedures call to sp_SQLcompliance_AuditXE.

A message about an invalid stored procedure appears in the SQL Server Logs; "Could not find
stored procedure master.dbo.sp_SQLcompliance_AuditXE". The error message appears
because no stored procedure with the name "master.dob.sp_SQLcompliance_AuditXE"
exists.

Event Filter does not work on Sensitive Column Data.

When using an Event Filter for a specific Login, all events captured get filtered except for the
Sensitive Column SELECT operations.

The Add Dataset configuration window is allowing to add more of one Dataset of the same
table.

When users add a Dataset as part of the tables audited for Sensitive Column Access, SQL CM has
anissue that allows users to add the same Dataset multiple times.

Known issues in version 5.5.1

Installation and configuration issues

« (Fixed in version 5.6) Installation or upgrade of SQL Server 2012 native client may cause the system to
reboot. When installing or upgrading the version of the native client, once the process is complete, a system
reboot occurs without previous warning.

« IDERA Dashboard 3.0.3 and later does not support SQL Server 2005 SP1. Users should not attempt to install
SQL Compliance Manager with IDERA Dashboard 3.0.3 and later on a SQL Server 2005 SP1 as that version of
SQL Server is not supported by IDERA Dashboard.

General issues

« Case-sensitivity required when specifying the Repository database name. When specifying the location and
name of your Repository database, SQL Compliance Manager requires that you use proper capitalization.

+ IDERA SQL Compliance Manager does not capture Linked Server Trace Events for SQL Server 2005. Linked
server events are not present in the trace files for SQL Server 2005, therefore linked server events are not
captured in IDERA SQL Compliance Manager and no alerts will trigger. Microsoft has ended extended
support for this version.

« (fixed in version 5.6) Create/Drop index events recorded as “Alter User Table” event. SQL Compliance
Manager records Create/Drop index events as “Alter User Table” events.

« (fixed in version 5.6) IDERA SQL Compliance Manager is not loading events accessed through a View. SQL
Compliance Manager does not display Sensitive Column events when accessed from a view. To access the
information using views gather and filter out all SELECT statements. Note that this action will cause extra
collection.

« (Fixed in version 5.6) Issues loading BAD auditing information. IDERA SQL Compliance Manager is not able
to capture BAD auditing information when two objects with the same name exist in the same schema.

+ (Fixed in version 5.6) SQL Text is not captured for DDL Statements. When monitoring an instance for DDL
event, SQL Compliance Manager is not able to capture SQL Statements for DDL activities unless a user is
added to the Privileged User Group. Users can also capture SQL Text by selecting Capture SQL statements
for DDL and Security changes at Database Level.
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Known issues in version 5.5

General issues

« ( Fixed in version 5.5.1) When users try to upgrade from SQL Compliance Manager 4.5 to 5.5, trace files are
not processed. If you currently work with SQL Compliance Manager 4.5, before upgrading stop the
Collection Service, Agent Service, and disable auditing to stop trace file processing, then proceed to upgrade
to SQL Compliance Manager 5.5, and configure and enable auditing. Upon upgrading to SQL Compliance
5.5, users must upgrade all agents to a 5.x version first. For more information, see Upgrade to this build.

« ( Fixed in version 5.5.1) The SQL Compliance Manager Collection Server is not processing trace files, or
processing them slowly, causing backlog files to get accumulated in the Collection Trace Directory in large
transactional databases.

The workaround for this issue is to increase the tamper detection interval and the Collection interval.

« ( Fixed in version 5.5.1) IDERA SQL Compliance Manager installation fails if TLS 1.0 is disabled and if SQL
Server 2012 Native Client is not available. IDERA SQL Compliance Manager 5.5 installs SQL Server 2012
native client (version 11.0.2100.60) which does not support TLS 1.2 enabled as per Microsoft.
https://support.microsoft.com/en-us/help/3135244/tls-1-2-support-for-microsoft-sql-server
Users with SQL Server versions prior to SQL Server 2012 R2 SP3 need to enable TLS 1.0 or update the native
client to the supported version (11.4.7001.0) following the link below:
https://www.microsoft.com/en-us/download/details.aspx?id=50402

+ ( Fixed in version 5.5.1) SQL Compliance Manager does not process trace files generated by an older Agent
after upgrading versions of the Collection Server and the Agent.

Auditing issues

« ( Fixed in version 5.5.1) When performing an archive of a highly transactional database with SQL
Compliance Manager, the application shows a “violation of PRIMARY KEY constraint” error and terminates
the statement. The workaround for this issue is to rename the current archive database, along with the
database files associated to it and perform a new archive operation. The operation should create a new
archive database and database files.

Known issues in version 5.4.x

General issues

+ ( Fixed in version 5.5.1) SQL Compliance Manager does not accept user names longer than 20 characters
and does not support some special characters for the user password, such as £.

+ Removing databases using the Administration pane in the Management Console does not work. You can
remove databases using the Explorer Activity panel.

 ( Fixed in version 5.5) During an Agent-only installation, if you accept the default destination path for SQL
Compliance Manager, and then select a different destination drive and use a sub-folder in the Agent Trace
Directory dialog box, the installer does not create the Agent Trace Directory during installation. If this issue
occurs, reinstall the Agent specifying a folder instead of a sub-folder as the destination path or use the
default path specified in the installer.

Auditing issues

« If the audit settings are configured to audit DML events for a selected table, and extended events is enabled
for DML and Select on the Instance, SQL Compliance Manager collects audit data for all tables and not only
the selected table. If you turn off extended events, auditing correctly collects data for the selected table
only.
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« ( Fixed in version 5.5) Execute events are captured when extended events is enabled. There may be some
extra events captured and shown through the Extended Events auditing than the events shown through the
Trace method.

« ( Fixed in version 5.4.2) Cannot insert duplicate key row in object 'dbo.Events' with unique index
'IX_Events_eventld'.

« ( Fixed in version 5.4.2) DatabaseName appears as empty for Login Events. SQL Compliance Manager 5.4
traces do capture the DatabaselD, but do not include the database name.

« ( Fixed in version 5.5) Applying a regulation guideline does not work when there is a Privileged User
defined.

« ( Fixed in version 5.4.2) Case-sensitive collation may prevent some trusted and privileged users from being
captured.

« ( Fixed in version 5.4.2) Auditing an AlwaysOn database using the Node method causes the Registered SQL
Servers list to display both nodes as Secondary.

+ Audit Snapshot does not include setting to capture DDL SQL statements.

« Before-After data does not appear for Binary Collation SQL Server instances when extended events is
enabled.

« ( Fixed in version 5.4.2) Audit settings at an instance level take precedence over database-level settings for
a Privileged User.

« ( Fixed in version 5.5) Agent trace folder permissions are overwritten when the Agent is deployed.

« ( Fixed in version 5.4) SQL Compliance Manager attempts to contact the Agent (heartbeat check) on
attached archive databases.

« ( Fixed in version 5.5) Users who export reports to Microsoft Excel fail when the SQL text contains more
than 32,767 characters.

« ( Fixed in version 5.4.2) Some SQL Server startup/stop events may cause the integrity check to fail.

+ The Audit Events tab may display an incorrect user name in the Login column when auditing start and stop
server events.

« ( Fixed in version 5.4.2) A known SQL Server issue causes some SQL Compliance Manager SELECT
statements to appear as DML events. This issue occurs when a user audits both SELECT and DML. SQL
Compliance Manager captures many events when certain columns are selected from certain system tables
from a single SELECT statement query and shows them as individual DML events.

Specifically, the SELECT statement which uses the permissions() function generates only DML event
traces and not a SELECT event trace. This step results in SQL Compliance Manager reporting the SELECT
statement as a DML event. In addition, the permissions () function is deprecated. Microsoft recommends
in MSDN documentation that users implement the Has_Perms_By_Name () function instead of

the permissions () function. The difference between these two functions is that

the permissions () function always generates the DML event traces while

the Has_Perms_By_Name () function generates event traces according to permission type used. For
example, SELECT event traces for SELECT permission types, and DML event traces for EXECUTE or DELETE
permission types.

« ( Fixed in version 5.4.2) Users who change the default port for the AlwaysOn Availability Group from the
default may experience the following issues. to avoid these issues, change the listener to the default port.

+ SQL Compliance Manager does not accept the name format when attempting to add the listener
name using the Cluster Configuration Console.

« If the port is not added, the agent cannot connect to the SQL Server instance. You can manually add
the port to the registry setting later and it will then connect to the instance after restarting the
SQLcomplianceAgent.

« Users cannot connect to the SQL Server instance even when adding the listener with the portin the
SQL CM console.

« The Permissions Check also fails.

« When you change the definition of a table you are auditing to include BLOB data types, the Before-After data
trigger prevents UPDATE, DELETE, and INSERT operations from modifying the table, such as through stored
procedures or third-party applications. This issue is most likely to occur when you are auditing all columns
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in the target table. This issue occurs because Before-After auditing does not support BLOB data types (such
as text, image data, or XML code). To correct this issue, change the data definition of the table.

+ SQL Compliance Manager does not support collecting and processing events from encrypted SQL Server
trace files. This issue is most likely to occur in environments that use third-party encryption software. For
example, some applications can be configured to automatically encrypt all new files created on a specific
computer. If you are running encryption software in your SQL Server environment, verify the encryption
settings to ensure the application does not encrypt trace files on the audited SQL Server instances.

« After removing a server from auditing and leave registered databases archived, the user is able to right-click
the archived database ‘server’ and register databases to audit.

« Users can select “Capture SQL statements for DDL activities” only if the “Database Definition DDL” option is
saved first.

Alerting issues

« Filtering by time does not work properly on the Alerts view.

« Some status alerts including Agent trace directory reached size limit and Collection Server trace directory
reached size limit do not display properly in the Web Console.

« Status alerts are not generated for alert rules of the Agent cannot connect to audited instance Rule Type.

+ ( Fixed in version 5.5) SQL Statement is not captured or displayed when viewing Event Properties for
Create SQL Login and Create Windows Login events.

«+ ( Fixed in version 5.4.2) A Column Value Changed data alert is generated twice for each Before-After audit
event.

Reporting issues

+ ( Fixed in version 5.4.2) The DML Activity (Before-After) report, when deployed to SQL Server Reporting
Services, does not run properly. You can view the report in the Console.
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Welcome to SQL Compliance Manager

IDERA SQL Compliance Manager is a secure, lightweight auditing and reporting solution for
enterprise-level Microsoft SQL Server environments.

Need help using SQL Compliance Manager? See the following sections:

Start auditing events

Alert on suspicious audit data

Alert on SQL Compliance Manager status
Report on audit data
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What is SQL Compliance Manager?

Designed in partnership with major auditing firms and leading security experts, IDERA

SQL Compliance Manager provides a powerful auditing and compliance solution for Microsoft
SQL Server users. SQL Compliance Manager is a secure, lightweight auditing and reporting
solution for Microsoft SQL Server designed to meet the needs of enterprise-scale SQL Server
implementations. SQL Compliance Manager provides unparalleled auditing and reporting
services that help you meet the stringent requirements of today's internal and external security
standards.

SQL Compliance Manager provides many critical features:

Low overhead data collection

Central Repository of audit data

Central Management Console

Pre-defined compliance reports

Secure ad-hoc queries for auditors

Forensic analysis

Efficient, secure data archival

Comprehensive reporting to satisfy audit requirements (PCI DSS, HIPAA)

SQL Compliance Manager is the only solution that lets you quickly, easily, and securely answer
the demands of on-the-spot reports, routine audits, and long-term event trending across your
SQL Server environment.
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How SQL Compliance Manager helps

As a database administrator, you need a comprehensive and easy-to-use auditing and reporting
solution that helps ensure continuous compliance while protecting the integrity of your audit
data and SQL Server environment. IDERA SQL Compliance Manager is specifically designed to
meet these requirements. SQL Compliance Manager helps you meet multiple goals, whether you
are fulfilling the requirements of internal auditors or simply need to feel comfortable with your
database security model.

Ensure continuous compliance

SQL Compliance Manager goes beyond traditional auditing approaches by providing monitoring
and auditing of all data access, updates, data structure modifications, and changes to security
permissions. The audit data captured is stored in a central Repository for reporting, querying,
and analysis.

You can easily configure SQL Compliance Manager to audit only the events you need to track.
This flexibility ensures you have a continuous stream of audit data to ensure continual
compliance with internal and external security standards.

Achieve low overhead data collection

SQL Compliance Manager employs an efficient, low overhead data collection technology. A light
agent monitors the SQL Server trace data stream, collects the audit data, and sends it back to
the Repository. You can configure the type and detail of audit data you want to collect on an
individual SQL Server instance or database. No changes to applications or production
databases are required.

Leverage powerful reporting and analytics

SQL Compliance Manager is the only solution that provides secure and comprehensive reporting
on and analysis of your audit data. SQL Compliance Manager provides many pre-defined reports
that you can immediately use to track audited events. SQL Compliance Manager also leverages
the flexibility and power of Microsoft SQL Server Reporting Services (Reporting Services).
Through Reporting Services, you can modify the pre-defined reports or create custom reports
that meet your specific auditing needs.

Protect integrity of audited data

SQL Compliance Manager leverages your existing SQL Server security model to enforce data
access. You can easily and securely control who has the ability to configure, view, or report on
audit data. SQL Compliance Manager integrates with and conforms to your internal security
policies, allowing granular access control at the database level.

SQL Compliance Manager is engineered to provide a trusted, immutable source of audit data. Its
powerful self-auditing features ensure that you are alerted to any changes to data collection
settings or attempts to tamper with the audit data repository.
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Realize rapid deployment and scalability

With DynamicDeployment™ technology, a light agent is dynamically deployed to the specific
SQL Server instances you want to audit. This approach enables you to configure and deploy
SQL Compliance Manager in minutes. There is no need to perform time-consuming software
installs on each target server. The agent eliminates risk and increases performance by running
as a separate process outside the SQL Server process space.

SQL Compliance Manager is specifically designed to support large SQL Server installations.

SQL Compliance Manager scales from auditing a single SQL Server instance to thousands of SQL
servers around the globe, from databases with only a few tables to databases with thousands of
tables and large volumes of data.

Satisfy regulation requirements

When a user accesses sensitive data or when breach occurs, SQL Compliance Manager identifies
the content of the event including the date, time, data accessed, and by whom, providing a clear
audit trail and alerting those individuals who may need to take action.

SQL Compliance Manager provides comprehensive reporting to satisfy audit requirements with
regulatory and data security rules such as PCI DSS and HIPAA. SQL Compliance Manager audits
all SQL Server activity including login access (successful/failed) and permission activity, and
provides tracking reports to help you detect abnormal access to the data. All SQL Compliance
Manager audit data is stored in a tamper-proof repository.
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Find answers

This documentation set includes a comprehensive online Help system as well as additional
resources that support you as you install and use the product. You can also search the IDERA
Solutions knowledge base, available at the IDERA Customer Service Portal.
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Document conventions

IDERA documentation uses consistent conventions to help you identify items throughout the
printed online library.

Convention Specifying

Bold Window items

[talics Book and CD titles
Variable names
New terms

Fixed Font File and directory names

Commands and code examples
Text typed by you

Straight brackets, as in [value] Optional command parameters
Curly braces, as in {value} Required command parameters

Logical OR, asin value 1 | value 2 Exclusively command parameters where only one of the

options can be specified

IDERA | Products | Buy | Support | Community | About Us | Resources | Legal 37


http://www.idera.com/
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com/
http://community.idera.com/
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

SQL Compliance Manager 5.6

How to use this Help system

The IDERA wiki includes a comprehensive online Help system as well as additional resources
that support you as you install and use IDERA products. You can also search multiple IDERA
support solutions in the IDERA Customer Service Portal.

Additionally, IDERA helps you by providing:

« 24/7 technical support for critical issues.
« Availability to report cases and access a web-based customer portal for update status.
 Access to our Knowledge center where you can find FAQs, How To’s, Best Practices, and Webcasts.

This wiki includes the following Web browser minimum requirements:

« Internet Explorer 9.0

 Mozilla Firefox

+ Google Chrome

+ Microsoft Edge
You can access the IDERA SQL Compliance Manager Help system through the Help icon on the
top right section of your window or by pressing F1 on the section where you need more
information.

You can print a help topic from the wiki using the Print function in your browser.
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About IDERA

® This information can be found in the footer, therefore these pages are information
duplication and not needed. Will hide them just in case we need them back

IDERA is a leading provider of application and server management solutions. We have a wide
variety of performance management products for Microsoft SQL Server, and award-winning
server backup solutions for both managed service providers and enterprise customers. IDERA
products install in minutes and start solving server problems immediately, giving administrators
more time, reduced overhead and expenses, and increased server performance and reliability.
We are a Microsoft Gold Certified partner, headquartered in Houston, Texas, with offices in Asia
Pacific, Australia, New Zealand, Europe, Africa, and Latin America. So we're everywhere your IT
needs are.
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Contact IDERA

@® This information can be found in the footer, therefore these pages are information
duplication and not needed. Will hide them just in case we need them back

Please contact IDERA with your questions and comments. We look forward to hearing from you.
For support around the world, please contact us or your local partner.

For a complete list of our partners, please visit our IDERA website.

Sales 713.523.4433
1.877.GO.IDERA (464.3372)
(only in the United States and Canada)

Sales Email sales@idera.com

Support 713.533.5144
1.877.GO.IDERA (464.3372)
(only in the United States and Canada)

www.idera.com/support

Website www.idera.com
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IDERA products

@® This information can be found in the footer, therefore these pages are information
duplication and not needed. Will hide them just in case we need them back

Our tools are engineered to scale from managing a single server to enterprise deployments with
thousands of servers. IDERA products combine ease of use with a design that installs in minutes,
configures in hours, and deploys worldwide in days. To learn more about IDERA products, visit
the IDERA Web site at www.idera.com.
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Legal notice

@® This information can be found in the footer, therefore these pages are information
duplication and not needed. Will hide them just in case we need them back

IDERA, Inc. ("Idera") makes information and products available on this web site, subject to the
following terms and conditions. By accessing this web site, you agree to these terms and
conditions. Idera reserves the right to change these terms and conditions, and the products,
services, prices, and programs mentioned in this web site at any time, at its sole discretion,
without notice. Idera reserves the right to seek all remedies available by law and in equity for
any violation of these terms and conditions. THIS WEB SITE MAY INCLUDE TECHNICAL OR OTHER
INACCURACIES. CHANGES ARE PERIODICALLY MADE TO THE INFORMATION HEREIN. HOWEVER,
IDERA MAKES NO COMMITMENT TO UPDATE MATERIALS ON THIS WEB SITE.

Trademark

3rdrail, Appmethod, Approve, Blackfish, C#Builder, C++Builder, Codegear, Coderage,
Codewright, CopperEgg, CopperEgg logo, Data Voyager, Datasnap, DBArtisan, Delphi, Delphi
Prism, Describe, Do More Now, DT/Studio, EMBARCADERO, EMBARCADERO logo, Embarcadero
All-Access, Embarcadero Rapid SQL, Embarcadero ToolCloud, ER/Studio, Extreme Test,
Firemonkey, Interbase, J Optimizer, Jbuilder, JDataStore, Jgear, Kylix, Powerstudio, Precise,
Precise Software, RADPHP, Rapid SQL, RevealStorage, SQL Boost, SQL Compliance

Manager, SQL Diagnostic Manager, SQL Mobile Manager, SQL Safe, SQL Secure Thingbase,
Thingconnect, Thingpoint, Thingware, Turbo, Turbo C, Turbo Debugger, Turbo Pascal, Two-
Way-Tools, Up.Time, IDERA, and the IDERA logo are trademarks or registered trademarks of
Idera, Inc., or its subsidiaries in the United States and other jurisdictions. All other company and
product names may be trademarks or registered trademarks of their respective companies.
Elements of this web site are protected by trade dress or other laws and may not be imitated or
reproduced in whole or in part.

Copyright

The information on this web site is protected by copyright. Except as specifically permitted, no
portion of this web site may be distributed or reproduced by any means, or in any form, without
Idera's prior written consent.

Use of the Software

The software and accompanying documentation available to download from this web site are
the copyrighted work of Idera. Use of the software is governed by the terms of the License
Agreement, which accompanies such software. If no license accompanies the download, the
terms of the license, which accompanied the original product being updated, will govern. You
will not be able to use, download, or install any software unless you agree to the terms of such
License Agreement.
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Use of web site information

Except as otherwise indicated on this web site, you may view, print, copy, and distribute
documents on this web site subject to the following terms and conditions:
1. The document may be used solely for informational, personal, non-commercial purposes;
2. Any copy of the document or portion thereof must include all copyright and proprietary notices in the same
form and manner as on the original;
3. The document may not be modified in any way; and
4. ldera reserves the right to revoke such authorization at any time, and any such use shall be discontinued
immediately upon notice from Idera.

Documents specified above do not include logos, graphics, sounds or images on this web site or
layout or design of this web site, which may be reproduced or distributed only when expressly
permitted by Idera.

Warranties and Disclaimers; Liability Limitations

EXCEPT AS EXPRESSLY PROVIDED OTHERWISE IN A WRITTEN AGREEMENT BETWEEN YOU AND
IDERA, ALL INFORMATION AND SOFTWARE ON THIS WEB SITE ARE PROVIDED "AS IS" WITHOUT
WARRANTY OR CONDITIONS OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OR CONDITIONS OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE, OR NON-INFRINGEMENT.

IDERA ASSUMES NO RESPONSIBILITY FOR ERRORS OR OMISSIONS IN THE INFORMATION OR
SOFTWARE OR OTHER DOCUMENTS WHICH ARE REFERENCED BY OR LINKED TO THIS WEB SITE.

IN NO EVENT SHALL IDERA BE LIABLE FOR ANY SPECIAL, INCIDENTAL, INDIRECT OR
CONSEQUENTIAL DAMAGES OF ANY KIND, OR ANY DAMAGES WHATSOEVER (INCLUDING
WITHOUT LIMITATION, THOSE RESULTING FROM: (1) RELIANCE ON THE MATERIALS PRESENTED,
(2) COSTS OF REPLACEMENT GOODS, (3) LOSS OF USE, DATA OR PROFITS, (4) DELAYS OR
BUSINESS INTERRUPTIONS, (5) AND ANY THEORY OF LIABILITY, ARISING OUT OF ORIN
CONNECTION WITH THE USE OR PERFORMANCE OF INFORMATION) WHETHER OR NOT IDERA
HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. SOME STATES DO NOT ALLOW THE
LIMITATION OR EXCLUSION OF LIABILITY FOR INCIDENTAL OR CONSEQUENTIAL DAMAGES SO
THE ABOVE LIMITATIONS OR EXCLUSIONS MAY NOT APPLY TO YOU.

Submissions

With the exception of credit card numbers for the purchase of products and services, Idera does
not want to receive confidential or proprietary information through its web site.

Any information sent to Idera, with the exception of credit card numbers, will be deemed NOT
CONFIDENTIAL. You grant Idera an unrestricted, irrevocable license to display, use, modify,
perform, reproduce, transmit, and distribute any information you send Idera, for any and all
commercial and non-commercial purposes.

You also agree that Idera is free to use any ideas, concepts, or techniques that you send Idera for
any purpose, including, but not limited to, developing, manufacturing, and marketing products
that incorporate such ideas, concepts, or techniques.
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Idera may, but is not obligated to, review or monitor areas on its web site where users may
transmit or post communications, including bulletin boards, chat rooms, and user forums. Idera
is not responsible for the accuracy of any information, data, opinions, advice, or statements
transmitted or posted on bulletin boards, chat rooms, and user forums.

You are prohibited from posting or transmitting to or from this web site any libelous, obscene,
defamatory, pornographic, or other materials that would violate any laws. However, if such
communications do occur, Idera will have no liability related to the content of any such
communications.

Some companies, names, and data in this document are used for illustration purposes and may
not represent real companies, individuals, or data.

Governing Law and Jurisdiction

You agree that all matters relating to your access to, or use of, this web site and these terms and
conditions shall be governed by the laws of the state of Texas. You agree and hereby irrevocably
submit to the exclusive personal jurisdiction and venue of the state courts of Texas located in
Harris County, Texas, and the United States District Court for the Southern District of Texas, with
respect to such matters.

Idera makes no representation that information on this web site are appropriate or available for
use in all countries, and prohibits accessing materials from territories where contents are illegal.
Those who access this site do so on their own initiative and are responsible for compliance with

all applicable laws.

Export Control Laws

Certain Idera products, including software, documentation, services, and related technical data,
available on the Idera and other web sites are subject to export controls administered by the
United States (including, but not limited to, the U.S. Department of Commerce Export
Administration Regulations (“EAR”)) and other countries including, controls for re-export under
European Union, the Singapore Strategic Goods Control Act, and the import regulations of other
countries. Diversion contrary to U.S. or other applicable law of any Idera product or service is
prohibited. Export, re-export or import of products and services may require action on your
behalf prior to purchase and it is your responsibility to comply with all applicable international,
national, state, regional and local laws, and regulations, including any import and use
restrictions. Idera products and services are currently prohibited for export or re-export to Cuba,
Iran, North Korea, Sudan, Syria, or to any country then subject to U.S. trade sanctions. Idera
products and services are prohibited for export or re-export to any person or entity named on
the U.S. Department of Commerce Denied Persons, Entities and Unverified Lists, the U.S.
Department of State's Debarred List, or the U.S. Department of Treasury's lists of Specially
Designated Nationals, Specially Designated Narcotics Traffickers, or Specially Designated
Terrorists. Idera products and services are prohibited from use with chemical or biological
weapons, sensitive nuclear end-users, or missiles, drones or space launch vehicles capable of
delivering such weapons. By downloading or using any product from this web site, or
purchasing any service, you are acknowledging that you have read and understood this notice
and agree to comply with all applicable export control laws. You are also representing that you
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are not under the control of, located in, or a resident or national of any prohibited country, and
are not a prohibited person or entity. This notice is not intended to be a comprehensive
summary of the export laws that govern the products and services. It is your responsibility to
consult with a legal adviser to ensure compliance with applicable laws.

United States Government Rights

All Idera products and publications are commercial in nature. The software, publications, and
software documentation available on this web site are "Commercial Items," as that term is
defined in 48 C.F.R.§2.101, consisting of "Commercial Computer Software" and "Commercial
Computer Software Documentation," as such terms are defined in 48 C.F.R. §252.227-7014(a)(5)
and 48 C.F.R. §252.227-7014(a)(1), and used in 48 C.F.R.?12.212 and 48 C.F.R. 227.7202, as
applicable. Pursuant to 48 C.F.R. §12.212, 48 C.F.R.§252.227-7015, 48 C.F.R. §227.7202 through
227.7202-4,48 C.F.R. §52.227-19, and other relevant sections of the Code of Federal Regulations,
as applicable, Idera's publications, commercial computer software, and commercial computer
software documentation are distributed and licensed to United States Government end users
with only those rights as granted to all other end users, according to the terms and conditions
contained in the license agreements that accompany the products and software
documentation, and the terms and conditions herein.

© 2003-2018 Idera, Inc., all rights reserved.
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Getting started

Use the following checklist to get started using IDERA SQL Compliance Manager. For more

information about how to best configure auditing for your environment, see the Auditing

checklist.

o

(<IN < B < B < BN < BN < B <

Get started with these steps ...
Learn how auditing works.

Learn about the SQL Server events that you can audit.

Register the SQL Server instances you want to audit, and set your server and database settings.

Apply regulation guidelines to the audited databases on your registered SQL Server instances.
Track the collected SQL Server events over time and fine tune your audit settings as needed.
Configure Event Alerts to notify you when suspicious events occur in your environment.

Configure Status Alerts to notify you when SQL Compliance Manager experiences an issue.
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Upgrade to this build

You can quickly and easily upgrade to the current version of IDERA SQL Compliance Manager
from version 4.5 and later. All versions prior to 4.5 must upgrade to version 4.5 before upgrading
to the current version. Upgrading SQL Compliance Manager allows you to take advantage of
the new features available in this latest version.

& For IDERA SQL Compliance Manager 5.5, you must upgrade to version 4.5 and then to 5.0
before upgrading to this version.

@ sQL Compliance Manager 5.0 and later requires you to upgrade the SQL Compliance
Manager Agents to the same version, i.e. version 5.0 requires Agent version 5.0.

Upgrade checklist
@ Follow these steps ...
@  Ensure the computers on which you want to upgrade SQL Compliance Manager meet or exceed the

hardware, software, and permissions requirements for this version. For example, ensure .NET 4.0 or later is
running on the target computer.

@  Ensure your Windows logon account has the following permissions:
« Permission to agent and collection trace file directories

» Permission to uninstall/install a windows service
« Permission to start a service (Logon as a service)

@ Close all open applications on the computers running the SQL Compliance Manager components.

® Backup your trace directories, especially the Collection Server Trace Directory.

® Upgrade your SQL Compliance Manager Repository, Collection Server, and Console.

® When prompted, schedule a time for SQL Compliance Manager to perform maintenance on your Repository
databases.

® Upgrade your license key.
® Upgrade your previously deployed SQL Compliance Agents.

@  Ensure that your upgrade includes any new reports by redeploying the SQL Compliance Manager reports. If
you are upgrading from version 3.0 or earlier and you use Microsoft Reporting Services, you must
redeploy the SQL Compliance Manager Reports in order to generate reports using the upgraded Repository
databases as the data source.
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@ Follow these steps ...
@  Ensure that the computers on which you want to upgrade SQL Compliance Manager have VC

redistributable 2010 installed. You can download the Microsoft Visual C++ 2010 Redistributable Package
for 32 Bit OS (x86) here, and the Microsoft Visual C++ 2010 Redistributable Package for 64 Bit OS (x64) here.

@  Ensure that the computers on which you want to upgrade SQL Compliance Manager have the latest version
of Microsoft Windows Installer Driver installed. You can find and download the latest Windows Installer
here.

® Testyour upgrade by collecting and reporting on your audit data.
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Upgrade from SQL Compliance Manager 4.5 to version 5.0

@ This page is now hidden since this was fixed in 5.6. Un-hide page in case is needed again.

IDERA SQL Compliance Manager has unique instructions for upgrading from version 4.5 to
version 5.0. If you have any installation issues, please contact Support.

Preparing to upgrade

Request a new license key

IDERA SQL Compliance Manager version 5.0 and later use a new license key. You must update
your existing product license key to complete installation of IDERA SQL Compliance Manager 5.0
or later. To request a new license, contact licensing@idera.com. Provide the host name of the
server/SQL Server instance hosting IDERA SQL Compliance Manager. If using the default name
MSSQLSERVER for SQL, simply provide the server host name.

Key notes

« Verify .NET 4x is installed on all your servers.* All IDERA SQL Compliance Manager 5.0 and later versions
require .NET 4.0 components. Previous versions of IDERA SQL Compliance Manager require at least .NET 3.5.
* Beginning with version 5.0, IDERA SQL Compliance Manager does not support Windows Server 2000 or
the .NET 2.0 framework. While IDERA SQL Compliance Manager 4.5 and prior versions continue to operate
with Windows Server 2000, IDERA SQL Compliance Manager 5.0 and later require the .NET 4.0 Full
framework to take advantage of the additional features. For additional information about supported
versions, see the IDERA SQL Compliance Manager Software requirements.

- You must upgrade the Agent. IDERA SQL Compliance Manager 5.0 and later require that
you upgrade the IDERA SQL Compliance Manager Agents to the same version, i.e. version
5.0 requires Agent version 5.0.

+ You do not have to enable the default trace or use ID 1. IDERA SQL Compliance Manager 5.0 requires that
the default trace is enabled and it is also ID 1. This requirement was removed for IDERA SQL Compliance
Manager 5.3.x. Contact Support if you have any questions.

Upgrade

To upgrade IDERA SQL Compliance Manager:

1. Close the IDERA SQL Compliance Manager Management Console, if running.

2. Stop the SQL Compliance Collection Service.

3. Back up all of the SQLcompliance databases.
a. SQLcompliance and SQLcompliance.Processing are the core databases.
b. SQLcompliance_[instance name] contains the live audit data.
Cc. SQLcmArchive_[instance name]_[date] contains the archive data.

4. Checkthe CollectionServerTraceFiles folder on the collection server for trace files.
a. Ifthere are any files, make a copy in another location.
b. Ifthere are lots of files older than 1 day, please contact support for help with these older trace
files.

5. Runthe setup.exe for IDERA SQL Compliance Manager using Run as Administrator.
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a. The setup.exeis atwo-partinstaller.
i. The IDERA Dashboard is installed first.

ii. The SQL Compliance Manager upgrade will be started after the Dashboard installation has
completed.

b. To bypassinstalling the IDERA Dashboard, run the SQLcompliance-x64.exe found in the
Installation kit x64 folder. (default location: C:\Program Files\IDERA\SQLcompliance x64 Installation
Kit\Full\x64.

6. Run the IDERA SQL Compliance Manager Management Console. Verify the console loads and the servers and
data are displayed.
7. Manually update the SQL Compliance Agent on the audited servers.
a. No agents have been updated yet, so all the servers will report as DOWN (except for the SQL
Compliance Agent that is running on the IDERA SQL Compliance Manager Collection server).
b. Runthe SQLcompliance-x64.exe using Run as Administrator (not setup.exe).
c. Follow the prompts then select Agent Only install.
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Upgrade the product components

o

These instructions are only valid for upgrades from 4.5 to the current version. All
versions prior to 4.5 must first upgrade to version 4.5, and then to the current version.

If you are upgrading to SQL Compliance Manager version 5.5, you must first upgrade to
version 4.5 and then to 5.0 before upgrading to 5.5.

For upgrade instructions for version 4.5, see Upgrade from SQL Compliance Manager 4.5
to 5.0.

You can use the setup program to upgrade all components or any individual component. The
setup program detects whether IDERA SQL Compliance Manager components are running or
installed on the local computer. The setup program automatically upgrades the Management
Console, the Collection Server, and the SQL Compliance Agent according to your
implementation.

®

The Repository must reside on a version of SQL Server that is greater than or equal to the
highest audited SQL Server version.

To upgrade from SQL Compliance Manager 4.5 and later to current version:

1.

Log on with an administrator account to the computer on which you want to upgrade IDERA SQL
Compliance Manager components.
Run SQLCMInstall.EXE in the root of the installation kit.

. The IDERA SQL Compliance Manager welcome window shows you the components you can upgrade to the

current version or the ones that require a fresh installation. Click Next to begin the upgrade process.
On the Repositories window, select the authentication type and enter the SQL credentials, if necessary, and
click Next.

. Type the appropriate credentials in the provided fields under which the IDERA Dashboard services run, and

then click Next.
Review the installation settings and click Install.

. Start the Management Console. When prompted, schedule a time for SQL Compliance Manager to perform

maintenance on your Repository databases.
Upgrade your SQL Compliance Agents

If you currently use the latest version of IDERA SQL Compliance Manager, it is not
possible to upgrade the IDERA Dashboard only. To upgrade the IDERA Dashboard only,
you need to use the CWF installer.

For more information, see IDERA Dashboard.
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Upgrade your deployed SQL Compliance Agents

Before upgrading your SQL Compliance Agents, review the permissions requirements and how
the SQL Compliance Manager Agent works.

Consider the scenarios described below for SQL Compliance Manager Agent installation and
upgrade.

If the SQL Compliance Manager Agent is:

+ installed and deployed via SQL Compliance Manager console, it has to be upgraded using the application
console. Alternatively, it can be upgraded via command line.

« installed and deployed with the main installer, it has to be upgraded using the main installer.

+ installed and deployed manually using the install command line, it has to be upgraded using the upgrade
command line.

& To upgrade the agent manually with the command line, it is required to use only the SQL
Compliance Manager Agent MSI.

Upgrade an agent deployed to a remote server

You can upgrade the SQLcompliance Agent remotely using the Management Console. Use this
approach to upgrade agents on any registered SQL Server where you remotely installed the
agent.

To upgrade a remote SQLcompliance Agent:

1. Inthe Navigation pane, click Administration, and then select Registered SQL Servers in the Administration

tree.
2. Inthe view pane, right-click the SQL Server instance for which you want to upgrade the SQLcompliance

Agent.
3. Select Upgrade Agent from the context menu.

@ If you deployed an agent on a remote server via the SQL Compliance Manager console
and want to upgrade it to this build, you can also use the upgrade command of the SQL
Compliance Manager silent installer.

Upgrade an agent locally

You can use the SQL Compliance Manager setup program to upgrade the SQLcompliance Agent
on the local computer that is running the registered SQL Server instance. Use this approach
when you are upgrading the SQLcompliance Agent on a registered SQL Server where you
manually installed the agent.

Upgrade an agent with a command line

To upgrade the IDERA SQL Compliance Manager Agent for versions 5.5 and later, use the
following command:
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msiexec /i "<Path_to_Agent_MSI>\SQLcomplianceAgent-x64.msi" /1lxv InstallAgent.log
COLLECT_SERVER="IderaCollectionServerName" INSTANCE="AgentSQLServerInstanceName"
TRACE_DIRECTORY="C:\Program Files\Idera\SQLcompliance\AgentTraceFiles"
SERVICEUSERNAME="Domain\Username" PASSWORD="!mySec@tP@55wOrD" STARTSERVICE="TRUE"
SILENT="1" REINSTALLMODE=vamus REINSTALL=A1l AllUsers=1 /gb+

To upgrade the IDERA SQL Compliance Manager Agent from 4.5 to this version and later, use the
following command:

msiexec /i "\SQLcomplianceAgent-x64.msi" /lxv InstallAgent.log
SERVICEUSERNAME="Domain\Username" PASSWORD="!mySec@tP@55wOrD" STARTSERVICE="TRUE"
SILENT="1" AllUsers=1 /qgb+

Upgrade an agent in a clustered environment

You can easily upgrade a SQLcompliance Agent for a SQL Server instance located in a Windows
cluster by running the setup program. Perform the following steps on each node (computer) of
the cluster.

a

When you upgrade the SQLcompliance Agent, the associated CLI trigger is deleted and
recreated. This update can take several minutes. During this time, the SQLcompliance
Agent status will show that it is unavailable due to a CLR error. Use the Activity Log to
track when the new CLI trigger install completes.

To upgrade an agent on a cluster node:

o M=

®

10.
11.

12.

13.

Log on with an administrator account to the cluster node. Start with the currently active node.

Bring the SQLcompliance Agent generic service for this SQL Server resource group offline.

Run SQLCMInstall.EXE in the root of the installation kit.

After completing the upgrade on a clustered environment, go to the SQL Compliance Manager install path.
Unless you have specified a different path, the one by defaultis C: \Program
Files\IDERA\SQLCompliance.

Run SQLcomplianceClusterSetup.EXE.

. The installer displays a confirmation message. Click Yes if you want to upgrade the IDERA Cluster

Configuration Console.

Once the setup wizard launches, click the Next to complete the upgrade.

After the upgrade completes, the Cluster Configuration Console automatically starts.

When prompted, specify the directory location you want SQL compliance manager to use to store

CLR trigger assemblies.

In Windows Services, stop the SQL Compliance Manager Agent service and set the Startup type to Manual.
Open Microsoft Failover Manager, right-click the SQL Compliance Manager Agent service, and

select Properties.

Go to the Registry Replication tab, set the Root Registry Key to Software\Idera\SQLCM, save the changes
and close the Properties window.

Right-click the SQL Compliance Manager Agent service and bring the generic service online.
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Upgrade to the latest SQL Compliance Manager version in a clustered
environment

To upgrade SQL Compliance Manager 4.0 or later in a clustered environment using Windows
Server 2003 or later, follow the steps bellow.

®

Be sure to back up your Repository and all databases and archives before upgrading SQL

Compliance Manager.

Upgrade the SQL Compliance Manager Collection Service on Cluster Nodes

You must upgrade the SQL Compliance Manager Collection Service on each cluster node for the
service to work correctly when a failure occurs on the primary cluster node hosting the
Collection Service.

a

Before upgrading, changing, or uninstalling SQL Compliance Manager on the passive
node, you must delete the following registry entry:
HKEY_LOCAL_MACHINE\Software\Idera\SQLcompliance\CollectionService\Tr
aceDirectory. This step in unnecessary for new installations.

To upgrade the SQL Compliance Manager Collection Service on cluster nodes:

1.

10.

In the Microsoft Cluster Administrator tool (Windows Server 2003) or Microsoft Failover Cluster Management
Console (Windows Server 2008 and later), select the SQLComplianceCollectionService resource and take the
service offline.

Log on with an administrator account to the computer on which you want to upgrade SQL Compliance
Manager.

Run SQLCMInstall.exe inthe root of the SQL Compliance Manager installation kit on the first cluster
node.

Review the information you need to start the upgrade and click Next.

Select the SQL Compliance Manager setup type and uncheck the IDERA Dashboard setup type. Review and
accept the license agreement by selecting the / accept the terms and conditions of the End User License
Agreement checkbox.

Specify if you want to register SQL Compliance Manager with an existent IDERA Dashboard.

If you select Yes, you need to provide the IDERA Dashboard location and administrator credentials.

If you want to use the IDERA Dashboard, see how to Deploy the IDERA Dashboard in clustered
environments.

Specify the location in which you want to upgrade SQL Compliance Manager.

Enable the Clustered Environment checkbox and select whether you are upgrading SQL Compliance
Manager in an active or a passive node.

Verify that the repository is the same SQL Server Instance name hosting the current repository and

specify a form of authentication.

Test Connections to make sure the information is correct and click Next.

If you upgrade on the currently active node, verify that the trace directory is the same location in which
your current directory resides, and click Next.

If you upgrade on a passive node, the wizard skips this step.

Type the appropriate credentials in the provided fields under which the IDERA services run, and then

click Next.
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IDERA uses this account to connect, discover, and gather configuration information from SQL Servers in your
Business environment, the installer grants the "Log on as a Service" right to the account that you specify.

11. Review the upgrade settings and click Install.

12. In Windows Services, stop the SQL Compliance Manager Collection service and set the Startup type
to Manual.

Repeat the previous steps on each cluster node. Point to the SQL Compliance Manager
Repository installed on the first node.

After upgrading SQL Compliance Manager in all nodes, follow the steps below:

1. Logon to the active node and launch the Microsoft Cluster Administrator tool (Windows Server 2003) or the
Microsoft Failover Cluster Management Console (Windows Server 2008 and later), right-click
the SQLComplianceCollectionService resource, and select Properties.

2. Go to the Registry Replication tab and set the Root Registry Key to Software\Idera\SQLCM.

3. Close the Properties window, right-click the the SQLComplianceCollectionService resource, and bring the
service online.

4. Logon to the passive node, launch the Microsoft Cluster Administrator tool (Windows Server 2003) or the
Microsoft Failover Cluster Management Console (Windows Server 2008 and later), and verify if
the SQLComplianceCollectionService resource is online.
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Upgrade your product license key

IDERA SQL Compliance Manager version 5.0 and later use a new license key. You must update
your existing product license key to complete installation of SQL Compliance Manager 5.0 or

later. To request a new license, contact licensing@idera.com. Provide the host name of the
server/SQL Server instance hosting SQLcompliance manager. If using the default name
MSSQLSERVER for SQL, simply provide the server host name.

Installation and deployment

© IDERA SQL Compliance Manager 5.5.x depends on certain Microsoft components that did
not ship with SQL Server versions prior to SQL Server 2012 SP1. If you are installing SQL
Compliance Manager's Collection Service on a Repository running on SQL Server
2012 or below, see Important installation steps for SQLCM 5.4.x and above.

Installing IDERA SQL Compliance Manager is both quick and easy, allowing you to take

immediate advantage of SQL Compliance Manager auditing technologies. Use the following

checklist to help you prepare your environment to successfully install and deploy SQL

Compliance Manager.

o
o

Follow these steps ...

Ensure the computer on which you want to install SQL Compliance Manager meets or

exceeds the hardware requirements. For more information, see Hardware
requirements.

Ensure the computer on which you want to install SQL Compliance Manager meets or

exceeds the software requirements for both the IDERA Dashboard and SQL

Compliance Manager. For more information, see IDERA Dashboard requirements and

Software requirements.

Ensure your Windows logon account has administrator permissions on the
computers where you want to install SQL Compliance Manager components.

Review the supported installation scenarios to understand how to set up IDERA
Dashboard and SQL Compliance Manager in your environment. For more
information, see Implementation scenarios.

Review the deployment considerations for implementation best practices. For
example, if you plan to audit databases that sustain a heavy workload, install the
Collection Server on a dedicated computer.

Identify the Windows account under which the SQL Compliance Agent should run.

Account Name:
Password:
For more information, see Permissions requirements.
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0 Follow these steps ...

(v Identify the Windows account under which the Collection Server should run.
Account Name:
Password:

For more information, see Permissions requirements.

Ensure you understand how licensing of your SQL Server instances works with SQL
Compliance Manager. For more information, see How licensing works.

0 Ensure you install IDERA Dashboard and SQL Compliance Manager as instructed. For
more information, see How to install SQL Compliance Manager. If you are installing
SQL Compliance Manager on a Windows cluster, see how to audit a virtual SQL
Server instance.

& |tis possible to install and use IDERA SQL Compliance Manager without installing the
IDERA Dashboard.

The IDERA Dashboard works as a complement of SQL Compliance Manager, allowing you
to monitor SQL Server instances remotely.

To learn more about this product, visit IDERA Dashboard.

@ Dueto changes in product registry with CWF, IDERA SQL Compliance Manager 5.5
installer increased in size.
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Troubleshooting: Missing Extended Events-related DLL files

IDERA SQL Compliance Manager 5.4 and later includes support for SQL Server Extended Events.
Users installing or upgrading to this version of SQL Compliance Manager may receive a message
similar to the following:

The files Microsoft.SQLServer.XEvent.Ling.d1ll and
Microsoft.SQLServer.XE.Core.d1ll are missing. Please download and install the
Shared Management Objects and corresponding CLR Types from the SQL Server 2016
Feature Pack. Learn more.

Also visit the following Microsoft links:

« Download the Microsoft SQL Server 2016 Feature Pack
« Installing SMO for SQL Server 2016
+ CLR User-Defined Types for SQL Server 2016
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Product components and architecture

The IDERA Dashboard and IDERA SQL Compliance Manager consist of a light, unobtrusive
architecture that easily runs in your SQL Server environment with minimal configuration. All
components run outside and separate from SQL Server processes.

« Learn about the IDERA Dashboard components and architecture.
« Learn about the SQL Compliance Manager components and architecture.
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IDERA Dashboard components and architecture

The IDERA Dashboard provides web and back end services, shared across multiple Idera
products. To learn more about what the IDERA Dashboard is and how it works, see Navigate the

Idera Dashboard.
The IDERA Dashboard consists of the following components:

+ Web Application Service
» Core Service
« Core Repository

IDERA Dashboard

Web Application Service SQL Compliance

Manager Plug-In

Core Views &

. Views &
Widget: / Web Console
. Widgets : <<
: N ~
Core Service ~ ot
Core ) SQL Compliance
Module Manager Add-In
Module
~
N
N
. v’
Core Repository
SQL Compliance
- Manager
- Service
- Repository
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Web Application Service

The Web Application Service is a Windows service that wraps Apache Tomcat server. The Web
Application Service serves up dashboard (IDERA Dashboard) and SQL Compliance Manager
views and widgets that are displayed in the web console. The Web Application Service requires
three ports:

« Standard HTTP port (by default 9290)

« Monitor port (9094)
« SSL port (9291)

Core Service

The Core Service is a C# (.NET 4.0 Framework) based Windows service that hosts dashboard and
SQL Compliance Manager REST APIs that are used by the Web Application Service to configure
and retrieve data. In addition, the Core Service handles product registration, security,
configuration, product data, and event aggregation.

The Core Service uses two ports, one for REST APl and the other for .NET remoting:

« Core Service REST API port (by default 9292)
« .NET remoting port (by default 9293)

Core Repository

The Core Repository is a database where all IDERA Dashboard's configuration and aggregated
data is stored. The Core Repository database is hosted on a SQL Server instance and is accessed
by the Core Service to retrieve data.
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SQL Compliance Manager components and architecture

IDERA SQL Compliance Manager consists of a light, unobtrusive architecture that easily runs in
your SQL Server environment with minimal configuration. All SQL Compliance Manager
components run outside and separate from SQL Server processes. SQL Compliance Manager
does not add to or modify any of your native SQL Server files or services.

Architecture

SQL Compliance Manager provides a robust, easy-to-use SQL Server audit and reporting
solution. Behind a friendly user interface, SQL Compliance Manager offers a unique, loosely
coupled architecture that is both flexible and extremely powerful. SQL Compliance Manager fits
your environment, no matter how simple or complex.

The following diagram illustrates the components of the SQL Compliance Manager architecture.

Management
Console

—
X |! | Trace
7 Directory

Collection
Service

-

[=—Trace = Trace
|{ _|Directory |L | Directory
Agent Agent
SQL Server Databases
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Management Console

The Management Console is a centralized, intuitive user interface that allows you to easily and
quickly modify audit settings, monitor events, and report on audit data. This user interface also
provides the following information:

« Real-time status of audited SQL Server instances

+ SQL Server login permissions

+ Detailed logging of change activity
+ Track and prove continual compliance using reports

Repository databases
The SQL Compliance Manager Repository is the central repository that tracks:

« SQLcompliance configurations, such as audit settings, server registrations, and console security
« Audited SQL Server events

+ Alert messages

+ SQL Compliance Manager Agent activity

The Repository consists of the following databases. For more information, see How auditing
works.

Repository Database Name Description

SQLcompliance Stores alert messages, audit settings, SQL
Compliance Manager Agent events, Activity Report Card
statistics, and other SQL Compliance Manager configurations.

SQLcompliance.Processing Stores processing event data received from the SQL
Compliance Manager Agent.

SQLcompliance.Instance Stores processed events collected from a registered instance.

SQLcompliance.Instance_Time_Partition Stores archived events collected from a registered instance.

Collection Server

The Collection Server processes trace files received from the SQL Compliance Manager Agent,
stores audit data in the events and archive databases, and sends audit setting updates to the
SQL Compliance Manager Agent. The Collection Server runs under the Collection Service
account. By default, the Collection Server communicates with the Repository every five minutes
(heartbeat) to write processed audit data to the event databases associated with the registered
SQL Server instances.

SQLcompliance Agent

The SQL Compliance Manager Agent gathers SQL Server events written to the SQL trace, caching
these audited events in trace files. By default, the SQLcompliance Agent calls the Collection
Server every five minutes (heartbeat) to receive audit setting updates, and sends trace files for
processing every two minutes. The SQL Compliance Agent runs under the SQL Compliance
Agent Service account. For more information, see How the SQL Compliance Manager Agent
works.
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@ Ssensitive Column auditing is supported by SQL Compliance Manager Agent 3.5 or later.
To use this feature, please ensure you upgrade your agent to at least version 3.5.

Command line interface

The command line interface (CLI) provides an interface for third-party tools so you can
automate and schedule regular tasks, such as audit data archival and grooming, and perform
diagnostic tasks. You can also perform integrity checks through the CLI.

The CLI supports the following operations.

CLI Operations Description

agentsettings Lists the settings for the SQL Compliance Manager Agent runningon a
specific SQL Server instance.

archive Archives audited events collected for registered SQL Server instances.

auditdatabase Enables auditing on a new database, allowing to specify either a
regulation guideline or a custom audit template.

checkintegrity Verifies the integrity of audited events collected for a specific
registered SQL Server instance.

collect Collects trace data from the agent.

groom Deletes audited events older than a specified age.

help Displays the CLI Help.

listtriggers Lists the CLR triggers for DML auditing on a specific registered

SQL Server instance.
registerinstance Registers a new SQL Server instance and applies audit settings.

removetriggers Removes the CLR triggers from the subscriber table on the specific
SQL Serverinstance.

serversettings Lists the settings for the Collection Server.

timezones Displays the time zones recognized by the computer hosting the
Collection Server.

updateindex Applies optimized Repository index configurations to existing events
and archive databases.

Trace files and the trace directory

Trace files contain audited SQL Server events collected by the SQL Compliance Manager Agent.
The SQL Compliance Manager Agent stores these temporary files in a secure directory on the
audited SQL Server instance. When the set directory size threshold is reached, the SQL
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Compliance Manager Agent stops the SQL trace until the trace files are sent to the Collection
Server for processing. When the set file size threshold is met, the trace file is cycled. You can
configure the SQL Compliance Manager Agent trace file directory location as well as how the
SQL Compliance Manager Agent manages these files, such as how often the agent sends trace
files to the Collection Server. For more information, see How the SQL Compliance Manager
Agent works.
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Product requirements

The IDERA Dashboard and IDERA SQL Compliance Manager consist of a light, unobtrusive
architecture that easily runs in your SQL Server environment with minimal configuration.

Prior to the installation of the products, it is important for you to review the system
requirements for SQL Compliance Manager and the IDERA Dashboard.

« Learn about the IDERA Dashboard requirements.
+ Learn about the SQL Compliance Manager requirements:
« Hardware requirements
« Permissions requirements
« Portrequirements
+ Software requirements
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IDERA Dashboard requirements

To successfully install the IDERA Dashboard, you need to comply with the following

requirements:

Type

Operating System

Repository

Microsoft. NET Framework version

Browser

Web Server

Requirement

Windows XP SP2+
Windows Server 2003 SP2
Windows Server 2008 SP1+
Windows Vista SP2+
Windows 7

Windows 2008 R2
Windows 8

Windows 2012

SQL Server 2005 SP1+
SQL Server 2008

SQL Server 2008 R2
SQL Server 2012

SQL Server 2014

SQL Server 2016

4.0 or later

Internet Explorer IE 9.x+
Google Chrome
Mozilla Firefox

Microsoft Edge

Apache Tomcat 7.0

& The IDERA Dashboard does not support SQL Server 2005. You can install SQL
Compliance Manager on SQL Server 2005 and use a remote IDERA Dashboard
installation on SQL Server 2005 SP1+ and above.

For more information, see SQL Compliance Manager Software requirements.

Port requirements

The IDERA Dashboard uses the following ports:

« IDERA Dashboard Core Services port: 9292
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« IDERA Dashboard Web Application Service port: 9290
« IDERA Dashboard Web Application Monitor port: 9094
« IDERA Dashboard Web Application SSL port: 9291

© The IDERA Dashboard Web Application service comes with SSL already set up. For more
information on running the IDERA Dashboard over SSL, see Run the Idera Dashboard

over SSL (HTTPS).
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Hardware requirements

The following sections provide the hardware requirements for each IDERA
SQL Compliance Manager component. For more information, see Product components and
architecture.

Audited SQL Server

The audited SQL Server computer is the computer that hosts the SQL Server databases you
want to audit. In a clustered environment with virtual SQL Servers, the audited SQL Server is the
virtual SQL Server. However, each node (physical computer) in the cluster that hosts the virtual
SQL Server must meet or exceed these requirements.

To achieve optimal performance, ensure each SQL Server computer meets or exceeds the
following hardware requirements.

Hardware Type Requirement
CPU 1GHz
Memory 512 MB

Hard Disk Space 2 GB

Collection Server

The Collection Server computer is the computer that hosts the Collection Service and processes
trace files. This computer also hosts the Repository databases.

To achieve optimal auditing performance and data storage, ensure the Collection Server
computer meets or exceeds the following hardware requirements.

Hardware Type Requirement
CPU 2 GHz
Memory 8GB

Hard Disk Space = 20 GB for trace directory
60-90 GB for Repository

For more information, see SQL Compliance Manager Hardware Sizing guidelines.

Management Console

The Console computer is the computer that hosts the SQL Compliance Manager Management
Console. You can install the console on the Collection Server computer, or any client computer
for remote access to your audit data.

Ensure each console computer meets or exceeds the following hardware requirements.
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Hardware Type Requirement
CPU 1GHz
Memory 512 MB

Hard Disk Space 150 MB
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SQL Compliance Manager Hardware Sizing guidelines

The following guidelines provide an estimation of the hardware resources required to deploy
SQL Compliance Manager depending on the number of servers you want to monitor with SQL
Compliance Manager.

Deployments under 20 Servers
Less than 20 SQL Servers being audited and 10,000 events per hour.

SQL Compliance Manager Repository and Collection Service reside on:

Type Requirement

Operating System Windows Server 2012R2 or above

Memory 6-12GB

CPU 2 dual core

SQLcm Repository Size 60 - 90 GB (Allocate this space ahead of time)

@ These hardware and configuration requirements are basic requirements and can be
interpreted differently depending on each environment s audit requirements and event
activity scenarios.

The expected repository growth is approximately 1 GB per every 1 million transactions.

10K events per hour will require 7 GB of space per month.

Deployments of 20-50 Servers
20-50 SQL Servers being audited and 20,000 events per hour.

SQL Compliance Manager Repository and Collection Service reside on:

Type Requirement

Operating System Windows Server 2012R2 or above (64 bit)

Memory 12-24GB

CPU Dual 2 - 3 GHZ Quad Core

SQLcm Repository Size 250 GB or more (Allocate this space ahead of time)
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@ These hardware and configuration requirements are basic requirements and can be
interpreted differently depending on each environment s audit requirements and event
activity scenarios.

The expected repository growth is approximately 1 GB per every 1 million transactions.

20K events per hour will require at least 15 GB of space per month.

Deployments of 200 Servers or more
200 SQL Servers being audited and 30,000 events per hour.

SQL Compliance Manager Repository and Collection Service reside on:

Type Requirement

Operating System Windows Server 2012R2 or above (64 bit)
Memory 24 - 48 GB (more if monitoring Before After Data)
CPU 4 -8 Dual Core

SQLcm Repository Size 1 TB or more (Allocate this space ahead of time)

@ These hardware and configuration requirements are basic requirements and can be
interpreted differently depending on each environment s audit requirements and event
activity scenarios.

The expected repository growth is approximately 1 GB per every 1 million transactions.

30K events per hour will require at least 200 GB of space per month.

& |DERA SQL Compliance Manager is fully supported on Virtual Machines, both HyperV and
VMware.
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Permissions requirements

IDERA SQL Compliance Manager requires specific permissions and rights to successfully audit
events. By default, the setup program assigns the Collection Service and SQL Compliance
Manager Agent Service accounts read and write permissions on the respective trace directory.

Management Console user permissions
Actions Permissions Requirements

Administer SQL Compliance Manager and configure sysadmin rights on the Repository databases
audit settings

Generate and view audit reports Read permissions (public rights) on the Repository
databases

Deploy SQL Compliance Manager Agent to registered Administrator permissions on the computer hosting
SQL Server instance the target instance

Connect to the SQL Server that hosts the Repository SQL Server login
databases

Collection service permissions
Actions Permissions Requirements

Store audit settings and manage archive databases  sysadmin rights on each Repository database
in the Repository

Process trace files Read, write, and delete permissions on the Collection
Server trace directory

Manage trace directory Local Administrator permissions on the computer that
hosts the Collection Service

Run as a service Log on as a Service right on the computer that is running
the audited SQL Server instance

SQL Compliance Manager Agent service permissions

Actions Permissions Requirements

Starting and stopping traces, and managing sysadmin rights on the audited SQL Server instance or
SQLcompliance stored procedures database

Manage trace files Read, write, and delete permissions on the SQL

Compliance Manager Agent trace directory

Manage trace directory for an audited SQL Server Local Administrator permissions on the computer that
instance hosts the registered SQL Server
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Actions Permissions Requirements

Manage trace directory for an audited virtual SQL Administrator permissions on each node in the cluster
Server hosting the virtual SQL Server

Run as a service Log on as a Service right on the computer that is

running the audited SQL Server instance

SQL Server service permissions on the Collection Server

Actions Permissions Requirements
Load trace files so the Collection Server can process Read permissions on the Collection Server trace
these events directory

SQL Server service permissions on the registered SQL Server
Actions Permissions Requirements

Write events to trace files for the registered SQL Server  Write permissions on the SQL Compliance Manager
instance and audited databases Agent trace directory

& To successfully run and pass the Permissions Check, make sure you are logged in as one
of the following users:
+ SQL Compliance Agent Service User

« SQL Server Service User
+ Current Logged-in User

Using Windows Authentication

The SQL Compliance Manager Management Console and Agent require Windows authentication.
Windows authentication uses the logged on user account to establish trusted connections
through the operating system. The credentials of the logged on user account are passed to the
SQL Server database servers. Your database server then verifies the user matches an established
SQL Server login account that has the appropriate permissions. Only after verification will a
connection open.

When using Windows authentication, the account logged on to the Management Console
computer must have the appropriate SQL Compliance Manager permissions.
Using SQL Server Authentication

The SQLcompliance Collection Service leverages existing SQL Server logins that contain the
appropriate SQL privileges. However, SQL Compliance Manager does not support SQL Server
authentication.
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Port requirements

To ensure the SQL Compliance Manager Agent and Collection Server can successfully audit
instances in your environment, open the following ports. For more information, see Supported
installation scenarios.

Environment Type Port Requirements
Typical « Port 5201 on the Collection Server computer
+ Port 5200 on each computer hosting an audited SQL Server
instance
Clustered « Port 5201 on the Collection Server computer

+ Port 5200 on each cluster node hosting a virtual SQL Server you
want to audit

Non-trusted « Port 5201 on the Collection Server computer
+ Port 5200 on each computer hosting an audited SQL Server
instance in a non-trusted domain or workgroup
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Software requirements

The following sections provide the software requirements for each IDERA
SQL Compliance Manager component. For more information, see Product components and
architecture.

Support for MS SQL Server software includes case-sensitive servers and databases. Support for
Windows operating systems includes English and international versions. If an operating
system service pack is not mentioned, a service pack is not required for that version of the
operating system.

All SQL Compliance Manager 5.0 and later versions require .NET 4.0 components. Previous
versions of SQL Compliance Manager require at least .NET 3.5.

@ IDERA SQL Compliance Manager version 5.5 and above require .NET Framework 3.5

Windows Server 2016 and above do not install .NET Framework 3.5 by default, therefore
users must install or enable .NET Framework 3.5 from the windows components in the
server manager.

& |DERA SQL Compliance Manager 5.5.x depends on certain Microsoft components that did
not ship with SQL Server versions prior to SQL Server 2012 SP1. Before starting the
installation process, please review some important installation steps.

@ Ssensitive Column auditing is supported by SQL Compliance Manager Agent 3.5 or later.
To use this feature, please ensure you upgrade your agent to at least version 3.5.

SQL Compliance Manager Windows cluster support

You can install SQL Compliance Manager on a Windows cluster 2008, 2012 and later. For more
information, review the supported installation scenarios and Audit a virtual SQL Server instance.

Audited SQL Server

The audited SQL Server computer should meet or exceed the software requirements
recommended by Microsoft to run and manage SQL Server databases. Note that .NET 4.0 or
later must be installed on the audited server.

In a clustered environment with virtual SQL Servers, the audited SQL Server is the virtual SQL
Server. However, each node (physical computer) in the cluster that hosts the virtual SQL Server
must meet or exceed these requirements.

SQL Compliance Manager supports auditing the following Microsoft SQL Server versions.
SQL Server Version Operating System

SQL Server 2017 Windows Server 2008, Windows Server 2012, Windows Server
2012 R2, Windows Server 2016
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SQL Server Version Operating System

SQL Server 2016 Windows Server 2008, Windows Server 2012, Windows Server
2012 R2, Windows Server 2016

SQL Server 2014 Windows Server 2008, Windows Server 2012
SQL Server 2012 SP1 Windows Server 2008 SP2

SQL Server 2008 R2 Windows Server 2008 R2, Windows Server 2008
SQL Server 2008 Windows Server 2008

Collection Server

The Collection Server stores SQL Compliance Manager configurations and audit data. Ensure
your Collection Server resides on a version of SQL Server that is greater than or equal to the
highest audited SQL Server version. For example, if the most current version of SQL Server that
you are auditing is on SQL Server 2016 then your Collection Server instance could be SQL Server
2016 or 2017 but not 2012.

& The Repository must reside on a version of SQL Server that is greater than or equal to the
highest audited SQL Server version.

Software Type Requirement
Operating System The Collection Server requires one of the following operating
systems:

« Windows Server 2016

« Windows Server 2012

« Windows Server 2008 R2
« Windows Server 2008 SP1
« Windows 10

+ Windows 8.1

« Windows 8

« Windows 7 SP1+

Microsoft SQL Server The Collection Server requires one of the following versions of

Microsoft SQL Server and supports all editions except SQL Server
Express:

« SQL Server 2017

« SQL Server 2016

« SQL Server 2014

« SQL Server 2012 SP1

« SQL Server 2008 R2 SP1+

« SQL Server 2008 SP1+
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Management Console

Ensure each console computer meets or exceeds the following software requirements. You can
install the console on the Collection Server computer, or any client computer for remote access
to your audit data.

Software Type Requirement

Operating System The Collection Server requires one of the following operating systems:
« Windows Server 2016
« Windows Server 2012
« Windows Server 2008 R2
« Windows Server 2008 SP1
« Windows 10
« Windows 8.1
« Windows 8
« Windows 7 SP1+

The Management Console computer also requires Microsoft Data Access
Components (MDAC) 2.6 or later. If you plan to audit SQL Server 2005
instances, upgrade to MDAC 2.8 or later. SQL Server 2005 requires MDAC
2.8 to communicate with other applications.

Documentation Internet Explorer 7.0 or later
Agent

@ sQL Compliance Manager 5.6 requires you to upgrade the SQL Compliance Manager
agents to the same version.

Ensure the computer where the agent resides meets or exceeds the following software
requirements.

Software Type Requirement

Operating System  The agent requires one of the following operating systems:
« Windows Server 2016
« Windows Server 2012
« Windows Server 2008 R2
« Windows Server 2008 SP1
« Windows 10
« Windows 8.1
« Windows 8
« Windows 7 SP1+

Web Console

Supported web browsers for the IDERA SQL Compliance Manager Web console include:

« Internet Explorer 9.x+
+ Microsoft Edge
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+ Google Chrome
« Mozilla Firefox

& tisimportant for you to review the IDERA Dashboard requirements before installing SQL
Compliance Manager.
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Supported installation scenarios

You can install and deploy IDERA SQL Compliance Manager to meet your unique auditing and
SQL Server environment needs. For example, you can select which specific databases on your
SQL Server instances you want to audit.

Typical environment

The following figure illustrates a typical SQL Compliance Manager implementation scenario.
This configuration includes the following installations:
« Management Console on your workstation (and, optionally, the Collection Server computer)

« Collection Service and Repository on a SQL Server database server
+ SQL Compliance Manager Agents on each computer hosting databases you want to audit

Clustered environment

You can install and configure SQL Compliance Manager to audit virtual SQL Servers. A virtual
SQL Serveris a SQL Server running on a Microsoft failover cluster managed by Microsoft Cluster
Services.

This configuration includes the following installations:

« Management Console on your workstation
« Collection Service and Repository on a SQL Server Database server
+ SQL Compliance Manager Agents on each cluster node hosting the virtual SQL Server you want to audit

For more information, see Deploying SQL Compliance Manager in a clustered environment.

Non-trusted environment

You can install and configure SQL Compliance Manager to audit SQL Server instances running in
non-trusted domains or workgroups. This configuration includes the following installations:

« Management Console on your workstation

+ Collection Service and Repository on a SQL Server database server

+ SQL Compliance Manager Agents on each SQL Server instance you want to audit in a non-trusted domain or
workgroup
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Deploy the IDERA Dashboard and SQL Compliance Manager

Use the following links to prepare for your SQL Compliance Manager and IDERA Dashboard
deployment:

« Check the supported installation scenarios

« Learn about the components and architecture

+ Review system requirements for the IDERA Dashboard and SQL Compliance Manager
+ View the installation instructions

+ Login to the IDERA Dashboard
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