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SQL Diagnostic Manager 12.2

24x7 SQL performance monitoring, alerting, and diagnostics

« Performance monitoring for physical, virtual, and cloud environments

« Monitor queries and query plans to see the causes of blocks and deadlocks

+ Adaptive & automated alerting with 100+ pre-defined and configurable alerts
+ Capacity planning to see database growth trends and minimize server sprawl
« Monitor application transactions with SQL Workload Analysis add-on

« View expert recommendations from SQL Doctor to optimize performance

+ View summary of top issues and alerts with the web console add-ons
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Access the SQL Diagnostic Manager Release Notes

IDERA SQL Diagnostic Manager provides an unprecedented level of diagnostic information on the health,
performance, and status of SQL Server instances across your environment. You can view, diagnose, and report on
critical performance statistics from a central point of control.

Using a unique agent-less architecture, SQL Diagnostic Manager gathers diagnostic information in real-time,
keeping database administrators and managers informed by providing customized alerts. Easy to install and use,
SQL Diagnostic Manager is an indispensable SQL Server management tool that benefits both experienced and
junior database administrators.

To get a glimpse into the newest features, fixed issues, and known issues in this release of SQL Diagnostic Manager,
review the following sections of the Release Notes:

« See new features in this release

« Review issues fixed by this release

» Review previous features and fixed issues
+ See known issues

« See list of recommended IDERA Solutions

To see the summary of the Support Status for SQL Diagnostic Manager click here.
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New features and fixed issues

SQL Diagnostic Manager provides the following new features and fixed issues.

12.2 New Features

+ SQL Diagnostic Manager offers a brand-new browser interface framework, called SQLDM Web Console,
offering:
+ Highly responsive user experience.
+ Light Mode and Dark Mode options.
« Context-Aware Interface for Mobile and Tablet support.
« Simplified single-product focus built on a common design but not sharing on a single product.
+ Flexible design to easily update third-party components.
+ Consolidated interface gathering together SQLDM Mobile, SQLDM IDERA Dashboard, and Windows
Client.

() IDERA Dasboard support

The prior browser interface for SQL Diagnostic Manager in IDERA Dashboard will continue to be supported
in addition to the new SQLDM browser interface. However, it is no longer part of the SQL Diagnostic
Manager installation or the preferred browser interface for SQL Diagnostic Manager. If you wish to
continue using IDERA Dashboard, you can install it separately and manually register SQL Diagnostic
Manager.

12.2 Fixed Issues

Reports
The Top Servers by Percent Usage report correctly displays CPU SQL Usage (Percent) values.

SQL Diagnostic Manager now successfully exports the Plan XML (Estimated) report from the Event
Occurrences detail view.

The Server Uptime report pops up a "Select SQL Server" message when you do not select a server,
otherwise, it works as expected.

SQL Diagnostic Manager correctly gathers, stores, and reports Database Statistics.

SQL Diagnostic Manager 12.2 correctly generates the Enterprise Summary reports including the SQL
Server version of your instances.

The Database Growth Forecast report is correctly generated.

The Disk Space History report correctly lists the disk available on the monitored instances.
The Disk Space History report is correctly generated for seven, 15, and 30 days.

The Transaction Log statistics successfully return historical data.

Alerts

SQL Diagnostic Manager 12.2 correctly triggers email notifications for Database Full (Percent) and
Filegroup Full Space (Percent) alerts.
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SQL Diagnostic Manager 12.2 successfully triggers email notifications for Log Full (Percent) alerts.
The Blocked Sessions alert is successfully triggered in the configured response alert time.

SQL Diagnostic Manager successfully triggers the Unsubscribed Transactions (Seconds) alert once
is configured and enabled.

The CPU Statistics report correctly shows trends for CPU usage, displaying the correct values for the
CPUActivityPercentange alert.

SQL Diagnostic Manager allows you to clear the recommendation alerts from the Alert
Recommendation window until it raises again.

SQL Diagnostic Manager allows you to snooze operational alerts but not clear them from
recommendations.

The Alert Configuration timeout value has been changed to get better performance.
SQL Diagnostic Manager now correctly generates Blocking alerts and reports.

SQL Diagnostic Manager correctly excludes databases from the Days Since Last Backup metric
when exclusions are defined.

SQL Diagnostic Manager correctly monitors the status of the DTC service.
SQL Diagnostic Manager dismisses Availability Group Role Change alerts correctly.

General

SQL Diagnostic Manager no longer generates the "Unhandled exception: SplitterDistance must be
between PanellMinSize and Width - Panel2MinSize" when using the desktop client under certain screen
resolutions.

DM Console

Users can now successfully add an existing user from one cluster to another while maintaining the
original security settings.

SQL Diagnostic Manager allows you to correctly check the licensed SQL Server instances in the
Manage Servers window.

EEESTIEN SQL Diagnostic Manager console works as expected with more than 100 servers registered.
SQL Diagnostic Manager can now successfully enable/disable Maintenance modes using Tags.
The Tags view displays data with more than 100 created tags.

The Add Server Wizard now saves the Query Monitor settings when the SQL Server instance is
added.

SQL Diagnostic Manager 12.2 successfully connects to monitored SQL servers after the KB5004442
Microsoft patch has been applied.

The SQL Diagnostic Manager Management Service no longer crashes when there are more than one
SNMP action provider configured.

SQL Diagnostic Manager 12.2 response time has been improved.

SQL Diagnostic Manager's recommendation engine has been updated to include additional
recommendations found in SQL Doctor.
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The SQL Diagnostic Manager repository database now supports 2012 and higher compatibility
levels.

SQL Diagnostic Manager correctly displays the session status of ROLLBACK after a session is killed.

Disks

SQL Diagnostic Manager now successfully displays Disk Activity information for cluster shared
volume drives (CSVFS) databases.

Table
SQL Diagnostic Manager correctly populates the list of mount points on the monitored instances.

Analysis
You can now successfully perform the Analysis Status of Azure instances.

Services

SQL Diagnostic Manager services perform successfully, making it possible that the Aggregation and
Grooming jobs to work as expected.

High Availability Groups
The Long Send Rate (KB/s) metric now works as expected in High Availability Groups.

The Availability Group History browser successfully displays the replica role status on particular
instances.

Upgrade
YRS The user can successfully add a new user after upgrading SQL Diagnostic Manager.

DBaaS

SQL Diagnostic Manager no longer generates sys.availability_group_listeners errors when
monitoring Azure SQL Databases.

Forecast alerts are successfully generated for Azure Manage Instance and Azure SQL Databases.

Metrics

SQL Diagnostic Manager correctly reports the correct values for the SQL Server Usage (Percent)
metric.

EEESEE SQL Memory Usage metric correctly calculates the percentage of the total memory used by Azure
SQL servers.

SQL Server Agent Long Running Job (Percent) metric now provides the correct value.

Queries

SQL Diagnostic Manager correctly associates query data to the correct monitored instance.
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SQL Diagnostic Manager successfully gathers query data through Query Monitor on instances
containing databases that have a trailing space in the database name.

SQL Diagnostic Manager allows you to successfully refresh your data in any Query View.
Users can now successfully configure the Query monitoring on any environment.

SQL Diagnostic Manager successfully provides Query Plans. You can fetch them by clicking on the
green icons of the Detail column of the Event Occurrences table.

History Browser

History Browser successfully changes the custom settings when moved to other servers.
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Known issues

IDERA strives to ensure our products provide quality solutions for your SQL Server needs. If you need further
assistance with any issue, please contact Customer Support Portal.

In this section you can find information on:

« Known issues in this version
« Known issues in recent releases
« Known issues in releases previous to SQL Diagnostic Manager 9.x

Known issues in version 12.2

IDERA Dashboard

Installing or upgrading to SQL Diagnostic Manager 12.2 unregisters SQLDM from the IDERA
Dashboard. To register your environment again, do it manually.

DM Console
SQL Diagnostic Manager 12.2 requires .NET 4.8. If .NET 4.8 is not installed, an upgrade may require
a server reboot to install it.

Previous known issues

Known issues in version 12.0

€@ Userswith SQLDM 11.1.13 or 11.1.14 versions should not upgrade to SQLDM 12.0. Contact Product Support
for the availability of a release with those recent fixes.

Application Security

Selecting viewable instances for a user in Application Security may generate an error.

License

The available license count in the Manage Servers dialog may display zero instances available, this
isonly a Ul issue. Instance counts continue to be enforced based on the license key(s).

Custom Counters

An error may be generated when editing Custom Counters while using the new SQLDM 12.0
architecture.

Add Servers

To prevent difficulties when adding instances to the correct SQLDM installation, first, select the
installation where you want to add your instance, then go to All Servers > Manage Servers and
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follow the usual steps. To verify you are in the correct SQL installation, check the name of the
database installation located next to the title bar of the product on the top of the screen.

DMSO Licensing

To avoid applying the license key in a clustered installation to the wrong SQLDM installation, first,
click the root node in the tree to successfully apply the license.

Known Issues in version 11.1

Installation

SQLDM does not support the repository installation on a Chinese Language SQL Server.

Licensing
When entering a license key, the SQL Diagnostic Manager License Key Wizard may throw an exception

while referencing a Windows registry path. To avoid this error, launch the SQLDM Desktop Client using
the 'Run as Administrator option.

Disk Size

SQL Diagnostic Manager will not be able to determine the available Disk Size of Mount Points for any SQL
Server version older than SQL Server 2008 R2.

Drive metrics
SQL Diagnostic Manager drive metrics cannot detect the disk drives using OLE Automation, it is only
possible when using WMI.

Known Issues in version 11.0

Reports

The 'Days since last backup metric' is based on the last time any kind of backup (Full, differential, or
transaction log) was made on the database.

Azure Monitored Instances

The load time is longer for Azure screens because some features have been upgraded, such as:

- The 'Batch Collection' metric that has been replaced with individual collections makes the load
time longer.

- The 'Initial Collections' in which the load time can be longer.
Reports

The Blocked Process Threshold is automatically updated when the activity monitor trace/extended
event session starts, even if it already has the correct value.

By changing the Blocked Process Threshold, SQL Server reports that a configuration setting has
changed. The "correct" value is set in the SQLDM instance properties under the Activity Monitor tab.

IDERA Website|Products|Buy|Support|Community|About Us|Resources|Legal 33


http://www.idera.com
http://www.idera.com/productssolutions/sqlserver
https://www.idera.com/buynow/onlinestore
http://idera.force.com
http://community.idera.com
http://www.idera.com/about/aboutus
http://www.idera.com/resourcecentral
http://wiki.idera.com/x/l4DJAw

SQL Diagnostic Manager 12.2

Sessions

The Session tab may not be visible if the database is unloaded and SQL Diagnostic Manager and System
sessions are filtered.

Known issues in version 10.6

Buttons

Refresh and Pause

The Refresh and Pause buttons are not currently working. Use the Function Keys temporarily, until this issue is
fixed.

Reports

Deploy Report

The Deploy Report link under the Custom Report tab is temporarily unavailable, this link will be restored in
SQLDM 11.0. The SQL Server Reporting Services can be used as a workaround.

Analyze tab

Overview

When you are in the Analyze tab you may not be able to return to the Overview tab. As a workaround, go to any
other screen first and go back to Overview.

Known issues in version 10.5.1

There are no Known Issues in SQL Diagnostic Manager 10.5.1
Known Issues in version 10.5

Analysis

Workload Category

The Workload Analysis alerts categories are disabled by default to avoid inadvertent load. To run and ad hoc
analysis, scroll down in the Run Analysis window and enable them.

Query Monitor

Estimated plan collection

On-demand estimated plan collection are not working for queries with bind variables.
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Customers on SQL Diagnostic Manager 10.4.2 and 10.4.3 should not attempt to upgrade to 10.5. If you have
attempted to upgrade and encountered a failure, please contact IDERA Technical Support.

All the fixes included in 10.4.2 and 10.4.3 have not been integrated in SQL Diagnostic Manager 10.5. These
Fix Versions are included in the upcoming version SQL Diagnostic Manager 10.5.1.

Known Issues in version 10.4

Query Store

Enabling

Query Store must be enabled on the monitored instance, along with Query Monitor and Query Waits.

IDERA Dashboard

Upgrading

Upgrading the IDERA Dashboard may fail if you have previously upgraded from version 3.8. Please contact
IDERA support when encountering this problem.

Extended Events

Updates

When using Extended Events for Query Wait collections, updates happen at the snapshot interval. For real
time updates, deselect Extended Event collection for the default of DMV sampling of Query Waits. Then, the
graph will update with real-time collection intervals.

Query Details

H W=

Query Plan Diagram

When exporting a Query Plan Diagram you may encounter a Security Alert window with the following message
"Your current security settings do not allow this file to be downloaded". Prevent this alert following these
instructions:

Close SQLDM.

Open Internet Explorer.

In the menu bar, select Internet Options.

The Internet Options window opens, click the Security tab, select Custom Level, search for Downloads, and
enable File Downloads.

Click OK.
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Known Issues 10.3

Installation

Native client

SQL Diagnostic Manager installation may fail if Microsoft SQL Server Native Client is not installed on the
machine. To avoid the failure, install the SQL Server native client first, and then run SQLDM installer. The
native client installer can be found on the following page: Microsoft® SQL Server® 2012 Native Client - QFE

Privilege Minimization

User configuration

When configuring a privileged minimized user, the collection of WaitStatistics and QueryMonitoringStatistics
could stop after SQLDM restarts.

IDERA Dashboard

Upgrade

In certain upgrades of the IDERA Dashboard, DM registration gets unregister. If users attempt to register the
product manually, it will fail because SQL Diagnostic Manager keeps unregistering on service restart.

Query Waits

Extended Events

When Query Waits is enabled with Extended Events selected, the CPU utilization will increase dramatically. To
prevent this problem, deselect Extended Events for Query Wait collection.

Known Issues in version 10.2.3

IDERA Dashboard

Upgrade

When you upgrade SQL Diagnostic Manager, the installation wizard shows a message detecting the current
version of your IDERA Dashboard. However, this message may also show that the Dashboard would be
upgraded to an incorrect one.

Known issues in version 10.2.2

Licenses

License Library

The license library has changed. If you encounter problems with your current license, contact Licensing.
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Installation and upgrade

Upgrading SQL Diagnostic Manager

When a local user that is not created as an administrator, but later is added to the local administrator group,
runs the upgrade. It results in a restart through the upgrade and a partially completed upgrade.

Prevent this issue by running the upgrade under a user ID created or configured as a local administrator.
Known issues in version 10.2.1

IDERA Dashboard

Dashboard upgrade

After upgrading to SQL Diagnostic Manager 10.2.1 is necessary to stop and restart the SQLDM and the
Dashboard services:

+ ldera Dashboard Web Application Service
+ ldera Dashboard Core Service

« SQLdm Rest Service

« SQLdm Predictive Analytics Service

+ SQLdm Management Service

« SQLdm Collection Service

Follow the mentioned steps so that the Dashboard works as expected.

IDERA Dashboard

Dashboard Upgrade

IDERA Dashboard is not included in SQL Diagnostic Manager 10.2 upgrade. If you require IDERA Dashboard,
you have three options:

1. Wait for SQLDM 10.2.1. A new release including a new IDERA Dashboard SQLDM interface is coming soon.

2. Upgrade SQLDM 10.1.4 with SQLDM 10.2 and leave the IDERA Dashboard in place. SQLDM 10.2 upgrade
works with previous IDERA Dashboard integration, but new registrations are not supported.

3. Volunteer for the SQLDM 10.2.1 Beta. This release includes the IDERA Dashboard, but some known bugs may
be present in the SQLDM integration with IDERA Dashboard.

Known issues in version 10.1.4

Installation

Failed installation on SQL Server 2005.

SQLDM is failing to install on SQL Server 2005 version. SQLDM 10.1.4 has encountered this issue when it is
installed on SQL Server 2005 SP4.
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WMI

WMI Service

WMI service must be running and be properly configured for disk space alerts to function normally.
Dashboard

Widgets

The instance status widget in the Dashboard is not loading any data.

Known issues in version 10.1.1

Installation

Failed SQLDM installation on Windows 10 or Windows 12.

Installation fails when the .Net 2.0/3.5 feature is not installed on Windows 10 or Windows 12. Therefore, install
the .Net 2.0/3.5 feature before the SQLDM installation, once the installation is complete, the .Net 2.0/3.5
feature can be removed.

Known issues in version 10.1

PowerShell

Instance friendly name is not displayed in the Ul.

The friendly name assigned to an instance through PowerShell is not being automatically refreshed and is not
being displayed in the Desktop Console Ul. Right-click All Servers in the tree pane and select Refresh to
manually refresh the instances information and visualize the assigned friendly name.

IDERA Dashboard

Unsuccessful registration of SQLDM instances.

Installations of the IDERA Dashboard in 32 bit Operating Systems are unable to successfully register
SQLDM instances hosted on 64 bit Operating Systems.

Known issues in version 10.0

License Manager

The Generate License Keys link fails to direct to License Manager.

SQL Diagnostic Manager version 10.0 is designed to integrate with License Manager 2.0, allowing for a
self-service licensing model. However, an issue in the Generate License Keys link of the License Keys
window fails to direct to License Manager. For additional information on this feature and a workaround,
see Generate a new license key.
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IDERA Dashboard and web console

Views with list of instances available take longer to populate in the SQL Diagnostic Manager web console.

Some SQL Diagnostic Manager users may find that it takes approximately a minute for any of their
monitored instances to display in views of the SQL Diagnostic Manager web console where a list of
instances is available.

Known Issues in version 9.x

Known issues in version 9.1

General

The option to collect non-query activities data using Extended Events is incorrectly set by default for SQL Server
2008R2 instances.

SQL Diagnostic Manager is designed to support collection of non-query activities data with Extended
Events only for instances running SQL Server 2012 or higher. In SQL Diagnostic Manager 9.1 for instances
running SQL Server 2008R2 the Use Extended Events radio button is selected by default instead of the
Use SQL Trace radio button.

Clicking the ‘launch SQLdm’ icon takes users to the corresponding instance dashboard screen but sometimes it fails
to highlight the specific instance in the Servers tree.

SQL Diagnostic Manager is designed to allow users access to the SQL Diagnostic Manager Console from
the Thumbnail, Heatmap, and Alerts Detail views. In SQL Diagnostic Manager 9.1 clicking the ‘launch
SQLdm’ icon takes users to the corresponding instance dashboard screen but occasionally fails to clearly
mark the specific instance it refers to in the Servers tree

Alerting

SQL Diagnostic Manager fails to display one alert response when multiple metric thresholds are breached

SQL Diagnostic Manager version 8.5 and later is designed to trigger an alert response only after multiple
metric thresholds are breached when the “Where all metrics are in specified list” condition is selected.
However, an issue in the “Send a Network Management (SNMP) Trap Message”, “Send an email to
recipient”, and “Run the following SQL Script” actions of the Alert Response Window cause these actions
to execute several times, resulting in multiple alerts.

The action “Run the following program” fails to execute when configuring automated responses to alerts

Users with SQL Diagnostic Manager version 8.0 and later may find that when creating an alert response
with the associated action “Run the following program” in the Alert Response window, the specified
program does not run once the condition is met.

SQL Diagnostic Manager returns PoweredOff alerts for the VM Power State metric when servers are not turned off

Some SQL Diagnostic Manager users may view PoweredOff alerts when reviewing the generated “VM
Power State” alerts for their servers linked to vCenter or Hyper-V host servers. These alerts display even
though the servers are not turned off.
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The actions “Write an event to the Windows event log” and “Send an email to recipient” in the Alert Response
Window fail to deliver multiple alert statuses

Users with SQL Diagnostic Manager version 8.5 and later may find that when creating an alert response
with multiple metrics as a condition and associated actions “Write an event to the Windows event log”
and/or “Send an email to recipient” in the Alert Response window, the feature fails to deliver complete
alert information and displays only one alert status when condition is met.

VM Configuration
SQL Diagnostic Manager fails to update fields in the VM Configuration window after the virtualization host server is
edited

Users with SQL Diagnostic Manager version 8.5 and later may find that fields such as the Virtual Machine
name, Type, and Computer Name in the VM Configuration window are not updated correctly after the
virtualization host server is changed.

Known issues in version 9.0

General
SQL Diagnostic Manager fails to update fields in the VM Configuration window after the virtualization host server is
edited

Users with SQL Diagnostic Manager version 8.5 and later may find that fields such as the Virtual Machine
name, Type, and Computer Name in the VM Configuration window are not updated correctly after the
virtualization host server is changed.

Web Application Service

The IDERA Dashboard's Web Application Service fails to restart after reboot

Users with SQL Diagnostic Manager version 9.0 may find that the IDERA Dashboard's Web Application Service
does not automatically restart after a machine reboot.

Alerting

SQL Diagnostic Manager fails to display one alert response when multiple metric thresholds are breached

SQL Diagnostic Manager version 8.5 and later is designed to trigger an alert response only after multiple
metric thresholds are breached when the “Where all metrics are in specified list” condition is selected.
However, an issue in the “Send a Network Management (SNMP) Trap Message”, “Send an email to recipient”,
and “Run the following SQL Script” actions of the Alert Response Window cause these actions to execute
several times, resulting in multiple alerts.

The action “Run the following program” fails to execute when configuring automated responses to alerts

Users with SQL Diagnostic Manager version 8.0 and later may find that when creating an alert response with
the associated action “Run the following program” in the Alert Response window, the specified program does
not run once the condition is met.
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SQL Diagnostic Manager returns PoweredOff alerts for the VM Power State metric when servers are not turned off

Some SQL Diagnostic Manager users may view PoweredOff alerts when reviewing the generated “VM Power
State” alerts for their servers linked to vCenter or Hyper-V host servers. These alerts display even though the
servers are not turned off.

The actions “Write an event to the Windows event log” and “Send an email to recipient” in the Alert Response
Window fail to deliver multiple alert statuses

Users with SQL Diagnostic Manager version 8.5 and later may find that when creating an alert response with
multiple metrics as a condition and associated actions “Write an event to the Windows event log” and/or
“Send an email to recipient” in the Alert Response window, the feature fails to deliver complete alert
information and displays only one alert status when condition is met.

Known Issues in version 8.x
Known issues in version 8.6

Alerting

SQL Diagnostic Manager fails to update statistics for some monitored SQL servers and triggers a persistent alert
‘Unable To Monitor’ for the same

Users with SQL Diagnostic Manager version 8.0.1 and later may find that some servers are not returning any
statistics due to an issue in the Activity Monitor settings that causes the entire refresh of servers to fail.

SQL Diagnostic Manager fails to display one alert response when multiple metric thresholds are breached

SQL Diagnostic Manager version 8.5 and later is designed to trigger an alert response only after multiple
metric thresholds are breached when the “Where all metrics are in specified list” condition is selected.
However, an issue in the “Send a Network Management (SNMP) Trap Message”, “Send an email to recipient”,
and “Run the following SQL Script” actions of the Alert Response Window cause these actions to execute
several times, resulting in multiple alerts.

The action “Run the following program” fails to execute when configuring automated responses to alerts

Users with SQL Diagnostic Manager version 8.0 and later may find that when creating an alert response with
the associated action “Run the following program” in the Alert Response window, the specified program does
not run once the condition is met.

The actions “Write an event to the Windows event log” and “Send an email to recipient” in the Alert Response
Window fail to deliver multiple alert statuses

Users with SQL Diagnostic Manager version 8.5 and later may find that when creating an alert response with
multiple metrics as a condition and associated actions “Write an event to the Windows event log” and/or
“Send an email to recipient” in the Alert Response window, the feature fails to deliver complete alert
information and displays only one alert status when condition is met.

SQL Diagnostic Manager returns PoweredOff alerts for the VM Power State metric when servers are not turned off

Some SQL Diagnostic Manager users may view PoweredOff alerts when reviewing the generated “VM Power
State” alerts for their servers linked to vCenter or Hyper-V host servers. These alerts display even though the
servers are not turned off.
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SQL Diagnostic Manager fails to stop alert generation after the Availability Group Preferred Replica alert is un-
checked

Users with SQL Diagnostic Manager version 8.6 that have the Availability Group Preferred Replica alert
configured may find that when un-checking the alert in the Alert Configuration window to stop raising the
alert, SQL Diagnostic Manager continues to generate the alert which also displays in the Alerts View. Un-
checking the configured database in the Configuration tab of the Alert Configuration window solves this issue.

General
SQL Diagnostic Manager fails to update fields in the VM Configuration window after the virtualization host server is
edited

Users with SQL Diagnostic Manager version 8.5 and later may find that fields such as the Virtual Machine
name, Type, and Computer Name in the VM Configuration window are not updated correctly after the
virtualization host server is changed.

Known issues in version 8.5

General

The Query Monitor trace in SQL Diagnostic Manager does not return queries in progress

Users with SQL Diagnostic Manager version 8.0 and later may find that when using the Query Monitor
functionality, the queries returned and displayed do not include queries in progress.

SQL Diagnostic Manager fails to update fields in the VM Configuration window after the virtualization host server is
edited

Users with SQL Diagnostic Manager version 8.5 may find that fields such as the Virtual Machine name, Type,
and Computer Name in the VM Configuration window are not updated correctly after the virtualization host
server is changed.

Alerting

SQL Diagnostic Manager returns Blocking Session Wait Time alerts with session 0 and missing information when
blocking-process node is empty

Some users may experience Blocking Session Wait Time alerts with missing information and session 0 when
the blocking-process node is empty in SQL Server. In SQL Diagnostic Manager 8.01 and later versions, this
issue may occur only if the trace that is collecting blocking data doesn’t return a SPID for a blocking process.

SQL Diagnostic Manager fails to display one alert response when multiple metric thresholds are breached.

SQL Diagnostic Manager version 8.5 and later is designed to trigger an alert response only after multiple
metric thresholds are breached when the “Where all metrics are in specified list” condition is selected.
However, an issue in the “Send a Network Management (SNMP) Trap Message”, “Send an email to recipient”,
and “Run the following SQL Script” actions of the Alert Response Window cause these actions to execute
several times, resulting in multiple alerts.
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The action “Run the following program” fails to execute when configuring automated responses to alerts.

Users with SQL Diagnostic Manager version 8.0 and later may find that when creating an alert response with
the associated action “Run the following program” in the Alert Response window, the specified program does
not run once the condition is met.

The actions “Write an event to the Windows event log” and “Send an email to recipient” in the Alert Response
Window fail to deliver multiple alert statuses.

Users with SQL Diagnostic Manager version 8.5 and later may find that when creating an alert response with
multiple metrics as a condition and associated actions “Write an event to the Windows event log” and/or
“Send an email to recipient” in the Alert Response window, the feature fails to deliver complete alert
information and displays only one alert status when condition is met.

SQL Diagnostic Manager returns PoweredOff alerts for the VM Power State metric when servers are not turned off.

Some SQL Diagnostic Manager users may view PoweredOff alerts when reviewing the generated “VM Power
State” alerts for their servers linked to vCenter or Hyper-V host servers. These alerts display even though the
servers are not turned off.

Known issues in version 8.0

Installation and configuration issues

The SQLdm Setup Wizard is interrupted after selecting the SQL server instance on which you want to install the SQL
Diagnostic Manager Repository

Some users may experience an interruption due to memory corruption in their SQL Diagnostic Manager
installation after selecting the SQL Server instance on which they want to install their SQL Diagnostic Manager
Repository. Note that the SQL Diagnostic Manager installer does not complete on machines where memory
corruption prevents connections to SQL Server. Furthermore, in these types of environments other
applications such as SQL Server Management Studio also do not function.

Negative values received from vCenter as a warning message do not impact VM data collection

Some users may receive negative values from vCenter as a warning message. The message is logged as in the
SQL Diagnostic Manager Services. Note that this does not have any impact in terms of VM data collection and
users are able to view VM and VM Host data.

Console crashes when upgrading to SQL Diagnostic Manager 8.0 while logged in the IDERA Newsfeed account

Users who remain logged in the IDERA Newsfeed account and upgrade to SQL Diagnostic Manager 8.0 may
experience console crashes. Note that an upgrade from SQL Diagnostic Manager 8.0 to 8.0.1 will solve this
issue.

Known Issues in version 7.x
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Known issues in version 7.5

General

SQL Diagnostic Manager 7.5 no longer supports Microsoft Windows 2000 or the .Net 2.0 framework

SQL Diagnostic Manager 7.5 does not support Windows 2000 or the .Net 2.0 framework. While SQL Diagnostic
Manager 7.2 and prior versions continue to operate with Windows 2000, SQL Diagnostic Manager 7.5 and later
require the .Net 4.0 Full framework to take advantage of the additional features.

Server Overview

Timeline refresh causes a memory leak

SQL Diagnostic Manager experiences a memory leak when you are viewing the Timeline and click Refresh. To
free the memory, you must restart the SQL Diagnostic Manager Management Console.

Queries

Queries view filter may not properly filter in some situations

In environments with large databases, the Queries view filter may not properly filter if you attempt to change
filter properties during a refresh.

Resources

File Activity displays an unhelpful error message when WMI credentials are invalid

SQL Diagnostic Manager displays the error message, "An error occurred while refreshing the active view,"
when you attempt with access the Resources > File Activity view if your WMI credentials are invalid. If this
message appears, verify your WMI access credentials and try again.

Installation and configuration considerations

SQL Diagnostic Manager Repository computer must run Microsoft SQL Server 2005 or later

SQL Diagnostic Manager 7.0 and later require Microsoft SQL Server 2005 or later running on the computer that
hosts the SQL Diagnostic Manager Repository database for all installations.

SQL Diagnostic Manager Console only users cannot upgrade to the full version without uninstalling SQL Diagnostic

Manager

Users who have an installation of SQL Diagnostic Manager Console only on a computer can use the upgrade to
update their current version of the desktop client console, but cannot use the upgrade program to install the
full version of SQL Diagnostic Manager.

Registering a SQL Server instance that uses an Alias Name requires an alias on the host computer

When registering a SQL Server instance using the alias name, an alias must first be created on the computer
that hosts the SQLdm Management and Collection Services. If the instance uses Named Pipes, Named Pipes
must be enabled in the SQL Server network configuration of the aliased SQL Server instance.
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Management Service does not start when the account permissions are incorrect

If the account you specified for the SQL Diagnostic Manager services does not have System Administrator
privileges on the SQL Server instance hosting the Repository database, the setup program cannot start the
SQLdm Management Service. This issue only occurs during installation.

Some users may receive an error message when opening the SQL Diagnostic Manager stating that there is no valid
license available

To resolve this issue, use the Management Service Configuration wizard to specify credentials for a Windows
account or SQL Server login that has System Administrator privileges on the SQL Server instance hosting the
Repository database. You can start the Management Service Configuration wizard from the Programs menu.

SQL Diagnostic Manager Reporting does not support Microsoft Reporting Services 2000
SQL Diagnostic Manager only supports Microsoft Reporting Services 2005 and later.

SQL Diagnostic Manager requires Predictive Analytics for baseline-related results

SQL Diagnostic Manager 7.5 requires the Predictive Analytics Service in order to display baseline-related
results. During installations and upgrades, SQL Diagnostic Manager installs the Predictive Analytic service with
the other included services. If Predictive Analytics is not detected or is disabled, SQL Diagnostic Manager
cannot generate baseline data for the requested report. The following reports require the Predictive Analysis
Service to include baseline-related results:

« Baseline Statistics

o CPU Statistics

« Memory Statistics

» Session Statistics

« Disk Statistics

« Replication Statistics

Phase out SQL Diagnostic Manager mobile manager

IDERA is announcing end of life for SQL mobile manager (SQLmm). On October 1, 2012, all support for SQLmm
will stop and the SQLmm trial site will be decommissioned. Also, any remaining installations of SQLmm 3.6 or
earlier that use the IDERA redirectors will no longer work.

To continue using a Web-based monitoring solution that is accessible from your smart phones or tablet
devices, upgrade to SQL Diagnostic Manager 7.0 or later, and deploy SQLdm Mobile. IDERA discontinued
distribution of SQL mobile manager in October 2011.

SQLdm Mobile does not support Microsoft IIS Express

SQLdm Mobile requires the standard version of the Microsoft IIS Web Server, version 7.0 or later. For more
information, see the SQLdm Mobile requirements.

SQLdm Mobile & Newsfeed installation cannot be changed or repaired using Add/Remove Programs

To successfully change or repair your SQLdm Mobile & Newsfeed installation, uninstall the application and
components, and then run the setup program to reinstall your deployment.

SQLdm may not properly link to vCenter from some monitored virtual SQL Server instances

The SQLdm VM Configuration window displays a list of your monitored virtual SQL Server instances, but the
link between an instance and the associated vCenter may not work properly. To access this window, click
Tools >VM Configuration.
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VM Host Server Change alert not always triggered when a VM moves from one host server to another

Even if the circumstances warrant SQL Diagnostic Manager to trigger the VM Host Server Change alert, users
who have virtual machines running on an ESX host managed by vCenter 5.0 or later may not receive the alert
when they move a VM from one host to another.

Negative values received from vCenter as a warning message do not impact VM data collection

Some users may receive negative values from vCenter as a warning message. The message is logged as in the
SQL Diagnostic Manager Services. Note that this does not have any impact in terms of VM data collection and
users are able to view VM and VM Host data.

Query Monitor disregards filter for SQL Server 2000 users

Some SQL Server 2000 users may notice that SQLdm Query Monitor includes SQL Diagnostic Manager queries
in the results even if the Exclude SQL Diagnostic Manager queries check box is checked in the Advanced Query
Monitor Configuration window.

SQLdm Mobile Server Dashboard charts display “Data not available” error

This error indicates that SQLdm Mobile was not able to collect all the performance metrics tracked by these
charts. This issue is more likely to occur with the 1/O and Per Read/Write charts on the Disk dashboard. To
correct this issue, use the Microsoft 1S Manager console to restart the SQLdm Mobile Web site (virtual
directory).

Start and Stop service actions not supported for virtual SQL Server instances

The Start and Stop service actions are not supported for virtual SQL Server instances (instances located on a
Windows cluster node). To start or stop a service on a virtual SQL Server 2008 instance, use the Microsoft
Failover Cluster Management tool. For SQL Server 2005 or earlier, use the Microsoft Cluster Administrator tool
to manage services.

Gaps between the real-time view and back-filled historical data can be seen on the CPU view

This occurs only when the CPU view is accessed via the Server tree. To view the information, without any gaps,
access the CPU view via the ribbon.

Free disk space reported as zero on databases with special characters

For servers and path names that include special characters such as % or #, SQL Diagnostic Manager may
incorrectly report the remaining disk space as zero.

Known Issues in versions previous to 7.5
Known issues in versions previous to 7.5

General
SQL Diagnostic Manager displays a refresh error when a user attempts to view data for an instance to which he does
not have admin rights

SQL Diagnostic Manager displays a refresh error message when a user tries to view data for a monitored SQL
Server instance to which the user does not have administrative rights. The message states that, "An error
occurred while refreshing the active view."
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SQL Diagnostic Manager displays an error when a user attempts to configure disk collection for an instance to which
he does not have admin rights

SQL Diagnostic Manager displays an error message on the Server Properties Disk Drives window if a user's
collection service credentials do not have administrative access to the monitored SQL Server instance, and
the user attempts to view the list of attached disk drives on that instance. Note that WMI credentials are not
used to retrieve disk drive information on this page.

Drives may not appear in the Resources Disk view when you switch to direct WMI collection

Users who select to collect OS metrics using direct WMI collection may notice mounted drives appearing in
some areas of SQL Diagnostic Manager but not on the Resources Disk view. To refresh this list, you must
restart the SQL Diagnostic Manager Management Console.

Dashboard

Custom Counters dashboard panel does not return to default after deleting all counters

The Custom Counters dashboard panel includes a drop-down list to allow you to select from the available
counters. If you delete all counters, the panel does not return to the default title and continues to display one
of the counter names.

Resources

Disk Filter Columns does not work on a blank chart

The Filter Columns selection does not work in the Resources > Disk view if you receive a blank chart due to
your WMI credentials being invalid.

Alerts

OS Disk Time (Percent) and OS Disk Time Per Disk (Percent) alerts may not trigger for some users

Users with Windows Server 2008 SP1 and SQL Server 2000 SP4, and who select direct WMI collection for their
OS metrics may experience an issue preventing OS Disk Time (Percent) and OS Disk Time Per Disk (Percent)
alerts from triggering. If this issue occurs, switch to using OLE automation.

Virtualization-related alerts occasionally raise more than once

In some circumstances, SQL Diagnostic Manager may repeatedly raise virtualization-related alerts when there
is no change in the status.

Custom Counters

SQL Diagnostic Manager does not automatically add unassociated custom counters to an alert template created
from an instance

If you use alert templates and create a custom counter, SQL Diagnostic Manager automatically adds the new
counter to your existing alert templates. However, if you create a custom counter not associated with an
instance, and then create an alert template based on the alert configuration of one of your monitored
instances, SQL Diagnostic Manager does not add the new counter to your alert template nor can you manually
add the counter.
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To avoid this issue, add the missing custom counter to any SQL Server instance, create an alert template from
that instance, and then clear any undesired custom counters from that instance.

SQLdm Mobile

SQLdm Mobile My Servers view filter does not work

The filter on this view will consistently display the message, “You have no favored or followed servers or
the servers list has not been cached yet,” regardless of the filter option you choose. This issue occurs
even when you are following servers or have marked servers as favorites.
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Recommended IDERA Solutions

IDERA strives to ensure our products provide quality solutions for your database needs. The following IDERA
Solutions have been recently added to the knowledge base at the Customer Service Portal.

ID Number

4337

4287

4281

4088

3511

2286

2109

2102

Title

SQLDM alert, "Session 0 has been blocking other sessions..."

Disk Full Percent fires at or near 100% for a disk that still has plenty of space.

A SQL Diagnostic Manager with wait type MSQL XP uses constant CPU
resources and never finishes on a monitored server.

Disk Busy per Disk counter reports 100% when the disk is known to be idle.

SQLDM always shows "The SQLDM Collection Service has too many
outstanding connections" in the overview pane for a specific server, and
SPIDs stall on the audited server.

When Upgrading SQL Diagnostic Manager, you receive the error message
"The repository is an invalid version."

CPU Used, Memory Paging and Disk Queue Length show question marks in
the Summary view.

What alerting Event Codes are used in SQLDM 5.0 or later?
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Get started

SQL Diagnostic Manager (SQLDM) is a database management system (DBMS) solution designed exclusively for
Microsoft SQL Server diagnosis and performance tuning. SQL Diagnostic Manager lets you discover potential and
existing problems, analyze the state of your SQL Server enterprise, and generate reports.
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Upgrade to this release

Upgrading SQL Diagnostic Manager to the most recent version allows you to take advantage of the new features
available. An up-to-date list of new features and fixed issues is available in the SQL Diagnostic Manager Release

Notes.

Upgrade from SQL Diagnostic Manager 5.x or higher checklist

To successfully upgrade your Microsoft SQL Server environment to this build, complete the steps included in the
following table:

0

a

Follow these steps...

Back up your SQL Diagnostic Manager Repository prior to upgrading.

Make sure that your environment meets the product requirements for the newer version of SQL Diagnostic
Manager.

Verify that no SQL Diagnostic Manager desktop clients are running.

Upgrade your environment to the latest version of SQL Diagnostic Manager on the computer where the SQL
Diagnostic Manager services reside. Note that SQL Diagnostic Manager 10.0 and later versions integrate
with the IDERA Dashboard.

Test your new SQL Diagnostic Manager deployment and setup.

Upgrade your IDERA Newsfeed and SQLdm Mobile installations or deploy a new IDERA Newsfeed and
SQLdm Mobile installation.

Upgrade to SQLDM 9.0 or higher versions

Customers upgrading from previous SQL Diagnostic Manager versions to SQL Diagnostic Manager 9.0 or
higher versions need a new license key or it is not possible to continue with the upgrade process. Users can
access the IDERA Customer Portal at the moment of upgrade from the license management window in SQL
Diagnostic Manager (Help > Manage Licenses) or directly at https://idera.secure.force.com. Information
necessary to generate a new license key is provided in the license management screen or the portal.
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Perform a standard upgrade

Use the following procedures to upgrade a distributed SQL Diagnostic Manager environment.

Upgrade your SQLDM Repository and/or SQLDM Services

Install the SQLDM Repository database on a SQL Server instance that meets the product requirements. You do not
need to install your Repository in the same domain as the SQLDM Console, but a two-way trust between the target
domains must exist. You can install the SQLDM services on the Repository computer (recommended) or a different
computer.

@ SQL Diagnostic Manager 10.1 and later requires Microsoft SQL Server 2005 running on the computer that

hosts the SQLdm Repository database for all installations.

To upgrade the SQLDM Repository and/or Services:

1.

Use an administrator account to log on to the computer on which you want to upgrade the SQLDM
Repository database and/or Services.

Run Setup.exe intheroot of the installation kit.

3. On the IDERA SQL Diagnostic Manager Quick Start window, click SQL Diagnostic Manager under the Install

heading.

Read the Upgrade Wizard Welcome window, and then click Next.

Upgrade your Repository by verifying the authentication method and connection credentials, and then click
Next.

Upgrade your Service account by specifying the account credentials that you want the SQLDM services to
use to connect to the SQLDM Repository and the monitored SQL Server instances, and then click Next. This
account must belong to the sysadmin role on the Repository database and each instance you plan to
monitor.

Click Upgrade to begin your upgrade.

Click Finish to exit the upgrade program.

Upgrade your SQLDM Console

@ You must have a full installation of SQL Diagnostic Manager already running in your environment before

attempting to upgrade the SQLDM desktop client console.

To upgrade the SQLdm Console:

1.
2.

Use an administrator account to log on to the computer on which you want to upgrade the SQLDM Console.
Navigate to the location where the SQLDM Console file resides in the distribution media.

3. Ifyou use an x64 operating system,run SQLDiagnosticManager-x64_c.exe .Ifyouuse an x86 0S,

@

run SQLDiagnosticManager_c.exe.

On the Welcome window of the setup program, click Next.
Click Upgrade to begin your upgrade.
Click Finish to exit the upgrade program.
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Upgrade SQL Diagnostic Manager in a clustered environment

Use the following steps to upgrade your SQL Diagnostic Manager installation in a clustered environment.

@ SQL Diagnostic Manager 10.0 and later requires Microsoft SQL Server 2005 running on the computer that
hosts the SQL Diagnostic Manager Repository database for all installations.

Upgrade in a Microsoft Windows Server 2003 Clustered Environment
To upgrade SQL Diagnostic Manager in a clustered environment:

1. Logon to the cluster node using the Administrator account.
2. In Cluster Administrator, select the resource group that contains the SQL Diagnostic Manager services.
3. Take the SQLDM Management and Collection services offline.

Perform the following steps on each node, starting with the active node:

1. Upgrade SQL Diagnostic Manager components previously deployed to the node.

2. In Windows Services, stop the SQLDM Collection, SQLDM Management, and SQLDM Predictive Analytics
services.

3. Setthe SQLDM services to manually start, and then restart the services.

Once the previous steps are complete, perform the following steps on each cluster node:

1. In Cluster Administrator, bring the SQLDM Management Service online.
2. Use the Management Service Configuration wizard to force the services to re-register on the active node.

Upgrade in a Microsoft Windows Server 2008 Clustered Environment
To upgrade SQL Diagnostic Manager in a clustered environment:

1. Logon to the cluster node using the Administrator account.

2. Inthe Failover Cluster Management tool, select the resource group that contains the SQL Diagnostic
Manager services.

3. Take the SQLdm Management and Collection services offline.

Perform the following steps on each node, starting with the active node:

1. Upgrade SQL Diagnostic Manager components previously deployed to the node.

2. In Windows Services, stop the SQLDM Collection, SQLDM Management, and SQLDM Predictive Analytics
services.

3. Set the SQL Diagnostic Manager services to manually start, and then restart the services.

Once the previous steps are complete, perform the following steps on each cluster node:

1. Bring the SQLdm Management Service online.
2. Use the Management Service Configuration wizard to force the services to re-register on the active node.
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Upgrade SQLDM console only

SQL Diagnostic Manager allows users to install a full version, which includes the SQL Diagnostic Manager
Repository, Management Service, and Management Console, or you can install the SQLDM desktop client console
by itself when you already have a full version of SQL Diagnostic Manager installed in your environment.

Users who have an installation of SQLDM Console only on a computer can use the upgrade to update their current
version of the desktop client console, but cannot use the upgrade program to install the full version of SQL

Diagnostic Manager.
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Test your deployment

To test your upgrade, you can immediately begin collecting and alerting on performance data. Verify that you are
able to monitor the target SQL Server instances and that the data you are retrieving is valid.
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Installation and deployment

You can install SQL Diagnostic Manager and SQLDM Mobile in an environment of any size.

() Toinstall the Trial for SQL Diagnostic Manager, review the guide in the Trial installation instructions.

Get ready for your SQL Diagnostic Manager and SQLDM Web Console deployment

« Check the supported installation scenarios

« Learn about the components and architecture
« Review system requirements

« View the installation instructions

() |DERADashboard is no longer part of the SQL Diagnostic Manager installation. However, it still supports
SQL Diagnostic Manager 12.2 and prior versions. Check IDERA Dashboard installation and deployment
settings and remember to register SQL Diagnostic Manager in the IDERA Dashboard.

Get ready for your SQLDM Mobile or IDERA Newsfeed deployment

« Check the supported installation scenarios

+ Learn about the components and architecture
« Review system requirements

« View the installation instructions

Get ready for your SQL Diagnostic Manager Console-only deployment

« Check the supported installation scenarios

« Learn about the components and architecture
« Review system requirements

« View the installation instructions
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Supported installation scenarios

You can install and deploy SQL Diagnostic Manager, SQLDM Mobile, and the IDERA Newsfeed to meet your unique
SQL Server environment needs. SQL Diagnostic Manager also offers a SQL Diagnostic Manager console-only
installation in environments that already have SQL Diagnostic Manager fully installed. For additional information
about this type of installation, see deploy SQL Diagnostic Manager Console only.

The following installation scenario descriptions assume you are deploying SQL Diagnostic Manager, SQLDM Mobile,
and IDERA Newsfeed in your environment.

@ In larger environments that contain more than one SQL Diagnostic Manager installation, consider
dedicating a SQLDM Mobile deployment per each SQL Diagnostic Manager application.

@ SQL Diagnostic Manager supports monitoring virtual SQL Server instances, such as those using VMware or
other virtualization software. For additional information about how SQL Diagnostic Manager works with
virtualization, see How SQL Diagnostic Manager works with a virtual environment.

() SQL Diagnostic Manager supports running from Amazon EC2 or Azure laaS environments.

Typical environment
This configuration includes the following installations:

+ SQL Diagnostic Manager Console on your workstation

« SQLDM Mobile Website on a Web Server for smartphone access

+ SQLDM Mobile and Newsfeed Service on the same computer that hosts the SQL Diagnostic Manager services
+ SQLDM Mobile Repository and SQL Diagnostic Manager Repository on the same SQL Server instance

Clustered environment

You can install and configure SQL Diagnostic Manager to monitor virtual SQL Servers. A virtual SQL Server is a SQL
Server running on a Microsoft failover cluster managed by Microsoft Cluster Services.

For SQL Diagnostic Manager to monitor virtual SQL Servers, you need to point SQLDM at the "Virtual" SQL Server
rather than the individual members of the cluster.

You can install and configure SQL Diagnostic Manager with its core services and repository databases on a Microsoft
failover cluster managed by Microsoft Cluster Services. For more information, review Deploy SQL Diagnostic
Manager in a clustered environment.

Web farm environment

You can install SQLDM Mobile in a Web farm to make sure this site remains accessible during a failover situation.
This configuration includes the following installations:

+ SQLDM Mobile on a Web Server in the farm

+ Typical SQL Diagnostic Manager installation

+ SQLDM Mobile and Newsfeed Service on the same computer that hosts the SQL Diagnostic Manager services
+ SQLDM Mobile Repository and SQL Diagnostic Manager Repository on the same SQL Server instance
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Non-trusted environment

You can install and configure SQL Diagnostic Manager and SQLDM Mobile to monitor SQL Server instances running
in non-trusted domains or workgroups.

This configuration includes the following installations:

+ SQL Diagnostic Manager Console on your workstation in a trusted or non-trusted domain

+ SQLDM Mobile Web site on a Web Server for smartphone access

+ SQLDM Mobile & Newsfeed Service on the same computer that hosts the SQL Diagnostic Manager services, in
a trusted or non-trusted domain

+ SQLDM Mobile Repository and SQL Diagnostic Manager Repository on the same SQL Server instance, in a
trusted or non-trusted domain
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Choose your deployment strategy
Before you begin installing SQL Diagnostic Manager, it is important to consider your deployment choices.

@ You can deploy SQLDM Mobile after you have installed SQL Diagnostic Manager. For more information,
review the SQLDM Mobile architecture and components, as well as requirements.

Trial deployment

A trial deployment installs each SQL Diagnostic Manager component on a separate, dedicated computer. The IDERA
evaluation license is fully functional and monitors up to 15 SQL Server instances anywhere on your network for a
period of 15 days. For more information, review the Trial installation instructions.

Production deployment

A production deployment installs each SQL Diagnostic Manager component on a separate, dedicated computer.
This deployment supports stable performance and availability as your environment grows and your monitoring
needs change.
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Deploy SQLDM Web Console and SQL Diagnostic Manager
Use the following links to prepare for your SQLDM Web Console and SQL Diagnostic Manager deployment:

« Check the supported installation scenarios

« Learn about the components and architecture

+ Review system requirements for the SQLDM Web console and SQL Diagnostic Manager
« View the installation instructions

+ Logintothe SQLDM Web Console

() Idera SQLDM Web Console is now part of the installation of SQL Diagnostic Manager 12.2 and later
versions. However, Idera Dashboard still supports SQL Diagnostic Manager 12.2 and prior versions.
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Product components and architecture

The SQL Diagnostic Manager and SQLDM Web Console consist of a light, unobtrusive architecture that efficiently
runs in your SQL Server environment with minimal configuration. All components run outside and are separate

from SQL Server processes.

« Learn about the components and architecture of the SQL Diagnostic Manager Console and Web Console.
+ Learn about the components and architecture of the SQL Diagnostic Manager Scale-Out Installations.

() IDERA Dashboard is no longer part of the SQL Diagnostic Manager installation. However, it still supports

SQL Diagnostic Manager 12.2 and prior versions. Learn more about IDERA Dashboard components and
architecture.
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SQL Diagnostic Manager components and architecture

SQL Diagnostic Manager consists of a light, unobtrusive architecture that easily runs in your SQL Server
environment with minimal configuration. All SQL Diagnostic Manager components run outside and are separated
from SQL Server processes.

SQL Diagnostic Manager Console
Use the SQL Diagnostic Manager Console to:

+ View real-time status
« Configure alert notifications on specific metric thresholds at the server and database levels

« View historical reports
« Perform administrative functions

The SQL Diagnostic Manager Console retrieves historical information directly from the SQL Diagnostic Manager
Repository. All real-time requests use the SQL Diagnostic Manager services to poll the monitored SQL Server.

SQLDM Web Console

Use SQLDM Web Console to monitor in real time your SQL Diagnostic Manager environment. When installing SQLDM
Web Console two services are added:

« |dera SQLDM Web Console Ul service
«+ |dera SQLDM Web Console REST API service

() Unlike IDERA Dashboard, SQLDM Web Console does not have a repository any or other components than
the Ul files installed with the Ul service.

SQL Diagnostic Manager Architecture DM Windows

Console

SQL Diagnostic Manager’s architecture is a compound of four separate
subsystems that help you to monitor your SQL Server environment.

1. Collection service - periodically contacts numerous monitored ¥
instances to gather statistics. saL Sé‘rver
2. Management service - takes data from the collection service and places ® |
itin a repository.
3. SQL Server - implements the repository structure. _E—
4. Windows Cons oles (one or more) - sends requests to repository and !
management service. sQL DM SeH‘\'ﬂices
Below you can find more information about its importance during the @ | Management |
monitoring process. @ | CAllEEaR |
SQL Diagnostic Manager Services ’,;,/

SQL Diagnostic Manager has four centralized services, the Management Service,
the Collection Service, the Predictive Service, and Rest Service. These four
services reside on the same computer.

SQL Instance 298
SQL Instance 299 [/
SAL Instance 300

The Management Service

SQAL Instance O
SAL Instance 1
S5CQL Instance 2
SQL Instance n...

The Management Service performs the following primary functions:
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+ Provides real-time data to the SQL Diagnostic Manager Console

+ Receives historical data from the Collection Service for storage in the
Repository

+ Raises alerts and sends alert notifications

The Collection Service

The Collection Service performs on-demand and scheduled collection from the monitored SQL Servers.
The Predictive Service

The Predictive Service is used for Alert Forecasting and performs the following primary functions:

« Calculates the Alert Forecast every hour
« Builds a forecasting model once a day

The Rest Service

SQL Diagnostic Manager Plug-in

When SQL Diagnostic Manager is registered with the IDERA Dashboard, the product plug-in module is deployed. The
SQL Diagnostic Manager plug-in consists of web views and widgets and a.NET based add-in module (SQL
Diagnostic Manager add-in). The web views and widgets are deployed in the Web Application Service of the IDERA
Dashboard, and the SQL Diagnostic Manager add-in in the Core Service of the same.

The Web Application Service dynamically loads in SQL Diagnostic Manager's views and widgets and makes them
available to web console users. The views and widgets use the SQL Diagnostic Manager add-in REST APIs to retrieve
data. Likewise, the SQL Diagnostic Manager add-in retries data from the product services and Repository.

SQL Diagnostic Manager Repository

The SQL Diagnostic Manager Repository is a centralized SQL Server database that stores collected metrics on a
scheduled basis, historical data, and alerts information. The SQL Diagnostic Manager Repository also stores
configuration information, such as the credentials used to monitor a registered SQL Server instance.

@ SQL Diagnostic Manager 10.1 and later requires Microsoft SQL Server 2005 or above running on the
computer that hosts the SQL Diagnostic Manager Repository database for all installations.

Authentication in SQL Diagnostic Manager

SQL Diagnostic Manager uses the same types of authentication available in the SQL Server security model. When
specifying account credentials for the SQL Diagnostic Manager services, you can use Windows Authentication or
SQL Server Authentication.

When considering which authentication to use, keep in mind that SQL Server Authentication is required when no
domain trust exists between the SQL Diagnostic Manager Services computer and the computers hosting the
monitored SQL Server instances. For example, if the monitored SQL Server instances are located in an untrusted
domain or behind a firewall, you must use SQL Server Authentication to successfully deploy SQL Diagnostic
Manager. In this case, you must use the sa account or a SQL Server login that has System Administrator
permissions.

For more information about these authentication types and the SQL Server security model, see the Microsoft
document, Authentication in SQL Server.
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IDERA Dashboard components and architecture

The IDERA Dashboard provides web and back-end services, shared across multiple IDERA products. To learn more
about the IDERA Dashboard and how it works, see Navigate the IDERA Dashboard.

The IDERA Dashboard consists of the following components:

« Web Application Service
» Core Service
« Core Repository

IDERA Dashboard

Web Application Service SQLdm SQlLdm
Manager Plug-in Manager Plug-in

Core Views
: Views & Views &
& Widgets - - Web Console
o Widgets Widgets « - _
; ~ ~ ~r
Core Service ~ g ~p
Core ) sQLdm sQLdm
Module Add-in Module Add-in Module
~ -
~
~ ~
~ ~
Core Repository
—
- Senvice - Senice
- Repository - Repository

Web Application Service

The Web Application Service is a Windows service that wraps Apache Tomcat server. The Web Application Service
serves up dashboard (IDERA Dashboard) and SQLdm views and widgets that are displayed in the web console. The
Web Application Service requires three ports:

« Standard HTTP port (by default 9290)
+ Monitor port (9094)
+ SSL port (9291)
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Core Service

The Core Service is a C# (.NET 4.0 Framework) based Windows service that hosts dashboard and SQLDM REST APIs
that are used by the Web Application Service to configure and retrieve data. In addition, the Core Service handles
product registration, security, configuration, product data, and event aggregation.

The Core Service uses two ports, one for REST APl and the other for .NET remoting:
« Core Service REST 