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Access the SQL Diagnostic Manager Release Notes

IDERA SQL Diagnostic Manager provides an unprecedented level of diagnostic information on the health, performance, and status of SQL Server
instances across your environment. You can view, diagnose, and report on critical performance statistics from a central point of control.

Using a unique agent-less architecture, SQL Diagnostic Manager gathers diagnostic information in real time, keeping database administrators and
managers informed by providing customized alerts. Easy to install and use, SQL Diagnostic Manager is an indispensable SQL Server
management tool that benefits both experienced and junior database administrators.

To get a glimpse into the newest features, fixed issues, and known issues in this release of SQL Diagnostic Manager, review the following
sections of the Release Notes:

See new features in this release

Review issues fixed by this release
Review previous features and fixed issues
See known issues

See list of recommended IDERA Solutions

To see the summary of the Support Status for SQL Diagnostic Manager click here.
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New features and fixed issues

SQL Diagnostic Manager provides the following new features and fixed issues.

10.1.1 New features

SQL Diagnostic Manager allows you to launch SQL Workload Analysis in context of your monitored server from the desktop console and the
IDERA Dashboard. For more information, see Launch SQL Workload Analysis.

10.1.1 Fixed issues

Reports

The Transaction Log Statistics report is no longer showing erroneous used size values.

The Disk Space History report is no longer encountering the 'String or binary data would be truncated' error.
Query Monitor

Query Monitor is no longer reporting a captured stored procedure as both a SQL Batch and a Stored Procedure when Query Monitor is configured
to collect queries using Extended Events.

Query monitor is no longer capturing queries that do not meet threshold definitions.
Procedure Cache

SQLDM is no longer having issues when accessing to the Procedure Cache tab.

SQL Server CPU Usage (Percent)

SQLDM is no longer reported inflated values for the SQL Server CPU Usage (Percent) metric on monitored instances running on systems with
hyper-threaded CPU.

Server Log file

The IDERA Dashboard is no longer recording the user login and password in the server.log file.

Cloud instances

SQLDM is no longer encountering the 'Read login mode failed: System.IndexOutOfRangeException: Index was outside the bounds of the array'
error while attempting to retrieve live data from a monitored instance running on Amazon EC2.

Blocked Sessions Graphs

The Blocked Sessions graphs report correctly the number of deadlocks that were detected by SQLDM.

Prescriptive Analysis

The Prescriptive Analysis is no longer encountering the ‘Error converting data type nvarchar to float’ error while saving the collected data into the
SQLDM repository database.

Grooming

SQLDM is now grooming the DatabseFileStatistics table in the SQLDM repository database.

Alerts

The Alerts pane is no longer having issues loading any active alerts due to a timeout with the query being issued against the SQLDM repository
database. This query has been optimized to retrieve the list of active alerts in a timely manner.
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Previous features and fixed issues

This build includes many fixed issues, including the following updates from previous releases.

10.1 New features

Health Index Calculation

Modify the index calculation scale factor for each type of alert. Assign instances more or less importance in the overall heatmap ranking by
modifying their scale factors. For additional information, see Heatmap Calculation Configuration.

Use Instance Friendly Name in Web Console

The Friendly Name assigned in the Desktop Console can also be used in the Web Console. For more information, see Assign a friendly name to
your SQL Server instance.

Query Waits Alert Response Action

Collect more information by enabling the collection of Query Waits when the criteria for an alert response rule is met. For additional information,
see Query Waits Action Provider.

SCOM Alert Response Action

Send an Event or an Alert to SCOM in response to an alert when the criteria for the new alert rule is met. For additional information, go to SCOM
Event Action Provider and SCOM Alert Action Provider.

PowerShell Alert Response Action

Specify a PowerShell script to run in response to an alert when the criteria for the new alert rule is met. For additional information, see PowerShell
Action Provider.

PowerShell Snap-in Added Functions

Customize your monitored SQL Server properties with new cmdlets. For more information, see Customize your Monitored SQL Server properties
within PowerShell.

Independent Scheduling of Multiple Baselines
Add and schedule multiple baseline periods in addition to the default baseline. For additional information, see Schedule multiple baselines.
10.1 Fixed issues

General

The SQLDM Desktop is no longer showing slow performance that was caused by retained data from deleted instances.

Grooming process

The grooming process has stopped the exceeding growth of the SQLStatementsOverflow table.

Monitor AlwaysOn Availability Groups

The monitored Availability Group Listeners no longer have issues gathering information from the primary replica.

The “Unreadable availability replica” status is no longer displaying in the databases that are part of AlwaysOn Availability Groups.
Collection service

Enabling maintenance mode for all monitored instances is no longer causing SQLDM Collection Service crash.

Troubleshoot WMI connectivity issues

After troubleshooting the WMI connectivity issues the “WMI is not available on the server” alert is no longer displayin

10.0.2 New features

There are no new features.
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10.0.2 Fixed issues

General

® The "DtcService Status" error displayed after selecting a view or tag in the desktop client, when configured with the Hungarian system
language, no longer occurs.

® Anissue preventing SQL Diagnostic Manager from registering instances using long and complex SQL Authentication passwords no
longer occurs.

® The Snapshot Selection window now displays correctly the AM and PM time symbols when using French (Swiss) regional settings in SQL

Diagnostic Manager.
® The SQL Server 2012 and SQL Server 2008 versions are now displayed correctly in SQL Diagnostic Manager.
® Anissue preventing SNMP Traps to work properly no longer occurs

Report

® An issue preventing the Top Queries report from displaying accurate results is fixed.

® There are no longer any issues preventing the Top Servers report from rendering properly or deploying into a Microsoft Reporting
Services Server.

® A data type conversion error no longer occurs when running the Top Queries report in SQL Diagnostic Manager.

Query waits

® An issue preventing Query Waits from being retrieved historically no longer occurs.

Query Monitor

® An issue causing Query Monitor to be disabled after Maintenance Mode no longer occurs.

Alerts

® There are no longer any issues preventing alert templates from being edited after making changes in the "Days since last backup" metric
configuration.

® There are no longer any issues causing operational query monitor alerts to be triggered repeatedly due to an XML parsing error in SQL

Diagnostic Manager.

The Days since last backup alert now works seamlessly in an availability group environment.

The Days since last back up alert is no longer triggered for database snapshots.

The Days since last back up alert is no longer triggered for mirrored databases.

There are no longer any issues preventing alerts from being triggered properly in the desktop console after upgrading SQL Diagnostic

Manager.

® The details section of the Alerts view now displays the full list of recorded error log messages for SQL Server Error Log alerts.

Tables & Indexes view

® There are no longer any issues causing data to populate slowly and timeout messages when accessing the Tables & Indexes view.
Custom Counters

® Monitored SQL Server instances now remain linked to custom counters when setting maintenance mode with PowerShell.

10.0.1 New features

There are no new features.

10.0.1 Fixed issues

General

® The desktop client is no longer unresponsive when the registered instances are unable to connect.

Blocking Sessions view

® The bottom chart of the Blocking Sessions view is how displaying a correct blocking session count.

Reports

® There are no longer any issues preventing the Top Servers report from rendering properly or deploying into a Microsoft Reporting
Services Server.



10.0 New features

Prescriptive analysis
Run or schedule a prescriptive analysis or workload analysis on a specific SQL Server instance to identify and resolve common areas of SQL

Server performance problems such as queries, database objects, and more. The analysis results in useful configuration and tuning
recommendations that you can apply. For additional information, see Analyze your SQL Server instance.

Multiple baselines

Define and schedule any number of baseline periods. View relevant baseline in effect in various metric graphs plus enable alerting and
recommendations to review thresholds. For additional information, see Configure server baseline options

Multiple SQL Diagnostic Manager custom dashboards
Graphically create multiple custom dashboards by dragging-and-dropping widgets. Easily control time range across widgets, add, edit, duplicate,

and remove dashboards. Use your multiple dashboards to compare metrics across your monitored instances. For additional information, see Cre
ate custom dashboards

Import/Export alert response

In SQL Diagnostic Manager 10.0 you can select alert responses to import or export . For additional information, see Configure how SQL
Diagnostic Manager responds to alerts .

Import/Export wizard
The Import/Export wizard centralizes all SQL Diagnostic Manager import and export capability for customization. In one stop import or export all

your alert responses, alert templates, custom counters, and custom reports. For additional information, see Use the SQL Diagnostic Manager
Import/Export wizard

Top Servers report

Generate a report on a specific metric (e.g. CPU utilization) and clearly view the top 10 servers with the highest threshold over a given timeframe.
For additional information, see Top servers custom report.

Self-service licensing model

In SQL Diagnostic Manager 10.0 you can login to the Idera Customer Portal or launch the license manager utility to generate your own license
keys. For additional information, see Generate a new license key.

Web console improvements

Federated Overview screens
Access aggregated views and functions for all your SQL Diagnostic Manager Repositories connected to the IDERA Dashboard. Filter results by

tags, a specific SQL Diagnostic Manager Repository, a specific SQL Server Major version, or an instance name through wildcard characters. For
additional information, see Navigate the web console dashboard.

New common Dashboard widgets

Use any of the eighteen Top X widgets available for customization in the Overview tab or the Details view of the IDERA Dashboard. For more
information on this feature, see Navigate the IDERA Dashboard

New color-coded Alerts Timeline view
Easily identify the highest alert for your monitored instance at any point in the time and the highest alert for a specific category. Select a default

time range or a customized one, filter timeline results by category and display order. For more information on this feature, see View your SQL
Server alerts.

Query Waits view enhancements

Re-designed Query Waits by Time and Query Waits by Duration views. New Wait Category dimension to display, selectable time range, and
improved navigation from one view to another. For more information, see View your SQL Server query waits information.

Databases Summary view enhancements

Select multiple databases to display as horizontal stacked bar charts. For more information, see View your SQL Server databases information.
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Collapsible side panel

Hide or expand the side panels of the SQL Diagnostic Manager Overview view. For more information, see Navigate the web console dashboard.

10.0 Fixed issues

General

® This release fixes an issue with unsigned executables that occasionally blocked upgrades or resulted in security concerns that files may
be corrupted. In SQL Diagnostic Manager 10.0 executable binary files are digitally signed.

Web console

® An issue preventing the Databases view of the web console from populating when a database is offline no longer occurs.

Newsfeed

® An issue preventing users from creating a Newsfeed user account no longer occurs.

9.1.2 New features

There are no new features.
9.1.2 Fixed issues
General
® An issue causing a management service memory leak no longer occurs.

IDERA Dashboard
® A registration issue causing the web console and IDERA Dashboard to display blank no longer occurs.

Disk view

® An issue preventing the Disk Busy Total or Disk Busy Per Disk graphs from displaying data no longer occurs .

9.1.1 New features

There are no new features.

9.1.1 Fixed issues

General

® An issue preventing OS metric statistics from being collected and disk drives not to be discovered after upgrading to 9.1, no longer
occurs.

Single instance dashboard

® This release fixes an issue that prevented the databases tab of the single instance dashboard from populating when a database was set
offline.

Deadlocks

® An issue causing deadlocks in the SQL Diagnostic Manager Repository database after upgrading to SQL Diagnostic Manager 9.1, no
longer occurs.

Mount Point

® An issue preventing filegroup statistics to be saved to the SQL Diagnostic Manager Repository, no longer occurs. This issue was specific
to filegroups aiming at Mount Point drives.

Alerts
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® An issue causing the Filegroup Space Full (percent) alert to trigger with higher than normal percentage values after upgrading to SQL Dia
gnostic Manager 9.1, no longer occurs.
Hyper-V

® A permissions issue preventing the Hyper-V server from collecting data and displaying the same, no longer occurs. Note that SQL Diagn
ostic Manager uses the direct WMI credentials established by the user under OS Metrics > Properties to obtain data for the Hyper-V
host. To gather VM metrics SQL Diagnostic Manager uses the VM credentials assigned by the user under Tools > VM Configuration.

9.1 New features

Web console improvements

Aggregated views across multiple SQL Diagnostic Manager repositories

SQL Diagnostic Manager users are now able to access aggregated views and functions for all their SQL Diagnostic Manager Repositories
connected to the IDERA Dashboard. For example, the option to filter results by a specific SQL Diagnostic Manager Repository are included. For
additional information, see Navigate the IDERA Dashboard.

Launch the SQL Diagnostic Manager Console from various views
In SQL Diagnostic Manager 9.1 users can launch the SQL Diagnostic Manager Console from the Thumbnail and Heatmap views, as well as from

the Alerts Detail screen. Upon clicking the SQL Diagnostic Manager icon # , users are directed to the associated instance. In addition, users
can navigate back to the Overview tab of a specific single instance dashboard from the SQL Diagnostic Manager Console.

Adjustable panels in key web console views

The panels in the list, thumbnail, and heatmap sub-views of the SQL Diagnostic Manager web console are now adjustable, allowing users to
expand panels to fit the page or to return to previous setting.

Improved thumbnail sub-view

The thumbnail sub-view provides you with a graphical replication of your monitored SQL servers. The thumbnail sub-view is now sorted by
criticality of worst alert and it includes CPU, Memory, 1/0, and Response Time sparkline graphs for a 1-hour view so that users can obtain an
overview of key metrics quickly. For additional information, see Use sub-views to identify and diagnose issues.

Improved heatmap sub-view

The heatmap sub-view provides you with a visual overall status of your SQL Server environment in the form of a grid of color coded squares that
contain a health index. Through its color scheme and health index, you can easily identify which of your monitored instances need the most
attention. Each square in the heatmap sub-view represents a monitored instance. For additional information, see Use sub-views to identify and
diagnose issues.

New web console widgets

SQL Diagnostic Manager 9.1 contains several new widgets for practical access to specific information in both the IDERA Dashboard and the web
console:

® OQOverview tab widgets. Overall status , Instance status , Instance list , and Active alerts list.

® Details view tab widgets. Top instances by alert count, Top databases by alert counts, Top instances by CPU usage, and Alert counts
by category.

® Resources tab widgets. Top sessions by active CPU and Top sessions by /O activity.

Monitoring of non-query activities with Extended Events

In SQL Diagnostic Manager 9.1 collection of non-query events data such as deadlocks, Autogrow, and blocking is performed through Extended
Events by default for SQL Server instances running SQL Server 2012+. First introduced in SQL Server 2008, Extended Events provide a new
mechanism to capture information about events inside the Database Engine and diagnose performance problems. This functionality is highly
efficient and lightweight, resulting in minimum impact on your SQL Server performance. For additional information, see Set activity monitor
options.

Integration with the IDERA community site

SQL Diagnostic Manager 9.1 allows users to share product content , saving valuable resources. With these new features you can import and
export custom counters, custom reports and alert templates. For additional information, see Use custom counters to track metrics, Custom reports
, and Configure alert templates.
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Filegroup and Mount Point monitoring improvements

Configurable database filegroup alerts are now available

The Filegroup Space Full (Percent) and the Filegroup Space Full (Size) alerts allow users to track available space at the filegroup level.

New Disk Size view

The new Disk Size view in the Resources tab allows users to view key statistics on all monitored disk drives, including mount point drives, in their
environment. To access this new view, users can select an appropriate SQL Server instance, and then click Disk Size in the Views group of the
Resources tab. For more information on this feature, see Get disk size details.

Disk Space Usage report available in SQL Diagnostic Manager

The Disk Space Usage report provides users with the most recent snapshot of available disk space in their environment. To access this report,
users can go to Reports in the Navigation pane and select Resources > Disk Space Usage in the Analyze menu. For more information on this
report, see Disk Space Usage.

Disk Space History report available in SQL Diagnostic Manager

The Disk Space History report provides an overview on available disk space with an emphasis on the historic level of activity for a specific disk.
To access this report, users can go to Reports in the Navigation pane and select Resources > Disk Space History in the Analyze menu. For
more information, see Disk Space History.

Monitoring of additional SQL Server services

SQL Server Active Directory Helper Status

SQL Diagnostic Manager users are now able to monitor the status of the SQL Server Active Directory Helper service. For more information on this
new alert, see SQL Server Active Directory Helper Service Status alert.

SQL Server Browser Service Status

SQL Diagnostic Manager users are now able to monitor the status of the SQL Server Browser service. For more information on this new alert, see
SQL Server Browser Service Status alert.

Server Summary report supports new SQL Server monitored services

The Server Summary report now also displays the current status of the SQL Server Active Directory Helper service and the SQL Server Browser
service. For additional information, see Server Summary.

9.1 Fixed issues

Installation

® This release fixes a Windows 7 compatibility mode issue that prevented users from installing SQL Diagnostic Manager past the selection
of a SQL Server instance to use for the Repository Database. An upgrade to InstallShield solved this issue.

Web console

® An issue preventing the SQL Diagnostic Manager web console from displaying, no longer occurs with the full integration to the IDERA
Dashboard.

Query views

® Anissue in the Query views of the single instance dashboard, causing data to populate slowly and timeout messages, no longer occurs.

Query waits view

® An arithmetic overflow error causing the Query Waits view of the SQL Diagnostic Manager Management console to display an empty
pane, no longer occurs.

Alerts

® This release fixes an issue that caused fragmentation alerts to trigger without updating the latest value returned in the Databases >

Table & Indexes view, resulting in false alerts.
® An issue preventing users from receiving critical Database Full (Percent) alerts no longer occurs.
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® This release fixes an issue where SQL Diagnostic Manager triggered a false unable to monitor SQL Server status alert when an invalid or

nonexistent SPID was found during collection.
® This release fixes an issue where SQL Diagnostic Manager triggered false critical Database Full (Percent) alerts for several servers when

the actual values were much lower and did not require an alert notification.

Maintenance mode

® This release fixes an issue in the SQL Diagnostic Manager web console, where servers displayed incorrectly as in maintenance mode
even when maintenance mode was not enabled or scheduled.

SCOM Management pack

® Anissue in the SCOM Management pack, preventing users from discovering the SQL Diagnostic Manager Repository when it contained
unexpected NULL values, no longer occurs.

WMI

® Anissue causing RPC errors on servers with FQDN and the WMI collection method enabled, no longer occurs.

9.0 New features

Integration with the IDERA Dashboard

SQL Diagnostic Manager 9.0 now integrates with the IDERA Dashboard, a common technology framework, designed to support the IDERA
product suite. Users are able to obtain an overview of the status of their SQL Servers and hosted databases all in a consolidated view and
navigate to individual product dashboards for details. The IDERA Dashboard provides a central set of services for managing users, product
registry, instance registry, aggregated alerts across IDERA applications, a central web server, and tags for grouping instances. For additional
information, see Navigate the IDERA Dashboard.

New advanced query views

SQL Diagnostic Manager 9.0 takes SQL Diagnostic Manager’s capabilities around guery monitoring and diagnostics to the next level with a new
Main Query view along with two low-level views (Query Signature and Query Details views). Users are now able to explore query data in multiple
ways and easily get a handle of query performance in their environment. In SQL Diagnostic Manager 9.0 query monitoring is enabled by default
for SQL Server instances running SQL Server 2008+, and collection is performed through Extended Events which has minimum impact on your
SQL Server performance. Improved query monitoring allows for capturing of Query Execution Plans and provides graphical representations of
the same in the Plan Diagram of the Query Details view. In addition, you can view the actual XML, SQL Text, and referenced columns of a query
execution plan. For additional information, see View your SQL Server queries information.

Improved and integrated SQL Diagnostic Manager web console

SQL Diagnostic Manager 9.0 provides a fully functional web console that integrates seamlessly with the IDERA Dashboard (common technology
framework) and is easy to access from any connected browser. The SQL Diagnostic Manager web console provides the overall status of a SQL
Server environment to help diagnose any issues. Users can quickly view the status of a single instance or instance groups, view all active alerts
in their SQL Server environment and drill down for details, or select different sub-views to diagnose performance issues faster, and view top
values for selected metrics. In addition, users are able to access the new advanced query views (see above) only from the SQL Diagnostic
Manager web console and not from the SQL Diagnostic Manager desktop client console. For additional information, see Navigate the web
console dashboard.

Licensing and version upgrading —

Upgrade to SQL Diagnostic Manager 9.0

Customers upgrading from previous SQL Diagnostic Manager versions to SQL Diagnostic Manager 9.0 need a new license key or it is not
possible to continue with the upgrade process. Users can access the IDERA Customer Portal at the moment of upgrade from the license
management window in SQL Diagnostic Manager (Help > Manage Licenses) or directly at https://idera.secure.force.com. Information necessary
to generate a new license key is provided in the license management screen or the portal.

Help documentation —

SQL Diagnostic Manager Help (User Guide and Release Notes) is now wiki-hosted and available at wiki.idera.com > SQL Diagnostic Manager.

9.0 Fixed issues

Query Monitor
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® Anissue preventing users from enabling the Query Monitor in monitored SQL Server 2000 instances no longer occurs.

Queries

® Anissue in the Queries tab and corresponding Statement mode, Signature mode and query history views, causing queries exported into
Excel to truncate, no longer occurs.

Alerts
® This release fixes an issue that prevented users from knowing when Repository grooming had timed out. SQL Diagnostic Manager 9.0

includes a new alert SQLdm Repository Grooming Time out that notifies users when SQL Diagnostic Manager no longer deletes stored
metrics in the Repository at the set schedule. To configure this alert access the Alert Configuration window.

Reports

® Anissue preventing users from running the Disk Details report of the Resources analysis reports no longer occurs.

8.6 New features

Full support for SQL Server Express instances

SQL Diagnostic Manager 8.6 fully supports monitoring of SQL Server Express instances. The following editions are supported: SQL Server 2005
Express, 2008, 2008 R2, 2012, and 2014.

Reporting on Query Wait Statistics
You can now run the Query Wait Statistics report to quickly analyze different wait type categories on your SQL Server and identify where your

biggest bottlenecks are occurring impacting your performance. For additional information about the new Query Waits Statistics report, see Query
Waits Statistics report.

Query Waits information is now extended to the Top Servers and Top Databases reports
SQL Diagnostic Manager has extended Query Waits information to the Top Servers and Top Databases report, providing users insight into the

queries on your SQL Server instance that exceed a specific wait threshold. Users can now view information on Top Servers by wait time and Top
Databases by wait time. For additional information, see Top Servers and Top Databases.

New database alert for Availability Group Preferred Replica

SQL Diagnostic Manager triggers an Availability Group Preferred Replica whenever the primary role changes to a different replica and is
unavailable for a defined amount of time in minutes.

8.6 Fixed Issues

Upgrade

® Users upgrading from SQL Diagnostic Manager 8.5 to 8.6 may encounter a message (see image below) that requests closing the Java
framework application to proceed with the upgrade process. This framework is in use by the SQLdm WebUI Service of our web console
feature. Clicking Ignore allows the upgrade installation process to complete successfully. You can also stop the SQLdm WebUI Service
manually and click Retry to proceed with the Upgrade Wizard.

L diagnostic manager (x64) - Upgrade Wizard i 5]

Some files that need to be updated are currently in use, ‘-

The following applcations are using files that need to be updated by this setup. Close these
applications and dick Retry to continue,

Java(T™) Platform 5E binary (Process Id: 4336) |
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General

® This release fixes an issue where scheduled SQL Diagnostic Manager Repository grooming failed.
® This release fixes an issue that prevented data from being returned on a SQL 2012 instance when selecting the option Use Extended
Events (SQL2012 + only) in the Wait Monitoring tab of the Monitored SQL Server Properties window.

® An issue causing Data File Spaced Used and Log File Space Used values in the Overview > Details view to vary from the real server
values no longer occurs.

® This release fixes an issue where the number of sessions displayed in the Sessions > Details view, after applying the Affecting
Tempdb only filter, does not match the number of sessions in the Databases >Tempdb Summary view.

® An issue preventing disk drive statistics to return in the Disk view of the Resources tab no longer occurs.

® This release fixes an issue that caused the Query waits and Query History views to lag displaying data when the frequency of how often
the console refreshes data was modified in the Tools > Console Options window.

® SQL Diagnostic Manager is designed to return the information that you want to view in the Signature Mode, Statement Mode, and Query
History views through filters. However, the filter Exclude Currently Running Queries that excludes data returned with null values is not
applicable to the Query History view and is now disabled by default.

Alerts

® An issue issue causing OS Disk Full (Percent) alerts to trigger for disk drives previously excluded from alerting in the Alert Filters tab of
the Advanced Configuration window no longer occurs.

® This release fixes an issue impeding the Deadlock Sessions report with detailed deadlock information to display when right-clicking
(Show Deadlock Details) or double-clicking over a deadlock alert in the Alerts view. Note that after upgrading to our latest version it is not
possible to view deadlock details for alerts generated in SQL Diagnostic Manager 8.5 since this issue prevented deadlock information
from being stored.

® This release fixes an issue impeding the Blocking Sessions report with detailed blocking and blocked sessions’ information to display
when right-clicking (Show Block Details) in the Alerts view, double-clicking over a Block report in the Blocking view, or clicking the Show
Block Details link in the Details section of the Alert view. Note that after upgrading to our latest version it is not possible to view block
details for alerts generated in SQL Diagnostic Manager 8.5 since this issue prevented block information from being stored.

® An issue impeding new custom counters to be added in the Administration tab is solved.

Console

® This release fixes an issue present after upgrading to SQL Diagnostic Manager 8.5 with custom counters that had customized categories.
This issue caused a .NET framework error and the SQL Diagnostic Manager Console to crash when clicking any monitored server.

Dashboard

® An issue preventing the Lock Waits and Tempdb panels from displaying in a customized Dashboard view no longer occurs.

Reports
® Anissue preventing the Top Queries report to deploy correctly into a Microsoft Reporting Services Server no longer occurs.

® This release fixes an issue where a custom report was deployed into the Microsoft Reporting Services Server instead of the selected
report in SQL Diagnostic Manager with a similar name.

8.5 New features

Full support for SQL Server 2014

SQL Diagnostic Manager 8.5 fully supports monitoring of SQL Server 2014 RTM. Users who implement the SQL Server 2014 In-Memory OLTP
Engine functionality should note that SQL Diagnostic Manager does not support this feature at the moment.

Hyper-V support

SQL Diagnostic Manager 8.5 has extended virtual support to Hyper-V, providing users insight into the performance of their virtual system more
effectively. Users can track and monitor Hyper-V specific performance metrics for a complete view of the virtualized server and the physical host.
For additional information, see How SQLdm works with a virtual environment.

Tech Preview of the new SQL Diagnostic Manager web console

In SQL Diagnostic Manager 8.5 rapidly and easily identify problems. The SQL Diagnostic Manager web console is designed to provide quick
access to the overall status of the SQL Server environment to help diagnose any issues.

® Quickly view status of a single instance or instance groups.
® Access from any connected browser. No SQL Diagnostic Manager Desktop Console required.
® Stand-alone web application with no need for IIS.
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® Provide an easy to use web console to non-DBAs without giving access to entire management console so they can check on status of
their SQL Server environment.

To provide feedback on the Tech Preview of the SQL Diagnostic Manager web console, access the IDERA community forum.

@ The SQLdm REST Service requires a service account that is a local administrator. If the service account provided during installation for
the SQL Diagnostic Manager services is not a local administrator, you need to manually change the service account in Windows
Service Control Manager.

Monitoring and alerting enhancements

Enhanced alert response usability

Ability to set up Alert Response that is triggered only after multiple user defined metric thresholds have been breached. For additional information,
see Configure automated responses to alerts.

Inclusion filters for Query monitors

Ability to do query monitoring on selected applications, databases, and SQL text. For additional information, see Configure advanced query
monitor options.

New filter in the Signature Mode and Statement Mode views

Ability to exclude data returned with null values through the Exclude Currently Running Queries filter in the Signature Mode and Statement
Mode views.

Improved Maintenance Mode flexibility

Additional monthly option for scheduling maintenance mode on monitored SQL server instances. For details, see Schedule Maintenance Mode.

Virtualization counters available for custom reports

Select both Hyper-V and VMware virtualization counters when creating a custom report. For additional information, see Select counter type and
counters.

Run one-click System Diagnostics

Ability to run system diagnostics and collect service and desktop client logs in the System Diagnostics window. See System Diagnostics for
details.

Deadlock victim details now available in the Deadlock Sessions Report

The Deadlock Sessions Report of the Sessions>Blocking view includes deadlock victim information by default. Users no longer have to
manually add this option through the Column Chooser dialog. For additional information see, Analyze blocked sessions.

Configuration option added to control WMI timeouts

Configure the WMI timeout value in SQL Diagnostic Manager when suitable. For instructions, see Configure OS metrics monitoring.

8.5 Fixed Issues

General

® An issue causing settings in the Monitored SQL Server Properties window to revert no longer occurs.
® This release fixes an issue in deadlock data collection that caused discrepancies in the UTCCollectionDateTime.
® An issue causing SQL Diagnostic Manager to display an error on the monitored SQL Server 2014 instance when expanding the
databases node, no longer occurs.
® Some users may experience Windows console crashes, applying the Microsoft update 2919355 solves this issue. For additional
information on this solution, see the Microsoft knowledge base articles:
® Qut of memory when you load some image resources in a Windows application.
® Platform update for Windows 7 SP1 and Windows Server 2008 R2 SP1.

Alerts
® An issue preventing cluster failover alerts to be triggered no longer occurs in SQL Diagnostic Manager 8.5.

® An issue preventing SQL Diagnostic Manager to update statistics for some monitored SQL servers that triggered a persistent alert
‘Unable To Monitor’ no longer occurs in version 8.5.
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Reports

® This release fixes an issue impeding the VM Statistics report to display correctly.

® An issue preventing users from exporting the Blocking Sessions report in XML no longer occurs.

® An issue preventing the CPU Statistics report to display correctly when being deployed to the Microsoft Reporting Services no longer
occurs.

8.0.1 New features

There are no new features in this release.

8.0.1 Fixed issues

General

® Users with large Repository databases no longer experience high CPU Usage by the sqlserv.exe process.
® An issue causing occasionally negative CPU Delta (ms) and Physical I/O Delta values in the Details view of the SQL Diagnostic Manager
Sessions tab, when parallel usage of CPU is enabled, no longer occurs.

Management Service Log

® An issue causing exceptions in the SQLdm Management Service logs when removing an availability group or replica from Availability
Group Topology no longer occurs.
® The exceptions logged for ‘primary and foreign key duplication errors’ no longer occur.

AlwaysOn Availability Groups

® An issue causing deadlock errors after updates to the AlwaysOn Availability Group Topology tables in SQL Diagnostic Manager no longer
occurs.

Mobile

® Users who remain logged in the IDERA Newsfeed account and upgrade to SQL Diagnostic Manager 8.0.1 no longer experience console
crashes.

8.0 New features

SQL Diagnostic Manager now fully supports the AlwaysOn Availability Groups feature of SQL Server 2012

SQL Diagnostic Manager 8.0 now allows DBAs to monitor their availability groups, availability replicas, and availability databases. Support for this
feature comes with:

® An Availability Group Statistics report that allows you view the historical health of your availability groups, availability replicas, and
availability databases.

® An Availability Group Topology report that allows you to view the current topology of your availability groups configuration.

® Monitoring of key metrics specific to the AlwaysOn Availability Groups feature.

® Queue Size and Transfer Rates charts.

For additional information on SQL Diagnostic Manager and the AlwaysOn Availability Groups feature, see Monitor AlwaysOn Availability Groups.

SQL Diagnostic Manager now offers integration with Microsoft System Center Operations Manager (SCOM)

SQL Diagnostic Manager 8.0 now includes the SQLdm Management Pack (SQLdm MP) to enhance the SQL Server monitoring capabilities of
Microsoft System Center Operations Manager (SCOM). Detailed alert and status information tracked by SQL Diagnostic Manager provides SCOM
with a wealth of knowledge not previously available including:

® Seamless integration between SQL Diagnostic Manager and the SCOM health model and console.

® More robust overview of your server health and performance through the addition of SQL Diagnostic Manager metrics to the current
SCOM ability to use availability to determine SQL Agent health.

® Detailed record of state changes and events that might impact the availability and performance of your server.

® |nstant access to the SQL Diagnostic Manager Console from SCOM, providing access to vital insights not readily available using SCOM
alone.

For additional information about using SQL Diagnostic Manager with System Center Operations Manager, see Integrate SQL Diagnostic Manager
with SCOM.

Change Log Summary report
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The Change Log Summary report allows users to view a list of all actions and configuration changes performed in their SQL Diagnostic Manager
environment over a specified period of time. For additional information on this report, see Change Log Summary.

Improved collection of query and non-query activities
SQL Diagnostic Manager 8.0 now allows users to collect solely queries’ performance data through the Query Monitor tab in the Monitored SQL

Server Properties window. Configure collection of non-query activities such as deadlocks and autogrow events through an independent window,
the Activity Monitor tab.

Blocked Process report available in SQL Diagnostic Manager
SQL Diagnostic Manager users are now able to view the captured Blocked Process report directly in their SQL Diagnostic Manager Console. In
the Activity Monitor tab, users can configure the Blocked Process Threshold (in seconds) that results in the Blocking Process and Blocked

Process details report. To access this report, users can go to Sessions>Blocking and double click under Block Reports. For more information on
this feature, see Set activity monitor options.

Improved Maintenance Mode and Snooze Alerts features
In the SQL Diagnostic Manager 8.0 version, applying maintenance mode modifications to a large number of servers at once is possible through

the Maintenance Mode command. Review Schedule Maintenance Mode for details. Also users that want to tackle several alerts, can mass
snooze/resume alert generation through the Snooze Alerts/Resume Alerts commands. For additional information, see Snooze Alerts.

SQL Diagnostic Manager Console supports Operating Systems where FIPS compliance is required

The SQL Diagnostic Manager 8.0 console supports operating systems with enabled system cryptography that use FIPS (Federal Information
Processing Standard) complaint algorithms. For more information about FIPS compliance, see the Microsoft document, FIPS Compliance.

SQL Server 2014 experimental support
SQL Diagnostic Manager 8.0 is SQL Server 2014 compatible. This version of SQL Diagnostic Manager is not certified against newer builds of

SQL Server and should not be used with these builds in a production environment. IDERA provides experimental support while you use your
installation in a testing environment to ensure the features you rely on most are working as or better than expected.

Users who implement the SQL Server 2014 In-Memory OLTP Engine functionality should note that SQL Diagnostic Manager does not support
this feature at the moment.

8.0 Fixed Issues

General
® An arithmetic overflow error that converts expression to data type integer in the Query Waits and Session Details views no longer occurs.
® An issue causing errors related to data retention or data visibility in the History Browser no longer occurs. Note that some views in

SQL Diagnostic Manager only collect data on demand in the repository after configuration.
® |n SQL Diagnostic Manager 8.0 users are now able to limit the amount of memory used by the desktop client.

Servers

This release fixes an issue that occurred while refreshing the Server Summary view.

Databases

An issue causing errors related to fragmentation collector timeouts or fragmentation statistics collection in the Tables & Indexes view no longer
occurs.

Services

This release fixes an issue caused when the collector for the SQL Agent Jobs View could not interpret null values, resulting in job and job steps
collection errors.

Alerts
® The transactions (Per Second) metric now displays correctly in the History Browser when user selects a historical snapshot.

® This release fixes an issue where after modifying the advanced configuration settings of the SQL Server Status alert, the Lowered to OK
status still showed.

Resources

An issue causing an unknown value in the User/Schema column of the Procedure Cache view no longer occurs.
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Reports

An issue preventing users from running the Alert History Report after deployment to Reporting Services no longer occurs.

7.5.4 New Features

General

Charts now properly manage real-time and scheduled collection data in the same time span

SQL Diagnostic Manager charts provide data whether collected real time or as part of a scheduled collection event. If you pause or leave this view
and then return during the same Console session, SQL Diagnostic Manager displays the real-time data points as previously viewed, followed by a
period of data points from any scheduled collections that occurred while you were away. For additional information about how SQL Diagnostic
Manager displays charts, see Charts.

Queries

Query Waits now located on Queries tab

The Query Waits feature is no longer located on the Resources tab but now is available on the Queries tab. For additional information about
Query Waits, see View Query Waits.

Alerts

Manage how the SQL Diagnostic Manager Console responds to alert notifications

SQL Diagnostic Manager can now play a sound when an event triggers an alert to change states. You can also control how SQL Diagnostic
Manager displays the resulting alert notification in the Console. For additional information about Console notifications for alerts, see Configure
notification settings.

Set SQL Diagnostic Manager to notify you of only critical alerts

Use the Notifications section of the Console Options feature to set SQL Diagnostic Manager to notify you for only critical alerts. You can select
whether you want to view or even play a sound when a critical alert occurs. For additional information about Console notifications for alerts, see C
onfigure notification settings.

Mobile

SQLdm Mobile & IDERA Newsfeed now supports IIS 8

SQLdm Mobile & IDERA Newsfeed now supports IIS 8 on Windows 2012 and Windows 8 environments. For additional information about SQLdm
Mobile & IDERA Newsfeed requirements, see SQLDM Mobile and IDERA Newsfeed requirements.

7.5.4 Fixed Issues

General

® SQL Diagnostic Manager now responds to the collection filtering set for disk drives to prevent the Collection service from gathering data
on non-monitored disks.

® Users who upgraded to SQL Diagnostic Manager 7.5.3, and who collect data using a direct WMI connection no longer experience an
issue causing an instance to stop collecting snapshots.

® An issue causing errors when the Collection service attempted to collect Table Growth information no longer occurs.

Servers

® SQL Diagnostic Manager no longer pauses data point creation in other real-time panels when the user accesses the Timeline view.

® This release fixes an issue caused when the scheduled refresh did not successfully complete, resulting in missing History Browser
snapshots.

® The SQL Server Plan Cache object no longer continues to grow with SQL Diagnostic Manager queries even with the SQL Server
Optimize for ad hoc workloads server configuration option selected.

® The SQL Diagnostic Manager Powershell plug-in now properly puts monitored SQL Server instances into maintenance mode when
selected.

Alerts

® The Autogrow alert no longer displays the same previous and current data file size when viewing alert details in the Alerts view.
® SQL Diagnostic Manager no longer dismisses certain alerts when SQL Diagnostic Manager generates an Unable to Connect, Unable to
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Monitor, or Paused alerts. These alerts include SQL Server Agent job alerts, VM Host Server Change, VM Resource Configuration
Change, Mirroring Server Role Change, and Cluster Failover alerts.

SQL Diagnostic Manager no longer displays an incorrect percentage in the Database Full (Percent) alert.

SQL Diagnostic Manager no longer delays generation of some Oldest Open Transaction alerts until the transaction is significantly older
than the alert threshold. The alert now triggers immediately when the transaction crosses the threshold.

An issue preventing some users from monitoring multiple instances and causing job completion error alerts no longer occurs.

Reports

The Server Summary report now correctly displays statistics graphs and grids even when the results include no data for that interval.
The Server Statistics report now consistently applies the UTC offset to both servers when using the report to compare two servers.

Counters/Custom Counters

When WMI counters are unavailable due to a stall, SQL Diagnostic Manager now continues to collect available counter data until it hits
the connection limit and triggers an alert.

VM custom counters now close the connection to the vCenter Server immediately after use, thereby avoiding a high number of
connections to the server at one time.

7.5.3 New Features

There are no new features for SQL Diagnostic Manager 7.5.3.

7.5.3 Fixed Issues

General

Users who upgrade to SQL Diagnostic Manager 7.5.2 no longer experience missed alerts.

Users who upgrade from SQL Diagnostic Manager 6.2 to a more recent version of SQL Diagnostic Manager no longer experience issues
upon subsequent upgrades. SQL Diagnostic Manager displayed the message, "Query Monitor upgrade paused,” in the log and caused
excessive connections to the Repository.

Users with large databases who upgrade to SQL Diagnostic Manager 7.5.2 no longer experience Management Service blockage, causing
slow inserts into the Repository.

SQL Diagnostic Manager now successfully installs and no longer stalls on the splash screen while displaying the message, "Connecting
to Repository."

The SQLdm Management Service no longer causes high CPU on the Repository.

7.5.2 New Features

There are no new features for SQL Diagnostic Manager 7.5.2.

7.5.2 Fixed Issues

General

When upgrading to SQL Diagnostic Manager 7.5.x and a timeout occurs while upgrading the database statistics, SQL Diagnostic
Manager now properly re-submits the query and no longer indicates that it is running without re-starting the stopped upgrade. This issue
caused some users to not see older database information.

An issue causing the SQL Diagnostic Manager Console to take a long time to load or time out after upgrading to 7.5 and display the
message, "Unable to connect: Timeout expired attempting to open server connection," no longer occurs.

Users who upgrade to SQL Diagnostic Manager 7.5 no longer experience an issue causing the transaction log file to grow dramatically.
An issue with the stored procedure p_GetTagServersAsXML not closing or de-allocating a cursor no longer occurs as the stored
procedure no longer uses a cursor.

An issue with table statistics collection causing a communication problem between the Management Service and the Collection Service is
resolved.

SQLdm no longer displays an "Arithmetic overflow error* message when refreshing the Server Summary view This issue was caused by
a timestamp containing a value greater than the SQL Server Max Integer value.

Overview

An issue causing SQL Diagnostic Manager to display some monitored SQL Server instances more than once in the Servers tree no
longer occurs.
The CPU Dashboard panel no longer displays an occasional red "X" in the Call Rates chart when the panel is resized.

Sessions

SQL Diagnostic Manager no longer displays the messages, "Error executing Session List collector: Arithmetic overflow error converting
expression to data type int," or "Error processing Session List Collector: Object reference not set to an instance of an object,” when some
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users attempt to access pages in the Sessions view.

Resources

® SQL Diagnostic Manager no longer displays the error message, "The given key was not present in the dictionary,” when a user attempts
to view Server Waits.

Alerts

® SQL Diagnostic Manager custom counters now properly trigger alert responses.
® Deadlock and Autogrow alerts no longer persist after the triggering condition is resolved.

Reports
® SQL Diagnostic Manager no longer displays the message, "ltem with the same key has already been added," when some users attempt

to run the Top tables by Growth or Top Tables by Fragmentation report.
® Users can now select the time of day in all SQL Diagnostic Manager reports by using the Start Hours and End Hours fields.

7.5.1 New Features

There are no new features for SQL Diagnostic Manager 7.5.1.

7.5.1 Fixed Issues

General

® An issue causing an exception error and possibly preventing some users from closing the SQLdm desktop client no longer occurs.

Overview
®* The Memory, Network, and Virtualization panel chart selections are now properly saved when a user saves a Dashboard layout.

® Timeline users who double-click an alert to access the Alerts pane with the selected alert highlighted now receive the proper selected
alert information in the Details pane of that view.

Sessions

® On a case-sensitive server, the Sessions Blocking graph now shows the correct deadlocks in the sessions.

Resources
® The Query Waits graphs right-click menu options View Text and View Query History are now operative.
Logs
® A user interface update fixed an issue causing some Microsoft Windows 7 users to see a cut-off Search window in the Log tab.

Alerts

® SQL Diagnostic Manager and the Windows Event Log now both show accurate metrics for the OS Disk Free Space (Size) alert.

Reports
® Users who attempt to schedule email notifications for some reports no longer receive an error message at the end of the wizard.
® Generation of the Top Databases report is improved, preventing the report from suffering a time out because of the long load time.

® Disk Details report users no longer receive an exception message when attempting to run the report with the Drive Name field selection
of All Drives.

7.5 New Features
There are no new features for SQL Diagnostic Manager 7.5.
7.5 Fixed Issues

General

® The SQL Diagnostic Manager installer no longer checks your Windows firewall service. If you have communication issues after
installation, verify that ports 5166 and 5167 are open for access in Windows firewall and/or whichever firewall you use.
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® SQL Diagnostic Manager now properly aggregates data based on the number of days displayed in the Aggregate query data into daily
records after X days field in the Grooming Options.

® Users monitoring disk activity on Windows 2008 and later operating systems no longer have to wait one second per disk for statistics
gathering.

® Users no longer receive false "Unable to connect" alerts for monitored SQL Server instances known to be online. The server availability
check now attempts one connection retry in order to avoid alerting in case of transient network issues.

® SQL Diagnostic Manager now can send email notifications to Gmail accounts and other email accounts using SSL encryption.

®* The About IDERA SQL Diagnostic Manager dialog box no longer includes the System Info button.

Virtual Machines

® An issue in the SQLdm Management Service causing some VM statistics to not display for monitored virtual SQL Server instances no
longer occurs.

Dashboard

® An issue causing the CPU Dashboard panel to display O when a greater value should appear no longer occurs. This issue was caused by
SQL Diagnostic Manager switching from one counter to another at certain refresh rates when calculating CPU values.

Server Overview

® SQL Diagnostic Manager no longer attempts to delete a monitored SQL Server instance in some situations when the user pressed the
Delete key while in the Server view.

® An issue causing some users to receive an exception error when attempting to view Server Details after quickly clicking through different
panes of the SQL Diagnostic Manager Management Console no longer occurs.

Sessions

® The Y-axis unit of time measurement now appears in the Sessions > Locks Wait Time chart as "ms" (milliseconds).

Resources

® Resources > Query Waits times are now in chronological order.
® Users no longer receive the error message, "The given key was not present in the dictionary," when attempting to view the Resources >
Server Waits view.

Databases

® SQL Diagnostic Manager no longer displays restore activity on the original database instead of the destination database. Now the
destination database includes any restore information.

Services

®* The SQL Agent Jobs list now retains the open (+) and closed (-) settings after a refresh. This list also remains on the same row after a
refresh and no longer jumps to the top of the list.

® An issue causing the job collector to fail for some users no longer occurs. This issue occurred when the user attempted to filter jobs or job
categories with a string that included a single quote character () in the title.

Alerts

® The Alerts pane now retains your column sort selection when you return to the pane after visiting another page, as when investigating an
individual alert.

® SQL Diagnostic Manager now sends an alert when a cluster failover occurs even when the server appears as offline in the preceding
refresh of the SQLdm Collection Service. Previously, this situation would not trigger a cluster failover alert.

® The Session Tempdb Space Usage (MB) alert now triggers based on the Total User Space Used and no longer includes the Total

Internal Space Used in the calculation. This update fixes an issue where users received an alert that shows a tempdb session using more

space than the entire size of tempdb.

The Cluster Failover alert no longer displays a timestamp of 1-1-1900 when an event triggers an alert.

The Unsubscribed Transactions alert now displays the resulting time in hours, minutes, and seconds for easier comprehension.

This release fixes an issue that caused some users to receive alerts stating that the data files are over 1000.00% full.

Users no longer receive multiple email messages for the same alert.

Reports

® Users no longer receive the error message, "An error occurred while retrieving data for this report. Additional information: Invalid Column
name. (Microsoft SQL Server, Error: 207)," when attempting to run a custom report.

® An issue causing the Top Queries report to appear empty when the user selected a Custom Range older than seven days no longer
occurs.

20



Custom Counters

An issue causing some users to receive an error message when attempting to modify an existing custom counter no longer occurs.

7.2.2 New Features

There are no new features for SQL Diagnostic Manager 7.2.2.

7.2.2 Fixed Issues

SQL Diagnostic Manager 7.2.2 now displays an accurate Physical /0O metric on the Blocking view of the Session tab.

SQL Diagnostic Manager 7.2.2 no longer displays XML document related error messages to users who upgrade to SQL Diagnostic
Manager 7.2 with a SQL 2005 repository. To learn more about the cause of this issue, see Microsoft Support Article 968914, "FIX: When
you convert a TEXT column to a VARCHAR(MAX) column, an NTEXT column to a NVARCHAR(MAX) column, or an IMAGE column to a
VARBINARY(MAX) column, the original NULL values in these columns may become empty strings in SQL Server 2005."

An issue causing some users to receive an error message when attempting to view details for a monitored SQL Server instance no
longer occurs. When this issue occurred, the results were replaced by a large red X.

Both the Alerts and Custom Area views in SQLdm Mobile now display your custom counters regardless of whether you defined unique
category nhames. By default, SQL Diagnostic Manager assigns the category “Custom” to all custom counters.

7.2.1 New Features

SQL Server 2012 RTM Support

SQL Diagnostic Manager 7.2.1 supports the use of SQL Server 2012 RTM version. Users who implement the SQL Server 2012 AlwaysOn
functionality should note that while SQL Diagnostic Manager seamlessly monitors servers with this feature enabled, it does not currently
administer or diagnose issues with AlwaysOn.

7.2.1 Fixed Issues

Users who have implemented SQL Diagnostic Manager 7.2 with SQL Server 2012 RCO in a non-production environment may experience
issues with data display on the Tempdb Summary and Database Files views after upgrading to SQL Diagnostic Manager 7.2.1.
Upgrading to SQL Server 2012 RTM their test environment will remedy this issue.

SQL Diagnostic Manager 7.2.1 no longer displays error messages related to an "XML document" when users who upgraded to SQLdm
7.2 attempt to access the SQLdm Management Console.

Users who implemented SQL Diagnostic Manager 7.2 with SQL Server 2012 RCO in a non-production environment now receive an
accurate name and version number for SQL Server 2012 RTM when viewing the Compatibility Level for a monitored SQL Server 2012
RTM instance.

7.2 New Features

Monitoring SQL Server virtual environments

Get complete insight into the performance of your virtualized SQL Server databases. Monitor and track VMware-specific performance
counters allowing you to get a complete performance picture of the SQL Server environment. Two VM-related reports provide performance
trends and a summary of your virtualized environment. For additional information about configuring the new VM functionality, see Configure
your virtual machine connections.

SQL Server 2012 experimental support

SQL Diagnostic Manager 7.2 is SQL Server 2012 RCO compatible. This version of SQL Diagnostic Manager is not certified against newer
builds of SQL Server and should not be used with these builds in a production environment. IDERA provides experimental support while
you use your installation in a testing environment to ensure the features you rely on most are working as or better than expected.

Users who implement the SQL Server 2012 AlwaysOn functionality should note that while SQL Diagnostic Manager seamlessly monitors
servers with this feature enabled, it does not currently administer or diagnose issues with AlwaysOn. For additional information about
SQL Diagnostic Manager and SQL Server 2012, see SQL Diagnostic Manager requirements.

SQLdm Mobile views

SQLdm Mobile features a new server dashboard specifically for tablets and incorporated VMware monitoring data. For additional
information about the new SQLdm Mobile features, see SQLdm Mobile Help.

Reporting on Tempdb Statistics

You can now run the Tempdb Statistics report to quickly identify and keep tabs on tempdb performance-related issues. For additional
information about the new tempdb report, see Tempdb Statistics report.
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SQL Server Memory Usage Percent counter available for custom reports

You can now select the SQL Server Memory Usage Percent counter when creating a custom report. For additional information about
creating a custom report, see Custom reports.

Updated alert notification functionality

SQL Diagnostic Manager now allows you to suppress system tray notifications when a monitored SQL Server instance returns to an OK
status. Click Tools > Console Options. On the Notifications tab, check the Never show console alert notifications when the server status
goes to OK checkbox, and then click OK. For additional information about the Management Console options, see Configure Console
Options.

CPU Statistics report now available in a custom range of hours

The CPU Statistics report now includes an option for you to select a custom date range and view results in hours. To select this range, click
Reports > CPU Statistics. Select the appropriate monitored SQL Server instance, and then select Custom Range from the Period
drop-down list. Use the calendar tool to select the range, and then click OK. Select Hours from the Sample drop-down list to view your
results in hours. For additional information about the CPU Statistics report, see CPU Statistics report.

Input how long SQL Diagnostic Manager waits before raising an alert for a long-running job

Users can now specify a minimum job length for the SQL Server Agent Long Running Job (Percent) alert. This may be used to prevent
alerting on short or trivial jobs. For additional information about configuring job exclusions, see Configure Job Exclusions.

7.2 Fixed Issues

® Users with a large number of databases no longer notice a performance issue caused by leaving the SQL Diagnostic Manager
Dashboard open for a long period of time.

® The Value Configuration window in SQL Diagnostic Manager no longer displays blank column headings but includes alert state icons to
easily identify the content. You can access the Value Configuration window by clicking Edit on the Alert Configuration window.

® The Login Time column of the Sessions Details page now uses the local time on the client server for the timestamp. You can access the
Sessions Details page by clicking Sessions > Details while viewing a monitored SQL Server instance.

® SQL Diagnostic Manager no longer displays an error message when a user attempts to view tempdb detail for a SQL Server 2000
monitored instance. Tempdb monitoring is supported for SQL Server 2005 and above monitored instances only.

® Table growth collection no longer fails for monitored SQL Server 2000 servers, allowing the Top Table Growth report to function correctly.

® SQL Diagnostic Manager no longer displays an error message when a user attempts to use PowerShell cmdlets to configure Query
Monitor.

®* The CLR Enabled alert now properly functions after triggering an Informational alert.

® The Export to Excel function on the Tempdb Sessions view no longer fails for users who had cells in the Last Command column
containing more that 32,767 characters.

®* The Database Statistics report results format is updated and no longer causes any issues in viewing accurate results for users with large
databases.

® SQL Diagnostic Manager no longer displays and error message when a user attempts to schedule an email delivery of the Top Tables by
Fragmentation report.

® The Repository now properly saves Query Monitor data while the grooming job runs.

® A failure in the SQL Diagnostic Manager replication monitoring no longer prevents otherwise successful scheduled refreshes from saving
to the repository.

®* The Table Fragmentation (Percent) alert now changes to gray shading if the alert is raised for more than 12 hours.

® Extremely long queries no longer cause the Query Monitor to generate OutOfMemory exceptions on the Collection Service. These
exceptions could previously cause a service crash.

® Users no longer experience an error during installation that caused an error when attempting to validate the user account used to perform
the install.

* Performance updates including query aggregation and grooming changes improve SQL Diagnostic Manager data collection and
processing efficiency.

® SQL Server authentication no longer occasionally fails for users attempting to use a password containing the quotation mark () special
character.

®* When you delete a database, the system is groomed to removes all references to that database. Now the feature also grooms the
deleted database from the [SQLServerDatabaseNames] table.

7.1.1 New Features

There are no new features for SQL Diagnostic Manager 7.1.1.

7.1.1 Fixed Issues

® Improvements now allow SQL Diagnostic Manager to return data for the Session Details page more quickly and avoid a timeout due to
slow or no response.

7.1 New Features
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New SQL Server dashboard

SQL Diagnostic Manager now features a completely redesigned dashboard, which dramatically expands the display of your performance
data and simplifies the view of the overall health of a SQL Server instance. For additional information about the new dashboard, see the SQ
L Server performance overview.

New Tempdb monitoring

You can now quickly identify and resolve tempdb performance-related issues with the new tempdb monitoring and diagnostic views. For
additional information about the new tempdb monitoring functionality, see tempdb status summary.

New SQLdm Mobile views
The following new views in SQLdm Mobile make diagnosing performance issues even easier while you're on the go:

® Blocking Chain View
® Sessions > Top Wait Customer View
® Tempdb Monitoring View

For additional information about SQLdm Mobile, see SQLdm Mobile Help.

View and copy SQL Agent Job messages from the Job History list

SQL Diagnostic Manager now allows users to view SQL Agent Job messages from the Job History list. Right-click the appropriate job, and
then select View Message. A copy feature allows you to copy the existing message and then paste it into a different application. For more
information about SQL Agent jobs, see how to Monitor SQL Agent Jobs.

7.1 Fixed Issues

® SQL Diagnostic Manager Repository timeouts no longer cause the SQL Diagnostic Manager services to stop for some users.

® This release of SQL Diagnostic Manager fixes an issue that caused SQL Diagnostic Manager to display an error message when some
users attempted to configure alerts.

® SQL Diagnostic Manager performance improvements decrease the amount of time spent waiting for page loading and processes to

complete.

The CLR Enabled alert now properly retains settings when the user changes the alert state to Informational.

SQL Diagnostic Manager no longer experiences an issue when a user adds servers to a custom view.

Improved collection functionality corrects an issue causing some users to see an incorrect SQL CPU Usage statistic.

Refreshing the SQL Agent Jobs view no longer deselects all selected rows.

The SQLdm Service Availability chart on the Services tab no longer incorrectly displays, "Unable to monitor" when the server is available.

SQL Diagnostic Manager no longer displays an error message when users who upgrade to SQL Diagnostic Manager 7.0 attempt to edit

their custom counters.

® SQL Diagnostic Manager no longer displays the error message, "An INSERT EXEC statement cannot be nested," for some users who
attempt to run a report when SQLdm Application Security is enabled.

® SQL Diagnostic Manager users monitoring SQL Server instances by IP address instead of name no longer receive the error message,
"The server you are trying to access is not monitored by IDERA SQL Diagnostic Manager," when attempting to view history for a mirrored
database.

® Users who have clustered servers no longer receive the error message, "Error interpreting Services Collector: Invalid length parameter
passed to the substring function" when attempting to use the Show Real Time View function.

7.0 New Features

New SQLdm Mobile interface
SQL Diagnostic Manager now offers a Web application (SQLdm Mobile) that displays real-time SQL Server performance dashboards on a
variety of mobile devices, including iPhone, iPad, Android and Blackberry. SQLdm Mobile includes the IDERA Newsfeed technology. The

IDERA Newsfeed is a revolutionary new way for DBAs and managers to collaborate, share knowledge, and keep close tabs on their most
critical SQL Server issues.

New Alert Templates

SQL Diagnostic Manager now offers alert templates, which allow a user to configure generic alert settings to apply to monitored SQL
Servers or groups of servers all at once. You can create and assign alert templates to any of your monitored SQL server instances.

New Informational Alerts
Informational alerts allow you to set a threshold that triggers a status that does not affect the overall status of the server within SQL

Diagnostic Manager. You can use informational alerts to notify an administrator of the state of a particular metric for a server or trigger
secondary processes that could take action to prevent issue escalation.
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Improved Alert Response Usability

Alert Response rules, which configure how SQL Diagnostic Manager responds when an event triggers an alert, are easier to create and
manage due to an updated interface and process. Users can now apply an alert response rule to all metrics quickly and easily.

Improved Notification Times for Unresponsive SQL Server Instances

SQL Diagnostic Manager can now alert you more quickly when one of your monitored SQL Server instances becomes unresponsive for
any reason. Although the default is set to 30 seconds, you can adjust the interval at which the Collection Service checks whether your SQL
Server instances are “up” or available. If a connection is not confirmed within the specified time, SQL Diagnostic Manager creates an
Unable to Connect alert.

Improved Metrics Collection

The Collection Service now:

® Uses a different SQL Server metric to determine the CPU Busy Value for instances running SQL Server 2005 or later. This
change prevents timeout errors during the metric collection process.

® Uses separate processes to collect table growth and fragmentation metrics. This approach ensures quiet time data collection
does not delay alerts about other metric thresholds.

® |s able to efficiently collect error log metrics for SQL logs that are large or infrequently cycled.

Improved Repository Performance
The SQL Diagnostic Manager Repository database will perform more efficiently due to the following enhancements:

® The Repository grooming job now:
® Calls the index maintenance in a separate step. Using SQL Server Management Studio, you can now disable this step
and then later run your own index maintenance script after the grooming job completes.
® Better handles I/0 and CPU demands when processing data.
® Several stored procedures used by SQL Diagnostic Manager Repository were updated.

New Reports

SQL Diagnostic Manager now offers the following new reports:

® The Metric Thresholds report is for users who want to view a list of metric thresholds for a monitored SQL Server instance. The
report includes the metric name, description, and threshold for their informational, warning, and critical alerts.

® The Disk Details report lists key disk metrics for a specific SQL Server instance. This report offers Disk Time Per Read, Disk time
Per Transfer, Disk Time Per Write, Disk Reads Per Second, Disk Transfers Per Second, and Disk Writes Per Second.

7.0 Fixed Issues

Alerting Updates
SQL Diagnostic Manager now offers the following updates to alerting:

® SQL Diagnostic Manager now accesses the correct database when a user double-clicks an associated Fragmentation alert on
the Active Alerts tab of the SQLdm Today page. When you use this feature, SQL Diagnostic Manager displays the affected
database information on the Tables & Indexes pane of the Databases tab.

® Editing an alert response no longer causes SQL Diagnostic Manager to display an error message when attempting to save your
changes. This issue affected users who manually changed XML detail in the repository, and then attempted to save additional
alert response changes using the SQL Diagnostic Manager Console.

® SQL Diagnostic Manager now properly captures customer error detail when Error: 0, Severity: 19, State: 0 occurs. This issue
affected users using the SQL Server error log alert.

® The SQL Diagnostic Manager scheduled alert refresh is no longer dependent on table statistics before completing a full refresh
and possibly triggering alerts. Because table growth and fragmentation can be long-running processes, SQL Diagnostic Manager
was delayed in delivering alerts. These items were removed from the scheduled alert refresh for a more responsive alert system.

® SQL Diagnostic Manager now raises an alert when a monitored SQL Server instance does not respond within the default 30
seconds. You can configure the response time in the Server Properties.

® SQL Diagnostic Manager now checks to make sure that the WMI services are running before trying to connect to a monitored
SQL Server instance. If SQL Diagnostic Manager detects that previous attempts to connect are causing multiple connections, it
will stop monitoring that server and triggers an alert. All real time views in SQL Diagnostic Manager will display an error message
explaining the issue. SQL Diagnostic Manager automatically resumes monitoring once the number of connections drops below
the default of 30 connections.

Fragmentation Monitoring Updates

SQLdm now offers the following updates to your table fragmentation monitoring:

® SQLdm now accurately collects table fragmentation data on tables within the entered size range. An issue causing SQLdm to
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collect table fragmentation data on tables less than the entered minimum size no longer occurs.

Large tables no longer cause a block when collecting table fragmentation on a monitored SQL Server instance. This issue
occurred when multiple very large tables were involved. Fragmentation data for populating the reorganization panel on all tables
in a database is not collected. The reorganization query in SQLdm 6.1 and SQLdm 6.2 can timeout before table statistics are
collected. For more information, refer to IDERA Solution 1583.

SQL Server Statistics Updates

SQL Diagnostic Manager now offers the following updates to the functionality that collects and analyzes your SQL Server statistics:

The Sessions view now retains any custom filtering when viewing your Historical Snapshots. Custom filtering across all
snapshots helps you quickly determine changes needing your attention.

The History Browser on the Queries tab now allows you to scroll when you have large amounts of data.

The SQL Server Physical I/0 chart on the Resources tab now displays values in seconds instead of raw values. Displaying
results in seconds provides you with more accurate real-time analysis.

Users with mirrored databases no longer receive an error message that the mirror is not monitored when the database is actually
monitored. This issue affected users viewing their monitored mirrored database information in the real time view on the Mirroring
pane of the Databases tab.

SQL Diagnostic Manager now includes a new counter for collecting CPU stats. This new counter include a number of
improvements over the previous counter, which occasionally suffered an error due to reaching maximum capacity cumulative
CPU time.

SQL Diagnostic Manager no longer displays an error message when a user stops the Session Detail Trace and then refreshes
the view. Previously, users received the error message, "Error starting Session Details collector
System.InvalidOperationException: BeginExecuteReader: CommandText property has not been initialized."

Users with very large numbers of tables no longer cause the CPU to reach maximum threshold during table statistics collection.
New processes allow SQL Diagnostic Manager to read large data sets in smaller chunks to avoid collecting unnecessary data
and causing a strain on CPU resources.

Users working on diagnostics while troubleshooting can now add a configuration file entry to limit the procedure cache row count.
The new key is maxRowCountProcedureCache, which has a default value of 10000.

This release includes improvements to the repository grooming process, which fixes grooming of the ServerActivity table and
resolves an issue causing occasional deadlocks during grooming.

Reporting Updates

SQL Diagnostic Manager now offers the following updates to reporting:

SQL

IDERA
Website

Unauthorized users can no longer access data for restricted SQL Server instances when viewing a report through SQL Server
Reporting Services. This issue affected all users who restrict access to specific instances using Application Security features.
This update improves data security and prevents confusion when a user unwittingly views data for the wrong instance.

Users can now select up to 10 Windows, SQL Server, and/or custom counters when creating a custom report. These additional
counters provide more flexibility and detail in your reports.

If a custom counter contains special characters (<>%-), then your custom report generation fails with the error: Field names must
be CLS-compliant identifiers. A CLS-compliant Custom Counter name uses the following rule: the first character of an identifier
can be an uppercase or lowercase, tittecase, modifier, or other letter, or letter number. The subsequent characters can be any of
the previously-mentioned characters, plus non-spacing or spacing combining marks, decimal numbers, connector punctuation,
and formatting codes.

identifies and resolves SQL Server performance problems before they happen. Learn more > >
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Known issues

IDERA strives to ensure our products provide quality solutions for your SQL Server needs. If you need further assistance with any issue, please
contact Customer Support Portal.

In this section you can find information on:

® |ssues known in this version.
® |ssues known in recent releases.
® |ssues known in releases previous to SQL Diagnostic Manager 7.5.

Known issues in version 10.1.1
Installation

Failed SQLDM installation on Windows 10 or Windows 12.

Installation fails when the .Net 2.0/3.5 feature is not installed on Windows 10 or Windows 12. Therefore, install the .Net 2.0/3.5
feature before the SQLDM installation, once the installation is complete, the .Net 2.0/3.5 feature can be removed.

Previous known issues

Known issues in version 10.1

PowerShel

Instance friendly name is not displayed in the Ul.

The friendly name assigned to an instance through PowerShell is not being automatically refreshed and is not being displayed in the
Desktop Console Ul. Right-click All Servers in the tree pane and select Refresh to manually refresh the instances information and
visualize the assigned friendly nhame.

IDERA Dashboard

Unsuccessful registration of SQLDM instances.

Installations of the IDERA Dashboard in 32 bit Operating Systems are unable to successfully register SQLDM instances hosted on 64
bit Operating Systems.

Known issues in version 10.0

License Manager

The Generate License Keys link fails to direct to License Manager.

SQL Diagnostic Manager version 10.0 is designed to integrate with License Manager 2.0, allowing for a self-service licensing model.
However, an issue in the Generate License Keys link of the License Keys window fails to direct to License Manager. For additional
information on this feature and a workaround, see Generate a new license key.

IDERA Dashboard and web console

Views with list of instances available take longer to populate in the SQL Diagnostic Manager web console.

Some SQL Diagnostic Manager users may find that it takes approximately a minute for any of their monitored instances to display in
views of the SQL Diagnostic Manager web console where a list of instances is available.

Known issues in version 9.1

General

The option to collect non-query activities data using Extended Events is incorrectly set by default for SQL Server
2008R2 instances.

SQL Diagnostic Manager is designed to support collection of non-query activities data with Extended Events only for instances
running SQL Server 2012 or higher. In SQL Diagnostic Manager 9.1 for instances running SQL Server 2008R2 the Use Extended
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Events radio button is selected by default instead of the Use SQL Trace radio button.

Clicking the ‘launch SQLdm’ icon takes users to the corresponding instance dashboard screen but sometimes it
fails to highlight the specific instance in the Servers tree.

SQL Diagnostic Manager is designed to allow users access to the SQL Diagnostic Manager Console from the Thumbnail, Heatmap,

and Alerts Detail views. In SQL Diagnostic Manager 9.1 clicking the ‘launch SQLdm’ icon takes users to the corresponding instance
dashboard screen but occasionally fails to clearly mark the specific instance it refers to in the Servers tree

Alerting

SQL Diagnostic Manager fails to display one alert response when multiple metric thresholds are breached
SQL Diagnostic Manager version 8.5 and later is designed to trigger an alert response only after multiple metric thresholds are
breached when the “Where all metrics are in specified list” condition is selected. However, an issue in the “Send a Network

Management (SNMP) Trap Message”, “Send an email to recipient”, and “Run the following SQL Script” actions of the Alert Response
Window cause these actions to execute several times, resulting in multiple alerts.

The action “Run the following program” fails to execute when configuring automated responses to alerts

Users with SQL Diagnostic Manager version 8.0 and later may find that when creating an alert response with the associated action
“Run the following program” in the Alert Response window, the specified program does not run once the condition is met.

SQL Diagnostic Manager returns PoweredOff alerts for the VM Power State metric when servers are not turned off

Some SQL Diagnostic Manager users may view PoweredOff alerts when reviewing the generated “VM Power State” alerts for their
servers linked to vCenter or Hyper-V host servers. These alerts display even though the servers are not turned off.

The actions “Write an event to the Windows event log” and “Send an email to recipient” in the Alert Response
Window fail to deliver multiple alert statuses

Users with SQL Diagnostic Manager version 8.5 and later may find that when creating an alert response with multiple metrics as a
condition and associated actions “Write an event to the Windows event log” and/or “Send an email to recipient” in the Alert Response
window, the feature fails to deliver complete alert information and displays only one alert status when condition is met.

VM Configuration

SQL Diagnostic Manager fails to update fields in the VM Configuration window after the virtualization host server is
edited

Users with SQL Diagnostic Manager version 8.5 and later may find that fields such as the Virtual Machine name, Type, and
Computer Name in the VM Configuration window are not updated correctly after the virtualization host server is changed.

Known issues in version 9.0

General

SQL Diagnostic Manager fails to update fields in the VM Configuration window after the virtualization host server
is edited

Users with SQL Diagnostic Manager version 8.5 and later may find that fields such as the Virtual Machine name, Type, and
Computer Name in the VM Configuration window are not updated correctly after the virtualization host server is changed.

Web Application Service

The IDERA Dashboard's Web Application Service fails to restart after reboot

Users with SQL Diagnostic Manager version 9.0 may find that the IDERA Dashboard's Web Application Service does not
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automatically restart after a machine reboot.

Alerting

SQL Diagnostic Manager fails to display one alert response when multiple metric thresholds are breached
SQL Diagnostic Manager version 8.5 and later is designed to trigger an alert response only after multiple metric thresholds are
breached when the “Where all metrics are in specified list” condition is selected. However, an issue in the “Send a Network

Management (SNMP) Trap Message”, “Send an email to recipient”, and “Run the following SQL Script” actions of the Alert Response
Window cause these actions to execute several times, resulting in multiple alerts.

The action “Run the following program” fails to execute when configuring automated responses to alerts

Users with SQL Diagnostic Manager version 8.0 and later may find that when creating an alert response with the associated action
“Run the following program” in the Alert Response window, the specified program does not run once the condition is met.

SQL Diagnostic Manager returns PoweredOff alerts for the VM Power State metric when servers are not turned off

Some SQL Diagnostic Manager users may view PoweredOff alerts when reviewing the generated “VM Power State” alerts for their
servers linked to vCenter or Hyper-V host servers. These alerts display even though the servers are not turned off.

The actions “Write an event to the Windows event log” and “Send an email to recipient” in the Alert Response
Window fail to deliver multiple alert statuses

Users with SQL Diagnostic Manager version 8.5 and later may find that when creating an alert response with multiple metrics as a

condition and associated actions “Write an event to the Windows event log” and/or “Send an email to recipient” in the Alert Response
window, the feature fails to deliver complete alert information and displays only one alert status when condition is met.

Known issues in version 8.6

Alerting

SQL Diagnostic Manager fails to update statistics for some monitored SQL servers and triggers a persistent alert
‘Unable To Monitor’ for the same

Users with SQL Diagnostic Manager version 8.0.1 and later may find that some servers are not returning any statistics due to an
issue in the Activity Monitor settings that causes the entire refresh of servers to fail.

SQL Diagnostic Manager fails to display one alert response when multiple metric thresholds are breached
SQL Diagnostic Manager version 8.5 and later is designed to trigger an alert response only after multiple metric thresholds are
breached when the “Where all metrics are in specified list” condition is selected. However, an issue in the “Send a Network

Management (SNMP) Trap Message”, “Send an email to recipient”, and “Run the following SQL Script” actions of the Alert Response
Window cause these actions to execute several times, resulting in multiple alerts.

The action “Run the following program” fails to execute when configuring automated responses to alerts

Users with SQL Diagnostic Manager version 8.0 and later may find that when creating an alert response with the associated action
“Run the following program” in the Alert Response window, the specified program does not run once the condition is met.

The actions “Write an event to the Windows event log” and “Send an email to recipient” in the Alert Response
Window fail to deliver multiple alert statuses

Users with SQL Diagnostic Manager version 8.5 and later may find that when creating an alert response with multiple metrics as a

condition and associated actions “Write an event to the Windows event log” and/or “Send an email to recipient” in the Alert Response
window, the feature fails to deliver complete alert information and displays only one alert status when condition is met.

SQL Diagnostic Manager returns PoweredOff alerts for the VM Power State metric when servers are not turned off

Some SQL Diagnostic Manager users may view PoweredOff alerts when reviewing the generated “VM Power State” alerts for their
servers linked to vCenter or Hyper-V host servers. These alerts display even though the servers are not turned off.

SQL Diagnostic Manager fails to stop alert generation after the Availability Group Preferred Replica alert is
un-checked

Users with SQL Diagnostic Manager version 8.6 that have the Availability Group Preferred Replica alert configured may find that
when un-checking the alert in the Alert Configuration window to stop raising the alert, SQL Diagnostic Manager continues to generate
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the alert which also displays in the Alerts View. Un-checking the configured database in the Configuration tab of the Alert
Configuration window solves this issue.

General

SQL Diagnostic Manager fails to update fields in the VM Configuration window after the virtualization host server
is edited

Users with SQL Diagnostic Manager version 8.5 and later may find that fields such as the Virtual Machine name, Type, and
Computer Name in the VM Configuration window are not updated correctly after the virtualization host server is changed.

Known issues in version 8.5

General

The Query Monitor trace in SQL Diagnostic Manager does not return queries in progress

Users with SQL Diagnostic Manager version 8.0 and later may find that when using the Query Monitor functionality, the queries
returned and displayed do not include queries in progress.

SQL Diagnostic Manager fails to update fields in the VM Configuration window after the virtualization host server
is edited

Users with SQL Diagnostic Manager version 8.5 may find that fields such as the Virtual Machine name, Type, and Computer Name in
the VM Configuration window are not updated correctly after the virtualization host server is changed.

Alerting

SQL Diagnostic Manager returns Blocking Session Wait Time alerts with session 0 and missing information when
blocking-process node is empty

Some users may experience Blocking Session Wait Time alerts with missing information and session 0 when the blocking-process

node is empty in SQL Server. In SQL Diagnostic Manager 8.01 and later versions, this issue may occur only if the trace that is
collecting blocking data doesn’t return a SPID for a blocking process.

SQL Diagnostic Manager fails to display one alert response when multiple metric thresholds are breached.
SQL Diagnostic Manager version 8.5 and later is designed to trigger an alert response only after multiple metric thresholds are
breached when the “Where all metrics are in specified list” condition is selected. However, an issue in the “Send a Network

Management (SNMP) Trap Message”, “Send an email to recipient”, and “Run the following SQL Script” actions of the Alert Response
Window cause these actions to execute several times, resulting in multiple alerts.

The action “Run the following program” fails to execute when configuring automated responses to alerts.

Users with SQL Diagnostic Manager version 8.0 and later may find that when creating an alert response with the associated action
“Run the following program” in the Alert Response window, the specified program does not run once the condition is met.

The actions “Write an event to the Windows event log” and “Send an email to recipient” in the Alert Response
Window fail to deliver multiple alert statuses.

Users with SQL Diagnostic Manager version 8.5 and later may find that when creating an alert response with multiple metrics as a
condition and associated actions “Write an event to the Windows event log” and/or “Send an email to recipient” in the Alert Response
window, the feature fails to deliver complete alert information and displays only one alert status when condition is met.

SQL Diagnostic Manager returns PoweredOff alerts for the VM Power State metric when servers are not turned off.

Some SQL Diagnostic Manager users may view PoweredOff alerts when reviewing the generated “VM Power State” alerts for their
servers linked to vCenter or Hyper-V host servers. These alerts display even though the servers are not turned off.

Known issues in version 8.0

Installation and configuration issues

The SQLdm Setup Wizard is interrupted after selecting the SQL server instance on which you want to install the
SQL Diagnostic Manager Repository
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Some users may experience an interruption due to memory corruption in their SQL Diagnostic Manager installation after selecting the
SQL Server instance on which they want to install their SQL Diagnostic Manager Repository. Note that the SQL Diagnostic Manager
installer does not complete on machines where memory corruption prevents connections to SQL Server. Furthermore, in these types
of environments other applications such as SQL Server Management Studio also do not function.

Negative values received from vCenter as a warning message do not impact VM data collection
Some users may receive negative values from vCenter as a warning message. The message is logged as in the SQL Diagnostic

Manager Services. Note that this does not have any impact in terms of VM data collection and users are able to view VM and VM
Host data.

Console crashes when upgrading to SQL Diagnostic Manager 8.0 while logged in the IDERA Newsfeed account

Users who remain logged in the IDERA Newsfeed account and upgrade to SQL Diagnostic Manager 8.0 may experience console
crashes. Note that an upgrade from SQL Diagnostic Manager 8.0 to 8.0.1 will solve this issue.

Known issues in version 7.5

General

SQL Diagnostic Manager 7.5 no longer supports Microsoft Windows 2000 or the .Net 2.0 framework
SQL Diagnostic Manager 7.5 does not support Windows 2000 or the .Net 2.0 framework. While SQL Diagnostic Manager 7.2 and

prior versions continue to operate with Windows 2000, SQL Diagnostic Manager 7.5 and later require the .Net 4.0 Full framework to
take advantage of the additional features.

Server Overview

Timeline refresh causes a memory leak

SQL Diagnostic Manager experiences a memory leak when you are viewing the Timeline and click Refresh. To free the memory, you
must restart the SQL Diagnostic Manager Management Console.

Queries

Queries view filter may not properly filter in some situations

In environments with large databases, the Queries view filter may not properly filter if you attempt to change filter properties during a
refresh.

Resources

File Activity displays an unhelpful error message when WMI credentials are invalid
SQL Diagnostic Manager displays the error message, "An error occurred while refreshing the active view," when you attempt with

access the Resources > File Activity view if your WMI credentials are invalid. If this message appears, verify your WMI access
credentials and try again.

Installation and configuration considerations

SQL Diagnostic Manager Repository computer must run Microsoft SQL Server 2005 or later

SQL Diagnostic Manager 7.0 and later require Microsoft SQL Server 2005 or later running on the computer that hosts the SQL Diagn
ostic Manager Repository database for all installations.

SQL Diagnostic Manager Console only users cannot upgrade to the full version without uninstalling SQL Diagnost
ic Manager

Users who have an installation of SQL Diagnostic Manager Console only on a computer can use the upgrade to update their current
version of the desktop client console, but cannot use the upgrade program to install the full version of SQL Diagnostic Manager.

Registering a SQL Server instance that uses an Alias Name requires an alias on the host computer
When registering a SQL Server instance using the alias name, an alias must first be created on the computer that hosts the SQLdm

Management and Collection Services. If the instance uses Named Pipes, Named Pipes must be enabled in the SQL Server network
configuration of the aliased SQL Server instance.
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Management Service does not start when the account permissions are incorrect

If the account you specified for the SQL Diagnostic Manager services does not have System Administrator privileges on the SQL
Server instance hosting the Repository database, the setup program cannot start the SQLdm Management Service. This issue only
occurs during installation.

Some users may receive an error message when opening the SQL Diagnostic Manager stating that there is no valid license available

To resolve this issue, use the Management Service Configuration wizard to specify credentials for a Windows account or SQL Server
login that has System Administrator privileges on the SQL Server instance hosting the Repository database. You can start the
Management Service Configuration wizard from the Programs menu.

SQL Diagnostic Manager Reporting does not support Microsoft Reporting Services 2000

SQL Diagnostic Manager only supports Microsoft Reporting Services 2005 and later.

SQL Diagnostic Manager requires Predictive Analytics for baseline-related results

SQL Diagnostic Manager 7.5 requires the Predictive Analytics Service in order to display baseline-related results. During installations
and upgrades, SQL Diagnostic Manager installs the Predictive Analytic service with the other included services. If Predictive
Analytics is not detected or is disabled, SQL Diagnostic Manager cannot generate baseline data for the requested report. The
following reports require the Predictive Analysis Service to include baseline-related results:

Baseline Statistics
CPU Statistics
Memory Statistics
Session Statistics
Disk Statistics
Replication Statistics

Phase out SQL Diagnostic Manager mobile manager
IDERA is announcing end of life for SQL mobile manager (SQLmm). On October 1, 2012, all support for SQLmm will stop and the

SQLmm trial site will be decommissioned. Also, any remaining installations of SQLmm 3.6 or earlier that use the IDERA redirectors
will no longer work.

To continue using a Web-based monitoring solution that is accessible from your smart phones or tablet devices, upgrade to SQL Dia
gnostic Manager 7.0 or later, and deploy SQLdm Mobile. IDERA discontinued distribution of SQL mobile manager in October 2011.

SQLdm Mobile does not support Microsoft IIS Express

SQLdm Mobile requires the standard version of the Microsoft IIS Web Server, version 7.0 or later. For more information, see the SQL
dm Mobile requirements.

SQLdm Mobile & Newsfeed installation cannot be changed or repaired using Add/Remove Programs

To successfully change or repair your SQLdm Mobile & Newsfeed installation, uninstall the application and components, and then
run the setup program to reinstall your deployment.

SQLdm may not properly link to vCenter from some monitored virtual SQL Server instances

The SQLdm VM Configuration window displays a list of your monitored virtual SQL Server instances, but the link between an
instance and the associated vCenter may not work properly. To access this window, click Tools > VM Configuration.

VM Host Server Change alert not always triggered when a VM moves from one host server to another
Even if the circumstances warrant SQL Diagnostic Manager to trigger the VM Host Server Change alert, users who have virtual

machines running on an ESX host managed by vCenter 5.0 or later may not receive the alert when they move a VM from one host to
another.

Negative values received from vCenter as a warning message do not impact VM data collection
Some users may receive negative values from vCenter as a warning message. The message is logged as in the SQL Diagnostic

Manager Services. Note that this does not have any impact in terms of VM data collection and users are able to view VM and VM
Host data.

Query Monitor disregards filter for SQL Server 2000 users

Some SQL Server 2000 users may notice that SQLdm Query Monitor includes SQL Diagnostic Manager queries in the results even if
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the Exclude SQL Diagnostic Manager queries check box is checked in the Advanced Query Monitor Configuration window.

SQLdm Mobile Server Dashboard charts display “Data not available” error
This error indicates that SQLdm Mobile was not able to collect all the performance metrics tracked by these charts. This issue is

more likely to occur with the I/O and Per Read/Write charts on the Disk dashboard. To correct this issue, use the Microsoft IS
Manager console to restart the SQLdm Mobile Web site (virtual directory).

Start and Stop service actions not supported for virtual SQL Server instances
The Start and Stop service actions are not supported for virtual SQL Server instances (instances located on a Windows cluster

node). To start or stop a service on a virtual SQL Server 2008 instance, use the Microsoft Failover Cluster Management tool. For
SQL Server 2005 or earlier, use the Microsoft Cluster Administrator tool to manage services.

Gaps between the real-time view and back-filled historical data can be seen on the CPU view

This occurs only when the CPU view is accessed via the Server tree. To view the information, without any gaps, access the CPU
view via the ribbon.

Free disk space reported as zero on databases with special characters

For servers and path names that include special characters such as % or #, SQL Diagnostic Manager may incorrectly report the
remaining disk space as zero.

Known issues in versions previous to 7.5

General

SQL Diagnostic Manager displays a refresh error when a user attempts to view data for an instance to which he
does not have admin rights

SQL Diagnostic Manager displays a refresh error message when a user tries to view data for a monitored SQL Server instance to
which the user does not have administrative rights. The message states that, "An error occurred while refreshing the active view."

SQL Diagnostic Manager displays an error when a user attempts to configure disk collection for an instance to
which he does not have admin rights

SQL Diagnostic Manager displays an error message on the Server Properties Disk Drives window if a user's collection service

credentials do not have administrative access to the monitored SQL Server instance, and the user attempts to view the list of
attached disk drives on that instance. Note that WMI credentials are not used to retrieve disk drive information on this page.

Drives may not appear in the Resources Disk view when you switch to direct WMI collection

Users who select to collect OS metrics using direct WMI collection may notice mounted drives appearing in some areas of SQL Diag
nostic Manager but not on the Resources Disk view. To refresh this list, you must restart the SQL Diagnostic Manager Management
Console.

Dashboard

Custom Counters dashboard panel does not return to default after deleting all counters

The Custom Counters dashboard panel includes a drop-down list to allow you to select from the available counters. If you delete all
counters, the panel does not return to the default title and continues to display one of the counter names.

Resources

Disk Filter Columns does not work on a blank chart

The Filter Columns selection does not work in the Resources > Disk view if you receive a blank chart due to your WMI credentials
being invalid.

Alerts

OS Disk Time (Percent) and OS Disk Time Per Disk (Percent) alerts may not trigger for some users

Users with Windows Server 2008 SP1 and SQL Server 2000 SP4, and who select direct WMI collection for their OS metrics may
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experience an issue preventing OS Disk Time (Percent) and OS Disk Time Per Disk (Percent) alerts from triggering. If this issue
occurs, switch to using OLE automation.

Virtualization-related alerts occasionally raise more than once

In some circumstances, SQL Diagnostic Manager may repeatedly raise virtualization-related alerts when there is no change in the
status.

Custom Counters

SQL Diagnostic Manager does not automatically add unassociated custom counters to an alert template created
from an instance

If you use alert templates and create a custom counter, SQL Diagnostic Manager automatically adds the new counter to your existing
alert templates. However, if you create a custom counter not associated with an instance, and then create an alert template based on
the alert configuration of one of your monitored instances, SQL Diagnostic Manager does not add the new counter to your alert

template nor can you manually add the counter.

To avoid this issue, add the missing custom counter to any SQL Server instance, create an alert template from that instance, and
then clear any undesired custom counters from that instance.

SQLdm Mobile

SQLdm Mobile My Servers view filter does not work

The filter on this view will consistently display the message, “You have no favored or followed servers or the servers list has not been
cached yet,” regardless of the filter option you choose. This issue occurs even when you are following servers or have marked

servers as favorites.
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Recommended IDERA Solutions

IDERA strives to ensure our products provide quality solutions for your database needs. The following IDERA Solutions have been recently added

to the knowledge base at the Customer Service Portal.

ID Number

SQL

IDERA
Website

4337

4287

4281

4088

3511

2286

2109

2102

Title
SQLDM alert, "Session 0 has been blocking other sessions..."

Disk Full Percent fires at or near 100% for a disk that still has plenty of
space.

A SQL Diagnostic Manager with wait type MSQL XP uses constant
CPU resources and never finishes on a monitored server.

Disk Busy per Disk counter reports 100% when the disk is known to
be idle.

SQLDM always shows "The SQLDM Collection Service has too many
outstanding connections" in the overview pane for a specific server,
and SPIDs stall on the audited server.

When Upgrading SQL Diagnostic Manager, you receive the error
message "The repository is an invalid version."

CPU Used, Memory Paging and Disk Queue Length show question
marks in the Summary view.

What alerting Event Codes are used in SQLDM 5.0 or later?
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Get started

SQL Diagnostic Manager (SQLDM) is a database management system (DBMS) solution designed exclusively for Microsoft SQL Server diagnosis
and performance tuning. SQL Diagnostic Manager lets you discover potential and existing problems, analyze the state of your SQL Server

enterprise, and generate reports.
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Upgrade to this release

Upgrading SQL Diagnostic Manager to the most recent version allows you to take advantage of the new features available. An up-to-date list of
new features and fixed issues is available in the SQL Diagnostic Manager Release Notes.

@ To upgrade from SQL Diagnostic Manager 4.x (or from earlier versions) to SQL Diagnostic Manager 10.1, you first must upgrade to
SQL Diagnostic Manager 5.x. For assistance with your upgrade, contact IDERA Technical Support.

Upgrade from SQL Diagnostic Manager 5.x or higher to SQL Diagnostic Manager 10.1 checklist

To successfully upgrade your Microsoft SQL Server environment to this build, complete the steps included in the following table.
Follow these steps ...
Back up your SQL Diagnostic Manager Repository prior to upgrading.

Make sure that your environment meets the product requirements for
the newer version of SQL Diagnostic Manager.

Verify that no SQL Diagnostic Manager desktop clients are running.

DO ond

Upgrade your environment to the latest version of SQL Diagnostic
Manager on the computer where the SQL Diagnostic Manager
services reside. Note that SQL Diagnostic Manager 10.0 and later
versions integrate with the IDERA Dashboard.

Test your new SQL Diagnostic Manager deployment and setup.

L O

Upgrade your IDERA Newsfeed and SQLdm Mobile installations or de
ploy a new IDERA Newsfeed and SQLdm Mobile installation.

Upgrade to SQLDM 9.0 or higher
Versions

Customers upgrading from previous SQL Diagnostic Manager versions to SQL Diagnostic Manager 9.0 or higher versions, need a new
license key or it is not possible to continue with the upgrade process. Users can access the IDERA Customer Portal at the moment of
upgrade from the license management window in SQL Diagnostic Manager (Help > Manage Licenses) or directly at https://idera.secur
e.force.com. Information necessary to generate a new license key is provided in the license management screen or the portal.
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Upgrade SQL Diagnostic Manager in a clustered environment

Use the following steps to upgrade your SQL Diagnostic Manager installation in a clustered environment.

@ SQL Diagnostic Manager 10.0 and later requires Microsoft SQL Server 2005 running on the computer that hosts the SQL Diagnostic

Manager Repository database for all installations.

Upgrade in a Microsoft Windows Server 2003 Clustered Environment

To upgrade SQL Diagnostic Manager in a clustered environment:

1. Log on to the cluster node using the Administrator account.
2. In Cluster Administrator, select the resource group that contains the SQL Diagnostic Manager services.
3. Take the SQLdm Management and Collection services off line.

Perform the following steps on each node, starting with the active node:

1. Upgrade SQL Diagnostic Manager components previously deployed to the node.
2. In Windows Services, stop the SQLdm Collection, SQLdm Management, and SQLdm Predictive Analytics services.
3. Set the SQLdm services to manually start, and then restart the services.

Once the previous steps are complete, perform the following steps on each cluster node:

1. In Cluster Administrator, bring the SQLdm Management Service on line.
2. Use the Management Service Configuration wizard to force the services to re-register on the active node.

Upgrade in a Microsoft Windows Server 2008 Clustered Environment

To upgrade SQL Diagnostic Manager in a clustered environment:

1. Log on to the cluster node using the Administrator account.
2. In the Failover Cluster Management tool, select the resource group that contains the SQL Diagnostic Manager services.
3. Take the SQLdm Management and Collection services offline.

Perform the following steps on each node, starting with the active node:

1. Upgrade SQL Diagnostic Manager components previously deployed to the node .
2. In Windows Services, stop the SQLdm Collection, SQLdm Management, and SQLdm Predictive Analytics services.
3. Set the SQL Diagnostic Manager services to manually start, and then restart the services.

Once the previous steps are complete, perform the following steps on each cluster node:

1. Bring the SQLdm Management Service on line.
2. Use the Management Service Configuration wizard to force the services to re-register on the active node.
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Perform a distributed upgrade

Use the following procedures to upgrade a distributed SQL Diagnostic Manager 10.0 environment.

Upgrade your SQLdm Repository and/or SQLdm Services

Install the SQLdm Repository database on a SQL Server instance that meets the product requirements . You do not need to install your
Repository in the same domain as the SQLdm Console, but a two-way trust between the target domains must exist. You can install the SQLdm
services on the Repository computer (recommended) or a different computer.

©

SQL Diagnostic Manager 10.0 and later requires Microsoft SQL Server 2005 running on the computer that hosts the SQLdm Repository
database for all installations.

To upgrade the SQLdm Repository and/or Services:

ourwNE

~

Use an administrator account to log on to the computer on which you want to upgrade the SQLdm Repository database and/or Services.

. Run Set up. exe in the root of the installation kit.

On the IDERA SQL Diagnostic Manager Quick Start window, click SQL Diagnostic Manager under the Install heading.

. Read the Upgrade Wizard Welcome window, and then click Next.

Upgrade your Repository by verifying the authentication method and connection credentials, and then click Next.

Upgrade your Service account by specifying the account credentials that you want the SQLdm services to use to connect to the SQLdm
Repository and the monitored SQL Server instances, and then click Next. This account must belong to the sysadmin role on the
Repository database and each instance you plan to monitor.

. Click Upgrade to begin your upgrade.
. Click Finish to exit the upgrade program.

Upgrade your SQLdm Console

©

You must have a full installation of SQL Diagnostic Manager already running in your environment before attempting to upgrade the
SQLdm desktop client console.

To upgrade the SQLdm Console:

1. Use an administrator account to log on to the computer on which you want to upgrade the SQLdm Console.
2. Navigate to the location where the SQLdm Console file resides in the distribution media.
3. If you use an x64 operating system , run SQLDi agnost i cManager - x64_c. exe. If you use an x86 OS , run SQLDi agnosti cMana
ger _c. exe.
4. On the Welcome window of the setup program, click Next.
5. Click Upgrade to begin your upgrade.
6. Click Finish to exit the upgrade program.
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Upgrade SQLdm console only

SQL Diagnostic Manager allows users to install a full version, which includes the SQL Diagnostic Manager Repository, Management Service, and
Management Console, or you can install the SQLDM desktop client console by itself when you already have a full version of SQL Diagnostic
Manager installed in your environment.

Users who have an installation of SQLDM Console only on a computer can use the upgrade to update their current version of the desktop client
console, but cannot use the upgrade program to install the full version of SQL Diagnostic Manager.
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Test your deployment

To test your upgrade, you can immediately begin collecting and alerting on performance data. Verify that you are able to monitor the target SQL
Server instances and that the data you are retrieving is valid.
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Welcome to SQL Diagnostic Manager

SQL Diagnostic Manager is a powerful performance monitoring and diagnostics solution that proactively alerts administrators to health,
performance and availability problems within the SQL Server environment. SQL Diagnostic Manager now integrates with the IDERA Dashboard,
a common technology framework, designed to support the IDERA product suite. Users are able to obtain an overview of the status of their SQL
Servers and hosted databases all in a consolidated view and navigate to individual product dashboards for details. The IDERA Dashboard
provides a central set of services for managing users, product registry, instance registry, aggregated alerts across IDERA applications, a central
web server, and tags for grouping instances. For additional information, see Navigate the IDERA Dashboard.

To get started, see the following topics for more information:

® Upgrade to this build of SQL Diagnostic Manager
® Configure SQL Diagnostic Manager
® Migrate your SQL Diagnostic Manager installation
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What is SQL Diagnostic Manager?

SQL Diagnostic Manager provides an unprecedented level of diagnostic information on the health, performance, and status of SQL Server
instances across your environment. You can view, diagnose, and report on critical performance statistics from a central point of control. Using a
unique agentless architecture, SQL Diagnostic Manager gathers diagnostic information in real time, keeping database administrators and
managers informed by providing customized alerts. Easy to install and use, SQL Diagnostic Manager is an indispensable SQL Server
management tool that benefits both experienced and junior database administrators.

What is the IDERA Dashboard?

The IDERA Dashboard is a common technology framework designed to support the entire IDERA product suite. The IDERA Dashboard allows
users to get an overview of the status of their SQL Servers and hosted databases all in a consolidated view, while providing users the means to
drill into individual product dashboards for details. The IDERA Dashboard supports multiple copies of SQL Diagnostic Manager installations.

What is the SQL Diagnostic Manager web console?

The SQL Diagnostic Manager web console is a web application designed to provide quick access to the overall status of your SQL Server
environment to help diagnose any issues. The web console provides key information simply through dashboards and high level views to a large
user base such as IT, helpdesk, and DBAs. You can access the web console from any connected browser and grant access as you need. To
learn more about the SQL Diagnostic Manager web console, visit Navigate the web console dashboard.

The SQL Diagnostic Manager web console is integrated with the IDERA Dashboard.

What is SQL Diagnostic Manager Mobile?

SQL Diagnostic Manager Mobile is a Web application that displays real-time SQL Server performance dashboards on a variety of mobile devices,
including iPhone, iPad, Android and Blackberry. SQL Diagnostic Manager Mobile includes the IDERA Newsfeed technology. The IDERA
Newsfeed is a revolutionary new way for DBAs and managers to collaborate, share knowledge, and keep close tabs on their most critical SQL
Server issues.
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How does SQL Diagnostic Manager help me?

Whether you need immediate diagnostic information or want to gather data for long-term capacity planning, you can use SQL Diagnostic Manager
to help:

Increase SQL Server availability

Provide a comprehensive view of current performance

Provide continuous, unattended monitoring

Store data in the centralized SQLdm Repository database

Improve the productivity of both skilled and novice database administrators

With clear, easy-to-understand charts and reports, you can track standard SQL Server performance metrics, trend historical performance data
over time, and proactively identify potential performance problems.
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Use the SQL Diagnostic Manager interface

SQL Diagnostic Manager uses a graphically enhanced user interface to display the current state of your SQL Server instances. A mixture of
graphs, charts, and color coding makes problem identification quick and easy, allowing you to resolve issues before they reach critical levels.
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IDERA SQL Diagnostic Manager® Version 10.0

Navigation pane

The Navigation pane displays on the left side of the SQLdm Console as shown in the following image.

MNavigation
Pane

The options available on the Navigation pane change depending on the currently selected feature. You can hide the Navigation pane by selecting
View > Navigation Pane > Off. The following features are available in the Navigation pane:

Servers
Contains a My Views section that helps you organize your SQL Server instances by status and includes any custom views you have
set up. The Tags section allows you to manage tags or key words that you can use to quickly find the appropriate monitored
SQL Server instances, custom counters, and permissions. The Servers section lists the SQL Server instances contained in the
currently selected view. To view all registered instances, select All Servers from the My Views list.

Alerts
Contains filter options for organizing your alerts and links to configure alert templates, actions, and responses.

Newsfeed

If installed, the IDERA Newsfeed provides collaboration regarding your most critical SQL Server issues. If the IDERA Newsfeed is not
installed, this page guides you to where you can get additional information regarding the IDERA Newsfeed.

Reports

Allows you to select the report you want to generate. SQL Diagnostic Manager provides reports for monitoring, analyzing, and
planning how to best use the SQL Server instances within your environment.

Administration

Allows you to control access to SQL Diagnostic Manager, add custom counters for monitoring, and keep track of key actions
performed in your SQL Diagnostic Manager environment.
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View SQLdm Today

The SQLDM Today page provides a current overview of all the monitored SQL Server instances in your environment and offers you shortcuts to
the following options:

Five most critical servers

Five servers you recently monitored

All active alerts in your SQL Server environment

The most recent server status updates and coworker posts from the IDERA Newsfeed
Access to the SQL Diagnostic Manager web console

Access the SQLdm Today page

You can open the SQLdm Today page from the SQLdm Console menu by clicking the SQLdm Today button as shown in the following image.

 20iSQLdm Today |Refresh @ | =
Servers & All Servers
My Yiews
L",;fg all servers (71
fﬁ Critical (1)
L, Warning (2)

g OK (4)
(3 Maintenance Mode (0)

SQLdm
Today page

i

o

Tags

< Click here to manage kags =

Use SQLdm Today to view the general health of your environment

SQL Diagnostic Manager gives you a quick glance at the overall health of your environment in the Status section of the SQLdm Today page. The
main categories of data shown in this view include the following areas:

Status Summary
The Status Summary section displays the number and type of active alerts for all of your SQL Server instances. SQL Diagnostic

Manager displays a large icon that shows you at a glance the current highest level of severity of your servers accompanied by the
number of your servers in that state.

Most Critical Servers

SQL Diagnostic Manager provides a list of up to five of your most critical servers so you can quickly access that SQL Server instance
and review the issue.

Recent Servers

The SQLdm Today page provides a list of your five recently-accessed SQL Server instances, with the most recent visit appearing at
the top of the list.

Get the most from SQL Diagnostic Manager
The Get Started tab of the SQLdm Today page provides links for you to access content in the SQL Diagnostic Manager Trial Center including

video tours that cover important features and SQLdm navigation. You can also find Webcasts, white papers, and the SQL Server Performance
Blog for additional information that you may find useful when using SQL Diagnostic Manager.

View your recent active alerts
SQL Diagnostic Manager displays a list of your most recent active alerts on the SQLdm Today page Active Alerts tab. While this view displays

alerts for all your monitored SQL Server instances, you can view additional alert information for a specific server instance by using the right-click
context menu. This additional information includes a real-time view and a shortcut to configure your alerts.
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If you are aware of an alert and do not want to see it in your list or have it impact the associated server, you can "snooze" or temporarily postpone
the alert from appearing for a set number of minutes. When you snooze an alert, SQL Diagnostic Manager clears the alert which no longer
impacts the state of the monitored server until the snooze period expires. To snooze an alert, right-click the specific alert, and then select Snooze
Alert. Select the appropriate number of minutes you want to alert to snooze, and then click OK.

To snooze an alert on the Active Alerts tab:

1. On the Active Alerts tab of the SQLdm Today page, right-click anywhere on the row containing the alert you no longer want to view.
2. Select Snooze Alert.
3. Type or scroll to select the number of minutes you want the alert to snooze, and then click OK.

Use the Web Console

The SQL Diagnostic Manager web console is a web application designed to provide read-only access to the overall status of your SQL Server
environment to help diagnose any issues. The web console provides key information simply through dashboards and high level views to a large
user base such as IT, helpdesk, and DBAs. You can access the web console from any connected browser and grant access as you deem
necessary. The SQLdm Today page provides the URL to launch the web console.

The SQL Diagnostic Manager web console is integrated with the IDERA Dashboard.

Use IDERA Newsfeed to track your SQL Server issues

The IDERA Newsfeed is a new way for you to share knowledge with other DBAs and managers regarding critical and current SQL Server issues.
To learn how to set up and use the IDERA Newsfeed.
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Refresh and pause views

To let you control the information refresh on a particular view, the SQLdm Toolbar includes the Refresh and Pause buttons as shown in the
following image.

Oera 0 i e i DSt ESB CHA
Refresh '
Refrash . e
and Pause JU H < " j =
Servers 5 All Servers
My Yiews =
-~ All Servers (7
|:'¢ Critical (1)
G, Warning (2)
G 0K (4)
I:,:'| Maintenance Mode (0)
Tags *
< Click here to manage kags >

You can edit the scheduled refresh of your views for more current information. SQL Diagnostic Manager offers the following refresh controls:

Refresh button

The Refresh button tells SQL Diagnostic Manager to immediately collect data and refresh the current Console view. Depending on

the view, the refresh could take several seconds to complete. SQL Diagnostic Manager displays the current refresh status in the
lower-right corner of the SQLdm Console.

Pause button

The Pause button tells SQL Diagnostic Manager to stop refreshing the console. If you click Pause during a refresh, the pause occurs
after the refresh completes. To continue refreshing, click Pause again. Pausing the refresh allows you to maintain the
currently-monitored state so you can see what is happening on your SQL Server instance without incoming information overwriting
the data. This feature also gives you time to export or print the displayed statistics before retrieving the next data set.
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Filter views

On a number of views, SQL Diagnostic Manager includes filtering options ranging from ribbons allowing you to select items shown on the view, to
a Filter Settings window that provides a variety of options to customize how SQL Diagnostic Manager presents your view.

Use the Filter options to customize your view

The Filter box contains the filtering options available for that view, meaning that the available options are not consistent across views because of
the data displayed in each view. You can select the options you want displayed in the menu by using the Filter Settings window. Click the Filter ic
on in the ribbon to display the Filter Settings window.

Every Filter Settings window in SQL Diagnostic Manager provides specific options for the current view. These options can include true or false
fields that allow you to decide whether to show a particular item, filtering fields where you can enter an item name or even use a wildcard (%),
dates and time ranges, and interval periods.

Each field in the Filter Settings window includes a description that displays at the bottom of the window when you select the field.

Use the Group By feature to organize your view

The Group By feature allows you to group the information shown in your views. To group your information by a column, check the Group By Box
option, and then drag one or more column headings into the provided area as shown in the following image.
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groups based on the
selected metrics.

When you group data by multiple columns, be sure to select the headings in the hierarchy in which you want SQL Diagnostic Manager to display
the results. After selecting the Group By Box check box, click, hold, and drag the first column heading (first order of grouping) into the grouping
area. Next, click, hold, and drag the second column heading (second order of grouping) into the grouping area. Continue this process until you
have the data hierarchy you want. Click the column headings to toggle sort order between ascending and descending.

You can remove a column from the grouping area by performing a click, hold, and drag of the column back into the grid area or by right-clicking
the heading, and then selecting Remove This Column.
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Charts

Charts are populated from the point at which you navigate to the window with the chart. This allows you to view real-time charts for the data point
selected. Real-time viewing is dependent on your refresh interval. Once populated, you can manipulate the type of chart you want to display and
export the chart or copy it to the clipboard to paste into other programs.

@ In the Server Details view, click the Maximize button on the upper-right corner of a chart to display a large version of the chart. The Re
store button returns the chart to the default view.

Understanding your chart data and refresh interval

SQL Diagnostic Manager charts provide data whether collected in real time or as part of a scheduled collection event. When you open a view,
SQL Diagnostic Manager begins populating the chart with real-time data collected on the interval specified in the Server View Refresh field on
the Console Options window (Tools > Console Options).

If you pause or leave this view and then return during the same Console session, SQL Diagnostic Manager displays the real-time data points as
previously viewed, followed by a period of data points from any scheduled collections that occurred while you were away. The chart then returns
to populating with new real-time data points, as shown in the following image.
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The amount of time displayed in your charts is set according to the time entered in the Show data for the last field on the Console Options
window. In addition, the time entered in the Keep data for the last field is the amount of historical data that you can scroll back to in your charts.

Customize your charts

SQL Diagnostic Manager contains charts that are populated by selecting the appropriate data items collected. Once populated, you can
manipulate the type of chart you want to display and export the chart or copy it to the clipboard to paste into other programs.

You can personalize charts by right-clicking anywhere inside the chart and selecting Toolbar from the menu. The chart toolbar contains the
following options:

Copy To Clipboard
The Copy To Clipboard button allows you to copy the chart to your Windows clipboard in various formats.
Print
The Print button allows you to print the chart.
Gallery
The Gallery menu includes a number of options that allow you to change the type of chart used to represent your data.
Anti-Aliasing
The Anti-Aliasing button smooths the lines between your data points to more easily view your data.
Palette Selector
The Palette Selector menu includes a number of color choices for you to change color scheme of your chart.

3D/2D

The 3D/2D toggle lets you choose to view your results in three- or two-dimensional plots. Additional options become active based on
your choice and allow you to rotate your view or cluster your results on the z-axis.
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Axes Settings

The Axes Settings menu lets you choose how to view each axis, whether to display labels, and additional properties for your view.
Point Labels

The Point Labels toggle lets you choose to view the actual data at each point.
Data Grid

The Data Grid toggle places a table below your chart that displays the data included in your chart.
Legend Box

The Legend Box toggle lets you choose to view a legend for your displayed data.
Zoom

The Zoom button allows you to zoom in on a point in your chart.
Properties

The Properties button displays additional properties for further customization of your chart.
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Monitor multiple SQL Server instances

My Views allows you to group servers to provide a high-level, global view of multiple monitored servers. This view includes basic statistics about

your registered SQL Server instances and quick links to more detailed information. A monitor displays statistics for each SQL Server instance
included in the group.

Access My Views

My Views is available at all times as part of the Navigation pane as shown in the following image.
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Use the group list

SQL Diagnostic Manager updates the data shown in the thumbnails view of the group list according to the interval entered in the Status and

Alerts Refresh field on the Console Options window, accessed by clicking Tools > Console Options. This information is collected from the last
data point stored in the SQLdm Repository.

By default, the group list displays basic statistics for each of the SQL Server instances monitored by SQL Diagnostic Manager. This information
includes the following statistics for each instance:

Response Time
Refers to the time it takes for a query to go from the SQLdm Console to the SQL Server instance and back.
User Sessions
Refers to the total number of SQL Server user sessions.
SQL CPU Usage
Refers to average percentage of SQL Server processor usage on the computer hosting the SQL Server instance.
SQL Memory Usage/Allocated
Refers to amount of memory in use by the monitored SQL Server instance.
SQL Disk I/0

Refers to the number of physical reads and physical writes made by the SQL Server instance between refreshes. If you see a high
percentage of physical reads , you can improve performance by allocating more memory to the SQL data cache.

Customize the monitors in your group list

SQL Diagnostic Manager allows you to customize the monitors displayed in group lists so that you display only those key statistics and charts that
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are most important to you.
To customize a monitor:

1. Right-click a SQL Server instance in the view.
2. Select Thumbnail and select the information type you want to display on your monitor.

Instead of listing statistics for the server, SQL Diagnostic Manager displays the individual chart of the data item you selected. To revert back,
select Summary from the Thumbnail list.

Use the Server Thumbnails, Details, or Configuration Properties window

SQL Diagnostic Manager allows you to monitor multiple instances using different views, such as thumbnails of mini-monitors, a list of instances
and their important details, or a list of instances and their server properties. SQL Diagnostic Manager defaults to the thumbnails view. To access a
different view, click the appropriate button in the upper-right corner of the window as shown in the following image.

Show Thumbnails

Show Details

Show Server Caonfiguration
Properties

@ If any of the metrics are missing from this view, you may need to enable OS metrics collection.

These views list all the data collected at the last refresh for all your monitored SQL Server instances. The Details and Server Configuration
Properties views can assist you with comparing the status of a specific metric or property between two or more of your SQL Server instances.

Add a custom view

You may want to add a custom view to the My Views list to organize your SQL Server instances into specific groups for monitoring purposes. This
is especially important if you are monitoring a large number of SQL Server instances and want information for a specific group of SQL Server
instances. If you create views before adding your SQL Server instances to SQL Diagnostic Manager for monitoring, you can have these new
instances added to your views by selecting the new view you create and then adding the SQL Server instances.

To add a new view:

1. If you want to create a new view from the File menu , click File > Create View. If you want to create a new view from My Views ,
right-click within the My Views section, and then select Create View.

2. Type a name for the view.
3. Select the monitored SQL Server instances you want to include in this view.
4. Click Add > to move the selected instances from Monitored Instances to View Instances.
5. Click Create to create your new view.
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Server Configuration Properties

The Server Configuration Properties view provides the current configuration settings for each of your monitored SQL Server instances and allows
for some changes directly in this window rather than leaving this view to access the properties page. The grid layout allows you to quickly scroll
down in the column for a specific setting, and verify that the setting is correct in all of your instances.

You can sort your results in ascending or descending order for each column by clicking the column header. Right-click a column header to select
other column options, including grouping by the selected column, hiding a column, or opening the Group By box for additional options.

Access the Server Configuration Properties view
SQL Diagnostic Manager provides two paths to access the Server Configuration Properties view. The first access path is by clicking All Servers,

and then clicking the Show Server Configuration Properties icon on the far right. The second access path is by right-clicking All Servers, and
then clicking View All Server Properties. By default, the All Servers view displays your monitored SQL Server instances in the thumbnail view.

Performing general tasks in this view

The Server Configuration Properties view provides the following actions by right-clicking a row, and then selecting the task you want to perform:

Open

Opens the Dashboard view for the selected monitored SQL Server instance.

Refresh Alerts

Gathers the alert status and refreshes the tree view information for the selected monitored SQL Server instance.

Delete

Allows you to delete the SQL Server instance from your SQLdm installation. When you select Delete, SQL Diagnostic Manager
displays a message asking whether you want to retain the collected data for the SQL Server instance, and it also allows you to
cancel out of the deletion process.

@ You cannot retrieve collected data once it is deleted from the SQLdm Repository. Use the Delete option with care.

Collapse All Groups

Allows you to collapse the contents of a group of monitored SQL Server instances.

Expand All Groups

Allows you to expand the contents of a group of monitored SQL Server instances.

Print

Allows you to print the grid of your monitored SQL Server instances and their configured properties.

Export To Excel

Allows you to export the grid of your monitored SQL Server instances and their configured properties to Microsoft Excel.

Properties

Opens the Monitored SQL Server Properties window for the selected instance.

Server Configuration Properties view contents

When you select the Server Configuration Properties view, SQL Diagnostic Manager displays a grid containing each of the settings for all of your
monitored SQL Server instances. This information is updated each time the SQLdm Collection Service runs. Some cells allow you to make
changes on this view while others are managed in other areas in SQL Diagnostic Manager, which are accessible by double-clicking the cell you
want to change. SQL Diagnostic Manager displays the Change icon in the Changed? column for the row in which you made the change. Make
sure you click Save Changes once you made the necessary change. Click Reset Changes to revert all unsaved changes you made on this view.
The Change icon helps remind you to save your changes as shown in the following image.
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The Server Configuration Properties view contains the following properties:

Active Cluster Node

Displays the name of the active cluster node on this monitored SQL Server instance. For more information about this setting, see Co
nfigure cluster settings .

Alert Refresh

Displays the interval (in hours, minutes, and seconds) between times when the service collects diagnostic data and raises the
associated alerts. Use a value between 30 seconds and 30 minutes. Lower values result in a faster triggered alert, but also cause
more frequent refreshes, which may increase monitoring overhead. You can modify this setting directly in this view. Click in the
appropriate field, make your change, and then click Save Changes. For more information about this setting, see Set general server
options.

Authentication Mode

Displays the authentication mode used by the SQLdm Collection Service to collect diagnostic data from the monitored SQL Server
instance. For more information about this setting, see Set general server options.

Activity Monitor Enabled

Displays whether monitoring of non-query activities is enabled. The monitoring of non-query activities captures autogrow events,
deadlocks, and blocks. For more information about this setting, see Set activity monitor options.

Baseline Date Range

Displays the period of time over which the server baseline is calculated. For more information about this setting, see Set server
baseline options.

Baseline Time Period

Displays the date range over which the server baseline is calculated. For more information about this setting, see Set server baseline
options.

Changed?

Displays an edit icon to indicate that this row includes a change from the last time the data was saved. Click Save Changes to retain
any changes made in this view. Click Reset Changes to revert to the most-recently saved server configuration properties.

Check Server Accessibility

Displays the interval (in hours, minutes, and seconds) between times when the server availability is verified. Use a value between 30
seconds and 10 minutes. If a select 1 query cannot execute in this timeframe, then the server is considered unresponsive. Setting
your server availability check to a very low value may result in false positive alerts. You can modify this setting directly in this view.
Click in the appropriate field, make your change, and then click Save Changes. For more information about this setting, see Set
general server options.

Database Statistics Refresh

Displays the interval (in hours, minutes, and seconds) between times when the database space-related data is collected and
associated alerts are raised. Use a value between one minute and 24 hours. Setting your database statistics refresh to a low value
may result in false positive alerts. A low setting also causes refreshes to occur more often, which increases the monitoring overhead.
In environments with a large number of databases whose sizes do not change rapidly, setting this refresh to a long interval can
greatly reduce your monitoring footprint. You can modify this setting directly in this view. Click in the appropriate field, make your
change, and then click Save Changes. For more information about this setting, see Set general server options.
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Deadlock Monitoring
Displays the current state of deadlock monitoring, which raises alerts for deadlocked sessions on your monitored SQL Server
instance. Deadlock monitoring is supported on monitored servers running SQL Server 2005 or greater and is dependent on enabling

the monitoring of non-query activities in the Activity Monitor window. For more information about this setting, see Set activity monitor
options.

Disk Collection Settings

Displays whether the connected disk drives are discovered automatically. For more information about this setting, see Customize
disk statistics.

Error Log Alerting Enabled

Displays whether error log alerting is enabled, causing a specific error log collector to run. Error log alerting is considered enabled if
either the SQL Server Agent Log or SQL Server Error Log alert is enabled. Note that these collectors may negatively affect
performance. You can reduce the impact of error log reading by regularly cycling the server error logs. For more information about
error log alerting, see Configure alerts.

Fragmentation Min. Table Size (KB)
Displays the minimum size, in kilobytes, a table must meet before fragmentation statistics are collected. Use a value between 0 KB
and 999999 KB. Fragmentation statistics are only gathered on tables with clustered indexes. You can modify this setting directly in

this view. Click in the appropriate field, make your change, and then click Save Changes. For more information about this setting,
see Edit table statistics options.

InputBuffer Limiter

Displays the limit of the executions performed by the DBCC Inputbuffer. This command retrieves the actual input command for the
Session Details view, among others. Note that on busy servers, limiting this value can reduce monitoring impact. For more
information about this setting, see Set general server options.

Job Alerting Enabled

Displays whether job alerting is enabled, causing a specific job alerts collector to run. Job alerting is considered enabled if one of the
following alerts is enabled:

SQL Server Agent Job Completion
SQL Server Agent Job Failure

SQL Server Agent Long Running Job (Minutes)
SQL Server Agent Long Running Job (Percent)

For more information about job alerting, see Configure alerts.

Last Fragmentation Collection

Displays the date and time of the most recent, successful table fragmentation collection. This timestamp is local to the monitored
SQL Server instance. For more information about this setting, see Edit table statistics options.

Last Table Growth Collection

Displays the date and time of the most recent, successful table statistics collection. This timestamp is local to the monitored
SQL Server instance. For more information about this setting, see Edit table statistics options.

Linked Custom Counters (Count)

Displays the total number of custom counters monitored on this SQL Server instance. For more information about this setting, see Lin
k or tag custom counters.

Linked Custom Counters (List)

Displays the name for each custom counter monitored on this SQL Server instance. For more information about this setting, see Link
or tag custom counters.

Maintenance Mode

Displays the occasions when this server is in maintenance mode. Options include Never, Until further notice, Recurring every
week at the specified time, and Occurring once at the specified time. For more information about this setting, see Schedule
maintenance mode.

OS Metrics Collection
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Displays whether SQL Diagnostic Manager uses OLE automation or a direct connection to Windows Management Interface (WMI) to
collect operating system and disk statistics. Disabling this setting prevents the collection of certain metrics in SQL Diagnostic
Manager, but may lessen the monitoring overhead. For more information about this setting, see Configure OS metrics.

Preferred Cluster Node

Displays the name of the preferred cluster node on this monitored SQL Server instance. You can modify this setting directly in this
view. Click in the appropriate field, make your change, and then click Save Changes. For more information about this setting, see Co
nfigure cluster settings.

Query Monitor Enabled
Displays whether query monitoring is enabled. The Query Monitor collects poorly-performing queries such as SQL batches,

statements, stored procedures, and triggers. Low thresholds for query monitoring may impact performance. For more information
about this setting, see Set Query Monitor options.

Query Monitor Thresholds

Displays the various threshold types for query monitoring. Note that low thresholds for the query monitoring impacts performance.
For more information about these settings, see Set Query Monitor options.

Query Waits

Displays the date and time when the query-level wait statistics are collected or whether they are collected indefinitely. By default,
these statistics are available only when the Query Waits view is open. Collection of query waits is a performance-intensive operation.
For more information about this setting, see Configure wait monitoring.

Query Waits Filters
Displays the filter configuration of the query-level wait statistics for this monitored SQL Server instance, including which applications,
databases, and SQL text you want to exclude from the query wait statistics collection. Collection of query waits is a

performance-intensive operation and excluding unnecessary data can reduce the monitoring footprint. For more information about
this setting, see Configure advanced query wait options.

Replication Monitoring Disabled
Displays whether replication statistics collection is disabled. Replication monitoring can cause excess monitoring overhead in some

environments and is not necessary for all servers. You can modify this setting directly in this view. Click in the appropriate field to
make your change, and then click Save Changes. For more information about this setting, see Disable replication statistics collection

Server Name

Displays the name of the monitored SQL Server instance.

Session History Browser Collection Disabled
Displays whether extended session data collection is disabled, including collection of session details, locks, and blocks. Collection of
this data allows you to view past session detail, lock, and block information, but incurs extra monitoring overhead to provide this data.

This data also requires extra space in the SQLdm Repository. You can modify this setting directly in this view. Click in the appropriate
field to make your change, and then click Save Changes. For more information about this setting, see Set general server options.

SQL Edition
Displays the edition of SQL Server software used in this instance.

SQL Server ID

Displays the identification number of the monitored SQL Server as used internally by SQL Diagnostic Manager. You cannot modify
this value.

SQL Version

Displays the version of SQL Server software used in this instance.

Table Fragmentation Collection

Displays the days of the week and time of day when an attempt at table statistics collection occurs. For more information about this
setting, see Edit table statistics options.
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Table Growth Collection

Displays the days of the week and time of day when an attempt at table statistics collection occurs. For more information about this
setting, see Edit table statistics options.

Table Statistics Excluded Databases (Count)

Displays the total number of databases excluded from table statistic collection. For more information about this setting, see Edit table
statistics options.

Table Statistics Excluded Databases (List)

Displays the name of each database excluded from table statistic collection. For more information about this setting, see Edit table
statistics options.

Virtualization Host Name

Displays the name of the host server on which this monitored SQL Server instance is running. This field applies only to SQL Server
instances running on a virtual machine. For more information about virtualization configuration, see Configure virtualization.

VM Name

Displays the name of the virtual machine on which this monitored SQL Server instance is running. This field applies only to
SQL Server instances running on a virtual machine. For more information about virtualization configuration, see Configure
virtualization.
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Use the SQL Diagnostic Manager web console

The SQL Diagnostic Manager web console helps users identify and diagnose problems quickly in their SQL Server environment. The SQL
Diagnostic Manager web console provides key overview information simply through dashboards and high level views.

® Access the overall status of your SQL Server environment from any connected browser. No SQL Diagnostic Manager Desktop

Console required.

Provide an easy to use web console without giving access to the entire management console.
Quickly view status of a single instance or instance groups (tags) and drill down for details.
View all active alerts in your SQL Server environment and access detailed information.

Select different sub-views to diagnose performance issues faster.

Monitor overall health of queries and drill down through advanced query views for details.
View your top values for selected metrics.
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Find answers

This documentation set includes a comprehensive online Help system as well as additional resources that support you as you install and use the
product. You can also search IDERA Solutions, available at the IDERA customer service portal (https://idera.secure.force.com/).

View help topics

SQL Diagnostic Manager Help supports the following Web browser minimum requirements:

® Internet Explorer 8
® Mozilla Firefox 4
® Google Chrome 6

Print help topics

You can print a help topic by selecting the topic in the table of contents, and then clicking the Print this topic icon on the right side of the Help
window.

Use the PDF if you want to print more than a single topic. To print, click the PDF tab, and then click the Print file button. In the Print dialog box,
select the pages you want to print before clicking Print .
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Document conventions

Element

Page titles

Views

Objects

States

Level 1 titles

Level 2 titles

Level 3 titles

Level 4 titles
Path

Conditional sentences

File names

Text

Style

Heading 1 style/Black font

Capitalize the title's first letter unless there is
a product name.

Capitalize

Capitalize

Capitalize

Heading 2

Only the first letter capital unless there is a
product name.

Heading 3

Heading 4

Paragraph style/Bold/Italics
Bold

Conditional's first part: Paragraph
style/Bold/Italics

Conditional's second part: Paragraph style

Monospace

Paragraph style/ justified alignment

Examples

View the query monitor signature
mode

Access the SQL Release Notes

The Dashboard view, the Server
Configuration Properties view, Details view,
Configuration view and Active Alerts view.

... Deleted but preserved all collected data for
the monitored SQL Server.

... For each scheduled refresh on a monitored
SQL Server instance where any metric
severity is Critical and able to query.

Get ready for your SQL Diagnostic
Manager deployment

Scroll through activities

View Use the Change Log to review changes
in your SQLdm configuration.

Aggregated views across multiple SQLdm
repositories

Overview > Dashboard

If your SQL Server environment uses SQL
Server Authentication, select the check box
and click Change to enter SQL Server
credentials.

c:\Program Fi |l es\ | dera\ SQ.dm x64
Installation

Ki t\ x64\ SQLDi agnosti cManager - x64_c
. exe

SQL Diagnostic Manager 9.1 / SQL Diagnostit
/ Get started

~ Welcome to SQLdm

SAL diagnostic manager is a powerful performance
performance and availability problems within the SQL S
common technology framework, designed to support
Servers and hosted databases all in a consolidated »
provides a central set of services for managing users, |
web server, and tags for grouping instances. For additic
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Lists

Field labels

Buttons

Commands

Warning Macro

Note Macro

Tips Macro

Panel Macro

Use bullets to list several items.

Use numbers when there is a set of steps to
be followed in a particular order.

Use bold when referring to buttons that initiate
commands.

Use bold when referring to commands.

Use the Warning Macro for important advice
that should be taken into account by the user.
If the user does not follow this advice then
some potential problems could appear.

Use the Note Macro to give the user advice
that will be useful under certain conditions
(not always available or critical). A Note
Macro is less critical than a warning.

Use the Tips Macro to give users advice that
will help them make processes or tasks more
easily.

Use the Panel Macro for examples. Border
should be 'dashed'.

SQLdm includes the following metric alerts for
your use:

® Availability Group Estimated Data Loss
(Seconds)
® Availability Group Estimated Recovery

time (Seconds)
[ ]

To access the web console:

1. Open your selected browser, make
sure...

2. Type the SQLdm product URL: ...

3. ..

Click Install to indicate that you are ready to
complete your install with the configurations
you specified.

Review and accept the license agreement by
clicking | accept the terms in the license
agreement, and then click Next.

®
Uninstalli
ng the
ldera

Dashboar
d

If you wish to uninstall the Idera
Dashboard, make sure to delete all
registered products.

When Application Security is
enabled, the only users who have
access to SQLdm are those who
belong to the sysadmin role on the
SQLdm Repository. All other users
must be added to SQLdm.

@ In larger environments that contain
more than one SQLdm installation,
consider dedicating a SQLdm
Mobile deployment per each
SQLdm application.
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Info Macro

Gallery Macro

Anchor Macro

Newtablink Macro

Use the Info Macro to inform about some fact
that is good for the user’s general knowledge,
but that doesn't represent any critical issue.

Use the Gallery Macro for a group of
screenshots that don’t occupy a full size
image in the page. This macro allows to view
the images full size when you click them and
then continue to the next ones without having
to return to the original page.

Use the Anchor Macro to link to a specific
point in a page. You can use this macro in the
same page or also with specific sections of
other pages.

Use the Newtablink Macro to insert hyperlinks
that will open on a different browser tab. Use
this macro mostly for external hyperlinks. On
the URL field, type the link for the external
site. On the alias field, type the words that will
be clickable for the hyperlink.

(D The Include incomplete queries fil
ter in the Statement Mode view is
disabled by default. If you would
like to include data with null values
in this view, check this check box in
the Filters section of the main query
view.

View How to install the Idera Dashboard and
SQLdm.

View Access the SQLdm Release Notes >
See new features in this release.

SQLdm console supports Operating
Systems where FIPS compliance is
required

The SQLdm 8.0 console supports operating
systems with enabled system cryptography
that use FIPS (Federal Information
Processing Standard) complaint algorithms.
For more information about FIPS compliance,
see the Microsoft document, FIPS
Compliance.
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Customer support portal

The IDERA Customer Support Portal offers 24 x 7 worldwide support to all customers who hold a current maintenance contract with IDERA and
provides an easy and convenient way to:

Submit or track technical support cases.

Search the IDERA Knowledge Base.

Download the latest version of your IDERA products.

Access information about your support plan and licenses.

Access IDERA resources such as the community site, blog, product videos, and white papers.

Access the IDERA Customer Support Portal

IDERA SQL product customers can click this link to enter the portal: https://idera.secure.force.com/

For any questions regarding access to the Customer Support Portal, contact your Idera Sales representative.
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Support Status

The table below provides a summary of the support status for SQL Diagnostic Manager. Please contact IDERA Customer Support for further
information.

Version Full Support Limited Support = End of Life Release Limited Support = EOL Date
10.1 0 October, 2016
10.0 9 December, 2015
9.1 o May, 2015
9.0 o February, 2015
8.6 o October, 2014 12/31/2017 6/6/2018
8.5 0 August, 2014 12/31/2017 6/6/2018
8.0 o October, 2013 12/31/2017 6/6/2018
75 o October, 2012 6/1/2016 12/30/2016
7.2 0 March, 2012 6/1/2016 12/30/2016
71 o January, 2012 6/1/2016 12/30/2016
7.0 o October, 2011 6/1/2016 12/30/2016
6.6 o February, 2011 6/1/2016 12/30/2016
6.5 o November, 2010 6/1/2016 12/30/2016
6.2 0 August, 2010
6.1 o December, 2009
6.0 o May, 2009
5.7 0 January, 2009
5.6 (v ] November, 2008
5.5 Q May, 2008
5.0 o September, 2007

Pre-5.0 o

Definitions

® Full Support. Includes access to IDERA’s SQLDM customer support website with online resources such as an extensive knowledge-bas
e, product documentation, technical support via phone and online case tracking, software downloads, end of life, and product alerts.
Service Packs, patches, and hotfixes are delivered for each fully supported version of software. Licensee may have to upgrade to the
latest generally available release in order to receive the above resolution mechanisms. Please note, the forgoing is a general
representation of IDERA's support terms and is to be used only for informational purposes.

® Limited Support. Includes access to IDERA’s SQLDM customer support website with online resources such as an extensive knowledge-
base, product documentation, technical support via phone and online case tracking, software downloads, end of life, product alerts, and
access to existing product Service Packs, patches and hotfixes. No new Service Packs, patches, or hotfixes will be provided for versions
that are listed under Limited Support. Licensees who have paid all applicable Support and Maintenance fees are eligible for upgrading to
the latest release. Please note, the forgoing is a general representation of IDERA'’s support terms and is to be used only for informational
purposes.

® End of Life. The process of retiring a product release. A product will reach its end of life either by subsequent newer release
(obsolescence) or IDERA Product Management has decided to discontinue a product and no later version with the same functionality is
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commercially available from IDERA. Access to the latest release is provided to a Licensee with a current Support and Maintenance
contract, but no support is provided for End of Life products.
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About IDERA

At IDERA, we deliver a new generation of tools for managing, administering, and securing your Microsoft Windows Servers, including SQL
Server, PowerShell and Microsoft Dynamics. We employ numerous industry experts worldwide who are devoted to bringing proven solutions to
you, the administrator. IDERA provides solutions that help you ensure server performance and availability and reduce administrative overhead
and expense. Our award-winning products install in minutes, configure in hours and deploy worldwide in days. IDERA is a Microsoft Gold Certified
Partner headquartered in Houston, Texas, with offices in London, UK, Melbourne, Australia, and Sao Paulo, Brazil.
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IDERA products

Our tools are engineered to scale from managing a single server to enterprise deployments with thousands of servers. IDERA products combine
ease of use with a design that installs in minutes, configures in hours, and deploys worldwide in days. To learn more about IDERA products, visit

the IDERA Web site at www.idera.com.
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Contact IDERA

Please contact us with your questions and comments. We look forward to hearing from you. For support around the world, please contact us or
your local partner. For a complete list of our partners, please see the IDERA website.

Sales 713.523.4433

1.877.GO.IDERA (464.3372)

(only in the United States and Canada)
Sales Email sales@idera.com
Support 713.533.5144

1.877.GO.IDERA (464.3372)

(only in the United States and Canada)

www.idera.com/support

Website www.idera.com
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Legal notice

Idera, Inc. (“IDERA”) makes information and products available on this web site, subject to the following terms and conditions. By accessing this
web site, you agree to these terms and conditions. IDERA reserves the right to change these terms and conditions, and the products, services,
prices, and programs mentioned in this web site at any time, at its sole discretion, without notice. IDERA reserves the right to seek all remedies
available by law and in equity for any violation of these terms and conditions. THIS WEB SITE MAY INCLUDE TECHNICAL OR OTHER
INACCURACIES. CHANGES ARE PERIODICALLY MADE TO THE INFORMATION HEREIN. HOWEVER, IDERA MAKES NO COMMITMENT
TO UPDATE MATERIALS ON THIS WEB SITE.

Trademark

Azure SQL Database Backup, Hyper-V VHD Explorer, Linux Hot Copy, PowerShellPlus, PowerShell Scripts for SQL Server, SQL admin toolset,
SQL Backup Status Reporter, SQL Business Intelligence Manager, SQL check, SQL comparison toolset, SQL compliance manager,
SQLcompliance, SQLcm, SQL defrag manager, SQL diagnostic manager, SQLdm, SQL doctor, SQL Elements, SQL Enterprise Job Manager,
SQL Fragmentation Analyzer, SQL Integrity Check, SQL Job Manager, SQL mobile manager, SQL Permissions Extractor, SQLsafe, SQLsecure,
SQLtool, SQL toolbox, SQL Traffic Accelerator, SQL virtual database, SQLvdb, SQL XEvent Profiler, virtual database, IDERA, BBS Technologies
and the IDERA logo are trademarks or registered trademarks of Idera, Inc., or its subsidiaries in the United States and other jurisdictions. All other
company and product names may be trademarks or registered trademarks of their respective companies. Elements of this web site are protected
by trade dress or other laws and may not be imitated or reproduced in whole or in part.

Copyright

The information on this web site is protected by copyright. Except as specifically permitted, no portion of this web site may be distributed or
reproduced by any means, or in any form, without IDERA’s prior written consent.

Use of the Software

The software and accompanying documentation available to download from this web site are the copyrighted work of IDERA. Use of the software
is governed by the terms of the License Agreement, which accompanies such software. If no license accompanies the download, the terms of the
license, which accompanied the original product being updated, will govern. You will not be able to use, download, or install any software unless
you agree to the terms of such License Agreement.

Use of web site information

Except as otherwise indicated on this web site, you may view, print, copy, and distribute documents on this web site subject to the following terms
and conditions:

1. The document may be used solely for informational, personal, non-commercial purposes;

2. Any copy of the document or portion thereof must include all copyright and proprietary notices in the same form and manner as on the
original;

3. The document may not be modified in any way; and

4. IDERA reserves the right to revoke such authorization at any time, and any such use shall be discontinued immediately upon notice from
IDERA.

Documents specified above do not include logos, graphics, sounds or images on this web site or layout or design of this web site, which may be
reproduced or distributed only when expressly permitted by IDERA.

Warranties and Disclaimers; Liability Limitations

EXCEPT AS EXPRESSLY PROVIDED OTHERWISE IN A WRITTEN AGREEMENT BETWEEN YOU AND IDERA, ALL INFORMATION AND
SOFTWARE ON THIS WEB SITE ARE PROVIDED "AS IS" WITHOUT WARRANTY OR CONDITIONS OF ANY KIND, EITHER EXPRESS OR
IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OR CONDITIONS OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE, OR NON-INFRINGEMENT.

IDERA ASSUMES NO RESPONSIBILITY FOR ERRORS OR OMISSIONS IN THE INFORMATION OR SOFTWARE OR OTHER DOCUMENTS
WHICH ARE REFERENCED BY OR LINKED TO THIS WEB SITE.

IN NO EVENT SHALL IDERA BE LIABLE FOR ANY SPECIAL, INCIDENTAL, INDIRECT OR CONSEQUENTIAL DAMAGES OF ANY KIND, OR
ANY DAMAGES WHATSOEVER (INCLUDING WITHOUT LIMITATION, THOSE RESULTING FROM: (1) RELIANCE ON THE MATERIALS
PRESENTED, (2) COSTS OF REPLACEMENT GOODS, (3) LOSS OF USE, DATA OR PROFITS, (4) DELAYS OR BUSINESS
INTERRUPTIONS, (5) AND ANY THEORY OF LIABILITY, ARISING OUT OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF
INFORMATION) WHETHER OR NOT IDERA HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. SOME STATES DO NOT
ALLOW THE LIMITATION OR EXCLUSION OF LIABILITY FOR INCIDENTAL OR CONSEQUENTIAL DAMAGES SO THE ABOVE
LIMITATIONS OR EXCLUSIONS MAY NOT APPLY TO YOU.

Submissions

With the exception of credit card numbers for the purchase of products and services, IDERA does not want to receive confidential or proprietary
information through its web site.

Any information sent to IDERA, with the exception of credit card numbers, will be deemed NOT CONFIDENTIAL. You grant IDERA an
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unrestricted, irrevocable license to display, use, modify, perform, reproduce, transmit, and distribute any information you send IDERA, for any and
all commercial and non-commercial purposes.

You also agree that IDERA is free to use any ideas, concepts, or techniques that you send Idera for any purpose, including, but not limited to,
developing, manufacturing, and marketing products that incorporate such ideas, concepts, or techniques.

IDERA may, but is not obligated to, review or monitor areas on its web site where users may transmit or post communications, including bulletin
boards, chat rooms, and user forums. IDERA is not responsible for the accuracy of any information, data, opinions, advice, or statements
transmitted or posted on bulletin boards, chat rooms, and user forums.

You are prohibited from posting or transmitting to or from this web site any libelous, obscene, defamatory, pornographic, or other materials that
would violate any laws. However, if such communications do occur, IDERA will have no liability related to the content of any such
communications.

Some companies, names, and data in this document are used for illustration purposes and may not represent real companies, individuals, or
data.

Governing Law and Jurisdiction

You agree that all matters relating to your access to, or use of, this web site and these terms and conditions shall be governed by the laws of the
state of Texas. You agree and hereby irrevocably submit to the exclusive personal jurisdiction and venue of the state courts of Texas located in
Harris County, Texas, and the United States District Court for the Southern District of Texas, with respect to such matters.

IDERA makes no representation that information on this web site are appropriate or available for use in all countries, and prohibits accessing
materials from territories where contents are illegal. Those who access this site do so on their own initiative and are responsible for compliance
with all applicable laws.

Export Control Laws

Certain IDERA products, including software, documentation, services, and related technical data, available on the IDERA and other web sites are
subject to export controls administered by the United States (including, but not limited to, the U.S. Department of Commerce Export
Administration Regulations (“EAR”)) and other countries including, controls for re-export under European Union, the Singapore Strategic Goods
Control Act, and the import regulations of other countries. Diversion contrary to U.S. or other applicable law of any IDERA product or service is
prohibited. Export, re-export or import of products and services may require action on your behalf prior to purchase and it is your responsibility to
comply with all applicable international, national, state, regional and local laws, and regulations, including any import and use restrictions. IDERA
products and services are currently prohibited for export or re-export to Cuba, Iran, North Korea, Sudan, Syria, or to any country then subject to
U.S. trade sanctions. IDERA products and services are prohibited for export or re-export to any person or entity named on the U.S. Department of
Commerce Denied Persons, Entities and Unverified Lists, the U.S. Department of State's Debarred List, or the U.S. Department of Treasury's lists
of Specially Designated Nationals, Specially Designated Narcotics Traffickers, or Specially Designated Terrorists. IDERA products and services
are prohibited from use with chemical or biological weapons, sensitive nuclear end-users, or missiles, drones or space launch vehicles capable of
delivering such weapons. By downloading or using any product from this web site, or purchasing any service, you are acknowledging that you
have read and understood this notice and agree to comply with all applicable export control laws. You are also representing that you are not
under the control of, located in, or a resident or national of any prohibited country, and are not a prohibited person or entity. This notice is not
intended to be a comprehensive summary of the export laws that govern the products and services. It is your responsibility to consult with a legal
adviser to ensure compliance with applicable laws.

United States Government Rights

All IDERA products and publications are commercial in nature. The software, publications, and software documentation available on this web site
are "Commercial Items", as that term is defined in 48 C.F.R.§2.101, consisting of "Commercial Computer Software" and "Commercial Computer
Software Documentation”, as such terms are defined in 48 C.F.R. §252.227-7014(a)(5) and 48 C.F.R. §252.227-7014(a)(1), and used in 48
C.F.R.12.212 and 48 C.F.R. 227.7202, as applicable. Pursuant to 48 C.F.R. §12.212, 48 C.F.R.§252.227-7015, 48 C.F.R. §227.7202 through
227.7202-4, 48 C.F.R. 852.227-19, and other relevant sections of the Code of Federal Regulations, as applicable, IDERA's publications,
commercial computer software, and commercial computer software documentation are distributed and licensed to United States Government end
users with only those rights as granted to all other end users, according to the terms and conditions contained in the license agreements that
accompany the products and software documentation, and the terms and conditions herein.

© 2003-2017 Idera, Inc., all rights reserved.
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Installation and deployment

You can install SQL Diagnostic Manager and SQLDM Mobile in an environment of any size.

Get ready for your SQL Diagnostic Manager deployment

® Check the supported installation scenarios

® Learn about the components and architecture
® Review system requirements

® View the installation instructions

Get ready for your SQLDM Mobile or IDERA Newsfeed deployment

® Check the supported installation scenarios

® Learn about the components and architecture
® Review system requirements

® View the installation instructions

Get ready for your SQL Diagnostic Manager Console only deployment

Check the supported installation scenarios
Learn about the components and architecture
Review system requirements

[ ]
[ ]
[ ]
® View the installation instructions
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Supported installation scenarios

You can install and deploy SQL Diagnostic Manager, SQLDM Mobile, and the IDERA Newsfeed to meet your unique SQL Server environment
needs. SQL Diagnostic Manager also offers a SQL Diagnostic Manager Console-only installation in environments that already have SQL
Diagnostic Manager fully installed. For additional information about this type of installation, see deploy SQL Diagnostic Manager Console only.

The following installation scenario descriptions assume you are deploying SQL Diagnostic Manager, SQLdm Mobile, and IDERA Newsfeed in
your environment.

@ In larger environments that contain more than one SQL Diagnostic Manager installation, consider dedicating a SQLDM Mobile
deployment per each SQL Diagnostic Manager application.

@ SQL Diagnostic Manager supports monitoring virtual SQL Server instances, such as those using VMware or other virtualization
software. For additional information about how SQL Diagnostic Manager works with virtualization, see How SQL Diagnostic Manager

works with a virtual environment.

Typical environment

This configuration includes the following installations:

® SQL Diagnostic Manager Console on your workstation

® SQLDM Mobile Web site on a Web Server for smartphone access

® SQLDM Mobile and Newsfeed Service on the same computer that hosts the SQL Diagnostic Manager services
® SQLDM Mobile Repository and SQL Diagnostic Manager Repository on the same SQL Server instance

Clustered environment

You can install and configure SQL Diagnostic Manager to monitor virtual SQL Servers. A virtual SQL Server is a SQL Server running on a
Microsoft failover cluster managed by Microsoft Cluster Services.

This configuration deploys all SQL Diagnostic Manager services to your virtual instances. A service-only deployment to a virtual instance includes
the following installations:

SQL Diagnostic Manager Console on your workstation (not located in the cluster)

SQLDM Mobile Website on a non-clustered Web Server for smartphone access

SQLDM Mobile Repository and SQL Diagnostic Manager Repository on the same SQL Server instance

SQLDM Mobile and Newsfeed Service and the SQL Diagnostic Manager Services on each cluster node hosting the virtual SQL Server

you want to monitor

Web farm environment

You can install SQLDM Mobile in a Web farm to make sure this site remains accessible during a failover situation. This configuration includes the
following installations:

SQLDM Mobile on a Web Server in the farm

Typical SQL Diagnostic Manager installation

SQLDM Mobile and Newsfeed Service on the same computer that hosts the SQL Diagnostic Manager services
SQLDM Mobile Repository and SQL Diagnostic Manager Repository on the same SQL Server instance

Non-trusted environment

You can install and configure SQL Diagnostic Manager and SQLDM Mobile to monitor SQL Server instances running in non-trusted domains or
workgroups.

This configuration includes the following installations:

® SQL Diagnostic Manager Console on your workstation in a trusted or non-trusted domain

® SQLDM Mobile Web site on a Web Server for smartphone access
® SQLDM Mobile & Newsfeed Service on the same computer that hosts the SQL Diagnostic Manager services, in a trusted or non-trusted

domain

® SQLDM Mobile Repository and SQL Diagnostic Manager Repository on the same SQL Server instance, in a trusted or non-trusted
domain
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Choose your deployment strategy

Before you begin installing SQL Diagnostic Manager, it is important to consider your deployment choices.

@ You can deploy SQLDM Mobile after you have installed SQL Diagnostic Manager. For more information, review the SQLDM Mobile arc
hitecture and components, as well as requirements.

Trial deployment

A trial deployment installs each SQL Diagnostic Manager component on a separate, dedicated computer. The IDERA evaluation license is fully
functional and monitors up to 15 SQL Server instances anywhere on your network for a period of 15 days.

Production deployment

A production deployment installs each SQL Diagnostic Manager component on a separate, dedicated computer. This deployment supports stable
performance and availability as your environment grows and your monitoring needs change.
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How SQL Diagnostic Manager works with a virtual environment

Virtual environments, such as those provided by Hyper-V or VMware, allow you to run multiple instances of computers or "virtual machines" on a
single, physical host server. These VMs create a virtual environment that enables IT shops to more fully utilize the hardware they already have,
allowing administrators to maintain fewer physical servers which then consume less power, take up less real estate, and generate less heat.

While there are many advantages to using a virtual environment, there are some disadvantages. One is that a virtual machine currently is not as
fast or efficient as a standalone physical machine. Administrators must closely monitor and manage their virtual environments because
over-utilized hardware can quickly and severely impact the performance of their servers, which are constantly waiting for physical resources to
become available to process their workloads.

SQL Diagnostic Manager includes VM monitoring to allow administrators to get a glimpse of what is going on inside the virtual environment in
which their SQL Servers are running, to make sure that their VMs and their host machines are running at peak efficiency. This topic is a general
outline of how SQL Diagnostic Manager works in a virtual environment and includes links to other areas where you can find additional VM-specific
information.

Using the hypervisor to manage resources

On the physical server hosting a virtual environment, there is a process called the hypervisor or virtualization manager running in the background.
The hypervisor manages the interactions between the virtual machines and the physical hardware, manages resources, and then distributes the
physical resources as required by each of the VMs it is hosting.

An administrator can intentionally over commit resources on a physical host with the idea that it is unlikely that all of the VMs need to utilize all of
the resources on the host at the same time. The hypervisor is also affected by this shift, and manages any occasion when all of the active VMs
need more physical resources than is available from the host. Note that there are ramifications for the extra processing that is occurring when the
hypervisor is taxed. This additional processing is the overhead for a virtual environment and consumes CPU, memory, and network resources.

How SQL Diagnostic Manager collects and presents metrics involving a virtual environment

The guest operating system on a VM operates no differently than it does when running on a physical machine with full access to all of the
resources at its disposal. But the machine hosting the VM operates differently because of the virtual environment. The physical resources of the
host are shared with the other VMs on the host. Due to the additional overhead of virtualization, and the hypervisor managing contention for
resources, the metrics that the guest OS reads as utilization of its resources are not entirely accurate as they do not take into account that
virtualization overhead, nor does it measure that it is waiting on physical resources to process its workload.

The image below shows a typical virtualized environment with VMware. In this environment, the ESX/ESXi hypervisor on each individual host
server collects the performance statistics and reports the data back to a central vCenter Server. SQL Diagnostic Manager then collects that
information from the vCenter Server in order to show those statistics along with the other SQL related performance information.
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IDERA SQL Diagnostic Manager® Version 10.0

' SQL diagnostic manager™

ESX/ESXi Hypervisor ESN/ESXi Hypervisor ESX/ESXi Hypervisor ESX/ESXi Hypervisor
VM VM VM VM VM VM VM VM VM VM VM Vi

In virtualized environment with Hyper-V, the process of how SQL Diagnostic Manager collects and presents metrics is slightly different from that of
a VMware setup. In this environment, SQL Diagnostic Manager collects all the required performance statistics from the Hyper-V host server and
virtual machines using the WMI interface. See Hyper-V user requirements for information on how to successfully collect host and VM metrics.
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Hyper-V Host
Server

Hyper-V Host Hyper-V Host Hyper-V Host
Server Server Server

VMV VM VM VM VM VM VM VM VM VM VM VM

SQL Diagnostic Manager displays virtual machine and host metrics as collected from the perspective of the physical host. In other words, these
are the “true” physical metrics. Whereas, the metrics that SQL Diagnostic Manager displays for the OS on a virtualized machine are what
Microsoft Windows calculates as using without regard to any overhead. For example, SQL Diagnostic Manager displays the OS CPU Usage at
35%, but metric displayed for the VM CPU Usage is 38%. This discrepancy results from the additional overhead within the hypervisor used to run
the VM, and the VM is charged for the additional processing.

Link a monitored virtual SQL Server instance to the vCenter Server or Hyper-V host server

To link a monitored virtual SQL Server instance to the host server that manages your VMs, click Tools > VM Configuration to access the
VM Configuration window. SQL Diagnostic Manager displays the current relationships between your available virtualization host servers and your
monitored SQL Server instances. For more information about linking a monitored virtual SQL Server instance to a vCenter Server or Hyper-V host
server, see Configure your virtual machine connections.

VM data collection

The VM collector connects to your virtualization host server (vCenter Server or Hyper-V host server) during the scheduled refresh for each of your
monitored virtual SQL Server instances. If the SQL Diagnostic Manager Management Console is open to the Overview Dashboard or any
Resources view for a specific instance, data is also collected based on the Server View Refresh setting in the Console Options page. In this
situation, it is possible that the collector connects to the virtualization host server and virtual machines every few seconds.

You can adjust the scheduled refresh rate for a monitored virtual SQL Server instance by right-clicking the instance name, and then selecting Pro
perties.

Differences in statistics
You may notice some difference in your statistics, such as SQL Diagnostic Manager displaying a higher OS CPU usage than your

VM CPU usage. While the hypervisor manages resources efficiently, it is possible that the demand for physical resources is greater than what is
available. For example, a guest OS on a virtual machine submits a batch of work to a CPU. However, all of the physical CPUs are committed to
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other work, so there is no physical CPU available on the host to process the work. In this situation, the VM waits for a CPU to become available to
process its work. While it is waiting, the guest OS is unaware of the wait and assumes that it is simply taking longer for the CPU to process this
batch of work, and the OS thinks it is using more CPU power than it is actually using.

Remember that SQL Diagnostic Manager uses the additional overhead of the hypervisor to calculate the VM metrics. In this situation, the
hypervisor knows the VM is just waiting for a CPU, so it does not charge the VM for CPU processing power while it is waiting. The result is that
the guest OS reports that it is using the additional processing power, however the hypervisor simply reports what is actually used. In this situation,
your CPU usage metrics that are reported by Windows are higher than what is reported by VMware or Hyper-V for that VM.

Available metrics related to your VMs

A monitored virtual SQL Server instance appears in the Servers pane in the same way as a monitored physical SQL Server instances. Click the
appropriate virtual instance, and SQL Diagnostic Manager displays the same dashboard panels as for a monitored physical SQL Server instance,
but also include specific metrics for the VM and host server.

The following dashboard panels include VM- or host-related information:

® CPU panel - Includes VM and Host usage metrics. The information available in this panel comes from the Server Details and Resources
Summary views.

® Memory panel - Includes the VM Memory Usage and Host Memory Usage charts. The information available in this panel comes from the
Server Details and Resources Summary views.

® Network panel - Includes the VM Network Usage Throughput and Host Network Usage Throughput charts. The information available in
this panel comes from the Server Details and Resources Summary views.

® VM Disk Usage panel - Includes the amount of data read from and written to disk for this VM during the sample interval. The information
available in this panel comes from the Resources Disk view.

® Host Disk Usage panel - Includes the amount of data read from and written to disk for this host server during the sample interval. The
information available in this panel comes from the Resources Disk view.

® Virtualization panel - Includes the Virtual Memory Usage and Virtual Disk Usage charts plus the CPU Ready Wait Time gauge. The
information available in this panel comes from the Server Details view.

Use the available virtualization alerts and VM-related reports to get the most information regarding your monitored virtual SQL Server instances
and host servers.

Available VM-related reports

® Virtualization Statistics Report
® Virtualization Summary Report

Available virtualization alerts

Host CPU Usage Alert

Host Memory Swap Detected alert

Host Memory Usage Alert

Host Power State Alert

VM CPU Ready Wait Time Alert

VM CPU Usage Alert

VM Host Server Change Alert

VM Memory Swap Delay Detected Alert
VM Memory Usage Alert

VM Power State Alert

VM Reclaimed Ballooned Memory Alert
VM Resource Configuration Change Alert
VM Resource Limits Detected Alert
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Hyper-V user requirements

In virtualized environment with Hyper-V, the process of how SQL Diagnostic Manager collects and presents metrics is slightly different from that of
a VMware setup. To successfully collect Hyper-V host metrics, the user needs access to the WMI credentials on the host server. These
credentials are established on the Virtualization Host Configuration window (Tools >VM Configuration >New or Tools >VM Configuration

>View/Edit)

In addition, to successfully collect VM metrics, the user needs access to the WMI credentials on the VM. These credentials are established under
on the OS Metrics tab of the Monitored SQL Server Properties window (right-click on the monitored instance name and select Properties).
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Deploy the IDERA Dashboard and SQL Diagnostic Manager

Use the following links to prepare for your IDERA Dashboard and SQL Diagnostic Manager deployment:

® Check the supported installation scenarios

® Learn about the components and architecture

® Review system requirements for the IDERA Dashboard and SQL Diagnostic Manager

® View the installation instructions

® Log in the IDERA Dashboard and SQL Diagnostic Manager web console
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Product components and architecture

The IDERA Dashboard and SQL Diagnostic Manager consist of a light, unobtrusive architecture that easily runs in your SQL Server environment
with minimal configuration. All components run outside and separate from SQL Server processes.

® Learn about the components and architecture of the IDERA Dashboard.
® Learn about the components and architecture of the SQL Diagnostic Manager.
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IDERA SQL Diagnostic Manager® Version 10.0

IDERA Dashboard components and architecture

The IDERA Dashboard provides web and back end services, shared across multiple IDERA products. To learn more about what the IDERA
Dashboard is and how it works, see Navigate the IDERA Dashboard.

The IDERA Dashboard consists of the following components:

® Web Application Service
® Core Service
® Core Repository

IDERA Dashboard

Web Application Service SQLdm SQLdm
Manager Plug-in Manager Plug-in

Core Views
: Views & Views &
Wi
& Widgets Widgets Widgets (( Web Console
7 ~ ~ ~
Core Service ~ 00 iy
Core ) sQLdm sQLdm
Module Add-in Module Add-in Module
N
~
~ ~
SN N
Core Repository
—
+ Senvice + Senvice
- Repository - Reposttory

Web Application Service

The Web Application Service is a Windows service that wraps Apache Tomcat server. The Web Application Service serves up dashboard (IDERA
Dashboard) and SQLdm views and widgets that are displayed in the web console. The Web Application Service requires three ports:

® Standard HTTP port (by default 9290)
® Monitor port (9094)
® SSL port (9291)

Core Service

The Core Service is a C# (.NET 4.0 Framework) based Windows service that hosts dashboard and SQLdm REST APIs that are used by the Web
Application Service to configure and retrieve data. In addition, the Core Service handles product registration, security, configuration, product data,

and event aggregation.

The Core Service uses two ports, one for REST API and the other for .NET remoting:

® Core Service REST API port (by default 9292)
® _NET remoting port (by default 9293)

Core Repository

The Core Repository is a database where all dashboard configuration and aggregated data is stored. The Core Repository database is hosted on
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a SQL Server instance and is accessed by the Core Service to retrieve data.
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SQL Diagnostic Manager components and architecture

SQL Diagnostic Manager consists of a light, unobtrusive architecture that easily runs in your SQL Server environment with minimal configuration.
All SQL Diagnostic Manager components run outside and separate from SQL Server processes.

SQL Diagnostic Manager Console

Use the SQL Diagnostic Manager Console to:

View real-time status
Configure alert notifications on specific metric thresholds at the server and database levels
View historical reports

[ ]
[ ]
[ ]
® Perform administrative functions

The SQL Diagnostic Manager Console retrieves historical information directly from the SQL Diagnostic Manager Repository. All real-time requests
use the SQL Diagnostic Manager services to poll the monitored SQL Server.

SQL Diagnostic Manager Services

SQL Diagnostic Manager has three centralized services, the Management Service, the Collection Service, and the Predictive Service. These
three services reside on the same computer.

The Management Service
The Management Service performs the following primary functions:

® Provides real-time data to the SQL Diagnostic Manager Console
® Receives historical data from the Collection Service for storage in the Repository
® Raises alerts and sends alert notifications

The Collection Service

The Collection Service performs on-demand and scheduled collection from the monitored SQL Servers.

The Predictive Service
The Predictive Service is used for Alert Forecasting and performs the following primary functions:

® Calculates the Alert Forecast every hour
® Builds a forecasting model once a day

SQL Diagnostic Manager Plug-in

When SQL Diagnostic Manager is registered with the IDERA Dashboard, the product plug-in module is deployed. The SQL Diagnostic Manager
plug-in consists of web views and widgets and a .NET based add-in module (SQL Diagnostic Manager add-in). The web views and widgets are
deployed in the Web Application Service of the IDERA Dashboard, and the SQL Diagnostic Manager add-in in the Core Service of the same.

The Web Application Service dynamically loads in SQL Diagnostic Manager's views and widgets and makes them available to web console
users. The views and widgets use the SQL Diagnostic Manager add-in REST APIs to retrieve data. Likewise, the SQL Diagnostic Manager
add-in retries data from the product services and Repository.

SQL Diagnostic Manager Web Console integrated to the IDERA Dashboard

The IDERA Dashboard and SQL Diagnostic Manager web console are automatically installed upon upgrade or during installation of the 9.0 or
higher versions.

To access the web console:

1. Open your selected Browser, make sure it is compatible with the SQL Diagnostic Manager web console requirements.

2. Type the SQL Diagnostic Manager product URL: http://<machinename>:<port> where <machinename> is the name of your host or
machine, and <port> is the port specified during installation. The default URL is http://<localhost>:9290.

3. When the SQL Diagnostic Manager web console launches on your browser, use your Windows user account <domain\user> with the
respective password to log into the product.

To learn about the new components and architecture, hardware and software requirements, and the required accounts and permissions you need
to run the IDERA Dashboard and SQL Diagnostic Manager web console in your environment, see Deploy the IDERA Dashboard and SQL
Diagnostic Manager.

@ The IDERA Dashboard Web Application service comes with SSL already set up. For more information on running the IDERA
Dashboard over SSL, see Run the Idera Dashboard over SSL (HTTPS)
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SQL Diagnostic Manager Repository

The SQL Diagnostic Manager Repository is a centralized SQL Server database that stores collected metrics on a scheduled basis, historical data,
and alerts information. The SQL Diagnostic Manager Repository also stores configuration information, such as the credentials used to monitor a
registered SQL Server instance.

@ SQL Diagnostic Manager 10.0 and later requires Microsoft SQL Server 2005 or above running on the computer that hosts the SQL
Diagnostic Manager Repository database for all installations.

Authentication in SQL Diagnostic Manager

SQL Diagnostic Manager uses the same types of authentication available in the SQL Server security model. When specifying account credentials
for the SQL Diagnostic Manager services, you can use Windows Authentication or SQL Server Authentication.

When considering which authentication to use, keep in mind that SQL Server Authentication is required when no domain trust exists between the
SQL Diagnostic Manager Services computer and the computers hosting the monitored SQL Server instances. For example, if the monitored SQL
Server instances are located in an untrusted domain or behind a firewall, you must use SQL Server Authentication to successfully deploy SQL
Diagnostic Manager. In this case, you must use the sa account or a SQL Server login that has System Administrator permissions.

For more information about these authentication types and the SQL Server security model, see the Microsoft document, Authentication in SQL
Server.
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Product requirements

The IDERA Dashboard and SQL Diagnostic Manager consist of a light, unobtrusive architecture that easily runs in your SQL Server environment
with minimal configuration. Review system requirements for the IDERA Dashboard and SQL Diagnostic Manager.

® Learn about the IDERA Dashboard's requirements.
® Learn about the SQL Diagnostic Manager requirements.
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IDERA Dashboard and web console requirements

To successfully install the IDERA Dashboard and SQL Diagnostic Manager web console you need to comply with the following requirements:

Type Requirement
Operating System Windows XP SP2+
Windows Vista SP2+

Windows Server 2008 SP1+
Windows 2008 R2
Windows 2012
Windows 7
Windows 8
Windows 10
Repository SQL Server 2005 SP1+
SQL Server 2008
SQL Server 2008 R2
SQL Server 2012
SQL Server 2014
SQL Server 2016
Microsoft. NET Framework version 4.0 or later
Browser Internet Explorer IE 9.x+
Google Chrome
Mozilla Firefox
Edge Browser

Web Server Apache Tomcat 6.0

Port requirements:
The IDERA Dashboard and SQL Diagnostic Manager web console use the following ports:

IDERA Dashboard Core Services port: 9292

IDERA Dashboard Web Application Service port: 9290
IDERA Dashboard Web Application Monitor port: 9094
IDERA Dashboard Web Application SSL port: 9291

(D The IDERA Dashboard Web Application service comes with SSL already set up. For more information on running the IDERA
Dashboard over SSL, see Run the Idera Dashboard over SSL (HTTPS).
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SQL Diagnostic Manager requirements

There are three types of SQL Diagnostic Manager installation (Trial, General, and Production). Refer to the following list of requirements for each
type of installation.

@ SQL Diagnostic Manager 10.1 requires Microsoft SQL Server 2005 or above running on the computer that hosts the SQL Diagnostic
Manager Repository database for all installations.

1 Tempdb monitoring is supported on SQL Server 2005 and above servers only.

(D This topic provides the minimum requirements for installing SQL Diagnostic Manager. For more information about installation
requirements, view SQL Diagnostic Manager Hardware Sizing guidelines.

Trial requirements

Consider the following requirements when installing all SQL Diagnostic Manager components on one computer.

Type Requirement
SQL Server Standard or Enterprise Edition ® SQL Server 2005 SP1 or later
® SQL Server 2008 or later
® SQL Server 2008 R2
® SQL Server 2012
® SQL Server 2014
® SQL Server 2016
Hard Disk Space 200 MB for all SQL Diagnostic Manager components
Windows Permissions Your Windows Logon account includes local Administrator
permissions
SQL Server Privileges Either a Windows user account or SQL Server login that includes
System Administrator privileges on the monitored SQL Server
instances

General requirements

The following requirements apply for all SQL Diagnostic Manager components.

Type Requirement

CPU 2.0 GHz or higher

Memory 1GB

Operating System (32-bit and 64-bit) ® Windows XP SP2 or later
® Windows Vista SP2 or later
® Windows Server 2008 SP2
® Windows Server 2008 R2
® Windows 7
® Windows Server 2012
® Windows 8
® Windows Server 2012 R2
® Windows 8.1
® Windows 10

Port Access 5166, 5167, 5169

Client Browser Internet Explorer 7.0 or later

Production requirements

Consider the following requirements when installing SQL Diagnostic Manager in an environment where the components are on separate
computers.

SQL Diagnostic Manager Console
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Type Requirement

Disk Space 40 MB

SQL Server Permissions Your Windows login account includes Read Access to the SQL
Diagnostic Manager Repository. You can specify a SQL Server login
instead.

Software Framework Microsoft .NET 4.0+ and MDAC 2.8

Monitor Resolution 1280 x 1024 with small text for the best viewing of the SQL Diagnostic

Manager Dashboard

SQL Diagnostic Manager Services

Type Requirement

Disk Space 50 MB

Collection Service Permissions System Administrator privileges on the monitored SQL Server
instances

Management Service Permissions System Administration privileges on the SQL Diagnostic Manager

Repository instance

Software Framework Microsoft .NET 4.0 SP2+ and MDAC 2.8
SQL Diagnostic Manager Repository

@ SQL Diagnostic Manager 7.2 and later includes a repository autogrow setting at 32 MB, which is sufficient for trial and small
environments in production. Environments with larger, multi-server installations should change the repository autogrow setting to 250
MB or higher to prevent frequent data file autogrow, which can cause performance problems. Using percentage-based autogrow is not
recommended.

Type Requirement
Disk Space 1GB to 3GB for one year of data per monitored SQL Server instance

SQL Server 2005 SP1 or later
SQL Server 2008 or later
SQL Server 2008 R2

SQL Server 2012

SQL Server 2014

SQL Server 2016

SQL Server Standard or Enterprise Edition

Monitored SQL Server Instances

Type Requirement

SQL Server 2000 SP4 or later
SQL Server 2005 SP1 or later
SQL Server 2008 or later
SQL Server 2008 R2

SQL Server 2012

SQL Server 2014

SQL Server 2016

SQL Express 2008

SQL Server Express 2008 R2
SQL Server Express 2012
SQL Server Express 2014

SQL Server Standard or Enterprise Edition

SQL Diagnostic Manager Management Pack and SCOM support requirements

The IDERA SQL Diagnostic Manager Management Pack for integration with SCOM is designed for System Center Operations Manager 2007 R2
and above. For more information about SQL Diagnostic Manager MP and SCOM installation, see Install and configure the SQL Diagnostic
Manager Management Pack for SCOM.
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SQL Diagnostic Manager Hardware Sizing guidelines

The following guidelines provide an estimation of the hardware resources required to deploy SQL Diagnostic Manager depending on the number
of servers you want to monitor with SQLDM.

Installs under 20 servers

Single-server deployment - Includes the SQL Diagnostic Manager Services and the SQL Server hosting the SQLdm Repository (clustered for
redundancy).

Type Requirement

Operating System Windows Server 2008R2

Windows Server 2012

Memory 8 GB
CPU Intel® Xeon® E5-2430 2.20GHz (6 Core)
SQLdm Repository size Approximately 50GB

SQL Server version SQL Server 2008R2 standard edition or higher

(D The expected repository growth is approximately 1.5-3 GB per monitored instance for a year worth of collected data. Monitoring 15
instances could gather approximately 45 GB over the course of a year.

Installs 20-50 servers

Single-server deployment - Includes the SQL Diagnostic Manager Services and the SQL Server hosting the SQLdm Repository
(virtualized/clustered for redundancy).

Type Requirement
Operating System Windows Server 2008R2

Windows Server 2012

Memory 16 GB

CPU Intel® Xeon® E5-2430 2.20GHz (6 Core)

SQLdm Repository size Approximately 150GB

SQL Server version SQL Server 2008R2 standard edition or higher

(D The expected repository growth is approximately 1.5-3 GB per monitored instance for a year worth of collected data. Monitoring 30
instances could gather approximately 90 GB over the course of a year.

Installs 51-200 servers

Dual-server deployment - First server hosts the SQL Diagnostic Manager Services and second server hosts the SQL Server and the SQLdm
Repository database.

® Machine 1 - Hosting the SQL Diagnostic Manager services (virtualized/clustered for redundancy)

Type Requirement

Operating System Windows Server 2008R2

Windows Server 2012
Memory 8-16 GB
CPU Intel® Xeon® E5-2430 2.20GHz (6 Core)

® Machine 2 - Hosting the SQL Server and the SQLdm Repository (clustered for redundancy)

92



Type Requirement
Operating System Microsoft Windows Server 2008R2

Windows Server 2012

Memory 16 GB

CPU Intel® Xeon® E5-2430 2.20GHz (6 Core)
SQLdm Repository size 200-600GB

SQL Server version SQL Server 2008R2 standard edition or higher

Installs 201-300 servers

Dual-server deployment - First server hosts the SQL Diagnostic Manager Services and second server hosts the SQL Server and the SQLdm

Repository database.

® Machine 1 - Hosting the SQL Diagnostic Manager services (virtualized/clustered for redundancy)

Type Requirement

Operating System Windows Server 2008R2
Windows Server 2012

Memory 16 GB

CPU Intel® Xeon® E5-2450 2.10GHz (8 Core)
® Machine 2 - Hosting the SQL Server and the SQLdm Repository (clustered for redundancy)

Type Requirement
Operating System Windows Server 2008R2

Windows Server 2012

Memory 32GB

CPU Intel® Xeon® E5-2450 2.10GHz (8 Core)
SQLdm Repository size 600 GB or more

SQL Server version SQL Server 2008R2 standard edition or higher

Installs over 300 servers

Dual-server deployment - First server hosts the SQL Diagnostic Manager Services and second server hosts the SQL Server and the SQLdm

Repository database.

® Machine 1 - Hosting the SQL Diagnostic Manager services (virtualized/clustered for redundancy)

Type Requirement

Operating System Windows Server 2008R2
Windows Server 2012

Memory 32GB

CPU Intel® Xeon® E5-2450 2.10GHz (8 Core)
® Machine 2- Hosting the SQL Server and the SQLdm Repository (virtualized/clustered for redundancy)

Type Requirement
Operating System Windows Server 2008R2
Windows Server 2012

Memory 32GB
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CPU Intel® Xeon® E5-2450 2.10GHz (8 Core)
SQLdm Repository size 900 GB or more

SQL Server version SQL Server 2008R2 standard/enterprise edition

Sample installations in large environments

See the following sample customer installations for users with large environments:
Installs 51-100 servers

Type In-House Use
Number of monitored servers 52
Services and Repository installed on same machine Hyper-V

® 4 quad core processors
® 14 GB of memory
® \Windows Server 2008 R2 Enterprise

Data storage and grooming options ® Repository size: 120 GB
® Retain 60 days of history

Monitoring features Monitor Windows and SQL Server performance and error log
monitoring

Type In-House Use

Number of monitored servers 90

Services machine * 2vCPU

® 8 GB of memory
® Windows Server 2008 R2 Enterprise

Services machine * 2vCPU

* 8 GB of memory

® Windows 2008 R2 Enterprise

® Repository: SQL Server 2008 R2
Data storage and grooming options ® Repository size: 100 GB

® Retain 60 days of history

Monitoring features Monitor Windows and SQL Server performance

Installs 201- 300 servers

Type In-House Use
Number of monitored servers 234
Services and Repository installed on same machine ® Dell 2950
® 2 quad core processors
® 16 GB of memory
® Windows Server 2003
Data storage and grooming options ® Repository size: 140 GB

® Retain 30 days of history

Monitoring features Monitor Windows and SQL Server performance and use Query Waits
for specific periods of diagnostics

Integrations Send alerts to HP Open View via a command line program (opcmsg)
Type In-House Use
Number of monitored servers 274
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Services and Repository installed on same machine ® 4 quad core processors
® 128 GB of memory
® Windows Server 2008 R2

Data storage and grooming options ® Repository size: 1.5 TB
® Retain 365 days of history
Monitoring features Monitor Windows and SQL Server performance
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IDERA SQL Diagnostic Manager® Version 10.0

How to install the IDERA Dashboard and SQL Diagnostic Manager

This procedure guides you through the installation of the IDERA Dashboard and SQL Diagnostic Manager 10.1.
1 To perform a silent mode installation, see Install SQL Diagnostic Manager in silent mode.

Start your IDERA SQL Diagnostic Manager installation

You can install the IDERA Dashboard and SQL Diagnostic Manager 10.1 on any computer that meets or exceeds the product requirements.

To start installing the IDERA Dashboard and SQL Diagnostic Manager:

1. Log on with an administrator account to the computer on which you want to install SQL Diagnostic Manager.

2. Run Set up. exe in the root of the installation kit.

3. Click Install SQL Diagnostic Manager on the Quick Start window.

4. On the Welcome window of the setup program, click Next.

5. Review the license agreement. To accept this license agreement, click | accept the terms and conditions of this License Agreement
and then click Next.

Welcome to the 5QL Diagnostic Manager Setup wizard

The 5QL Diagnostic Manager Setup wizard helps vou install or upgrade
IDERA Dashboard and SOL Diagnostic Manager on your computer. The
|IDERA Dashboard, a required component of SQLOM, provides a common
web console for multiple IDERA products, offering a consolidated view of
vour SOL Server environments and allowing you to simplify administration
tasks. Click here to watch a short video of the IDERA Dashboard.

Faor help with the installation process, see the IDERA Dashboard and
SELOM Instzllation instructions.

WARNING: This program is protected by copyright law and international
tresties.

Back || Next || Cancel

6. Choose the components you want to install by selecting the respective check boxes. By default, the setup program installs SQL DM, and
SQL DM Repository and Services, allowing you to immediately begin monitoring your SQL Server environment. Select the IDERA
Dashboard checkbox if you want a complete installation.

(D By default, the Management Service, Collection Service, and Predictive Service are installed on the local computer where you
are running the setup program.

7. Click Next.
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Customize your SQLdm setup

Please select the SCLdm components you want to install.

[_] IDERA Dashboard

[+] SGLDM Consale

[+] SGLDM Services and Repository

Select a Windows user account to use for the service account

SQL Diagnostic Manager uses the service account to communicate between the monitored SQL Server instance and the SQL Diagnostic

Manager Repository. The IDERA Dashboard uses this account to connect, discover, and gather configuration information from SQL Servers in

your Business environment. The installer grants the "Log on as a Service" right to the account that you specify.

To specify a service account:

1. On the Service Account window, type appropriate credentials in the provided fields under which the services run.
2. Click Next. SQL Diagnostic Manager verifies the connection before continuing.
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Service Account

Specify the service account(s) for IDERA Dashboard and SGL Diagnostic
Manager. The service accounts will be used to collect information and to log
into the applications. You can log into the IDERA Dashboard to create
additional users.

[] Use the same account for IDERA Dashboard and SQL DM

Domain * UserMName: |W12H2\Administratnr

Password: |*----*

Select service ports to use for the IDERA Dashboard

The IDERA Dashboard uses ports 9094, 9290, 9291, and 9292 for the web application and dashboard services respectively. However, you can
specify different service ports.

To specify a service port:

1. On the Service Ports window, specify the ports you want the web application and dashboard services to use.

98



IDERA SQL Diagnostic Manager® Version 10.0

Service Ports

Specify the ports to be used by the IDERA Dashboard services.

|IDERA Dashboard Core Services Port

|IDERA Dashboard Web Application Service Port

|IDERA Dashboard Web Application Monitor Part

IDERA Dashboard Web Application S5L Port

if Firewall is enabled make sure it allows TCP traffic through these ports.

2. Verify that the Firewall allows TCP (Transmission Control Protocol) traffic through your specified ports.
3. Click Next.

Select a SQL Server instance to use for the IDERA Dashboard Repository database
The IDERA Dashboard Repository database is where the collected data, alert information, and alert configuration settings are stored.

To specify the SQL Server instance to install the Repository database on:
1. On the Repository Database screen, specify the host SQL Server instance you want to use for the IDERA Dashboard Repository

database.
2. Type the name for the IDERA Dashboard Repository database.
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IDERA Dashboard Repository Database

Please provide the SAL Server instance and the name of the Repositony
database forthe IDERA Dashboard.

SQL Server Instance: | W12R2\DMF|

Databaze Mame: | |deraDashboard Repositony

Connection Credentials: By default, the setup program uses the Windows
credentials you provided to create the repositony.

[] Use Microsoft SQL Server Authentication

3. If your SQL Server environment uses SQL Server Authentication, select the respective check box and click Change to enter SQL Server
credentials. By default, the IDERA Dashboard uses your Windows credentials when connecting to the Repository database.

(D If you use Microsoft SQL Server Authentication, a new window displays where you can type the respective SQL Server login
and password.

4. Click Next.

Select a SQL Server instance to use for the SQL Diagnostic Manager Repository database

The SQL Diagnostic Manager Repository is where the collected data, alert information, and alert configuration settings are stored.

To specify the SQL Server instance to install the SQL Diagnostic Manager Repository on:

1. Type the host name and instance in the space provided.
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IDERA SQL Diagnostic Manager Setup -

@

SQL Diagnostic Manager Repository Database

Please provide the SAL Server instance and the name of the Repositony
database for SGL Diagnostic Manager.

SQL Server Instance: | W12R2\DMF| |
Database Name: |SQLde&pusitur'_.r |

Connection Credentials: By default, the setup program uses the Windows
credentials you provided to create the repositony.

[ Use Microsoft SQL Senver Authentication Change

if you wart the SGLOM Management Service to use SGL Server
authentication to connect to the SALOM Repaository, select the following
check bo:

[ Use Microsoft SQL Senver Authentication Change

Back || Mext || Cancel

2. If your SQL Server environment uses SQL Server Authentication, select the respective check box and click Change to enter SQL Server
credentials. By default, SQL Diagnostic Manager uses your Windows credentials when connecting to the Repository.

3. If want the SQL Diagnostic Management Service to use SQL Server Authentication , select the respective check box and click Change to
enter SQL Server credentials. By default, SQL Diagnostic Manager uses your Windows credentials when connecting to the Repository.

4. Click Next.

@ SQL Diagnostic Manager 10.1 requires Microsoft SQL Server 2005 or above running on the computer that hosts the SQL Diagnostic
Manager Repository database for all installations.

Select an installation location and type a display name for your instance

You can use the default install location or specify a different path. For your first install, we recommend using the default location. On the Display
Name text box, type a unique name for your SQLDM instance. The display name helps you to distinguish different instances of the same product.
Click Next to continue with the installation.

0)

Display name

In SQL Diagnostic Manager 10.1 the installer prompts users to provide a unique display name for the registered SQL Diagnostic
Manager instance on the IDERA Dashboard or the installation process does not complete. Use the Check Availability option to verify

the Display Name is available.
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Choose a destination folder

Please provide us the destination falder where you want to install the component(s):

IDERA Dashboard: |C:\Program Files\ldera"Dashboard |

SQLDM: |C:\F‘rog|am Files“Idera®|dera SQL diagnostic mana|

Provide a unique name for the SQL DM instance

Type a unigue name for your SGL Diagnostic Manager instance to be
displayed in the IDERA Dashboard. A unigue name helps you to distinguish
different instances of the same product. We recommend using display

Digplay Name: | oM |

Check Availabity |

Complete the install

The setup will grant the provided accounts access to SQL Diagnostic Manager and the IDERA Dashboard. The user that installs the IDERA
Dashboard has access to this application by default as a Dashboard Administrator. You can choose whether you want other users to have access

to the IDERA Dashboard in the Administration view.

1. Click Install to indicate that you are ready to complete your installation with the configurations you specified. If you want to review or
change any of your settings, click Back.
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Ready to Install

Ready to install IDERA Dashboard and SGL Diagnostic Manager.

Setup will grant these accounts access to IDERA Dashboard and SGL Diagnostic
Manager :

|IDERA Dashboard Service Account:W12R2"Administrator

lUse this account to log into the ldera Dashboard and grant other users access
from the Idera Dashboard Administration tab.

SGL DM Service Account: W 12R2\Administrator

Click Install to begin the installation process. Click Back to review or change your
installation settings. Click Cancel to exit the wizard.

2. Click Finish to exit the IDERA Dashboard Setup Wizard.
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Setup wizard completed

Congratulations! IDERA Dashboard and IDERA SCL Diagnostic Manager have
been successfully installed.

To launch the SGL Diagnostic Manager:
* Goto Stat Menu, Select Idera -» ldera SOL Diagnostic Manager Application

To launch the IDERA Dashboard:
+ Open the ud -= https:/Aocalhost: 52591, from your browser

Launch Idera SGL Diagnostic Manager

The SQL Diagnostic Manager Console automatically launches. To access the IDERA Dashboard and the SQL Diagnostic Manager web console,

see Log in the IDERA Dashboard and web console.

Uninstalling the IDERA Dashboard

If you wish to uninstall the IDERA Dashboard, make sure to unregister all products by clicking the Manage Products link of the
Products widget in the Administration view. For additional information, see Managing products in the IDERA Dashboard.

Decide whether you want to deploy SQLDM Mobile

SQLDM Mobile includes the IDERA Newsfeed and several dashboard views that define your server health and expose critical alerts. You can
access the SQLDM Mobile Web application from most smartphones and mobile devices. The IDERA Newsfeed is a revolutionary new way for
DBAs and managers to collaborate, share knowledge, and keep close tabs on your most critical SQL Server issues. With the IDERA Newsfeed,
you can quickly share information to stay informed, be more productive and shorten the time to problem resolution. For more information, review

the SQLDM Mobile architecture and components, as well as its requirements.
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Install SQL Diagnostic Manager in silent mode

In addition to the Setup Wizard, SQL Diagnostic Manager allows you to use the Microsoft installer in silent or quiet mode and to simplify SQL
Diagnostic Manager deployment.

To run silent installation using Windows Authentication, type the following command-line in the Command Prompt window:

"path_to_exe file" /v"/L*v C\test.|og
I NSTANCE="SQLSer ver | nst anceNane"
REPCSI TORY="Si | ent SLQdnDat abase"
SETUPTYPE="Typi cal "
SERVI CEUSERNAME=" don®i n\ user nane"
SERVI CEPASSWORD=" passwor d"
SQLSERVER_AUTHENTI CATI ON=" 0"
SERVI CE_SQLAUTHENTI CATI ON="0" / qui et"

To run silent installation using SQL Authentication, type the following command-line in the Command Prompt window:

"path_to_exe_file" /v"/L*v C\test.|og
| NSTANCE="SQLSer ver | nst anceNane"
REPOSI TORY="Si | ent SLQdnDat abase"
SETUPTYPE=" Typi cal "
SERVI CEUSERNAMVE=" domai n\ user nane"
SERVI CEPASSWORD=" passwor d"
SQLSERVER_AUTHENTI CATI ON=" 1"
SQLSERVER _USERNAME=" user nane”
SQLSERVER_PASSWORD=" passwor d”
SERVI CE_SQLAUTHENTI CATI ON=" 0"
SERVI CE_SQL_USERNAME=" SQLSer ver User Nane”
SERVI CE_SQL_PASSWORD=" SQLSer ver passwor d” /quiet"

Select a setup type for your installation
You can choose which setup type to run by specifying Typical, Console, or Services in the SETUPTYPE field.
® The Typical setup type, the recommended option, installs the console, the SQL Diagnostic Manager services, and the repository.

® The Console setup type installs only the console.
® The Services setup type installs the SQL Diagnostic Manager services and the repository.
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Log in the IDERA Dashboard and web console

Once you have installed and configured your IDERA Dashboard and SQL Diagnostic Manager deployments, you can login to the web console by
doing the following:

1.
2.

3.

Open your selected Browser, make sure it is compatible with the IDERA Dashboard console requirements.

Type the IDERA Dashboard product URL: http://<machinename>:<port> where <machinename> is the name of your host or machine,
and <port> is the port specified during installation. The default URL is http://<localhost>:9290 or http://<machinename>:9290.

When the IDERA Dashboard web console launches on your browser, use your Windows user account <domain\user> with the
respective password to log into the product.

| O R A

Login

Log on using Windows Credentials

(D The IDERA Dashboard Web Application service comes with SSL already set up. For more information on running the IDERA
Dashboard over SSL, see Run the IDERA Dashboard over SSL (HTTPS)
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Edit your SQL Diagnostic Manager registration with the IDERA Dashboard

The IDERA Dashboard Register wizard allows you to modify your SQL Diagnostic Manager registration with the IDERA Dashboard.

Access the IDERA Dashboard Register wizard

You can access the IDERA Dashboard Register wizard by running the | DERADashboar dRegi st er . exe file in your root SQL Diagnostic

Manager directory.

To use the SQL Diagnostic Manager Management Service Configuration wizard:

1. Run IderaDashboardRegister.exe in your root SQL Diagnostic Manager directory.
2. Enter your SQL Diagnostic Manager Repository and Authentication credentials to retrieve your IDERA Dashboard registration

information.

ID=FR A

# IDERA Dashboard - SQLDM Registration

5QL Diagnostic Manager Repository Credentials

Enter pour SOL Magnostic Manager repozitory credentials o

retrienve your IDERA Dazhboard information.

SOLOM Repositony

& B |

Server IEH -2kaR2

D atabaze ID iagnoztichd anagerd epozitany

Authentication |Windnws Authentication

k2
=
=

Izer Mame I

Paszword I

Previous | M et I

Cancel

3. Click Next on the SQL Diagnostic Manager Repository Credentials window and your current registration details display.
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Register with an Installation of the IDERA Dashboard

Reqister with an Installation of IDERA Dazhboard. “ou can
reqister with either a local or remote installation of the IDERA

D ashboard.
Drazhboard
Host Mame |I:F|-2KEFI2
Port |5|252

Pazzword |iiiiiliili

|
|
Service Account |SIMPSDNS'~.&dministratnr |
|
|

Dizplay Mame |.j.3m.;.

IDER.A

| Previous I P et | Cancel |

4. Modify registration and Dashboard settings in the Register with an Installation of the IDERA Dashboard window.
5. Click Next and the updated Dashboard settings information displays.

# IDERA Dashboard - SQLDM Registration E = |

Reqister with IDERA D ashboard

Review vour IDERA Dazhboard settings then click Finish o
register with the IDERA Dashboard. Make sure the [IDERA
Dazhboard is installed on the remote machine before
attempting to register,

D azhboard Settings
Before
Hozt Marne CR-2KaR2
Fart 9292
Semvice Account SIMPSOMS Y Adminiztrator
Dizplay Hame demo
After
Hozt Marne CR-2K8R2
Fort 9292
Semvice Account SIMPSOMS Y Adminiztrator
Dizplay Hame demoli b

D= = A

Fresious | Finizh I Cancel

6. Click Finish to apply the changes.
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Deploy SQLDM Mobile or IDERA Newsfeed

SQLDM Mobile is a Web-based application that includes the IDERA Newsfeed technology and several dashboard views that define your server
health and expose critical alerts. You can access the SQLdm Mobile Web site from most smart phones and mobile devices. The IDERA
Newsfeed is available quickly as a tab on the SQLDM Today page.

Use the following links to prepare for your SQLDM Mobile or IDERA Newsfeed deployment:

® Check the supported installation scenarios

® |earn about the components and architecture
® Review system requirements

® View the installation instructions
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SQLDM Mobile components and architecture including IDERA Newsfeed

SQLDM Mobile is an easy-to-use, Web-based application that seamlessly integrates into your existing diagnostic and monitoring workflow. The
SQLDM Mobile Web site includes many metrics and alerts panels that let you quickly ascertain performance issues in your environment.

SQLDM Mobile also includes the IDERA Newsfeed technology. The Newsfeed provides an easy-to-use, social-media-based collaboration tool
you can use to solve issues faster while keeping your team appraised of changing server statuses.

Whether you are tied to your desktop, on the go, or managing remote servers, these features can fit your unigue monitoring needs.

The SQLDM Mobile architecture easily runs in your SQL Server environment with minimal configuration. All components run outside and separate
from SQL Server processes, and do not add to or modify any of your native SQL Server files or services.

Components

IDERA Newsfeed for SQL Diagnostic Manager

The IDERA Newsfeed is a user interface that seamlessly integrates with the SQL Diagnostic Manager Console, letting you monitor
your instances and collaborate with coworkers at the same time, in real time.

IDERA Newsfeed Platform

The IDERA Newsfeed Platform consists of the SQLDM Mobile Repository database and the SQLDM Mobile and Newsfeed Service.

SQLDM Mobile Repository database

The SQLDM Mobile Repository (Mobile Repository) is a central database that stores your configuration settings, comments and other
activity on stories, as well as notifications. Consider deploying the Mobile Repository to the same computer that hosts your SQL
Diagnostic Manager Repository.

SQLDM Mobile and Newsfeed Service

The SQLDM Mobile and Newsfeed Service facilitates communications between the SQLDM Mobile Repository and your SQL
Diagnostic Manager application. By default, this service is installed on the same computer where you run the SQLDM Mobile and
Newsfeed setup program. Consider SQLDM Mobile and Newsfeed Service to the same computer that hosts your SQL Diagnostic
Manager services, such as the SQLDM Management Service.

Action Provider

The IDERA Newsfeed Action Provider converts SQL Diagnostic Manager alerts about a server status and performance metrics into
notification emails that SQLDM Mobile & Newsfeed Service can send to the appropriate people. The setup program installs the action
provider on the computer hosting your SQL Diagnostic Manager Repository.

Authentication Provider
The IDERA Newsfeed Authentication Provider is the SQL Diagnostic Manager application that the IDERA Newsfeed Platform uses to

authenticate a user when he or she signs up or logs on. The IDERA Newsfeed Platform leverages the application security settings as
defined in SQL Diagnostic Manager, determining which monitored SQL Server instances a given user can access.

SQLDM Mobile Web application

The SQLDM Mobile website provides access to the same monitoring and collaboration features of the IDERA Newsfeed technology
via a mobile device, such as a smartphone or iPad. The SQLDM Mobile website also includes SQL Diagnostic Manager panels so
you can quickly check server performance when you are away from your desk.

Architecture
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SQLDM Mobile and IDERA Newsfeed requirements

You can easily install SQLDM Mobile on any computer that meets or exceeds the following requirements. The SQLDM Mobile installation includes
the IDERA Newsfeed technology and these related components:

® SQLDM Mobile Web application
® SQLDM Mobile & Newsfeed Service

® SQLDM Mobile Repository

For more information, review all the SQLDM Mobile components and architecture.

General requirements for all components

All SQLDM Mobile components require Microsoft .NET Framework version 4.0 or later.

Permission requirements

The SQLDM Mobile and Newsfeed Service account requires the following permissions. By default, setup program assigns the Local System
account to the SQLDM Mobile and Newsfeed Service. During install, you can input credentials for a Windows user account or SQL Server login.

Permission

Log on as Service

Read and write privileges on the SQLDM Mobile Repository database

Port requirements

By default, the SQLDM Mobile components use the following ports.

Port Number

25

80

5166, 5167

5168

Mobile device requirements

Where

Mail Server

Web Server hosting the SQLDM
Mobile Website

Computer running the SQL
Diagnostic Manger services

Computer running the SQLDM
Mobile and Newsfeed Service

Why it's required

Allows the SQLDM Mobile and Newsfeed Service account to run as a

service.

Allows the SQLDM Mobile and Newsfeed Service to receive and
maintain performance and configuration data in the SQLDM Mobile

Repository.

Which component uses it

SQLDM Mobile and Newsfeed
Service

SQLDM Mobile Web application

SQL Diagnostic Manager
services

SQLDM Mobile and Newsfeed
Service

Why

Allows the SQLDM Mobile and
Newsfeed Service to send
notification emails.

Allows access to the SQLDM
Mobile screens via a mobile
device inside or outside your
corporate firewall. By default,
IIS uses port 80 for the local
virtual directory, so check your
Web Server settings to pick an
appropriate port for SQLDM
Mobile. You can specify a
different port during install or later
when you need to change this
configuration.

Allow communications between
SQL Diagnostic Manager and the
IDERA Newsfeed Platform for
signup and login authentication.

Allows communications between
the IDERA Newsfeed and SQL
Diagnostic Manager for server
status updates.

You can access SQLDM Mobile on any smart phone or other mobile device that meets these minimum operating system requirements:

L]
® iOS version 3.2 or later
L]
L]

Windows Phone 7

Android version 2.1 or later

RIM (BlackBerry OS) version 6.0 or later
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You can run the SQLDM Mobile Web application in a native browser that supports HTML 5, such as Google Chrome, Mozilla Firefox, or Edge
Browser. SQLDM Mobile does not support Microsoft Internet Explorer 8 or earlier.

@ If you plan to use IE 9 or later to access the SQLDM Mobile Web site, make sure that you disable the Display intranet sites in
Compatibility View setting. To change this setting, click Compatibility View Settings on the Tools menu in the IE browser window.

Web server requirements

The SQLDM Mobile Web application requires the following Web Server configuration.

Type of requirement Minimum value
CPU 2.0 GHz

Memory 1GB

Disk space 21 MB

Microsoft Internet Information Services (IIS) Version 7.0 or later

By default, 1S 7 installs with Windows Server 2008. You can enable
this role using the native Server Manager.

@ To successfully run the SQLDM Mobile Web application, make sure that Microsoft .NET Framework version 4.0 or later is installed.
Also, verify the following service roles in IIS are enabled:

O ® Management Tools
® |IS Management Console
* Web Server
® Application Development
® ASP.NET (4.0 or later)
® |SAPI Extensions
® |SAPI Filters
® .NET Extensibility (4.0 or later)
¢ Common HTTP Features
® Default Document
® Directory Browsing
® HTTP Errors
® Static Content
® Health and Diagnostics
® HTTP Logging
® Performance
® Static Content Compression
® Security
® Request Filtering

Repository requirements

You can install the SQLDM Mobile Repository on a computer running the following versions of SQL Server software:
® SQL Server 2005 and above

Keep in mind that the Repository database and corresponding SQLDM Mobile & Newsfeed Service require 19 MB of disk space.
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How to install SQLDM Mobile and IDERA Newsfeed

This procedure guides you through the installation of SQLDM Mobile and Newsfeed. Before installation, review the associated architecture and
components. Although you can install different components on different computers, this procedure recommends the following deployments:

® Install the Mobile and Newsfeed components on the same computer where your SQL Diagnostic Manager services reside
® Install the Mobile web components on your corporate Web Server

@ In larger environments that contain more than one SQL Diagnostic Manager installation, consider dedicating a SQLDM Mobile
deployment per each SQL Diagnostic Manager application.

@ If you are interested in installing only the IDERA Newsfeed without the additional components used with SQLDM Mobile, see How to
install IDERA Newsfeed only.

Install or upgrade to SQL Diagnostic Manager 10.1

SQLDM Mobile and the IDERA Newsfeed technology are supported by SQL Diagnostic Manager 7.0 or later versions. To successfully install and
deploy SQLDM Mobile, Install or upgrade first to SQL Diagnostic Manager 10.1.

Start your SQLDM Mobile and Newsfeed install

You can install the SQLDM Mobile components on any computer that meets or exceeds the product requirements. By default, the SQLDM Mobile
and Newsfeed setup program installs the SQLDM Mobile and Newsfeed Service to the local computer.

To start installing SQLDM Mobile and Newsfeed:

1. Log on with an administrator account to the computer on which you want to install the SQLDM Mobile and Newsfeed Service. We
recommend that you install this service on the same computer that already hosts your SQL Diagnostic Manager services.

. Run Set up. exe in the root of the SQL Diagnostic Manager installation kit.

. Click SQLDM Mobile and Newsfeed on the Quick Start window.

. On the Welcome window of the setup program, click Next.

. Review the license agreement. To accept this license agreement, click | accept the terms in the license agreement and then
click Next.

abwiN

Begin configuring your install

We recommend installing the Mobile and Newsfeed components in your SQL Diagnostic Manager environment, and then re-running the setup
program to install the SQLDM Mobile Web application on your Web Server.

You can use the default install location or specify a different path. For your first install, we recommend using the default location. By default, the
SQLDM Mobile and Newsfeed Service is also installed in the same location.

On the Custom Setup window, choose the Mobile and Newsfeed components, and then click Next.

Add the Windows credentials to use for the SQLDM Mobile and Newsfeed Service account
You can specify the Local System account or a Windows user account. Make sure that the specified account includes the required permissions.

To specify a service account:

1. Select the Local System account or type the appropriate credentials in the provided fields.
2. Click Test Credentials to validate the account.
3. Click Next.

Select the SQL Server instance to use for the Repository database

Store the published status updates and other configuration settings in the SQLDM Mobile Repository.
@ SQLDM Mobile requires Microsoft SQL Server 2005 or above running on the computer that hosts the Mobile Repository database.

To specify on which SQL Server instance you want to install the SQL Diagnostic Manager Repository:

1. Select the SQL Server instance you want to use. The SQL Server menu lists SQL Server instances provided by your domain
controller. If you do not see your SQL Server instance in the list , type the host name and instance in the space provided.
2. Click Next.

Add the authentication credentials to create the Repository database
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You can use either Windows or SQL Authentication to create the Mobile Repository database. Make sure the specified Windows account includes
the required permissions.

To specify a service account:

1. Choose the authentication that you want to use, and then type the appropriate credentials in the provided fields.
2. Click Test Connection to validate the account can connect to the specified SQL Server instance.
3. Click Next.

Add the authentication credentials to connect to the Repository database at run time

You can use either Windows or SQL Authentication to connect to the Mobile Repository database. Make sure the specified Windows account
includes the required permissions.

To specify a service account:

1. Choose the authentication that you want to use, and then type the appropriate credentials in the provided fields.
2. Click Test Connection to validate the account can connect to the specified SQL Server instance.
3. Click Next.

Select a location for the SQLDM Management Service

SQLDM Mobile uses its own Authentication Provider to enforce application security across your SQL Diagnostic Manager and SQLDM Mobile
deployments.
On the Authentication Provider window, specify the computer that hosts the SQLDM Management Service, and then click Next.

Complete the Mobile & Newsfeed components install

Click Install to indicate that you are ready to complete your install with the configurations you specified.

Begin the SQLDM Mobile Web components install

We recommend installing the SQLDM Mobile Web components on your corporate Web Server. Make sure your Web Server meets the software
and port requirements.

To start installing the SQLDM Mobile Web application:

1. Log on with an administrator account to the computer on which you want to install the SQL Diagnostic Manager Web
application. We recommend that you install this application on the same Web Server that already hosts your corporate Web site.

2. Restart the SQLDM Mobile and Newsfeed setup program and navigate to the Custom Setup window.

3. Choose the Mobile Web components, and then click Next.

Select the Web Server settings you want the SQLDM Mobile Web application to use

The setup program installs the SQLDM Mobile Web application in a unique virtual directory on your Web Server computer. You can install the
SQLDM Mobile Web application as a new Web site or add it to an existing Web site, such as your corporate intranet.

Specify the name of the computer that hosts the SQLDM Mobile and Newsfeed Service so that you can send communications between the
SQLD< Mobile components and SQLDM.

Make sure your Web Server meets the SQLDM Mobile requirements.
To configure the Web Server settings:

1. Choose whether to install the SQLDM Mobile Web application as a new Web site.
2. Specify the name of the computer on which you installed the SQLDM Mobile and Newsfeed Service.
3. Click Next.

Complete the Mobile Web components install

Click Install to indicate that you are ready to complete your install with the configurations you specified.
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How to install IDERA Newsfeed only

This procedure guides you through the installation of IDERA Newsfeed only and none of the additional components used with SQLdm Mobile.
Use this solution in a larger environment where your SQL Server team or environment is spread across multiple locations and you need an easier,
more streamlined way to troubleshoot issues. The IDERA Newsfeed can help you capture or bookmark the team resolutions for future reference.
You can implement this option without need to allot the additional hardware and 1IS resources necessary to deploy a complete, mobile-available
solution.

Before installing Newsfeed, review the associated architecture and components.

Install or upgrade to SQL Diagnostic Manager 10.0

The IDERA Newsfeed technology is supported by SQL Diagnostic Manager 7.0 and above versions. To successfully install and deploy IDERA
Newsfeed, first install or upgrade to SQL Diagnostic Manager 10.0.

Start your IDERA Newsfeed install

Before installing Newsfeed, review the associated architecture and components. You can install the IDERA Newsfeed on any computer that
meets or exceeds the product requirements. By default, the SQLdm Mobile and Newsfeed setup program installs the SQLdm Mobile and
Newsfeed Service to the local computer.

To start installing IDERA Newsfeed:

1. Log on with an administrator account to the computer on which you want to install the SQLdm Mobile and Newsfeed Service.

2. Run Set up. exe in the root of the SQL Diagnostic Manager installation Kkit.

3. Click SQLdm Mobile and Newsfeed on the Quick Start window.

4. On the Welcome window of the SQLdm Mobile and Newsfeed setup program, click Next.

5. Review the license agreement. To accept this license agreement, click | accept the terms in the license agreement, and then
click Next.

Begin configuring your install

You can use the default install location or specify a different path. For your first install, we recommend using the default location. By default, the
SQLdm Mobile and Newsfeed Service is also installed in the same location.

On the Custom Setup window, choose the Mobile and Newsfeed components, and then click Next.

Add the Windows credentials to use for the SQLdm Mobile and Newsfeed Service account
You can specify the Local System account or a Windows user account. Make sure the specified account includes the required permissions.

To specify a service account:

1. Select the Local System account or type the appropriate credentials in the provided fields.
2. Click Test Credentials to validate the account.
3. Click Next.

Select the SQL Server instance to use for the Repository database

The IDERA Newsfeed Repository is where the published status updates and other configuration settings are stored.
@ SQLdm Mobile requires Microsoft SQL Server 2005 or above running on the computer that hosts the Newsfeed Repository database.

To specify the SQL Server instance to install the SQL Diagnostic Manager Repository on:

1. Select the SQL Server instance you want to use. The SQL Server menu lists SQL Server instances provided by your domain
controller. If you do not see your SQL Server instance in the list , type the host name and instance in the space provided.
2. Click Next.

Add the authentication credentials to create the Repository database

You can use either Windows or SQL Authentication to create the Newsfeed Repository database. Make sure the specified Windows account
includes the required permissions.

To specify a service account:

1. Choose the authentication that you want to use, and then type the appropriate credentials in the provided fields.
2. Click Test Connection to validate the account can connect to the specified SQL Server instance.
3. Click Next.
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Add the authentication credentials to connect to the Repository database at run time

You can use either Windows or SQL Authentication to connect to the Newsfeed Repository database. Make sure the specified Windows account
includes the required permissions.

To specify a service account:

1. Choose the authentication that you want to use, and then type the appropriate credentials in the provided fields.
2. Click Test Connection to validate the account can connect to the specified SQL Server instance.
3. Click Next.

Select a location for the SQLdm Management Service

SQLdm Mobile uses its own Authentication Provider to enforce application security across your SQL Diagnostic Manager and IDERA Newsfeed
deployments.

On the Authentication Provider window, specify the computer that hosts the SQLdm Management Service, and then click Next.

Complete the Newsfeed install

Click Install to indicate that you are ready to complete your install with the configurations you specified.
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Deploy SQL Diagnostic Manager Console only

IDERA provides a solution for administrators who have SQL Diagnostic Manager deployed within their environment, and want to provide their
users with the SQL Diagnostic Manager desktop client console without exposing other SQL Diagnostic Manager components. Administrators can
use this process to prevent a user from unknowingly installing an additional service component, which can cause issues with SQL Diagnostic
Manager within your environment.

Store the SQL Diagnostic Manager Console-only executable

You can store the SQL Diagnostic Manager Console-only executable (.exe) files on many types of media for distribution, such as a portable or
network drive. Your end users can install the SQL Diagnostic Manager desktop client console on any computer that meets or exceeds the product
requirements.

The following files reside in the location where you installed SQL Diagnostic Manager. Copy one or both of these files to your distribution media.
Note the first file is for x64 users and the second is for x86 users.

c:\Program Fil es\ | dera\ SQLdm x64 | nstallation Kit\x64\ SQLD agnosti cManager - x64_c. exe

c:\Program Fil es\|dera\ SQLdm x86 Installation Kit\x86\SQ.Di agnosti cManager_c. exe
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How to install SQL Diagnostic Manager Console only

This procedure guides you through the installation of the SQL Diagnostic Manager Console only.

@ You must have a full installation of SQL Diagnostic Manager already running in your environment before attempting to install the SQL
Diagnostic Manager desktop client console.

Perform your install

You can install SQL Diagnostic Manager desktop client console on any computer that meets or exceeds the product requirements.

To install SQL Diagnostic Manager Console only:

1.

[62]

[SECN N

Log on with an administrator account to the computer on which you want to install the SQL Diagnostic Manager desktop client
console.

. Navigate to the location where the SQL Diagnostic Manager Console file resides in the distribution media.
. If you use an x64 operating system, run SQLDi agnost i cManager - x64_c. exe. If you use an x86 OS, run SQLDi agnosti c

Manager _c. exe.

. On the Welcome window of the setup program, click Next.
. Review the license agreement. To accept this license agreement, click | accept the terms in the license agreement, and then

click Next.

. Select the default installation location or specify a different path.

Choose whether you want any user or only the current user to access this application, and then click Next.

. Verify that SQL Diagnostic Manager displays Console Only as selected, and then click Next.
. Click Install to indicate that you are ready to complete your install with the configurations you specified.
. Click Finish to exit the setup program.

Complete the post-installation steps

When you first open the SQL Diagnostic Manager desktop client console, you must complete the fields necessary to connect to your existing SQL
Diagnostic Manager Repository. It is important that you have the information available to connect to the proper SQL Server instance and SQL
Diagnostic Manager Repository database using the proper authentication credentials.
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Deploy SQL Diagnostic Manager in a high availability group

This procedure guides you through the installation of SQL Diagnostic Manager in a high availability group. SQL Diagnostic Manager does not
support direct installations under this scenario; however, you can deploy the SQL Diagnostic Manager Repository in one of the nodes that
belongs to a specific availability group and configure an availability group listener that serves as a global link between nodes.

@ Make sure to restart the SQL Diagnostic Manager services, apply the newly-generated license using the Manage Licenses button
before attempting to apply the license directly using the Management Console or you may encounter issues.

1. Deploy the SQL Diagnostic Manager Repository targeting a node that is part of an availability group. For example, Node 1\ | nst ance
A

2. Move the SQL Diagnostic Manager Repository to an availability group in the primary replica with Listener Y and port 300 (as example).
To review how to create an availability group, see Microsoft document Creating and Configuring a New Availability Group.

3. Anew license key for Listener Y, Port 300 is required. See Capturing an availability group's listener name and port designation to send
your request to IDERA Sales.

4. Using the SQLdmM Management Service Configuration wizard modify the target repository to Listener Y, port 300.
¥ Idera SOLdm Management Service Configuration Wizard
Specily SOLdm Repositony

Specily the location and credentials wsed by the Management Service to connect to the
Fiepozitany

tor the Repository. The Management Seavice wites configuration and schedded

0 T infiormation pou provide Below k= used by the Management Service bo connect
collection data bo the Reposkon,

R epostony
Server |M}'DNSEDH.UH.5'IE

Datahase |SOLamRepositonFolG

KR ERED

Authenlication |SOL Server Authentication

Uz Name: [ga

P ¢ [

5. Save changes, and then restart the SQL Diagnostic Manager services. This process takes approximately 5 minutes.

-L};SQL Serwer Broweser  Prowvides 5., Started Automatic Local Service 3
FLS0L Server VS5 Wi, Provides th.,, Started Automatic Local System
&350 dm Collaction 5., ! Simpsons, .,
SOLdm Managemen..| Provides  SGarl Ltomatic Simpsonsy,, ...
SOLdm Predickive &..) Provides  Stop utomnatic Simpscnst,. ..
£1.SSDP Discovery Disconey  ouse hisahled Local Service
£ System Evert Notifi... Monitors — FEsime Ltcmnakic Lacal Systenm
£ Task Scheduer Enables.  Restart utomatic Local System
ELTCRIIP MetBIOS He,.,  Provides All Tasks » furomatic Local Service
0 Telephor Provides arial Netwark, 5.,
-:;f-.,rl-:md Ordering Se... Provides  Refresh il Local Services
EL TP fwboConnect Se...  ThinPrink = arual Local System
L:’;TP‘ WC Gateway Ser,.. ThinPrink R il Local System
-.’."(';'FPM Base Services Local Service

6. Upon opening the SQL Diagnostic Manager Console, the system recognizes that you are trying to access the selected node without the
proper license and throws an error message.
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7. Click the Manage Licenses button of the error message and type the new license for Listener Y, Port 300. Open the SQL Diagnostic
Manager Console, go to Help > Manage Licenses in the Toolbar menu, and the License Keys window displays. Type the new license

key in the available space, and then click Enter.
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AlwaysOn availability group listener name and port designation

1. Within SSMS, go to node that contains the availability group that hosts the SQL Diagnostic Manager Repository and is the primary

replica.

Dbject Explorer 1 x

Connect~ 3 3 @ “F ] :3
’IE' |5 DM-WIN2012-NT\SQL20125P1_CS (SOL Server 1

E Databaszes
[ Security
[ Server Objects

[ Replication

AlweaysOn High Availahbility
[ Management
[ Integration Services Catalogs

2. Expand the AlwaysOn High Availability folder and then the Availability Groups Folder.

Object Explarer -
Connect = 333 _ﬂgg " T @ ﬁ
= La DA MV 20T2-TTEQL201 25PT_C5 (301 Serve
[ Databases
[ Security

1 Awvailability Groups
1 Management
[ Integration Services Catalogs

3. Expand the availability group that is the primary replica.

This procedure guides you through the necessary steps to capture an availability group's listener name and port designation. This information is
essential for IDERA Sales to generate a special license that allows you to host the SQL Diagnostic Manager Repository in an availability group.
As a pre-requisite the SQL Diagnostic Manager Repository needs to be hosted in an availability group within the primary replica.
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Ohject Explarer =

Connect> 3l @ m “F [&] 5
= [ DM-WINZ012-NT\SOL20125P1_CS (SQL Sery
[ Databases

[ Security
[ Server Objects

[ Replication

s0n High Awvailability
= 3 &wailability Groups
O AG-MIAMI (Secondany)

|E| 0 SOLdrn143 (Prirmary) I
1 Awailability Replicas
[ Awailability Databases
[ Awailability Group Listeners
o) TestlAGCS (Secondany)
[ Management
[ Integration Services Catalogs

4. Expand the Availability Group Listeners Folder.

Cibject Explarer * I
Connect~ & 4l @ 7 (2] .5
= [j_'. DM-WINZ0T2-NT\SOL20125P1_CS (SOL Serve
¥ 3 Databases
# [l Security
% 3 Server Objects
# i Replication
=R § A levayiOn High Svailability
= 4 fvailability Groups
F 5 AG-MIAMI (Secondany)
= 00 S0Ldm143 (Primary)
+ [ Awvailability Replicas
# [ Availability Databases
= 3 Awailability Group Listeners |
s L MySlistener
# (1 Test1AGCS (Secondary)
% A Management
% [ Integration Sepaces Catalogs
+ b SOL Server Agent

5. Right-click the listener, select Properties, and the Availability Group Listener Properties dialog Displays.
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Ohbject Explorer - aX
Connect~ 3/ 3} = F 2] .5
= | g§ DM-WIN2012-M T\ SOL2012SP1_CS (SOL Server 1
% [ Databases
# A Security
# 4 Server Ohjects
% [ Replication
= [ AlwaysOn High Swvailability
= @ Awailability Groups
# 07 AG-MIAMI (Secondary)
= G SQLdm143 (Primany)
# L Awailability Replicas
=  Awvailability Databases
b SOLdmRepository143
= 4 &vailability Group Listeners

& i) TestlAC
# [ Management Reports Q
% [ Integration Servis
% | SOL Server Agerr Delete...
Refresh

Properties

Send IDERA Sales the Listener DNS Name and Port designation information to obtain a new license to host the SQL Diagnostic
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Manager Repository in an availability group.
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Configure your deployment

After initially installing SQL Diagnostic Manager, use the following configuration tasks to help you get the most out of SQL Diagnostic Manager:

Add your SQL Server instances

Configure console options

Connect to a SQL Diagnostic Manager Repository
Set your Repository grooming schedule

Use tags to organize your monitoring environment
Use custom counters to track metrics
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Connect to the SQL Diagnostic Manager Repository

The first time you open the SQL Diagnostic Manager Management Console, SQL Diagnostic Manager displays the Connect to SQL Diagnostic
Manager Repository window. Use this window to select the SQL Server instance, SQL Diagnostic Manager Repository database name, and enter
the authentication details the SQL Diagnostic Manager Console uses to communicate with the SQL Diagnostic Manager Repository.

The SQL Diagnostic Manager Console requires Read Access on the SQL Diagnostic Manager Repository database. You can use either Windows
Authentication or SQL Server Authentication for this connection.

Access the Connect to SQL Diagnostic Manager Repository window

You can open the Connect to SQL Diagnostic Manager Repository window from the SQL Diagnostic Manager Console menu bar by selecting File
> Connect to SQLdm Repository. The ability to connect to another Repository is important in disaster recovery situations where you need to
change the location of your SQL Diagnostic Manager Repository.
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Add your SQL Server instances

The Add Servers wizard allows you to add the SQL Server instances you want to monitor. The Add Servers wizard also allows you to configure all
the common options you use for monitoring SQL Server collection settings and alerts, and apply an alert template.

@ If you are adding several SQL Server instances and you want to configure the same alert thresholds on each instance, consider setting
up an alert template before adding any of your SQL Server instances.

Access the Add Servers wizard

You can open the Add Servers wizard from the SQL Diagnostic Manager Console menu by selecting File > Manage Servers, and then clicking A
dd in the Manage Servers window.

Other configurations that need attention when adding a virtualized SQL Server instance

If the monitored SQL Server instance you want to add resides on a virtual machine, add the instance using the Add Servers wizard, and then acc
ess the VM configuration window to associate the instance with the correct virtual machine and host.

@ IDERA recommends that you register individual instances in the Add Servers wizard when looking to monitor availability replicas. Note
that registering an Availability Group Listener may result in misleading data due to the failovers between availability replicas.

About alert templates

SQL Diagnostic Manager allows you to configure generic alert settings as a template that you can apply to servers and groups of servers in your
organization. Click Tools > Alert Configuration Template and complete the required fields to configure an alert template.

Delete a SQL Server instance

You can easily delete a SQL Server instance at any time by right-clicking the appropriate instance, and then selecting Delete. SQL Diagnostic
Manager displays a confirmation message that asks, "Would you like to retain the data collected for the selected instance?" Click Yes and SQL
Diagnostic Manager retains data for the instance and includes it in some reports, such as the Server Inventory report. Click No and SQL
Diagnostic Manager deletes the SQL Server instance and all related data.
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Configure authentication

The Configure Authentication window of the Add Servers wizard allows you to select the authentication credentials SQL Diagnostic Manager uses
when collecting performance and statistics information from your SQL Server instances. You can also set encryption to secure the connection.

After selecting a connection type and encryption, click Next to continue.

Access the Add Servers wizard

You can open the Add Servers wizard from the SQL Diagnostic Manager Console menu by selecting File > Manage Servers, and then clicking A
dd in the Manage Servers window.

Select a connection type

Windows Authentication is the recommended collection type as SQL Diagnostic Manager uses a number of SQL trace statements that require a
trusted connection. When you select and use Windows Authentication, the account the SQLdm Collection Service is running as is used to

connect to the SQL Server instance.
Select encryption
SQL Diagnostic Manager allows you to designate encryption methods used to encrypt data between the SQLdm Collection Service and the
monitored SQL Server instance. The options include SSL (Secure Sockets Layer) or SSL with Trust Service Certificate.
Encrypt Connection (SSL)

The Encrypt Connection (SSL) option adds a flag in the connection properties that triggers SSL use when the SQLdm Collection
Service connects to a monitored server that uses SSL to encrypt the data transfer. For this option to work correctly, you must
configure the monitored SQL Server instance to use SSL encryption.

Trust Server Certificate (Bypass Certificate Validation)

The Trust Server Certificate (bypass certificate validation) option is available only after you select Encrypt Connection (SSL).
This option allows you to skip certificate validation when a SQL Server instance establishes a connection. If SSL on the monitored
SQL Server instance is not configured to use a certificate that the collection service trusts, then the connection is rejected unless you
select the Trust Server Certificate option.
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Select instances to monitor

The Select Servers to Monitor window of the Add Servers wizard allows you to select one or more of the SQL Server instances you want to
monitor using SQL Diagnostic Manager. If the name of the SQL Server instance you want to monitor does not appear in the list, type the instance
name in the space provided in the Available Servers area. You can also designate specific ports for your SQL Server instances by entering a
comma between the instance name and port number, for example domain\instance name,port.

The Available Licenses field shows you the number of instances your current license permits SQL Diagnostic Manager to monitor.

@ The Select Servers to Monitor window lists all the SQL Server instances provided by your domain controller. This list can include
unsupported SQL Server instances. Be sure to select only SQL Server instances that are supported by SQL Diagnostic Manager.

Access the Add Servers wizard

You can open the Add Servers wizard from the SQL Diagnostic Manager Console menu by selecting File > Manage Servers, and then clicking A
dd in the Manage Servers window.
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Select cloud providers
The Select cloud providers for the added servers window allows you to choose a cloud provider for your monitored SQL Server instances that are

hosted on the cloud. SQL Diagnostic Manager supports Amazon RDS and Microsoft SQL Azure.

1 Ifyou do not select a cloud provider, SQL Diagnostic Manager recognizes your SQL Server instance as "Not a cloud instance”.

Access the Add Servers wizard
You can open the Add Servers wizard from the SQL Diagnostic Manager Console menu by selecting File > Manage Servers, and then clicking A

dd in the Manage Servers window.
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Metric availability for instances hosted on the cloud

SQL Diagnostic Manager allows you to view a wide range of information collected for your monitored SQL Server instances hosted on Amazon
RDS and Microsoft SQL Azure. However, the following information and metric data are not available yet:

1 SQL DM supports monitoring of images hosted on virtualized or cloud laaS environments such as Microsoft Azure and Amazon EC2.

For monitored SQL Server instances hosted on Amazon RDS:

SQL Diagnostic Manager area

Overview > Details

Sessions > Details

For monitored SQL Server instances hosted on Microsoft SQL Azure:

SQL Diagnostic Manager area

Overview > Details

Information and metric data not collected by Amazon RDS
Available Memory

Data File Space used

Disk Queue Length

Disk Time (Percent)

OS CPU Privileged Activity
OS CPU User Time

OS Total Processor Activity
Pages Per Second
Physical Memory
Procedure Cache Size
Processor Queue Length
Sql Memory Used Percent
Used Memory(Percent)
Blocked by

Execution Context
Resource

Wait type

Information and metric data not collected by Microsoft SQL Azure
Available Memory

Batches

Batches Per Second

Blocked Sessions

Buffer Cache Hit Ratio

Buffer Cache Size

Checkpoint Writes

Checkpoint Writes Per Second
Client Computers

Connections

Connections Per Second

Data File Count
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Data File Space Allocated
Data File Space used
Database Count

Disk Queue Length

Disk Time (Percent)

Full Scans

Full Scans Per Second
Lazy Writer Writes

Lazy Writer Writes Per Second
Lead Blockers

Lock Waits

Lock Waits Per Second
Log File Count

Log File Space Allocated
Log File Space Used

Log Flushes

Log Flushes Per Second
Maintenance Mode

OLE Automation Status
Open Transactions

OS CPU Privileged Activity
OS CPU User Time

OS Metrics Availability

OS Total Processor Activity
Packet Errors

Packet Errors Per Second
Packets Received

Packets Received Per Second
Packets Sent

Packets Sent Per Second
Page Life Expectancy
Page Lookups Per Second
Page Lookups Per Second
Page Reads

Page Reads Per Second
Page Splits

Page Splits Per Second

Page Writes
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Sessions > Summary

Sessions > Details

Page Writes Per Second

Pages Per Second

Physical Memory

Procedure Cache Hit ratio
Procedure Cache Size
Processor Queue Length

Read Ahead Pages

Read Ahead Pages Per Second
Read Write Errors

Response Time

Running Since

Server Version

Sql Compilations

Sql Compilations Per Second
Sql CPU Activity

Sql Memory Allocated

Sql Memory Used

Sql Memory Used Percent

Sql Recompilations

Sql Recompilations Per Second

System Processes

System processes Consuming CPU

Used Memory(Percent)

User Connections Percent

User Processes

User Processes Consuming CPU
WMI Service Status

Workfiles Created

Workfiles Created Per Second
Worktables Created

Worktables Created Per Second
Average Wait Time

Deadlocks

Requests

Timeouts

Waits

Wait Time

Blocked by
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Net library
Network Address

Open Transactions

Wait type
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Configure data collection

The Configure SQL Diagnostic Manager Collection window of the All Servers wizard allows you to set the interval at which you want to collect
diagnostic data and raise alerts, and whether you want to enable query monitoring.

The collection interval you specify refers to the time SQL Diagnostic Manager waits to collect statistical information on your SQL Server instance.
This data includes the resource, session, database and tables, query, and service information.

The Query Monitor is a standard SQL Server trace that collects events occurring on your SQL Server instance over a period of time.

1 Enabling the Query Monitor can cause SQL Server performance degradation while it runs. Enable the Query Monitor only when
diagnosing specific query issues.

After making any changes to the collection interval or enabling the Query Monitor, click Next to continue.

Access the Add Servers wizard

You can open the Add Servers wizard from the SQL Diagnostic Manager Console menu by selecting File > Manage Servers, and then clicking A
dd in the Manage Servers window.

Select a collection interval

Choosing the appropriate interval depends on your specific monitoring needs. When your SQL Server instance performs poorly, you can
decrease the collection interval so that you can track changes more often. When monitoring a SQL Server instance that has a very heavy client
load and a large number of databases, you can increase the time period between collections to reduce the possibility of the frequent collections
causing a performance impact on your clients.

Monitoring your environment by collecting query activities

When you experience query timeouts or other performance issues, you can collect query-related activities through the Query Monitor. Note that
enabling these options can degrade performance on the monitored SQL Server instance because of the additional data collection and storage. To
help alleviate degradation, SQL Diagnostic Manager allows you to select only those types of queries you want to monitor such as batches,
statements, procedures, and triggers. Additional threshold fields allow you to set the levels at which you consider a query as performing poorly.

@ It is important to remember that once you complete your problem diagnosis, you can disable the Query Monitor on the Monitored SQL
Server Properties window by selecting the Query Monitor tab and then clearing the Enable the Query Monitor check box.

Using advanced Query Monitor options

Query Monitor includes advanced options that allow you to filter applications, databases, and SQL text from collection. Use semicolons ( ;) to
separate multiple entries. You can also use the percent character (%) as a wildcard.

You can access this window by clicking the Advanced button in the Query Monitor tab of the monitored SQL Server Properties window.
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Configure OS metric collection

The Configure OS Metric Collection window of the Add Servers wizard lets you select which type of operating system metrics collection you want
to use or whether you do not want to collect any OS metrics from a SQL Server instance. SQL Diagnostic Manager uses OLE automation or a
direct connection to the Windows Management Interface (WMI) when collecting OS metrics and service status data on clustered SQL Servers. Co
llect Operating System data using direct WMI is selected by default when adding a new SQL Server instance.

Select Do not collect Operating System data if you do not want to collect these statistics. For additional information about OS metrics
collection, see Configure OS metrics monitoring.

@ SQL Diagnostic Manager retains your previous settings upon upgrade if OLE automation is the default for your monitored SQL Server
instance.

After selecting your method for OS metrics collection, click Next to continue.

Access the Add Servers wizard

You can open the Add Servers wizard from the SQL Diagnostic Manager Console menu by selecting File > Manage Servers, and then clicking A
dd in the Manage Servers window.

Permissions necessary for direct WMI collection

It is preferred that the WMI user is a local administrator on the monitored SQL Server instance. However, if you do not want to grant administrator
access, use the following steps to configure remote WMI access in Microsoft Windows:

1. Add the user account to the Performance Log Users and Distributed COM users groups.
2. Grant privileges to WMI.

You also may need to add the WMI user account to the following policies:

® Act as part of the operating system

® Log on as a batch job

® Log on as a service

® Replace a process level token

For more information about using a direct WMI connection, see the Microsoft document, Securing a Remote WMI Connection.

Disabling OS metric collection

SQL Diagnostic Manager does not require OS metrics collection. However, if you disable this feature, SQL Diagnostic Manager ceases to collect
OS metrics and does not raise any previously-associated alerts. You can easily enable OS metric collection at any time if you decide that you
want to continue collecting these metrics.

Using direct WMI when the collection service is on a different domain than the SQL Server

In environments where cross-domain trust security is enforced, data from asynchronous collection is not returned from an untrusted domain to a
trusted domain. As a result, the collection service does not receive the data.

If you select Collect Operating System data using direct WMI and the machine used for your collection service is in a different domain than
your monitored SQL Server instance, you must make some configuration changes on your collection service machine. If you do not make these
changes, change your OS metrics collection to Collect Operating System data using OLE automation if you want OS and disk statistics plus
the auto discovery of mount points.
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Select an alert template and tags

The Select Alert Template and Tags window lets you assign an alert template and tags while you add an instance. Alert templates allow you to
configure generic alert settings to apply to your servers or groups of servers. Tags are labels that help you organize server instances into
meaningful groups.

To apply an alert template, select the appropriate template from the list. If you do not have an existing custom alert template, you can create an
alert template after you add your SQL Server instance, and then apply the template to your server. You may select one or more existing tags from
the list, or create new tags by clicking Add Tag .

If you create an instance before creating any custom alert templates, SQL Diagnostic Manager applies the default alert template automatically.
You can then create an alert template and apply it to the server once the new template is available.

After selecting your baseline collection, click Next to continue.

Access the Add Servers wizard

You can open the Add Servers wizard from the SQL Diagnostic Manager Console menu by selecting File > Manage Servers, and then clicking A
dd in the Manage Servers window.

Using tags

Tags are customizable to suit your needs. For example, you may want to view only server instances used by a particular department (like
Accounting), in a specific location, or by some other method (like SQL Server version).

You can assign multiple tags to each instance so that the instance appears in several different groups.
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Configure your virtual machine connections

The VM Configuration window allows you to associate your monitored virtual SQL Server instances with the virtualization host server that
manages your VMs and the VM on which the monitored SQL Server instance is running.

Virtual machines appearing in the list are based on the permissions for the user account typed into the Virtualization Host Configuration dialog

box. To view a specific VM, you must have the View permission on all parent folders.

@ Remember to renew your link after changing the name of a virtual machine. Once the name change is complete, simply open the
VM Configuration window and wait until after SQL Diagnostic Manager is done contacting the vCenter server or Hyper-V Host server to
get a list of your VM names. Note that your updated VM name already appears in the list. Click OK to save the new name to the list of
VMs. If you do not update the name, this action occurs again the next time you access the VM Configuration window.

Access the VM Configuration window

To open the VM Configuration window, select Tools > VM Configuration, or click VM Configuration from the Manage Servers window. You can
also access this window from the Virtualization tab of the Server Properties window by clicking the VM Configuration button.

Add a host server

SQL Diagnostic Manager allows you to add a new host server through the VM Configuration window. Click New, and then complete the access
information for the server. When you complete all the available fields, SQL Diagnostic Manager allows you to verify connectivity with this server.
Click Test to make sure you typed the correct access credentials. Click OK after a successful test.

ﬁ ¥M Configuration

tanage Yirtualization Host gervers and links to wirtual machines for monitared SOL Server instance
\ Add, remove or edit Yitualization Hosts, test configured connection zettings and link. monitored Sig
¥ l Server inztances to virtual machines to begin collecting virtual machine metr