Configuring your browser for Windows Authentication

In order to be able to use Windows Authentication to log into SQL Enterprise Job Manager, you have to configure your browser settings.

Internet Explorer 9,10,11

To configure these versions of Internet Explorer, follow these steps:
1. Go to Internet Options.

2. Click Security.

3. Click Internet and then Custom Level.
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Select a zone to view or change security settings.
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Local intranet Trusted sites  Restricted
sites

Internet

0 This zone is for Internet websites,
except those listed in trusted and
restricted zones.

Security level for this zone
Allowed levels for this zone: Medium to High
Medium-high
- Appropriate for most websites
) - Prompts before downloading potentially unsafe

content
- Unsigned ActiveX controls will not be downloaded

Enable Protected Mode (requires restarting Internet Explorer)
Custom level... [ Default level

Reset all zones to default level

J [ Cancel

4. Go to Scripting/Active scripting and make sure Enable is selected.
5. Then go to User Authentication/Logon and make sure Automatic logon with current user name and password is selected.

6. Click OK.
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Settings

(7) Disable
Enable
|| Websites in less privileged web content zone can navigate in
(7) Disable
Enable
() Prompt

& Allow Programmatic dipboard access
(7) Disable
) Enable
Prompt
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*Takes effect after you restart your computer

Reset custom settings

Reset to: [MEdIL.I'I'I-hdﬂ {default) oy ]
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Settings

Disable
) Enable
& | Enable XS5 filter
(7) Disable
Enable
& | Saipting of Java applets
(7) Disable
Enable
() Prompt
[BY, User Authentication

2, Logon

) Anonymous logon
(") Automatic logon only in Intranet zone

1) Prompt Tor user name and password
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*Takes effect after you restart your computer

Reset custom settings

Resetto: | medium-high (default) v




7. Click Local intranet and then Sites.
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Select a zone to view or change security settings.
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Internet Nl soid | Trusted sites Restricted
sites

e
This zone is for all websites that are

found on your intranet.

Security level for this zone
Allowed levels for this zone: All

Medium-low
- Appropriate for websites on your local network
(intranet)
=) - Most content will be run without prompting you
- Unsigned ActiveX controls will not be downloaded
- 5ame as Medium level without prompts

[]Enable Protected Mode (requires restarting Internet Explorer)

Custom level... Default level

[ Reset al zones to default level

8. Type the following site http://sqlj01 and click Add.

9. Click Close.



You can add and remove websites from this zone. All websites in
this zone will use the zone's security settings.

Add this website to the zone:
| http:/sqljod]

Websites:

[7] Require server verification (hitps:) for all sites in this zone

10. Go to Advanced and make sure Enable Integrated Windows Authentication is selected.

11. Click OK.
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Settings

[7] chedk for server certificate revocation™

[7] chedk for signatures on downloaded programs

[7] Do not save encrypted pages to disk

[7] Empty Temporary Internet Files folder when browser is de
[7] Enable DOM Storage

Enable Integrated Windows Authentication™®
|| Enable native XMLHTTP suppart
[7] Enable SmartScreen Filter
[7] Enable Strict P3P validation™®
[ usessL 20
[] usessL 3.0
[ useTLs 1.0
] UseTLS 1.1
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*Takes effect after you restart your computer

[ Restore advanced settings ]

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default Besat:
condition,

You should only use this if your browser is in an unusable state.




12. Go to Tools in the menu bar, and select Compatibility View Settings.

P = & | & intemet Explorer Enh

File Edit View Favorites Help
| Delete browsing history... Cirl+Shift+ Del
I| InPrivate Browsing Cirleshift-p  Iration is enabled
o Ir : ; enabled en your server. This configures a
/ - W i bt r server to Web sites that might pose a seoy
1) 4 El  ActiveX Filtering
Tl Fix connection problems... splaying correctly in Internet Explorer and rg
b ; [ E ; Internet Explorer functionality that has been
e Ti Reopen last browsing session rnet Explorer Enhanced Security Configuratid
Add site to Start menu
= View downloads Ctrl+)
Pop-up Blocker ¥
SmartScreen Filter k

Manage add-ons

Compatibility View

Compatibility View settings

Subscribe to this feed...

Feed discovery b
Windows Update

F12 developer tools

Add to Evernote 5
Elog This in Windows Live Wniter

Internet options

13. In the Compeatibility View Settings window make sure Display intranet sites in Compatibility View is selected.

14. Click Close.
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Compatibility View Settings L8 |

Q You can add and remove websites to be displayed in
& Compatibility View.

Add this website:
Add

Websites you've added to Compatibility View:

Remove

[| Display all websites in Compatibility View
| Display intranet sites in Compatibility View
[ Download updated compatibility lists from Microsoft

Learn more by reading the Internet Explorer privacy statement

Close

Configuring Google Chrome and Mozilla Firefox

To configure Google Chrome, you can go to the following link: http://dev.chromium.org/developers/design-documents/http-authentication.
To configure Mozilla Firefox, view the following steps:

1. Open your Mozilla Firefox browser and type about:config.

2. Click I'll be careful, | promise!.
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This might void your warranty!

Changing these advanced settings can be harmful to the stabilty, security, and performance of this
application. You should arly continue if you are sure of what you are doing

[¥ Sk this watming nest time

1 be careful, I promise! |

3. Search and double click network.negotiate-auth.delegation-uris.

= Frefon  gbouticonfig
Search: I
Preference Mame = ] Status | Twpe J Wale
niebwiork, negotiste-auth. alow-insecur e-nkim-v 1 default boolean false
riebwiork. negaotiske-auth_ slow-insecure-ntim-v 1-htkps default baolean krue
riebwork. negotiske-auth. alow-non-Fgdn default boclean falsa
mehwinrk nenokiate-auth alow-nroyies default boolean true
n { uth. t string

nietwork. negotiate-auth.gs=ibn string

miebwork. negotiske-auth. brusked-uris string

riebwork. negaotiske- auth.using-native-gssiib default boolean true

4. Type https://localhost:9291. Click OK.
5. Search network.automatic-ntim-auth.trusted-uris, double-click it and type the same value as before: https://localhost:9291. Click OK.

6. Close all instances of the Firefox browser to make the changes effective. Launch the browser again and access the application.

IDERA | Products | Purchase | Support | Community | Resources | About Us | Legal


https://localhost:9291
https://localhost:9291
#
http://www.idera.com/productssolutions/sqlserver
#
#
#
http://community.idera.com/
#
#
http://www.idera.com/resourcecentral
#
#

	Configuring your browser for Windows Authentication

