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Default Configuration Security Checks in Policy Templates

Access 
Security 
Checks

CIS 
for 
SQL 
Server 
2000

CIS 
for 
SQL 
Server 
2005

CIS 
for 
SQL 
Server 
2008

CIS 
for 
SQL 
Server 
2008 
R2

CIS 
for 
SQL 
Server 
2012

CIS 
for 
SQL 
Server 
2014

CIS 
for 
SQL 
Server 
2016

CIS 
for 
SQL 
Server 
2017

CIS 
for 
SQL 
Server 
2019

DISA-
NIST 
STIG 
for 
SQL 
Server 
2012

DISA-
NIST 
STIG 
for 
SQL 
Server 
2014

DISA-
NIST 
STIG 
for 
SQL 
Server 
2016

Analysis 
Services 
Running

X X X

Asymme
tric Key 
Size

X X X X X X

Auto_Cl
ose set 
for 
containe
d 
databases

X X X X

Backups
complian
ce with 
RTO 
and 
RPO 
requirem
ents

X

BUILTIN
/Adminis
trators 
Is 
sysadmin

X X X X X X

CLR 
Enabled

X X X X X X X

Common
criteria 
complian
ce

X

Data 
Files On 
System 
Drive

Databas
e-level 
Firewall 
Rules

Click on the Policy Template name to order the table according to Security Checks marked as default.
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Databas
es Are 
Trustwor
thy

X X X X X X X X

Default 
Trace 
Enabled

X X X X X X X

Full-
Text 
Search 
Running

X X

HADR is 
configur
ed

Hide 
Instance 
Option 
is set

X X X X X X

Integrati
on 
Services

X

Linked 
servers 
are 
configur
ed

Max 
Number 
of 
concurre
nt 
sessions

X

Maximu
m 
number 
of error 
log files

X X X X X X X

Ole 
automati
on 
procedur
es

X X X X X X X

Other 
General 
Domain 
Accounts

Replicati
on 
Enabled

X X
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sa 
Account 
Not 
Disabled

X X X X X X X X

sa 
Account 
Not 
Disabled
Or 
Renamed

X X X X X X X X X X

Sample 
Databas
es Exist

X X X X X

Server 
Is 
Domain 
Controller

X X

Server-
level 
Firewall 
Rules

Shutdow
n SQL 
Server 
on 
Trace 
Failure

X

SQL 
Agent 
Mail

X X X

SQL 
Mail Or 
Databas
e Mail 
Enabled

X X X X X X X X X

SQL 
Server 
Installati
on 
Directori
es On 
System 
Drive

SQL 
Server 
Version

X X X X X X X X X

System 
Table 
Updates

X X X
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Transpor
t Layer 
Security

Unautho
rized 
Account 
Check

User 
created 
'sa' 
account 
does 
not exist

X X X X

VSS 
Writer 
Running

xp_cmds
hell 
Enabled

X X X X X X X X X X

xp_cmds
hell 
Proxy 
Account 
Exists

X X
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