Edit policy settings

The Policy Properties window allows you to quickly edit your policy settings. Changes made on the Policy Properties window are instantly
applied to your policy.

In the Security Summary view you can open the Policy Properties window by using any of the following options:

® Right-click your policy from the Policies tree and select Properties
® Select your policy and click Edit settings in the ribbon options available at any of the tabs (Summary, Settings, Users)

The following tabs are available on the Policy Properties window:

General

The General tab of the Policy Properties window allows you to update the name and description of the selected policy. The policy name
appears in the Security Summary view under the Policies tree.
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@ Change the Policy name or description.

VeIl Security Checks  Audited SOL Servers  Internal Review Motes

Name CIS for SQL Server 2000

Description Center for Intemet Security - Benchmark for Microseft SQL Server 2000, V 1.0, December, 2005 ~

| oK | | Cancel |

Help |

Security Checks

Security checks assess the vulnerability of specific Windows OS and SQL Server objects based on your criteria. After security checks are
configured and your SQL Server instances are assigned to the policy, you can view the results on the Security Overview window and on the Risk
Assessment Report.
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Specify which security checks you want this Policy to perform.

Salgiedey  Audited SOL Servers  Internal Review Motes

Mame

= Access (40 checks)

Always Encrypted

Appropriate cryptographic medules have b...

Assembly host policy

Backup Encryption [Mative)

Backup Encryption (Mon-Mative)

Certificate private keys were never exported
Contained database authentication type
DAC Remote Access

Dangerous Extended Stored Procedures (X...

Database Master Key encrypted by Service...

Database Master Keys Encriypted by Passwo...

Database roles and members

Dynamic Data Masking

Encryption Methods

Files On Drives Mot Using MTFS

Fixed Roles Assigned To public Or guest
Guest User Enabled

3

-

| Reset to Defaults | |

Uncheck All

| | Import Settings.. |

[ CIRYL NI  Azure SOL Database

Display Settings
Name

Description

Report Text

Extemnal Cross
Reference

Risk Level

Criteria

When enabled. this check will identify a risk i always encryption is not configured
for specified columns on SQL Server 2016 or later. Please specify in

|Always Encrypted

specified columns on SQL Server 2016 or later

Determine whether always encryption is configured for ~

Are specified columng using Always Encrypted
sensitive data on SGQL 2016 or later?

to protect A

[Server]. [Database] [Schema]. [Table]. [Column] format.

| oK | | Ccancel |

| Edit. |

| Remove |

| Help |

In addition, you can configure email notifications to be sent out when a particular risk level has been passed. For more information, see Configure
Email Settings.

Operating System Version metric criteria could cause erroneous findings.

Available fields

When security checks are setup for your policies, it is important that accurate criteria is entered. For example, a typo in the Windows

The Security Checks of the Policy Properties tab allows you to update the following fields:

Criteria

Some security checks allow you to configure the assessment criteria, such as specific user accounts, stored procedures, or the login
audit level. Text entered in this field must use the exact spelling of the object being checked. Use the option Edit and a new window
opens where you can specify multiple criteria items (one per line). To delete any previous specified criteria, click the corresponding

item, and then Remove.

1 If criteria for security checks is entered incorrectly, it may fail to correctly display its finding in the Report Card.

Some security check criteria support using the percent wildcard character (%) to specify objects whose names apply a naming
convention. For example, to specify all users whose logon starts with sql, enter the following syntax: donai n\ sql %.

External Cross Reference

Allows you to cross reference a security vulnerability included in your report to a number or name contained in an external security

standard.

Report Text


https://wiki.idera.com/display/SQLSecure32/Configure+email+settings
https://wiki.idera.com/display/SQLSecure32/Configure+email+settings

The text entered in this field appears on your policy reports. For example, the Protocols security check includes the report text "Are

unexpected Protocols enabled?". When unexpected protocols are enabled, the report displays the SQL Server instances where the
risk is encountered.

Risk Level

Allows you to set the severity of the risk posed by this finding. The risk level is important because it reflects how severe or risky a
particular security finding is for your environment, allowing you to further customize security checks to meet your exact auditing
needs. For example, finding an enabled Guest account on one instance may be a high risk, but on another instance it may be a low

risk. The risk level also determines where the corresponding security finding appears on the policy or assessment Report Card and
whether or not email notifications will be sent.

Audited SQL Servers

The Audited SQL Servers tab allows you to change which registered SQL Server instances are assigned to this policy. You can add or remove
instances from this policy to better match your auditing needs. Each registered SQL Server instance can belong to multiple policies.
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@ Specify which SQL Server instances you want to audit with this Policy.

General  Security Checks |[EENTTiZSRAe]RIGNoi  Internal Review Motes

Select SQL Servers to include in this Policy

O Al 5GL Server Instances () Al 5GL Server 2008 Instances () Al 5GL Server 2017 Instances
O Al 5QL Server 2000 Instances ® Al 5QL Server 2012 Instances (O All Azure SQL Database
) All SGL Server 2005 Instances ) All SQL Server 2014 Instances

(O Select 5QL Server Instances

Audited SQL Server

B

| Ok | | Cancel | | Help |

The Audited SQL Servers tab is located in the Policy Properties window.

Edit the instance list by either selecting one of the version-group options or by selecting instances specifically, and then click OK. SQL Secure
automatically re-assesses the policy based on this new scope.

Internal Review Notes

The Internal Review Notes tab allows you to edit the manually-collected data applied to your policy. Manually-collected data is security
information that cannot be gathered and assessed through IDERA SQL Secure.
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i
Specify any additional information that should be included in the assessment report.
N

General  Security Checks  Audited SOL Servers  [JIndS i =IRHENTUE NG _

Text can be added to your security assessment report to enable manually gathering data and reporting it in one comprehensive place. Enter an optional title
and additional text for your report here.

Title
CIS Interview Checks

Benchmark for Microsoft SR, Server 2000, Version 1.0, December, 2005 ~

1.1 Physical security Place the S, Server in an area where it will be physically secure.
Flace the server where only authorized personnel can obtain access.

1.2 5L, Servers accessed via Internet
If the SQL. Server is being accessed via the Internet, place the SQL. Server insidea [ with the \Web Server.

1.4 531, Servers accessed via Internet - Put a firewsall between your server and the Internet.

In & multi-tier environment, use multiple firewalls to create more secure screened subnets. Consider separating Web logic and business logic onto
separate computers.

1.5 |PSEL - Use |PSEL, policy filters to block connections to ports other than the configured SQL, Server ports.

|BSEL, offers authentication, integrity, confidentiality, and anti-replay services. 55/, can provide these services for all database connections:
however, |ESEL, can allow these services to be configured on selected computers and ports.

1.6 Encryption - Implement 55, Use the fully-gualified NS name of the server in the certificate to help prevent masquerading.

1.7 Test and development servers - Maintain test and development servers on a separate network segment from the production servers. Test
patches carefully before applying them to production systems.

1.8 Dedicated Server - Install S, Server on a computer that does not provide additional services, e.g., Web or Mail Services. Vulnerabilities in
other application servicss could lead to 3 compromise of the S0, Server.

1.5 05 Benchmark Configuration - Configure Windows 2000 Server Level || benchmark settings with the following modifications:

Check Spelling

| oK | | Cancel | | Help |

You can find the Internal Review Notes tab in the Policy Properties window.

SQL Secure includes your Internal Review Notes to the Risk Assessment report, providing a fuller picture of your security status. These notes
can also serve as a questionnaire to be used for manually gathering additional data that may be required to fully enforce your policy.

To edit these notes, click inside the provided text box and enter your changes.

@ You can use the Check Spelling option to make sure the text you typed in the Internal Review Notes is well written.
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