Enable automatic failover using AlwaysOn Availability
Groups

The AlwaysOn Availability Groups feature uses the availability of a set of databases within your enterprise to improve your failover options and general
availability. This feature makes the database highly available using the Windows Failover Cluster Service for Windows Server 2008 and above. As a result,
this feature requires Windows Failover Cluster as well as SQL Server on all cluster nodes.

When an availability group is configured using multiple SQL Servers, one of the servers is designated as the PRIMARY node and others are considered
SECONDARY nodes. If the primary node SQL Server stops or shuts down, the failover automatically switches to the synchronized secondary node with no
data loss. You also can manually perform a failover on the SQL Server.

SQL Compliance Manager provides auditing of the AlwaysOn-configured database and audits the events on the AlwaysOn database along with the
failovers.

@ The AlwaysOn Availability Groups feature is available for SQL Server 2012 and above only.

How AlwaysOn integrates with SQL Compliance Manager

There are two scenarios of how SQL Compliance Manager can work with AlwaysOn availability group databases:
® Listener . Use this scenario when you want to audit a listener (virtual SQL server instance) that works only with a node in the PRIMARY role.
® Nodes . Use this scenario when you want to audit every node that can be in PRIMARY or SECONDARY roles. Note that the secondary role is
read-only.

You can use only one scenario at a time and it is not possible to use them at the same time on cluster.

@ Each node of the SQL Server instance used in the AlwaysOn Availability Group must have a license.

Configuring the Listener scenario

The Listener scenario is recommended for users who want to audit only AlwaysOn databases on the Primary node using LISTENER. If you want to audit
read-only Secondary nodes , use the Nodes scenario.

1. Install cluster agent services on all Listener nodes using the SQL Compliance Manager Cluster
Configuration Console

Use the following steps on each node involved in the AlwaysOn group before adding the listener to SQL Compliance Manager for auditing.

Repeat these steps on each node in your AlwaysOn Availability Group. When you are finished configuring all the nodes, register the cluster
service agent as a shared resource.

Run the IderaSQLcmInstallationKit*.exe setup file.

Extract the SQL Compliance Manager installation kit to the specified directory, and then launch it. SQL Compliance Manager displays the product
Quick Start window.

In the Quick Start window, click Cluster Configuration Console. SQL Compliance Manager displays the Cluster Configuration Setup Wizard.
Follow the steps in the Setup Wizard to install and configure the SQLcompliance Agent Service on this cluster node.
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5. Once installation is complete, open the Cluster Configuration Console by clicking Start > IDERA > Cluster Configuration Console.
-
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Virtual SAL Servers with a SGQLcompliance Agent service:

SQLcompliance Agent Version:  |5.0.0.313

6. Click Add Service to specify the listener. SQL Compliance Manager displays the Add SQLcompliance Agent Service - General window.
Add SQLcormpliance Agent Service -7 |[w23m]

General
Specify the virtual SAL Server instance that this SQLcompliance Agent will audit.

SOL Server I _I

< Back I Mext > Firish | Cancel I




7. Type the SQL Server instance name, and then click Next. If you receive a message stating that the selected SQL Server instance is not
clustered , click Yes. This is correct behavior when configuring a Listener scenario and confirms that the selected SQL Server instance is hosted
on a Windows Failover Cluster. SQL Compliance Manager displays the Add SQLcompliance Agent Service - Collection Server window.

compliance Agent Service =B 3
Collection Server

Specify the SQL Server to register with SQL compliance manager. Once a SQL
Server is registered, you can begin auditing database activity on the server.

The SQLcompliance Agent sends collected audit data to a Collection Server so
that the audit data can be processed and stored in the Repository. Specify the
computer name on which the Collection Server service is running.

Collection Server computer: ||

¢ Back I Mext > I Firish | Cancel |

8. Specify the name of the server where SQL Compliance Manager is installed, and then click Next. SQL Compliance Manager displays the Add
SQLcompliance Agent Service - SQLcompliance Agent Service Account window.

Add S0Lcompliance Agent Service

S5QLcompliance Agent Service Account
Specify the service options. This account needs to be given 501 Server
Administrator privileges on the associated SAL Server.

SALcompliance Agent Service Account:

Login account [domainwzer]: ||

Pagsword ; I

Confirm password: I

Note: The login specified for the SQLcompliance Agent service account
needs to be a valid domain account with appropriate permissions for
creating traces and stored procedures on the registered SGL Server.
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9. Specify the login credentials for the Agent service account, and then click Next. This account must have administrator privileges. Idera
recommends that you use the same account as used for the Collection Server. After clicking Next, SQL Compliance Manager displays the
SQLcompliance Agent Service - SQLcompliance Agent Trace Directory window.

1 Add SQLcompliance Agent Sepvice

50 Lcompliance Agent Trace Direciory
Specify directory for temporary storage of audit data

The SQLcompliance Agent temporarily stores collected audit data in a trace directory
on the computer that hosts the SQL Server instance. Specify a trace directory ona
shared data disk in the virtual instance’s cluster group. This prevents loss of
gathered audit data during a failover.

Trace Directory: IE:\.SB LCMATraceDirectand

MNote: This directory will be created by the SQLcompliance Agent when Before and
After data auditing enabled.

< Back | MHewut > I Firish Cancel |

10. Specify the trace directory for the cluster agent service, and then click Next. Note that the administrator account specified for the cluster agent
service has read/write permissions for this trace directory folder. SQL Compliance Manager displays the Add SQLcompliance Agent Service -
CLR Trigger Location window.

N Add S0Lcompliance Agent Service

CLR Trigger Location
Specify where the SQL Server assemblies for the CLR trigger should be stored

The S0Lcompliance Agent uses a CLR trigger to collect before and after data for
DML events. Wwhen before-after auditing is enabled, the SQLcompliance Agent uses
the specified directory to store the corresponding CLR trigger assemblies. You can
enable before-after auditing from the Audited Database Properties window in the
Management Console.

Assembly Directory: IE:\SQLEM"-.-’-\ssemnyD irectony

Mote: This directory will be created by the SQLcompliance Agent when before-after
auditing i= enabled.

< Back | Mewut » I Finish Cancel




11. Specify the location where you want the SQLcompliance Agent to store the corresponding CLR trigger assemblies, and then click Next. Note that
the administrator account specified for the cluster agent service has read/write permissions for this assembly folder. SQL Compliance Manager
displays the Add SQLcompliance Agent Service - Summary window.

@.ﬂ\dd SQLlcompliance Agent Service

Summary
Ready to add SQLcompliance Agent

*You have finished entering the data necessary to install the SQLcompliance Agent
sernvice necessary to audit this virtual 5QL Server:

AUT-200

Click Finish to begin the installation process for the SOLcompliance Agent. Note
that this installation must be performed on each node of the cluster and that after
the agent is installed. you must register the agent as a shared resource in the
Microsoft Cluster Management conscle.

Cancel |

12. Verify that the Summary window displays the correct SQL Server instance that you want to audit, and then click Finish. If you receive a
message stating that the selected SQL Server instance is not clustered , click Yes. This is correct behavior when configuring a Listener
scenario and confirms that the selected SQL Server instance is hosted on a Windows Failover Cluster. SQL Compliance Manager displays a
confirmation message.

@.ﬂ.dd S0Llcompliance Agent Service

You have successfully registered the SQLcompliance Agent service on ane node
in your SGL Server cluster. To complete this process, you will need to do the
following:

¢ Back I Mewxt >

(1) Repest the cluster support setup process on each node in the cluster.

(2) Register the SOLcompliance Agent service as a shared resource in
the Microsoft Cluster Administrator.

Tell me more about configuring suditing in & clustered environment. ..

(D Repeat these steps on each node in your AlwaysOn Availability Group. When you are finished configuring all the nodes, register the
cluster service agent as a shared resource.

2. Install cluster agent services on all Listener nodes using the Failover Cluster Manager
Use the following steps on each node involved in the AlwaysOn group before adding the listener to SQL Compliance Manager for auditing.

1. After installing the cluster agent service on all Listener nodes, open Server Manager.
2. In the Server Manager tree, click Server Manager > Features > Failover Cluster Manager. The system displays Failover Cluster Manager.
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In the Server Name area, select the resource name of the cluster service group, and then click Properties in
example, aoagl i st ener is the resource name. Failover Cluster Manager displays the Properties window. C
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3. Select the cluster service group created for the cluster agent service. In the following example, AGr oup001 is the cluster service group.

the Actions panel. In the following
lick the Dependencies tab.

5. Verify that the Resource field displays the listener IP address.



6. In the Other Resources area of the Failover Cluster Manager window, select the resource within the cluster service group, and then select

Properties. In the following example, AG oupO01 is the other resource name. Failover Cluster Manager displays the Properties window. Click the
Dependencies tab.
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7. Verify that the Resource field displays the listener name. Click Cancel to close this window.
8. After adding the resource information, right-click the cluster service group in the tree, and then select Add a resource > 4 - Generic Service.

9.

Failover Cluster Manager displays the New Resource Wizard to allow you to create the new resource.
In the Select Service page of the New Resource Wizard, select the cluster service agent from the available list. The cluster service names are

displayed in the format SQLcomplianceAgent$[listener name] where [listener name] is a virtual SQL Server name. In the following example, SQLc
onpl i anceAgent $A0AGLI STENER is the service name.
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10. Click Next, the New Resource Wizard displays the Confirmation window.
11. Verify that the displayed information is correct, and then click Next.
12. In the Configure Generic Service window, Failover Cluster Manager creates the new resource. Click Next.



13. In the Summary window, verify the information regarding the new resource, and then click Finish.

New Resource Wizard

Summary

Select Service The new resource as was successfully created and configured.

Confirmation

Configure Eeneri

Service ‘J
SRR SQLcompliancefgent$AOAGLISTEMER

¥ (SQLcompliancefsgent3 A0AGLISTENER)
Resource: Generic Service
. Files\Idera\5QLcomplianceCluster\SQLcomplianceAgent.exe”
Parameters: SQLcomplianceAgent$AOAGLISTENER
b

To view the report created by the wizard, click Yiew Report. . |
T cloge this wizard, click Finish. picttiizrot

14. In the Other Resources area of the Failover Cluster Manager window, select the SQLcomplianceAgent$[listener name] cluster service group, and
then click Bring this resource online from the context menu. In the following example, SQLconpl i anceAgent $A0AGLI STENER s the cluster
service and is currently offline as noted in the Status column.
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Failover Cluster Manager bring the service online and displays the updated status, as shown in the following

example.
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15. While the cluster service is online, select the SQLcomplianceAgent$[listener name] cluster service, and then select Properties from the context

menu. In the following example, SQLconpl i anceAgent $AOAGLI STENER s the cluster service name. Failover Cluster Manager displays the
Properties window.



16. Verify that the Agr oup01 dependency is added, as shown in the following example.

F55 Failover Cluster Manager
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On the Registry Replication tab, click Add. Failover Cluster Manager displays the Registry Key window.

Type SOFTWARE\ | der a\ SQLconpl i ance as the registry key value, and then click OK.
Reqgistry Key

17.
18.

Fioot registry key:
HKEY_LOCAL_MACHIMEY, |HE

agK I Carncel |

The new root registry key appears in the Registry Replication tab of the Properties window, as shown in the following example.

SOLcompliance Agent$ADAGLISTENER Properties E3
General I Dependencies | Policies |
Advanced Palicies Reagistry Replication

Programs or services may store data in the registry. Therefore, it is
important to have this data available on the node on which they are

unning. Specify the registry keys below HKEY_LOCAL_MACHIME that
should be replicated to all nodes in the cluster,

Fioot Reqistry Key
SOFTwARE S derabS0Lcompliance

Add | Edit | Remove |

(] I Cancel | Apply |

19. Close the Properties window by clicking OK.

3. Add the Listener to SQL Compliance Manager



Use the following steps to add the listener to SQL Compliance Manager for auditing.
1. Start the SQL Compliance Manager Management Console, and then click New > Registered SQL Server.
2. In the SQL Compliance Manager Configuration Wizard, specify or browse to the listener you want to register with SQL Compliance Manager, and
then click Next. In this example, use the virtual SQL Server name AOAGLI STENER.
® sOLcm Configuration Wizard - Add Server d b

Specify SOL Server
Specify the SOL Server to register with S0L compliance manager. Once a 501 Server

i3 registerad, you can begin auditing database activity on the server.

SOL Server  |ADAGLISTENER _|
Description: |

Previous Il Next I Cancel I

In the SQL Server Cluster window, check This SQL Server instance is hosted by a Microsoft SQL Se
click Next. This step makes the listener, in this example AOAGLI STENER, into a virtual SQL Server name.

iz

3. rver Cluster virtual server, and then

. 5QLcm Configuration Wizard - Add Server

i S0L Server Cluster

Specify whether this iz a vitual SOL Server hosted on a cluster.

Select whather this SOL Server instance iz a vitual SQL Server hosted by Microsoft
Cluster Services. Thiz choice affects the deployment options available for thiz SOL

Server.
¥ This SOL Server instance is hosted by a Micrazoft SOL Server Cluster wirtual
SEIVEL

Previous | et I Cancel




4. In the SQLcompliance Agent Deployment window, verify that the Manually Deploy is selected, and then click Next. This option is required for all
virtual SQL Servers.

k] SQLcm Configuration Wizard - Add Server

SOLcompliance Agent Deployment
Specify the deployment option for this ingtance's agent.

& 50Lcompliance Agent must be deployed to the computer hosting each audited SGL
Server. Auditing cannot be enabled until the agent has been deploved, Select the
deployment option to uze for this agent;

£ Deploy Mow - Installs the S0 Lcompliance agent at this ime. This option
requires that a connection be established between the SAL Server to be
audited and the Management Conzalz,

{ Deploy Later - Indicates that vou will install the SHLcompliance &gent using the
M anagement Console at a later e such as during off-hours.

% fanualy Deploy - Indicates that vou will manually instal the agent at the physical
computer that hozts the SOL Server instance. Mote that thiz option is required for
wirtual SOL Servers and SOL Servers located acrozz a domain bust boundany.

Previous | Mext I Cancel |

5. In the Select Databases window, check the AlwaysOn database that you want to audit, and then click Next. In the following example, the
AlwaysOn database is Test Base.

# 50Lcm Configuration Wizard - Add Databases 2=l

Select Databases
Select the databases you want to audit. SOL compliance manager will callect audit
data for the selected databazes.

V¥ Audit Databases

[[] master Select &l |
[ model

[ medh Unzelect All |
[ mzsqleystemresource

[ tempdb

—
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SQL Compliance Manager displays the AlwaysOn Availability Group Details window including a list of all nodes where the AlwaysOn database is




replicated. Note that this window appears only if the database selected for auditing is AlwaysOn. The wizard skips this window for regular
databases.

E ] S0Lcm Configuration Wizard - AlwaysOn Details ﬂil

Alwaypz0n Availahility Group Details
Showing the Databaszes that are invalved in Alwaypz0n Availability Group configuration.

Freaister / Add all the Replica SOL Servers for auditing and deplay agent on the
replica servers, to make uze of Alwapz0n feature for these databazes.

| Databaze Mame | A ailability Group | Fieplica Server |
TestBaze AEroupl alaEMODET
TeztBaze AGroupdl ADAGMODEZ
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6. If the AlwaysOn Availability Group Details window is displayed , click Next to continue.
7. In the Audit Collection Level window, select the desired audit collection level for the database, and then click Next.

» SQLcm Configuration Wizard - Audit Settings B 1[1[

Audit Collection Level

Select the audit collection level you want to uze for the newly audited database. The
collection level affects the amount of event data collected for databaze activities.

Select the audit collection level you want to uge for the newly audited databazes. The
collection level affects the amount of event data collected for databaze activities.

% Defaul - Audits events and activiies rmost cammonly required by auditars, This
collection level meets most auditing needs. Tell me more

 Custom - Allows you to zpecify specific audit zettingz. Thiz collection level iz
recommended for advanced users only. Eefare selecting specific audit
zettings, review the events gathered by the Cuztom collection level and review
the help to better understand wour choices.

" Regulaticn - Configures your audit settings to collect the event data required by
specific regulatory guidelines, such az PCI or HIPAS,
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In the Permissions Check window, SQL Compliance Manager verifies that all the required permissions are in place on the SQL Server instance
ou want to audit.
® SOLcm Configuration Wizard - Permissions Check E 2xl

Permizzions Check
Fequired permizsions are checked for proper functioning of SALcm processes on SAL
Server ingtance to be audited.

Operation Complete. Tatal 8. Passed 8, Failed 0 Re-check |

| Check | Status |
o Colection Service has rights to the repository databazes. FPazzed
%" Collection Service has ights bo read registry HELMYSoftw... FPazzed
+"  Collection Service has permissions to collection trace dire... Fazzed
o Agent Service has permissions to agent trace directony. Pazzed
" Agent Service has rights to read registry HELMYS oftware. .. Fazzed
W Agent Service has rights to the instance. FPazzed
o SOL Server has permissions to the agent trace directary. FPazzed
. W' S0OL Server haz permiszions to the collection bace direct. Fazzed

Fleaze vizit thiz link for additional help.
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8. After all operations are complete and all permissions checks pass, click Next. The Summary window displays the audit settings for the SQL
Server instance, and shown in the following example.
® SoLcm Configuration Wizard - Summary y 2]l

Summary
Review the summary of the audit setting you chose for this SOL Server instance and its
hosted databases.

Audit Level:  Default
Server.  ADAGLISTEMER

Databases  [TestBaze ;I

b+

Previous | Finish I Cancel |




. Click Finish to close the wizard. SQL Compliance Manager displays the newly-added SQL Server instance and AlwaysOn database, as shown in
the following example.
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10. Make all necessary audit settings for the listener and AlwaysOn databases, and then update the configuration and begin collecting data. It is

recommended to update the configuration before collecting data because users are unaware of which node is PRIMARY. After updating the
configuration, be sure to click Refresh in the node context menu to apply the settings to the displayed information.

Removing a Listener from SQL Compliance Manager

Use the following steps to remove the listener from SQL Compliance Manager auditing.

1. Open Server Manager.

2. In the Server Manager tree, click Server Manager > Features > Failover Cluster Manager. The system displays Failover Cluster Manager.
3. Take the cluster service agent SQLcomplianceAgent$[listener name] offline by selecting the service in the tree, clicking the cluster service agent
in the Other Resources area, and then clicking Take this resource offline in the Actions panel. Verify in the confirmation message that you want

to take the resource offline. In the following example, SQLconpl i anceAgent $AOAGLI STENER is the now offline cluster service agent.
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4. Keep Failover Cluster Manager open as you will return to this view after removing the listener from SQL Compliance Manager.
5. Open the SQL Compliance Manager Management Console.




6. Click the listener name in the Explore Activity panel, and then click Remove.
M Idera $OQL compliance manager (F036\MSSQLSERVER 2012)
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7. Click Yes to confirm that you want to continue with removal of the instance.
8. If you want to re-add this listener for auditing at a later time , do not continue with the next steps. If you no longer want to use this listener ,
continue with the following steps for all nodes included in the AlwaysOn Availability Group.
9. Return to Failover Cluster Manager.
10. Delete the cluster service agent SQLcomplianceAgent$[listener name] by selecting the service in the tree, clicking the cluster service agent in the
Other Resources area, and then clicking Delete in the Actions panel. Verify in the confirmation message that you want to delete the resource. In
the following example, SQLconpl i anceAgent $AOAGLI STENER is the cluster service agent.
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11. Open the Cluster Configuration Console by clicking Start > Idera > Cluster Configuration Console.



12. Select the virtual SQL Server listener, and then click Remove Service. In the following example, ACAGLI STENER is the listener.
®, Cluster Configuration Console 7]
File: Help

Wirtual SOL Servers with a SOLcompliance Agent service:

ADAGLISTENER Add Service |
Properties... |

Cluster Configuration Console

Are you sure you want to remove the agent For AOAGLISTENER?

SOLcompliance Agent WVersion: |5. 0.0.38

13. Click Yes in the confirmation message. The cluster service agent is removed.
14. If you no longer need to add listeners , uninstall the Cluster Configuration console.

Configuring the Nodes scenario

The Nodes scenario is recommended for users who want to audit regular databases and AlwaysOn databases on nodes that can be in PRIMARY or
READONLY SECONDARY nodes.

The SQL Compliance Manager administrator adds each node or instance of SQL Server involved in the availability group individually, which is the same
process as with any regular SQL Server instance. You can then add any database that you want to audit. While you can automatically deploy the agent
through the console, it is recommended that you manually deploy in case the automatic deployment fails. Note that the permissions requirements are the
same as for the Listener scenario. For more information about permissions, see Permissions requirements.

AlwaysOn databases running as the secondary replica do not appear in the Add Database wizard unless the replica is marked as read-only. Note that the
default status is non-readable.

Example of manually deploying the agent

The following example shows the steps necessary to manually deploy the agent service to all AlwaysOn nodes. This example uses ACAGNODEL and AQAGN
ODE2, which are in the AlwaysOn group.

1. Start the SQL Compliance Manager Management Console.
2. Select the SQL Server instance to which you want to manually deploy the agent, and then click Add Server. SQL Compliance Manager opens

the SQL Compliance Manager Configuration Wizard - Add Server, Specify SQL Server page.
#® s0Lcm Configuration Wizard - Add Server E d |

Specify SQL Server
Specify the SOL Server to register with SOL compliance manager. Once a SOL Server
iz reqiztered, you can begin auditing databaze activity on the server.

SOL Server: |G0AGNODET _I

Dezcription:

Freviaus | MHewut I Cancel



https://wiki.idera.com/display/SQLCM53/Permissions+requirements

3. Click Next. SQL Compliance Manager displays the Existing Audit Data page of the Add Server wizard.
- S0Lcm Configuration Wizard - Add Server ﬂﬂ

E xisting Audit Data
Audit data for this SAL Server instance already exists.

A database containing audit data for this SOL Server instance already exists. To avoid
lnzing any previously collected audit data, uze the existing databaze and keep the
exizting audit data.

{* FKeep the previously collected audit data and use the existing database. If
the events database iz from a previous wersion of SOL compliance
manager, it will be automatically upgraded.

{" Delete the previously collected audit data but use the existing

database. This ophion will reinitialize the exizting database. All audit
data in the database will be permanently deleted.

Databaze: SHLcompliance ADAGMODET

Previous | MHext I Cancel |

4. Select the option to retain all of the previously-collected audit data and use the existing database, and then click Next. SQL Compliance Manager
displays the SQL Server Cluster page.
- S0Lcm Configuration Wizard - Add Server

S0L Server Cluster
Specify whether this is a wirtual SOL Server hosted on a cluster.

Select whether this SOL Server instance is a wirtual SAL Server hosted by Microsoft
Cluster Services. Thiz choice affects the deplovment options available for thiz SEL
Server.

[~ This SAL Server instance iz hosted by a Miciosoft SEL Server Cluster virtual
TEIVEL

Previous | Mext I Cancel




5. Check this option if the instance is a virtual SQL Server, and then click Next. For this example, this is a regular SQL Server instance. SQL
Compliance Manager displays the SQLcompliance Agent Deployment page.

- S0Lcm Configuration Wizard - Add Server ﬂ_ﬂ

S0Lcompliance Agent D eployment
Specify the deployment option for thiz instance's agent.

A SOLcompliance Agent must be deployed to the computer hozsting each audited S0L
Server. Auditing cannot be enabled until the agent has been deployed. Select the
deployment option to use for this agent;

" Deplay Mow - Installs the SOLcompliance agent at this time. This option
requires that a connection be establizhed between the SOL Server to be
audited and the Management Conzole,

" Deploy Later - Indicates that you will ingtall the SELcompliance Sgent using the
Management Conzale at a later time such as during off-hours,

&' Manually Deploy - Indicates that you will manually install the agent at the physical
computer that hosts the SCL Server instance. Mote that this option iz required for
wirtual SOL Servers and SOL Servers located across a domain brust boundan.

Previous | MHext I Cancel |

6. Verify that the Manually Deploy option is selected, and then click Next. SQL Compliance Manager displays the Select Databases page. This
option is selected because you cannot automatically deploy the agent. Agent services must be manually installed on each node.

# 50Lcm Configuration Wizard - Add Databases 2=l

Select Databases
Select the databazes you want to audit. SOL compliance manager will collect audit
data for the selected databazes.

V¥ Audit Databases

[] master Select Al |
[ model

[ madh Unzelect Al |
[ mzsqgleystemresource

[ tempdb

Previous | Mext I Cahcel




7. Select the AlwaysOn database, and then click Next. This example uses the databases Test Base. SQL Compliance Manager then displays the
AlwaysOn Availability Group Details page. This page displays information about all nodes where the AlwaysOn database will be replicated. Note
that this page does not appear if the database is not AlwaysOn.

#® SgLcm Configuration Wizard - Alwayson Details f ﬂﬂ

Alwayz0n Availahility Group Detailz
Showing the Databazes that are involved in Alwayz0n Availability Group configuration,

Reqgister £ Add all the Replica SOL Servers for auditing and deplay agent an the
replica servers, to make use of AlwaysOn feature for these databases.

| Databaze Mame | Leailability Group | Replica Server |
TestBaze AGroupdl ADAGHODET
TestBaze AGroupdl ADAGNODEZ

Prewvious | Mext I Cancel |

8. Review the available information, and then click Next. SQL Compliance Manager dlsla s the Audit Collection Level page.
® SoLcm Configuration Wizard - Audit Settings X EET|

Audit Collection Level
Select the audit collection level you want ta use for the newly audited database. The
collection level affects the amount of event data collected for database activities.

Select the audit collection level pou want to use far the newly audited databaszes. The
collection level affects the amount of event data collected for database activities.

& Defaylt - Audits events and activiies most commonly required by auditors, This
collection level meets maost auditing needs. Tell me more

 Custom - Allows you ko specify specific audit zettings. Thiz callection level iz
recommended for advanced uzers only, Before selecting specific audit
zettings, review the events gathered by the Custom collection level and review
the help to better understand your choices.

™ Regulation - Comfigures pour audit settings to collect the event data required by
zpecific regulaton guidelines, such az PCIl or HIFAS,

Previous I Mext Cancel




9. Select the Default audit level, and then click Next. SQL Compliance Manager displays the Permissions Check page.
® SLcm Configuration Wizard - Permissions Check ed B

Permizzions Check

Required permissions are checked for proper functioning of SGELcm processes on SOL
Server ingtance to be audited.

Operation Complete. Tatal 8, Paszed 8, Failed 0 Re-check |

| Check | Status |
«"  Collection Service has rights to the repository databazes., Fazzed
% Collection Service has rights to read registry HELMYSofbe. Passed
%" Collection Service has permissions to collection trace dire... Fazzed
o Agent Service has permissions to agent race directory. FPazzed
& Agent Service has rights to read registy HELMA\S oftware. . Fazzed
o Agent Service has rights to the instance. Faszed
o SOL Server has permissions to the agent trace directary. Fazzed
%' SOL Server haz permizsions to the collection trace direct.. Fazzed

Pleaze vigit thiz ink for additional help.

Fresvious | Mext | Cancel I
10. Verify that all permissions pass, and then click Next. SQL Compliance Manager displays the Summary page.

SQLcm C uration Wizard - Summary x|

Summary
Review the surmmary of the audit zetting you choze for thiz SOL Server instance and ike
hozted databaszes.

Audit Level  Default
Server.  ADAGMODE?T

Databases:  |TastBaee ;I

&l

Previous | Finizh I Cancel |

11. Click Finish.

After adding all nodes, the SQL Compliance Manager displays the primary node, as shown in the following image. You also now can audit any AlwaysOn
databases in the added nodes if they are in PRIMARY or READ-ONLY SECONDARY roles.
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Exporting/importing audit settings for all AlwaysOn nodes

Users can select all of the appropriate audit settings for each AlwaysOn database and export these settings as XML files. You then can import the files into
the remaining instances or nodes in the group.

Explore Activity SQL-N1
=5 Audited S0L Servers Summary Event &lerts Ludit By
L 50L2012 : =T
| = I ¢ ‘L"j} % X‘ ﬁg Q ¢ Server Settings ";" Irmiport
— o A i it
3 Financial_Retbrds . Apply Requlation Guideline - Export
'—l Healthcare Configure Rernowe  Add &udited  Disable ﬁi pp}f . ey
E 3 L Alerting  Server Databases  Auditing || = Privileged Users Audit Dat
SQL-N2 " :
- | ¥

To import the audit settings to each node, click Import on the Summary tab. Choose the exported XML file, the information you want to import, and the
servers to which you want to apply the settings. Select all the other servers in the availability group as the target for audit settings. After users apply the

settings from the file, each member of their availability group is set to audit in exactly the same way as noted in the exported file. This process also allows
you to add additional databases that are the part of an availability group on these servers.

Removing an AlwaysOn node from SQL Compliance Manager

To remove an AlwaysOn node from SQL Compliance Manager, first stop the agent service using the Failover Cluster Manager before attempting to
remove a node instance from SQL Compliance Manager. This step must be performed if you may want to add back to SQL Compliance Manager the
removed node using the Manual Deployment option without any agent deployment. In this case, ignore the error message that appears after you remove

the node.

audits all activity on your server. Learn more > >
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